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Abstract. Future smart environments integrate information on persons, ambient 
resources and objects. Many rich visions of smart environments have been de-
veloped, and current technological and market developments promise to bring 
aspects of these visions of into everyday life. The paper delineates the role of 
mobile and decentralized communities, semantic technologies, and virtual real-
ity. Key challenges for a user centered development of smart environments are 
discussed, in particular the controllability of personal identity data, reliable user 
interfaces for autonomous systems, and seamless interaction in integrated  
virtual and physical environments. 

Keywords: smart environments, adaptive systems, system autonomy, mixed  
reality, social software, semantic technology, digital identity, privacy, user  
controllability. 

1   Introduction 

Future living environments are envisioned to be smart: environments that are seam-
lessly networked provide access to ambient resources, devices and services. They 
integrate information on persons, objects and services (IST Advisory Group, 2001; 
2003). Examples of public and corporate research include the project Oxygen at the 
MIT (Massachusetts Institute of Technology, 2004) that provided a pervasive envi-
ronment which integrated embedded and user devices on a freely available network 
platform. Phillips works on the vision of a natural and comfortable relation of humans 
to their adaptive technological environment and runs several projects like e.g. 
“CAMP“ (Context Aware Messaging Platform; Turner & Groten, 2003) that demon-
strates a bluetooth-based environment with users and ambient objects publishing their 
services, offerings, or interests. IBM’s Pervasive Computing Lab (IBM, 2004) shows 
prototypes of pervasive and ubiquitous technologies, e.g. the “Service Gateway”  
allowing the physical environment to be controlled automatically or manually.  

A concept widely used for describing mobile interaction and information flow in 
smart environments is an aura or sphere surrounding persons or smart objects. The 
personal sphere publishes information about the user, retrieves information, but also 



408 F. Hermann et al. 

protects the user from undesirable requests or spam. This metaphorical description of 
information has been used by several projects, e.g. “Auranet” (Schneider et al., 2003) 
“Digital Aura” (Ferscha et al., 2004), or “Digital Aura” at the University of Tampere 
(Lugmayer et al., 2006), the “Aura Approach” (Sousa, 2001), “Digital Territory” or 
“Digital Bubbles” (Beslay & Hakala, 2005). 

These often far developed prototypical realizations in research labs demonstrate 
potentials of smart environments. Key aspects of these approaches are: 

• Highly integrated and seamlessly available data, services and resources in public 
and private environments 

• Exchange of information, access rights of objects, ambient resources and devices 
• Exchange of personal information between several users and environment 
• Location-based availability of nearby entities, location-based UIs for services, data 

and applications  
• System “intelligence”: adaptivity and to some degree autonomous system decisions, 

e.g. on the use of ambient systems or data exchange 

2   Trends and Technologies Realizing Smart Environments 

While many rich visions of smart environments have been developed and imple-
mented in research labs, realization in everyday life is restricted to clearly defined 
business solutions showing limited aspects. Examples are applications for networking 
events allowing visitors to contact and locate nearby people on proprietary devices 
based on interest profiles (e.g. nTAG, 2009). Some solutions like SpotMe (SpotMe, 
2009) are provided as a service and must be integrated into event planning and con-
figuration processes.  

On a broad basis, however, some current technological and market developments 
promise to bring the vision of smart environments a broad basis to everyday life. 

2.1   Mobile Personal Information in Communities 

Besides the integration and accessibility of physical and virtual objects and resources, 
the vision of smart environments also covers the ubiquitous availability of social 
information anytime and anywhere. This aspect is about to be realized by mobile 
internet communities: Social networks have been continuously growing and popular 
platforms are amongst the most visited web sites (Universal McCann, 2008). The 
most successful like FacebookTM or MySpaceTM are established worldwide while 
others address national or regional markets like e.g. StudiVZTM in Germany. In the 
last two years, there has been a steady increase of user engagement, in particular add-
ing personal profiles in social networks (Universal McCann, 2008). A further lasting 
increase is expected for the next years (Cuhls, Kimpeler, 2008). 

Web-based communities allow users to use their functionalities on current mobile 
devices, e.g. to post and work with the location information. Typical mobile communi-
ties (see e.g. aka-aki networks, 2009, or for an example from university research Ac-
tive Campus, Griswold et al., 2004) enable users to find nearby community members 
to see their profile information and contact them. The mobile features often work on 
the basis of bluetoothTM (like WhosHere, myRete, 2009) or use e.g. GPS like typical 
geotagging applications that allow storing and retrieving of content for locations. 
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A current trend is the exchange and integration of diverse data from communities. Ini-
tiatives like OpenData (OpenID Foundation (2009) try to establish standards for the 
exchange between platforms and devices. Several of the popular social networks offer 
open APIs, in particular FacebookTM but also FriendConnectTM and OpenSocialTM by 
GoogleTM. 

2.2   Data Integration and Semantic Technologies 

An important aspect of the vision of smart environments is not only the availability of 
information on persons, things and services but also the smart integration and reason-
ing by systems often called intelligent (Harper, Rodden, Rogers, & Sellen,  2008). 
The use of metadata and semantic annotations allows applications to support ad-
vanced processing of data and automatically draw conclusions that are not directly 
obvious. Using suitable semantic annotations, data from different sources can be inte-
grated and reused in different contexts. E.g. data formats like FOAF (FOAF, 2009) 
promise to improve the ability to share and exchange social contact information 
amongst different applications and platforms effectively. Initiatives like SIOC (Brick-
ley et al. 2008) intend to make user generated content from arbitrary resource auto-
matically applicable in other systems and applications. Linking Open Data (Bizer, 
Heath, & Berners-Lee, 2008) is an initiative by the W3C that already integrates se-
mantic information from a variety of resources like a semantically enriched version of 
Wikipedia (DBPedia) to semantic databases of books, countries or social community 
applications. It is expected that semantic applications will develop on a broad base in 
the next years (The New Media Consortium, 2009). The growing adoption of meta-
data and semantic enrichment of data is seen as one of the major directions for up-
coming internet development towards an ubiquitous web that connects intelligence 
(Mills, 2008). 

Information visualization is supported by semantic augmentation of data: applica-
tions can visualize and arrange data structures more effectively. Today’s data visuali-
zation techniques for networks and three-dimensional displays of semantic networks 
enable the user to navigate more easily and effectively through semantically inter-
linked network and foster interpretation of them (Erétéo, Buffa, Gandon, Leitzelman, 
& Limpens, 2009). 

Rule based reasoning on semantic data can lead to more complex conclusions on 
existing data as well as draw conclusions beneficial for intelligent system behavior 
(Gruber, 2008). Matching algorithms operating on semantic metadata can furthermore 
facilitate communication and fast evaluation between agents and databases, peers in a 
p2p network and systems utilizing webservices (Shvaiko & Euzenat, 2005). 

2.3   Virtual and Mixed Reality 

The field of ambient intelligence, addressing e.g. the technological integration of 
smart physical environments, recently is connected to mixed reality (first called aug-
mented reality). This research field integrates recently also aspects of tangible inter-
faces and ambient intelligence. The integration of physical and virtual environments 
is an ongoing process which has started with publicly available computer systems in 
our environments as e.g. large display walls or information kiosks as early examples 
of access points to the digital environments. The major challenge was formulated 
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already in the early days of virtual reality research⎯the question is, how real objects, 
persons or locations and digitally created data or environments can be superimposed 
in space and time such that users have a coherent experience of the composed  
environment. 

Two examples may show the state of the art for integration virtual and physical en-
vironments: The research project “Office of the Future” worked on the integration of 
users in office telepresence environments. Here, users are captured and digital content 
is superimposed (Raskar, 1998; Tyler, 2007). The MATRIS project (Chandaria, 2007) 
shows mobile augmented reality systems which are able to register the location of the 
environment on a mobile device via model based video tracking. Here the van is rec-
ognized and the outline can be overlaid spatially correct which can be seen on the 
user’s display. The recognition uses the geometrical model data of the van to extract 
the location from the video. 

2.4   Multi-modal UI Technologies and Multi-purpose Devices 

While data and resource integration is the precondition for user-centered content and 
functionality in smart environments, interaction devices are visible and tangible parts 
of user interfaces. Often, the development here goes together with new interaction 
paradigms replacing existing ones. A well known historic example is the windows 
and desktop interface metaphor which has afforded pointing devices which lead to the 
development of the computer mouse. Today, the introduction of multitouch displays 
seems to replace hardware-keyboards on mobile consumer devices offering a com-
pletely new interaction style. Typically, great advantages are interweaved with disad-
vantages (e.g. efficiency of text input on multitouch can be doubted; User Centric, 
2007), which makes old and new styles hard to compare. In advance, it is often not 
obvious whether new paradigms and the associated devices will be adopted or 
whether they disappear after a phase of experimentation hype. Often, the mass mar-
ket⎯like in the last decade the entertainment market⎯has proven to be the most 
valid evaluator of the acceptance of innovations in interaction.  

For interaction paradigms like multimodal interfaces, 3D and VR systems, the con-
sumer markets seem to push the development of interaction and interfaces. In the last 
decades, consumer products for 3D-systems often failed gain a broad attention in the 
consumer markets as they could not reach sufficient sales. Therefore, it is one of the 
most interesting HCI questions for the 3D and VR systems whether some UI standard 
will establish in the next years, similar to mouse and keyboard for GUIs, or if many 
different devices will be used side by side each specialized on specific tasks as we see 
in the physical world. An example is the Nintendo WIITM game console which intro-
duced spatial interfaces metaphors in the mass market and had enormous impact on 
the availability in terms of economics, familiarity and expectation standards. 

For mobile interaction, integrated “3rd generation” devices offer adapted user inter-
faces allowing the user to choose interaction modes e.g. keyboard, speech or gesture 
input. Also on the level of operation system and application software new interaction 
modes are offered like e.g. multi-touch systems which enables collaborative systems 
on large displays or new paradigms as two-finger zooming on individual systems as 
e.g. in the Apple iPhoneTM. 
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Taken together, three categories of novel interaction devices for smart virtual and 
physical environments do emerge: 

• Video and camera systems to capture light and images of the environment 
• Gesture and motion tracking systems to capture the dynamic activity of the  

environment and the user 
• Mobile multi purpose devices (smartphones) with buttons, joysticks and trackpads 

integrated multimodality 

3   Challenges for a User Centred Design of Smart Environments 

Smart environments will offer integrated information on persons as well as objects 
and services, “intelligent” means to analyze and manage these data, superimposition 
of physical and virtual spaces, resources and devices. Multi-modal UI technologies 
will be available to realize user interfaces. Besides technological infrastructure issues 
(like coverage of network access and positioning, as well as availability of ambient 
resources and security infrastructure) there are key challenges to realize user-centered 
interaction and functionality in smart environments: 

3.1   User Controllability of Personal Data 

Not only because many envisioned functions of smart environments realize personal-
ized services and UIs, publishing the user’s identity and the exchange of person-
related data will be necessary to bring forward the value of smart environments.  
Current examples typically rely on centralized infrastructures which⎯brought into 
the market⎯makes it likely to have hosting companies following data-centered busi-
ness models. Current social web platforms are strongly criticized (see e.g. 30th Inter-
national Conference of Data Protection and Privacy Commissioners, 2008) because of 
insufficient security-standards and business terms and conditions (Fraunhofer SIT, 
2008). Users risk a loss of privacy because of permanent storage of personal data, 
profiling and address trading by hosts etc. (Hildebrandt, 2008). 

On this background, a clearly user-controlled approach to identity and profile  
management is demanded (Hansen, 2008), together with decentralized structure of 
community data (Yeung, Liccardi, Lu, Seneviratne, Berners-Lee, 2009; The Data-
Portability Project, 2009). The challenge will be to establish standards and tools al-
lowing the user to control, monitor and manage personal data on the one hand-side 
but also enabling successful business-models. 

3.2   Reliable User Interfaces for Complex, Mobile and Adaptive Systems 

Smart environments will provide most complex functionality and data structures in-
cluding entities like physical and virtual objects, personal profiles and data sets, time 
and location, persons and groups, communities and areas of life and within them vari-
ous sub-models like e.g. projects or organization structures for business contexts. Vast 
data from various sources are necessary to achieve a rich and valuable functionality. 
The lever to solve UI issues for this complexity will be a combination of tailored 
models, automatic data matching and UI mechanisms relying on sound user dialogues 
from unobtrusive system recommendations to partly automated system decisions 
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controllable and adaptable by the user. Information visualization based on augmented 
data will help the user to navigate and specify data requests and broadcasting. 

While many visions of ambient intelligence assume interfaces to vanish and be-
come invisible, they should be considered as empowering the user to use system intel-
ligence and to control complexity. One of the great HCI challenge will be, to make 
the user learn to use and trust on system intelligence. And this will remain a user-
interface issue: “Good” user interfaces will offer easy-to-use defaults and templates 
for system behaviors that perhaps will be nearly effortless to use but also simple. User 
interfaces will be in charge to guide the user to achieve more sophisticated system 
behavior, e.g. learning and training from user’s situational reactions, careful distinc-
tion between real autonomous system behavior vs. helpful recommendations. User 
interfaces have to provide overview, feedback and history on system decisions, data 
footprints left behind, combined with control and undo function as far as possible. 
Finally, user interface will still offer explicit configurations for those who are keen 
and to control and tailor the system functionality in depth. 

3.3   Integration of Virtual and Physical Environments 

The integration of virtual and physical environments has improved a lot in the last 
decade, however in the near future there will be still major issues to handle the com-
plexity of the real world. There are mere technological challenges like real-time regis-
tration and tracking of motions and gestures and the environment on an arbitrary  
accuracy everywhere. The fusion of different available information based on different 
technologies as e.g. GPS, mobile phone location and video based tracking. The syn-
chronized and real-time rendering of complex data and information (visual, auditory, 
haptic, etc.) to create a coherent experience for the user is still a major challenge as 
well as the real-time content delivery.  

Core issue for seamless and consistent interaction is the realization of aware envi-
ronments which can connect the physical users and the environment with virtual 
worlds. The ambient artifacts as e.g. displays have to be aware of its surroundings, the 
users in proximity, etc. Ranging from fixed to mobile systems these challenges have 
obviously different influence on the complexity and feasibility of the solution. 

Furthermore we need adequate interaction and interface concepts which guide the 
users throughout the mixed reality world. Important components will be multimodal 
interaction integrating different interaction modes and senses which to a usable whole 
for input and output as well as mobile interaction including these issues en-route with 
reduced computing resources, bandwidth and energy capacity. 

4   Next Steps 

In a current research project1, we address these key challenges by an integrated con-
cept realizing a user-centered approach and prototypical realization for an integrated 
interaction in smart and social environments. Central to this project approach is a user 
controlled identity kernel and user utility, integrating of personal data and interaction 
or control of virtual, physical environments. It will allow the user to manage and edit 
                                                           
1 Funded by the Fraunhofer Gesellschaft. 
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his identity and rich profile information, broadcast and retrieve personal information 
to other users, “ambient agents” offering their services in particular environments, as 
well as location-free internet services. External accounts, e.g. in social web systems, 
will be accessible and synchronized, digital footprints can be monitored and managed. 
The user component will be able to connect to a middleware enabling the user to 
access and use ambient resources ad-hoc and consistently in virtual and physical  
environments.  

From a system architecture point of view, the interface between user-controlled 
sphere and external or environmental systems is planned to be a clear and explicit 
border: Exchanges between them have to be controlled by an informed user imposing 
the responsibility to describe their request for personal data, the resulting value for the 
user and further usage of data. The platform and user-component is planned to rely 
strongly on open standards in order to allow integration and linkage to existing  
applications. 
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