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Abstract. Tactical Access to Complex Technology through Interactive Commu-
nication (TACTIC) is a user interface prototype developed under a technology ef-
fort designed to provide personnel deployed in the field with access to resources 
that typically require intercession by stationary experts with extensive training and 
experience. We present rationale behind a computer system that judiciously and 
beneficially exposes expert knowledge to novices, outline the domains in which 
such a system is applicable and describe a prototype interface implementation in 
the domain of military expeditionary forces. 
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1   Introduction 

Technology that enables remote, mobile personnel to tap into intellectual, computing, 
and other informational resources from the field could improve performance in do-
mains ranging from installing and maintaining communications (telephony, cable, 
networking, satellite) technologies, deploying and troubleshooting crucial infrastruc-
ture services (electricity, plumbing, HVAC systems), providing up-to-date intelligence 
to military expeditionary forces on patrol, to first responders in disaster situations.  

Tactical Access to Complex Technology through Interactive Communication 
(TACTIC) technology is designed to provide a bridge from human to information in 
any situation for which the following conditions are true: 

1. A complex information environment (including enterprise services, databases, 
manuals, policies, etc.) exists in which information requests are typically com-
posed and executed by an expert who is extremely familiar with the data sources, 
required values, parameters, and expected results that relate to an information 
query.  

2. Relative novices must be able to use this complex information environment to 
acquire operationally relevant information in near real-time with minimal assis-
tance. 

In such situations, mobile personnel are limited in the scope of their situational 
awareness, while the completion of their task depends on knowledge of conditions 
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beyond their current environment. Therefore, timely and correct assistance from a 
remote resource is typically required to understand the bigger picture. For example, 
an ambulance might take a different route if an operator can warn them ahead of time 
that the current road is blocked by a traffic jam several miles ahead. Expert operators 
will even go beyond simple reactionary measures and proactively monitor for prob-
lems. Operators will also be the most likely to suggest best solutions due to the 
greater access to data about current conditions (in the case of the ambulance, these 
would include weather conditions, geography, blocked roads, etc.). Unfortunately, 
operators can become overloaded with incoming data as well as with the number of 
tasks and therefore, can devote only limited time to each request [9]. 

A novice operator may have access to the same information, but because of their 
lack of experience in the domain, they do not know what information is required for a 
useful query. In the example of the ambulance, a novice operator may not know to 
inform the driver about detours on their route because it never occurred to them to 
check for that information. In the case of a novice driver, they may want to know 
what is happening several blocks ahead, but this question may be completely useless 
to the expert operator without a specification of what type of information the driver 
wants to know (traffic conditions, one way streets, construction, etc.). 

2   Related Works 

Research has explored how to determine what an expert knows [12], as well as how to 
create external representations of that information or knowledge [1, 3, 4, 11]. Although 
difficult to define, an expert in a domain is generally someone with substantial training 
and/or practical experience as well as someone who performs better than average in 
their domain and has developed excellent skills in that domain [12]. One way to repre-
sent an expert’s knowledge is via Cognitive Structure Analysis (CSA). CSA states that 
what an expert knows can best be represented by one of five knowledge structures: 
memory organization packets, production rules, semantic networks, object frames and 
mental models [11]. Some knowledge can only be accurately represented by one of 
these structures while other knowledge could be represented by all of them. 

One of the main reasons for representing the knowledge of an expert is to enable 
non-experts (either human or machine) to accomplish tasks currently performed by 
experts. Efforts to create external representations have been used to inform the devel-
opment of tutoring systems [5, 6, 10]. In these cases, the goal is to have the non-
expert understand or embody enough of the expert knowledge to enable them to use 
and manipulate it themselves. 

In contrast to the systems above, search mechanisms attempt to enable someone 
who generally knows something about the domain in which he or she is searching to 
find the desired information through the use of key phrases and reference information 
[2, 7]. The “searcher” presumably knows enough about the domain of interest to 
choose viable search terms in that domain. 

In the work reported here, we assume that a representation of expert knowledge ex-
ists (we have other ongoing research efforts that address how to obtain expert knowl-
edge) and concentrate on the situations in which a novice in a domain needs to ask a 
question of the representation without understanding or fully being able to visualize 
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the domain space (usually because of a lack of knowledge, but occasionally because 
of time pressure).  

As outlined above, experts use their deep understanding of a domain to create a 
map of meaningful relationships between data. One could say experts are looking at a 
domain and associated data through a set of filters that allow them to efficiently ex-
tract information necessary to fulfill queries. A novice who is unfamiliar with the 
domain can benefit from a modified version of the expert’s view that exposes a sim-
pler and more limited set of data and relationships that is easy to grasp yet yields 
correct results.  

In essence, while an expert needs a complicated set of filters to examine data in a 
given domain, a novice posing a query only needs to know what characteristics of that 
data are important to capture in a query so that an expert can provide meaningful 
results. Sample characteristics could be types of data to return (e.g., images, text, 
audio, etc.), time window in which results are meaningful (e.g., two hours ago until 
now), objects of interest and any useful attributes (e.g. red cars, friendly civilians, 
parked busses, etc.) and areas of interest (e.g., one block south and two blocks west of 
current location) among others. Our effort focused on finding effective translations 
from the expert’s view to a novice’s view such that the most salient characteristics of 
the data and domain are preserved, but the rest of the details are abstracted away (i.e., 
novice does not need to know that cars can also be labeled as vehicles in a database). 

3   User-Centered Design 

The TACTIC interface assists users in formulating requests for information by pro-
ducing a set of templates that deployed personnel can easily configure based on their 
current information needs. TACTIC template configurations provide a generic de-
scription of the information need. Prior to being capable of performing an action on 
behalf of the user, the configuration must first be transformed into an executable 
agent. The transformation process is a systematic mapping between end-user work-
flows1 and the service interaction workflows2 produced as part of domain analysis 
required to build a TACTIC prototype for a particular application.  

We applied the Interaction Design and Engineering for Advanced Systems 
(IDEAS) process [8] to extract end user and service interaction workflows as part of 
analyzing a domain of interest for TACTIC. IDEAS is a proven, iterative methodol-
ogy that places the human operator at the center of systems engineering activities. 
This innovative interdisciplinary approach combines standard best practices from 

                                                           
1 End user workflows describe the process that a user follows to complete a task (e.g. a trav-

eler specifying to either a travel agent, or to a travel application’s interface, information about 
desired destination(s), dates, etc). These workflows detail the individual steps performed by a 
non-expert user to enable an expert (human or machine) to assist the user in achieving a de-
sired outcome. 

2 Service interaction workflows are schematic representations of sequences of operations 
performed by systems and expert users. These workflows specify what is necessary, from 
both systems and expert users, to accomplish a specific goal. Service interaction workflows 
are used in conjunction with corresponding user workflows to translate an existing process 
into a series of tasks that can be completed by a user aided by an advanced system. 
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User-Centered Design (UCD) theory with a cutting-edge systems engineering ap-
proach to account for human cognitive and task processes throughout the design of 
the system architecture and human-computer interface. While UCD practices have 
traditionally focused on methods to understand user needs, IDEAS ensures that user 
functional and cognitive requirements underlie design and development throughout 
the entire systems engineering process.  

IDEAS goes a step farther than traditional UCD by directly facilitating discussion 
and translation between engineering subject matter experts and domain subject matter 
experts. The methodology brings engineering SMEs, operational SMEs, and stake-
holders together through documentation, conversation, and hands-on brainstorming 
sessions to facilitate the exchange of information critical to designing technology 
solutions. This facilitation enables engineers to communicate what their technology is 
capable of doing while operators communicate what is worth doing with technology; 
the result is that both types of experts to think in terms that are both visionary and 
achievable. 

To support our user interface prototype development effort, we conducted three in-
terviews with a subject matter expert (SME) familiar with Army and Marine intelli-
gence activities and tactical operations to develop the information structure. These 
interviews were geared toward understanding the needs of an operator in the field as 
well as the structure of requests that can be answered intelligently by an analyst. The 
goal of the interviews was to understand how a non-intelligence specialist could com-
pose actionable intelligence requests. 

4   User Interface Prototype 

Although our prototype development effort focused on the domain of military intelli-
gence, we started by creating a generic framework that may be used to develop user 
interfaces for any of several complex information domains where remote personnel 
may need to obtain data ‘in the field’. The interactions associated with our framework 
are based on the concept of applying relations to entities. Entities are the nouns of the 
domain—people, places, and things. All entities have characteristics. A person, for 
example, has the characteristics of name, age, gender, and nationality. Relations are 
the functions describing how entities are to be compared. Relations are n-ary in form. 
For example, “simple search” is a unary relation that will find entities of a particular 
type (e.g. people) that have specific characteristics (age that is greater than 30). An-
other example is “proximity,” a binary relation that compares the closeness of two 
entities. 

Once this framework had been established, we leveraged it to create a user inter-
face prototype called TACTIC, which is based on the information we gathered during 
SME interviews on military intelligence. The prototype is designed to be a tool used 
by personnel while on patrol to ask questions about new threats that arise in a chang-
ing operational situation. 

To prototype interface interactions we created a domain involving military patrol 
operations based on SME input. A patrol in an urban environment might frequently 
request information such as locations of possible or previous improvised explosive 
devices (IEDs) within a zone or in a radius around a certain position or whether 
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vehicles of a particular type are present in an area to which the patrol does not cur-
rently have a visual. To match the domain terminology the abstract concepts of enti-
ties and relations have been renamed to objects and conditions. However, the style of 
interaction is the same: mobile personnel can combine one or several objects with 
conditions to compose an intelligent actionable query. As the query is composed, the 
system accesses background information available about the entities and relations in 
the domain and facilitates requests for more detailed information if necessary (e.g., a 
vehicle might have a make, model, and color associated with it). 

In our prototype, the main working area of the screen is comprised of three side-by-
side panes that contain the graphical trees depicting objects (Fig. 1, area A) and condi-
tions (Fig. 1, area C) as well as the “Request Specification Area” (Fig. 1, area B). 
 

 

Fig. 1. Complete view of the TACTIC interface. User graphically composes a query by drag-
ging and dropping objects and conditions into the Request Specification Area. 

The Request Specification Area is the primary workspace of the user. Through click-
and-drag interactions the user can express his desire to know about a particular type 
of vehicle in a graphical way. If he wants to know about vehicles around a given 
building, he might start with a “Building” object. Once dragged to the middle of the 
screen, the object is placed into an accordion-style GUI element that exposes a num-
ber of optional and required (outlined in red) characteristics that prompt the user to 
provide more details. As the information is entered, the user is aided in a number of 
ways depending on the richness of the ontology. Most fields will automatically vali-
date entries to avoid erroneous input. Additionally, when appropriate, the interface 

A B C 

D
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will provide auto-completion functionality to aid with difficult-to-remember terms 
(Fig. 2). At the same time, the relation tree is pruned to prevent selection of incom-
patible items (e.g., buildings do not move so Movement Monitor condition is omitted, 
Fig. 3). 

 

Fig. 2. Building object with exposed characteristics. City field provides lookup functionality to 
aid the user in recalling city names. 

Once the user has specified Building characteristics, he will select a condition. In 
this example we use the Radius Monitor (recall that this is a binary relation) to dem-
onstrate the interface’s capability of coupling entities. After the Radius Monitor is 
dragged and dropped into the Request Specification Area, the view is updated with an 
accordion menu containing the Radius condition, the Building object, and a place-
holder for another object that still needs to be coupled to make this query complete.  

 

Fig. 3. Relations list is filtered based on the choice of entity to which they relate 

An important feature of the interface is the visual feedback of the progress of the 
query. Even when portions of the accordion are collapsed (i.e., characteristics of items 
are hidden) the interface provides an at-a-glance status of that entity. The accordion 
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header is filled with a partial summary of the object’s most salient characteristics 
while a green checkmark or a red “X” denotes the validation status (Fig 4). 

Finally, we have also provided a tool for advanced users to rapidly create queries. 
The users who are familiar with the objects and relations that comprise a given do-
main can use the natural language parsing interface (Fig. 1, area D) to generate partial 
or full queries. 

 

Fig. 4. At-a-glance summary of query progress 

In summary, through the use of dropdown boxes, text fields, and supporting valida-
tion ontology, TACTIC’s interface enables a powerful agent search and monitoring 
tool that is usable by novices. 

5   Context-Based Workflows 

One of the areas of research associated with our effort is applying context-based 
workflows in an agent environment. Agent-based software helps to break apart vari-
ous reusable tasks and can make it easier to troubleshoot when there are problems. 
Agents usually have a predefined workflow that contains a list of tasks that execute in 
a predefined way. Each task takes a certain amount of time to execute and is generally 
written to execute quickly in its own thread and not block other work from being 
completed. Agents can also be complex with many paths to different tasks within the 
workflow. Tracking the planned flow through the agent’s tasks to what actually hap-
pens when the agent is executed can also be a challenge and usually is done by watch-
ing log messages on the console.  

One new approach leverages the workflow concept from agent-based software and 
adds layers of built in context awareness when the agent is executed. The first layer 
includes behind the scenes software that collects and calculates performance metrics 
at the task level. As each task is executed, the time it takes to complete the task is 
measured as well as how many times the task was used and a running tally of mini-
mum, maximum and average times for the task. All of the metric data collected can 
help a developer understand how the agent is performing during its execution. If a 
task was expected to run fast, but actually runs slow, the metric data would be able to 
pinpoint which task is taking to long to run.  

The second layer makes use of the metric data that is being collected and calcu-
lated to influence the flow of the agent’s workflow. There may be more then one way 
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to perform a task, but each method may have a set of pros and cons. (i.e., pros: task 
runs fast, task returns "better" data; cons: task runs slow, task may not finish) The first 
pass through the workflow might use historical metric data on how well a task has 
performed in the past. Each time the task is executed (i.e., retrieve data from database 
A in 1 second), the historical data is updated and if a certain negative threshold is 
found (retrieve data in 60 seconds or no response from database A), then the work-
flow might change to use a similar task (retrieve data in 10 seconds from database B) 
with "better" metrics.  

The third layer makes use of external contexts within the domain of the project. 
These may include finding new data sources when a new database appears online. 
When the context-based workflow is made aware, it may automatically decide to use 
the new database. Or if an agent-based query is created while the user is physically 
moving (i.e., convoy or patrol), the results coming back may be filtered based on the 
user’s current location.  

Determining which metrics are useful to collect and how to apply those metrics to 
a dynamically changing workflow is a topic for future research.  

6   Future Research 

Many operational domains present complex information environments in which que-
ries are composed and executed by experts familiar with data sources, required val-
ues, parameters and expected results. The primary long-term goal of our research 
effort is to enable novices to ask for and receive information from these complex 
information environments without the assistance of experts. The work presented in 
this paper focuses on the “ask for” side of the equation: exposing an expert’s under-
standing of a query space in a way that a novice would be able to create a valid query 
in a complex domain. Future research will need to take a critical step toward the “re-
ceive information” challenge by addressing what is necessary for those queries to be 
executed. 

To do this, we will need to understand what an expert does to execute a query. 
Taking a concrete example, TACTIC addresses how a query for intelligence informa-
tion can be expressed in operational language such as “Has there been any hostile 
activity within a five mile radius of my location?” and then translated into a poten-
tially executable query. To answer this query, an expert intelligence analyst would 
create sub-queries that address context (where is the soldier, is he moving), details 
(what constitutes hostile activity) and available information sources (where is infor-
mation about IEDs, how should information from various sources be summarized). 
Some of these sub-queries have been exposed in the expert query expression (e.g., the 
query creation interface exposes some of the details about what could be considered 
hostile activity), but there is a complex expert workflow that executes between ex-
pression of the query and the availability of worthwhile results.  

Our TACTIC prototype serves as a proof-of-concept for a new genre of technol-
ogy: systems that provide remote, mobile, relative novices access to complex infor-
mation environments, enabling them to acquire situationally relevant information in 
near real-time with minimal assistance. Future research will need to further our under-
standing of how to find out and automate what an expert does to execute a complex 
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query, addressing advanced workflow framework technologies and expert knowledge 
elicitation techniques. 
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