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Abstract. Given 3D scanned anthropological models and the physical parame-
ters of a microwave imaging system, we develop a virtual human surface im-
agery system with a finite multi-physics surface model. The concealed object 
detection algorithms are developed based on the wave intensity and surface 
characteristics. The virtual human image system can be integrated into a  
systematic design process, enabling multidisciplinary innovations in security, 
privacy, healthcare, computer vision, and information visualization. This for-
ward-thinking approach intends to transform the development of human imag-
ing technologies from being device-specific and proprietary to being device-
independent and open source-oriented. It also transforms the research into a 
systematic design process, enabling multidisciplinary innovations in digital hu-
man modeling, computer vision, information visualization, and computational 
aesthetics. This study can help to design privacy-aware imaging systems in air-
ports and medical systems.  
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1   Introduction 

The goal of this study is to build a general computational model for designing and 
evaluating human imaging technologies before a physical system is built. This for-
ward-thinking approach intends to transform the development of human imaging 
technologies from being device-specific and proprietary to being device-independent 
and open source. This also transforms imaging research into a systematic design proc-
ess, which requires multidisciplinary innovations in digital human modeling, com-
puter vision and information visualization. 

For example, the growing demand for three-dimensional holographic imaging sys-
tems has created significant interests in many disciplines. Current devices operate 
using a millimeter wave transceiver to reflect the signal off the human body and any 
objects carried on it. These devices penetrate items that are less dense, such as cloth-
ing and hair [5,6,7,8,9,10,11,12,13,14,15,45]. Unlike the latest metal detectors, the 
system can also detect non-metal threats or contraband, including plastics, liquids, 
drugs and ceramic weapons hidden under clothing. These high-resolution scanned 
images reveal intimate bodily details and have raised serious privacy concerns.  

Most of the research and development of human scanning systems has been done 
through unpopular projects in a few private companies or in government laboratories. 
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As a result, most of the technologies are either device specific or proprietary, which 
has slowed down the overall advancement of privacy technologies for the 3D body 
scanning systems. 

The following problems warrant a scientific investigation: 1) Given the available 
databases of anthropological models and the physical parameters of human imaging 
systems, we simulate the scanning imagery data to be used as an open source for 
broader research communities; 2) We develop effective algorithms to find the human 
surface features from the 3D scanning data; Finally, 3) we develop the algorithms to 
discern concealed objects from the human body. Fig. 1 shows an illustration of the 
framework.  

 

Fig. 1. The framework of the multidisciplinary modeling process that merges at least four 
domains: computer simulation, computer vision, information visualization and human-centered 
computing 

The physically augmented virtual human model is the central idea in the study. In 
the world of medical research and development, scientists often use so-called ‘phan-
toms’ to calibrate a new medical instrument. Affordable phantom databases and arti-
facts, such as Mathworks’ MRI brain phantom images [33], National Library of Medi-
cine’s Visible Humans [34] and DARPA’s Digital Soldier [35], significantly reduce 
development cycles and increase opportunities for interdisciplinary collaboration and 
education. Currently, there is no shared scientific benchmarking database in the secu-
rity human scanning area. In this project, we will develop digital human models that 
not only contain finite surface elements but also physical properties, for example the 
reflection of microwave beams on the skin and concealed objects beneath clothing. 
This requires high-fidelity modeling within a high frequency (900 MHz to 33 GHz) 
electromagnetic field simulation, which reaches the limit of current physical computa-
tion technologies. Compared to MRI imaging simulation, this task is more computa-
tionally challenging. We envision that our results will inspire a new area of virtual 
imaging technologies. The difficulties of our proposed project include: mapping the 
imperfect laser scanning surface data to the finite element material data, formulating 
the electromagnetic exciting sources, and calibrating the simulated model.  

The algorithm for detecting human surface features enables us to segment the hu-
man body and reduce the search space for anomalous objects. Many machine learning 
algorithms are coordinate-dependent and limited by the training data space, for exam-
ple, artificial neural networks [44]. Some algorithms only work within small bounding 
boxes that do not deliver an acceptable performance. For example, if a feature detec-
tion algorithm takes one hour to process, then it is not useful for a security screening 
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system [31,32]. In this project, we want to develop a model that is invariant to poses 
and coordinates. From a computer vision point of view, detecting features from 3D 
body scan data is nontrivial because human bodies are diverse. The technical method-
ology of function fitting has been used for extracting special landmarks, such as ankle 
joints, from 3D body scan data [31,32], similar to the method for extracting land-
marks on terrain [21,22]. Curvature calculation is also introduced from other fields 
such as the sequence dependent curvature structure of DNA [19,20]. These curvature 
calculations use methods such as chain code [30], circle fit, ratio of end-to-end dis-
tance to contour length, ratio of moments of inertia, and cumulative and successive 
bending angles. Curvature values are calculated from the data by fitting a quadratic 
surface over a square window and then calculating the directional derivatives of this 
surface. Sensitivity to data noise is a major problem in both the function fitting and 
curvature calculation methods because typical 3D scanning data is very noisy. Tem-
plate matching appears to be a promising method because it is invariant to the coordi-
nate system [31,32]. However, defining a template and where to match the template is 
challenging because it is unique to each particular feature.  

How to develop a discriminative algorithm to distinguish anomalous objects from 
human parts is a challenge. In this study, we focus on surface and density characteris-
tics, where the objects can be clustered and highlighted based on the spatial curvature 
and spatial density of object data points. Artificial anomalous objects embedded into 
the realistic 3D datasets are used to evaluate the performance of the developed algo-
rithms. This task is the most difficult but most important in the project.  

2   Physically Augmented Virtual Human Model 

We have developed a set of full-scale virtual human models based on the digital sur-
face scanning data from CAESAR database (with necessary license agreement), 
which contains 50 males and 50 females aged 16-65, where 50 of them are North 
American, 24 are Asian, and 26 are from the European survey of Italy, the Nether-
lands and other countries. As we know, all models in the database have feature land-
marks which are important anthropomorphic measurements. We keep them in our 
test-bed. However, all models wore tight underwear. Therefore, we have to remove 
that by applying a low-pass filter. 

In addition, we also use the state-of-art high fidelity laser 3D scanner1 to collect 
our own 20 samples as references. For these in-house models, we will manually anno-
tate the human landmarks. Fig. 2 shows a sample of a 3D human body scanning data 
and the output of the microwave imaging simulation from HFSS2. 

We input the human scan model to High Frequency Simulation System (HFSS) 
where we assign the microwave reflection properties to the 3D surface point clouds. 
This is a non-trivial task because no one has done the full-body microwave imaging 
simulation with HFSS before. According to state-of-the-art microwave simulation 
technology, the approach is feasible but very challenging due to the limitations of the 

                                                           
1 www.creaform3d.com 
2 http://www.ansoft.com/products/hf/hfss/ 
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current software and computers. If we succeed, it would bring a brand new direction 
for virtual prototyping of imagery devices. To accomplish the task within the limited 
time and budget, we simplify the computing problems. For example, to reduce the 
mesh resolution to fit the capacity of the HFSS model, we use the snapshots of fre-
quencies instead of frequency sweeping process and model only portions of the body 
instead of the whole. 

We researched the related patents in order to reverse engineer the technical details. 
We have found at least two kinds of systems, for example, the Ka-band (27 – 33 
GHz) device and Ku band (12 – 18 GHz) device. Due to the different wavelengths 
and scanning methods, the returning signals are different. In addition, we add anoma-
lous objects such as concealed weapons like guns and knives. Fig. 2 shows an exam-
ple of the data with the artificial noises and anomalous artifacts in voxels.  

 

Fig. 2. Real scan image from London Airport (left) and the synthetic image (right) 

3   Algorithm for Detecting Anomalous Objects on Skin 

Effectively detecting anomalous objects and distinguishing them from human body is 
the ultimate purpose of the system. As a result, it can significantly suppress the hu-
man body details as a background. Removing all the human background information 
may be not desirable because we need the location and size references. There are 
many anomaly detection methods: bump-hunting, voxel intensity based, curvature-
based and spatial density based clustering, and so on [36-43]. In this project, we  
develop two spatial analysis models for the anomaly detection: an intensity based 
detection model and a curvature-based model based detection model.  
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3.1   Intensity-Based Detection 

Metal weapons have their own signatures of intensity properties. However, there are 
too many kinds of non-metal weapons, such as liquid explosives, which emit different 
intensity signals. A fixed threshold won’t work. In this study, we use HFSS to simu-
late the scattered radio waves from the objects and human body. 

A typical human scanner’s wave range is between 500 MHz to 33 GHz, which is a 
great challenge to simulate the whole body imaging at the resolution of 1 mm with the 
existing computing resources. To simplify the problem, we crop the 3D human model 
to a solid 1 x 1 x 0.5 ft3 slab with a metal gun on the skin. We use the material prop-
erty for the body with a permittivity and conductivity matching that of sea water (ep-
silon_r = 81, and conductivity = 4 S/m).  We have a material for human muscle, but it 
is only valid up to 6GHz (epsilon_r ~= 50, conductivity ~= 6S/m), so we chose to 
stick with sea water and wouldn't expect a significant difference for the qualitative 
purposes of this simulation.  The gun has the properties of copper.  Here is a result for 
the scattered electric field due to a 1V/m incident plane wave: 

 

Fig. 3. HFSS simulation of the wave intensive image of human body with a gun at 6 GHz 

This is the plot of the magnitude of the electric field at a fixed phase.  If we plotted 
for a sequence of phases between 0 and 180, we would see the field magnitude propa-
gate across the body.  Note that the area occupied by the gun has magnitude values 
near the full 1 V/m, indicating that it reflects most of the signal, whereas the body 
reflects only around half of that.  If we look closely on the left side of the body where 
it intersects the bounding box, we can see a region of high field value (red).  This is 
due to an artificial resonance with the gun and the boundary condition on the box.  
For qualitative purposes, the effect on the rest of the simulation should localized and 
negligible. 
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Based on the simulated image samples of known materials, we can train an artifi-
cial neural network (e.g. Radial Basis Function) to recognize the signature intensity 
[30]. To adapt to a broader range of data and a greater noise level, we will preprocess 
the data with normalization algorithms and filters. 

3.2   Surface Based Detection  

In the continuous case, curvature is defined as the rate of change of slope. In our case, 
the discrete space, the curvature description must be slightly modified to overcome 
difficulties resulting from violation of curve smoothness.  

 

Fig. 4. Slice based feature detection (the object is colored in red) 

We start by slicing the digital model horizontally. We average the points between 
the slices. The curvature scaler descriptor here finds the ratio between the total num-
ber of boundary pixels (length) and the number of boundary pixels where the bound-
ary direction changes significantly. The smaller the number of direction changes, the 
straighter the boundary. In this case, we map the points on the slice to a polar coordi-
nate system because the shape of a body cross-section is in an oval shape.  

With n points, the coordination transforms are defined by equations (1)-(2): 
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Then we use a function of the radius and angles of the points to calculate the anoma-
lous features. From Figure 4, we can see that the anomalous increased the point inten-
sity of surface contour. So the intensity-based method calculates the average point 
distance of specified number of neighboring points. If the neighborhood average  
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distance exceeds the product of overall average distance and specified ratio, then the 
neighboring local area was marked as the anomalous. The algorithm is presented 
below: 

Objective: Determine two sets B and W – set of body points and set of 
alien points accordingly, where B ∪ W = P. 
1. Determine the center point and change Cartesian to polar coordinates. 
2. Select a start point and sort points by the angle to form arrangement P. 

3. from start point in the arrangement by angle Pi ∈P: 

Calculate the values of each point i: 

⊿ri – The difference between two consecutive points. 

⊿αi – The angle between tangent-vectors of two consecutive points. 

4. Calculate the global average value of |⊿r|.  
5. Check each point P for the basis condition to discriminate into body or 
alien objects:  

If k1*Avg(|⊿r|)<|⊿ri|<k3*Avg(|⊿r|) and π/k2<⊿αi<π/k4 

Then P ∈B else P ∈W, where k1,k2,k3,k4 is the threshold pre-evaluated. 

 
The surface based detection was base on the surface curvature calculation. It is well 
known how the notion of Gaussian curvature extends to such discrete surfaces S 
which formed by triangle facets. Thus the Gaussian curvature is supported on the 
vertices p ∈S. Its numerical value is the product of the principal curvatures, κ1 and κ2, 
of the given point. From the concept of Discrete Differential Geometry, the curvature 
is calculated by the following equation: 
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where A(p) is the sum of surface area of triangle facet of the vertex point p, and θ is 
the angle of the corresponding facet. 

The curvature of each point is calculated by the following equation [17]: 
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where yxyx ⋅⋅ ,  represented the first-order and second-order differential. For the se-
quenced discrete points, we use the difference to replace the differential. The interval 
expressed by curvatures which exceeds the specified threshold illuminates the anoma-
lous. Fig. 5 shows the final detection results. 

We believe that fusion of the intensity-based detection and surface based detection 
will improve the feature detection accuracy and reduce the noise.  Because we have 
the heterogeneous human models with different resolution and different orientations 
and sizes, model registration appears to be a challenge. However, for the actual hu-
man scanning systems, this is not a problem because the coordinates of the point 
clouds are known to the designers. 
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Fig. 5. Detected mobile phone object (left) and highlighted gun with the surface feature (right) 

4   Conclusions 

The goal of the proposed research is to build a virtual human imaging system for 
designing and evaluating the related technologies before a physical system is built. 
Given the available databases of anthropological models from CAESAR, 3D scanners 
and the physical parameters of human imaging systems, we simulate the scanning 
imagery data with High Frequency Simulation System (HFSS).  

The concealed object detection algorithms are developed based on the wave intensive 
and surface characteristics. This forward-thinking approach intends to transform the de-
velopment of human imaging technologies from being device-specific and proprietary to 
being device-independent and open source-oriented. It will also transform the research 
into a systematic design process, enabling multi-disciplinary innovations in digital human 
modeling, computer vision, information visualization and computational aesthetics. 

The result of this project would have impacts on privacy-aware imaging systems in 
airports and medical systems. They can also benefit custom-fit products that are de-
signed from personal 3D scanning data. Our results can be used in the reconstruction 
of ancient artifacts in digital archeology. In addition, they can be applied to medical 
diagnoses and procedures, such as virtual colonoscopy.  
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