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Abstract. We present a new variant of Attribute based encryption
(ABE) called Dual-Policy ABE. Basically, it is a conjunctively combined
scheme between Key-Policy and Ciphertext-Policy ABE, the two pre-
vious available types of ABE. Dual-Policy ABE allows simultaneously
two access control mechanisms over encrypted data: one involves policies
over objective attributes ascribed to data and the other involves poli-
cies over subjective attributes ascribed to user credentials. The previous
two types of ABE can only allow either functionality above one at a time.
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1 Introduction

Attribute-based encryption (ABE) enables an access control mechanism over
encrypted data using access policies and ascribed attributes among private keys
and ciphertexts. ABE comes in two flavors called Ciphertext-Policy ABE and
Key-Policy ABE.

In Ciphertext-Policy ABE, an encryptor can express any access policy, stat-
ing what kind of receivers will be able to decrypt the message, directly in
the encryption algorithm (which can be run by anyone knowing the univer-
sal public key issued priorly by an authority). Such a policy is specified in
terms of access structure over attributes. A user is ascribed by an attribute
set, in the sense that each attribute corresponds to one of her credential, and
is priorly given the private key from the authority. Such a user can decrypt a
ciphertext if her attribute satisfies the access policy associated to the cipher-
text. An example application of CP-ABE is secure mailing list system with
access policy. There, a private key will be assigned for an attribute set, such
as {“manager”, “age:30”, “institute:ABC”}, while policies over attributes
such as “manager”∨(“trainee”∧“age:25”) will be associated to ciphertexts.

In Key-Policy ABE, the roles of an attribute set and an access policy are
swapped from what we described for CP-ABE. Attribute sets are used to an-
notate the ciphertexts and access policies over these attributes are associated
to users’ secret keys. An example application of KP-ABE is Pay-TV system
with package policy (called target broadcast system in [6]). There, a ciphertext
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will associate with an attribute set, such as {“title:24”, “genre:suspense”,
“season:2”, “episode:13” }, while policies over attributes such as “soccer”∨
(“title:24”∧“season:5”) will be associated to TV program package keys that
user receives when subscribes.

A drawback of the above two previous types of ABE is that we must choose
whether attributes will be used to annotate either the ciphertexts, which we call
objects (since they are to be decrypted), or the users’ credentials, which we call
subjects (since users are to decrypt); after setup we must also stick with such
condition throughout the entire application. To see why this is inconvenient,
we give an example in the Pay-TV application above. Since we are using KP-
ABE, the encrypted movie can only be ascribed by objective attributes. Thus,
the broadcast station, which is the encryptor, cannot directly specify subjective
access policy, i.e., who can or cannot decrypt. It might want to do so, since it
may want, for example, to directly include or revoke some user credentials. The
same inconvenience happens also for CP-ABE complimentarily.

In this paper, we present a new type of ABE called Dual-Policy ABE, which
resolves the above problem affirmatively. Basically, it is a conjunctively com-
bined scheme between KP and CP ABE. Dual-Policy ABE works as follows.
An encryptor can associate the data simultaneously with both a set objective
attributes that annotate the data itself and a subjective access policy that states
what kind of receivers will be able to decrypt. On the other hand, a user is given
a private key assigned simultaneously for both a set of subjective attributes that
annotate user’s credentials and a subjective access policy that states what kind
of data she can decrypt. The decryption can be done if and only if the objec-
tive attribute set satisfies the objective policy and the subjective attribute set
satisfies the subjective policy.

Previous Works. ABE was introduced by Sahai and Waters [9] in the context
of a generalization of ID-based encryption (IBE) [2] called Fuzzy IBE, which
is an ABE that allows only single threshold access structures. The first (and
still being state-of-the-art) KP-ABE scheme that allows any monotone access
structures was proposed by Goyal et al. [6], while the first such CP-ABE scheme,
albeit with the security proof in the generic bilinear group model, was proposed
by Bethencourt, Sahai, and Waters [1]. Ostrovsky, Sahai, and Waters [8] then
subsequently extended both to handle also any non-monotone structures. Goyal
et al. [5] presented bounded CP-ABE in the standard model. Waters [10] recently
proposed the first fully expressive CP-ABE in the standard model.

Our Approach. Our DP-ABE scheme is based on an algebraic combination of
CP-ABE by Waters [10] and KP-ABE by Goyal et al. [6]. We note that such a
combination is non-trivial at the first place, since, for example, one may think
of obtaining DP-ABE by using AND-double encryption (even in a secure way)
of KP-ABE and CP-ABE. However, one can easily find out that this mislead
method is insecure due to collusion attacks. Our scheme utilizes more sophisti-
cated techniques for secure integration.
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Our DP-ABE subsumes both KP-ABE and CP-ABE in the sense that when
neglecting objective attributes our scheme becomes CP-ABE of Waters [10] and
when neglecting subjective attributes it becomes KP-ABE of Goyal et al. [6].

Furthermore, our DP-ABE scheme also realizes the delegation of private keys.
An interesting property is that we can also delegate the key of pure KP-ABE
to a key of DP-ABE, where subjective attribute dimension is added, and the
key of pure CP-ABE to a key of DP-ABE, where objective attribute dimension
is added. Therefore our DP-ABE scheme is extended seamlessly from both KP-
ABE of [6] and CP-ABE of [10].

Another feature of our DP-ABE scheme is that even such a scheme has been
already set-up to be used as DP-ABE, it can also be used as if it were KP-ABE
or CP-ABE on-the-fly by using encryption in what we call single-policy modes.
This flexibility provides great convenience since the same instantiated key can
be used for all three variants of ABE.

More Related Works. Recently, Boneh and Hamburg [3] formalized a very general
framework called Generalized IBE (GIBE) which also includes both of ABE
variants as special cases. DP-ABE also falls into their framework: it can be
casted as a product scheme between KP-ABE and CP-ABE. However, their
instantiated construction for KP-ABE seems to have large key size that is linear
to the access structure collection size, which could be super-polynomially large.

Another similar general framework called predicate encryption was proposed
previously by Katz, Sahai, and Waters [7]. Their system achieves also anonymity
property, where the information about access structures or attribute sets associ-
ated with ciphertexts itself is kept hidden. However, their system tends to handle
only less expressive access structures than systems without anonymity.

Organization of the Paper. We first provide preliminary materials such as the
notion of linear secret sharing and bilinear pairing in Section 2. We then present
the definition and the security notion of Dual-Policy ABE in Section 3. In Sec-
tion 4, we present our concrete DP-ABE scheme called DPABE. In Section 5,
we describe the key delegation of our DP-ABE scheme. In Section 6, we present
both generic and specific enhanced schemes for DP-ABE that admit single-policy
modes. We then conclude in Section 7. The security proofs of the schemes with
key delegation and single-policy modes are given in Appendix A.1,A.2.

2 Preliminaries

We first provide the notion of access structure and linear secret sharing scheme
as follows. Such formalization is recapped from [10].

Definition 1 (Access Structure). Let P = {P1, P2, . . . , Pn} be a set of par-
ties. A collection A ⊆ 2P is monotone if for all B,C we have that if B ∈ A

and B ⊆ C then C ∈ A. An access structure (respectively, monotonic access
structure) is a collection (respectively, monotone collection) A ⊆ 2P \ {∅}.
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Definition 2 (Linear Secret Sharing Schemes (LSSS)). Let P be a set of
parties. Let M be a matrix of size � × k. Let ρ : {1, . . . , �} → P be a function
that maps a row to a party for labeling. A secret sharing scheme Π for access
structure A over a set of parties P is a linear secret-sharing scheme in Zp and
is represented by (M,ρ) if it consists of two polynomial-time algorithms:
Share(M,ρ): The algorithm takes as input s ∈ Zp which is to be shared. It ran-

domly chooses y2, . . . , yk ∈ Zp and let v = (s, y2, . . . , yk). It outputs Mv as
the vector of � shares. The share λρ(i) := Mi · v belongs to party ρ(i), where
we denote Mi as the ith row in M .

Recon(M,ρ): The algorithm takes as input S ∈ A. Let I = {i| ρ(i) ∈ S}. It out-
puts reconstruction constants {(i, μi)}i∈I which has a linear reconstruction
property:

∑
i∈I μi · λρ(i) = s.

Proposition 1. Let (M,ρ) be a LSSS for access structure A over a set of parties
P, where M is a matrix of size �× k. For all S �∈ A, there exists a polynomial
time algorithm that outputs a vector w = (w1, . . . , wk) ∈ Z

k
p such that w1 = −1

and for all x ∈ S it holds that Mi · w = 0.

Bilinear Maps. We briefly review facts about bilinear maps. Let G,GT be
multiplicative groups of prime order p. Let g be a generator of G. A bilinear
map is a map e : G × G → GT for which the following hold: (1) e is bilinear;
that is, for all u, v ∈ G, a, b ∈ Z, we have e(ua, vb) = e(u, v)ab. (2) The map is
non-degenerate: e(g, g) �= 1. We say that G is a bilinear group if the group action
in G can be computed efficiently and there exists GT for which the bilinear map
e : G × G → GT is efficiently computable.

Decision BDHE Assumption. Let G be a bilinear group of prime order p.
The Decision q-BDHE (Bilinear Diffie-Hellman Exponent) problem [4] in G is
stated as follows: given a vector

(
g, h, gα, g(α2), . . . , g(αq), g(αq+2), . . . , g(α2q), Z

)

∈ G
2q+1 × GT as input, determine if Z = e(g, h)(α

q+1). We denote gi = g(αi) ∈
G for shorthand. Let yg,α,q = (g1, . . . , gq, gq+2, . . . , g2q). An algorithm A that
outputs b ∈ {0, 1} has advantage ε in solving Decision q-BDHE in G if

|Pr
[A(g, h,yg,α,q, e(gq+1, h)

)
= 0
]− Pr

[A(g, h,yg,α,q, Z
)

= 0
]| ≥ ε,

where the probability is over the random choice of generators g, h ∈ G, the
random choice of α ∈ Zp, the random choice of Z ∈ GT , and the randomness of
A. We refer to the distribution on the left as PBDHE and on the right as RBDHE .
We say that the Decision q-BDHE assumption holds in G if no polynomial-time
algorithm has a non-negligible advantage in solving the problem.

3 Definitions

A Dual-policy attribute-based encryption scheme consists of four algorithms.
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Setup: This is a randomized algorithm that takes no input other than the im-
plicit security parameter. It outputs public key pk and master key msk.

Encrypt(pk,M, (S, ω)): This is a randomized algorithm that takes as input the
public key pk, a message M, a subjective access structure S, a set of objective
attributes ω. It outputs the ciphertext ct.

KeyGen(pk,msk, (ψ,O)): This is a randomized algorithm that takes as input
the public key pk, the master key msk, a set of subjective attributes ψ, an
objective access structure O. It outputs a private decryption key sk.

Decrypt(pk, (ψ,O), sk, (S, ω), ct): This algorithm takes as input the public key
pk, a decryption key sk and its associated pair of set of subjective attributes
ψ and objective access structure O, a ciphertext ct and its associated pair
of subjective access structure S and set of objective attributes ω. It outputs
the message M if it holds that the set ω of objective attributes satisfies
the objective access structure O and that the set ψ of subjective attributes
satisfies the subjective access structure S, i.e., ω ∈ O and ψ ∈ S.

We require the standard correctness of decryption: if Setup → (pk,msk) then
Decrypt

(
pk, (ψ,O),KeyGen(pk,msk, (ψ,O)), (S, ω),Encrypt(pk,M, (S, ω))

)
→M,

for all M in the message space and all ω ∈ O and ψ ∈ S.
The selective security notion for DP-ABE is defined in the following game.

Init. The adversary declares the target subjective access structure S
� and the

target objective attribute set ω�.

Setup. The challenger runs the Setup algorithm of DP-ABE and gives the public
key pk to the adversary.

Phase 1. The adversary is allowed to issue queries for private keys for pairs of
subjective attribute set and objective access structure (ψ,O) such that ω� �∈ O

or ψ �∈ S
�, i.e., the negated condition of that of a legitimate key which can be

used to decrypt a challenge ciphertext.

Challenge. The adversary submits two equal length messages M0 and M1.
The challenger flips a random bit b and computes the challenge ciphertext ct�

on the target pair (S�, ω�) of subjective access structure and objective attribute
set and then gives ct� to the adversary.

Phase 2. Phase 1 is repeated.

Guess. The adversary outputs a guess b′ of b.
The advantage of an adversary in this game is defined as Pr[b = b′]− 1

2 . Note that
this can be extended to handle chosen-ciphertext attacks by allowing decryption
queries in Phase 1,2.

Definition 3. A DP-ABE scheme is secure in the selective-set security notion
if all polynomial time adversaries have at most a negligible advantage in the
above game.
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4 Dual-Policy ABE Scheme

Our DP-ABE scheme will be based on a combination of CP-ABE by Waters [10]
and KP-ABE by Goyal et al. [6]. Both subjective and objective access structures
are those which there exist linear secret sharing schemes that realize them. We
denote by (M,ρ) a LSSS scheme that represents a subjective access structure S

and by (N, π) a LSSS scheme that represents a objective access structure O. We
will restrict ρ to be an injective function as in Waters [10] scheme, but we can
extend to an unrestricted scheme, also similarly as in [10].

4.1 Main Construction

Letm be the maximum size of subjective attribute set allowed to be assigned to a
key, i.e., we restrict |ψ| ≤ m. Let n be the maximum size of objective attribute
set allowed to be associated with a ciphertext, i.e., we restrict |ω| ≤ n. Let
�s,max be the maximum number of rows allowed in a subjective access structure
matrix. Let m′ = m + �s,max − 1 and n′ = n − 1. Our main scheme DPABE
is described as follows. Let Us,Uo be the universe of subjective and objective
attributes, respectively.

� Setup: The algorithm first picks a random generator g ∈ G and random
exponent γ, a ∈ Zp. It then defines two functions Fs : Zp → G and Fo : Zp → G

by first randomly choosing h0, . . . , hm′ , t0, . . . , tn′ ∈ G and setting

Fs(x) =
m′
∏

j=0

hx
j

j , Fo(x) =
n′
∏

j=0

tx
j

j .

It assigns the public key as pk = (g, e(g, g)γ , ga, h0, . . . , hm′ , t0, . . . , tn′). The
master key is msk = (γ, a).

� Encrypt: Inputs to the encryption algorithm are a LSSS access structure
(M,ρ) for subjective policy and a objective attribute set ω ⊂ Uo. Let M be
�s × ks matrix. The algorithm first randomly chooses s, y2, . . . , yks ∈ Zp and
lets u = (s, y2, . . . , yks). For i = 1 to �s, it calculates λi = Mi · u, where
Mi is the vector corresponding to ith row of M . The ciphertext ct is set to
ct = (C, Ĉ, {Ci}i=1,...,�s , {C′

x}x∈ω), where

C = M· (e(g, g)γ)s, Ĉ = gs,

Ci = gaλiFs(ρ(i))−s, C′
x = Fo(x)s.

� KeyGen: Inputs to the encryption algorithm are a LSSS access structure (N, π)
for objective policy and a subjective attribute set ψ ⊂ Us. Let N be �o × ko

matrix. The algorithm first randomly chooses r, z2 . . . , zko ∈ Zp and lets v =
(γ + ar, z2, . . . , zko). For i = 1 to �o, it calculates σi = Ni · v, where Ni is the
vector corresponding to ith row of N . It also randomly chooses r1, . . . , r�o ∈ Zp.
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It creates the private decryption key as sk = (K, {Kx}x∈ψ, {K̂i,K
′
i}i=1,...,�o),

where

K = gr, Kx = Fs(x)r ,

K̂i = gσiFo(π(i))−ri , K ′
i = gri .

� Decrypt: The decryption algorithm takes as input the ciphertext ct which
contains a subjective access structure (M,ρ) and a set of objective attributes ω,
and a decryption key sk which contains a set of subjective attributes ψ and an
objective access structure (N, π). Suppose that the set ψ for subjective attribute
satisfies (M,ρ) and that the set ω for objective attribute satisfies (N, π) (so that
the decryption is possible). We then let Is = {i| ρ(i) ∈ ψ} and Io = {i| π(i) ∈ ω}.
It then calculates corresponding sets of reconstruction constants {(i, μi)}i∈Is =
Recon(M,ρ)(ψ) and {(i, νi)}i∈Io = Recon(N,π)(ω). The decryption algorithm then
computes

C ·
∏
i∈Is

(
e(Ci,K) · e(Ĉ,Kρ(i))

)μi

∏
j∈Io

(
e(K̂j , Ĉ) · e(K ′

j , C
′
π(j))

)νj
= M. (1)

Correctness. We verify the correctness of the decryption as follows. Let sk and ct
be defined as in the scheme above. We first note that from linear reconstruction
property of the LSSS schemes, we have

∑

i∈Is
μiλi = s,

∑

i∈Io
νiσi = γ + ar. (2)

The correctness can then be verified as

C ·
∏
i∈Is

(
e(Ci,K) · e(Ĉ,Kρ(i))

)μi

∏
j∈Io

(
e(K̂j, Ĉ) · e(K ′

j, C
′
π(j))

)νj

= C ·
∏
i∈Is

(
e(gaλiFs(ρ(i))−s, gr) · e(gs, Fs(ρ(i))r)

)μi

∏
j∈Io

(
e(gσjFo(π(j))−rj , gs) · e(grj , Fo(π(j))s)

)νj

= C ·
∏
i∈Is e(g

aλi , gr)μi

∏
j∈Io e(g

σj , gs)νj
= C · e(gas, gr)

e(gγ+ar, gs)
= C · 1

e(g, g)γs
= M.

Remark 1. The above decryption algorithm of Eq.(1) was written only for ease of
visualizing. A more efficient computation with the less number of applications of
pairing can be done as follows. Note that Eq.(3) requires only |ω|+2 applications
of pairing, while Eq.(1) requires 2(|ω| + |ψ|) such applications.

C ·
e
((∏

i∈Is C
μi

i

)
,K
)

∏
j∈Io e

(
K ′
j, C

′
π(j)

)νj
· e
⎛

⎝Ĉ,

(∏
i∈Is K

μi

ρ(i)

)

(∏
j∈Io K̂

νj

j

)

⎞

⎠ = M. (3)
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4.2 Security Proof

Theorem 1. If an adversary can break the DPABE scheme with advantage ε in
the selective-set security model for DP-ABE with a challenge subjective access
structure matrix of size ��s ×k�s , then a simulator with advantage ε in solving the
Decision q-BDHE problem can be constructed, where m+ k�s ≤ q.

The proof follows mostly from [6,10] with some non-trivial adaptation mostly in
simulating the private keys.

Proof. Suppose there exists an adversary, A, that has advantage ε in attacking
the DPABE scheme. We build a simulator B that solves the Decision q-BDHE
problem in G. B is given as input a random q-BDHE challenge (g, h,yg,α,q, Z),
where yg,α,q = (g1, . . . , gq, gq+2, . . . , g2q) and Z is either e(gq+1, h) or a random
element in G1 (recall that gj = g(αj)). B proceeds as follows.

Init. The selective-set game begins with A first outputting ((M�, ρ�), ω�), where
(M�, ρ�) is a target subjective access structure in the form of LSSS matrix and
ω� is a target objective attribute set. Let M� be of size ��s ×k�s , wherem+k�s ≤ q.
Wlog, we can assume that ��s = �s,max and |ω�| = n.

Setup. B chooses random γ′ ∈ Zp and implicitly sets γ = γ′ + αq+1 by letting
e(g, g)γ = e(α, αq)e(g, g)γ

′
. It also lets ga = gα.

The simulator then programs the function Fs by defining Fs(x) = gp(x), where
p is a polynomial in Zp[x] of degree m + ��s − 1 which is implicitly defined as
follows. It first chooses k�s +m+ 1 polynomial p0, . . . , pk�

s +m in Zp[x] of degree
m+ ��s − 1 in such a way that for x such that there exists an i where x = ρ�(i)
(there are exactly ��s values of such x, since ρ� is injective) we set

pj(x) =

{
M�
i,j for j ∈ [1, k�s ],

0 for j ∈ [k�s + 1, k�s +m],

and random for x elsewhere (by randomly picking values at some other m points
for each polynomial) and p0 is chosen completely randomly. Write coefficients in
each polynomial as pj(x) =

∑m+��s −1
i=0 pj,i · xi. It then conceptually defines

p(x) =
k�

s +m∑

j=0

pj(x) · αj .

by setting hi =
∏k�

s +m
j=0 g

pj,i

j for i ∈ [0,m+ ��s − 1]. From the definition of Fs in
the scheme, one can verify that

Fs(x) =
m+��s −1∏

i=0

hx
i

i = gp(x).

The simulator then programs the next function Fo as follows. It randomly
picks a polynomial in Zp[x] of degree n− 1, f ′(x) =

∑n−1
j=0 f

′
jx
j . Next it defines
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f(x) =
∏
k∈ω�(x − k) =

∑n−1
j=0 fjx

j . We note that fj ’s terms can be computed
completely from ω�. From this we can ensure that f(x) = 0 if and only if x ∈ ω�.
It then lets tj = g

fj
q g

f ′
j for j = [0, n− 1]. We thus have

Fo(x) =
n−1∏

j=0

t
(xj)
j = gf(x)

q · gf ′(x).

It then gives the public key pk = (g, e(g, g)γ , g1, h0, . . . , hm′ , t0, . . . , tn′) to A.

Phase 1. The adversary makes requests for private keys corresponding to ob-
jective access structure and subjective attribute set pair ((N, π), ψ) subjected to
condition that ψ does not satisfy M� or ω� does not satisfy N . We distinguish
two cases due to the latter condition.

[Case 1: ω� does not satisfy N ].
The simulator randomly chooses r ∈ Zp. It then lets K = gr and for all x ∈ ψ

lets Kx = Fs(x)r as in the construction.
Due to the condition in this case and by Proposition 1, there must exist a

vector a = (a1, . . . , ako) ∈ Z
ko
p such that a1 = −1 and that for all i where

π(i) ∈ ω�, it holds that Ni · a = 0.
The simulator randomly chooses z′2, . . . , z′ko

∈ Zp and lets v′ = (0, z′2, . . . , z′ko
).

It implicitly defines a vector v = −(γ′ + αq+1 + αr)a + v′, which will be used
for creating shares of γ + αr as in the construction.

For i where π(i) ∈ ω�, it randomly chooses ri ∈ Zp and computes K ′
i = gri

and

K̂i = gNi·v′
Fo(π(i))−ri = gNi·vFo(π(i))−ri ,

where the right equality is due to Ni · a = 0.
For i where π(i) �∈ ω�, it randomly chooses r′i ∈ Zp. Observe that

Ni · v = (Ni · a)αq+1 + (rNi · a)α+ Ni · (v′ − γ′a)

contains the term αq+1, thus we cannot compute gNi·v as usual. We will use
the term Fo(π(i))−ri to cancel out the unknown value. To do this it implicitly
defines ri = r′i + α(Ni·a)

f(π(i)) . This can be done by setting

K̂i = g

(

rNi·a− (Ni·a)f′(π(i))
f(π(i))

)

1 · gNi·(v′−γ′a) · Fo(π(i))−r
′
i ,

K ′
i = gr

′
ig

(Ni·a)
f(π(i))
1 = gri ,

which can be computed since π(i) �∈ ω� hence f(π(i)) �= 0. The correctness of
K̂i can be verified as:

K̂i = (gq+1)NiagrNi·a
1 gNi·(v′−γ′a) ·

(
(gq+1)−Ni·ag

− (Ni·a)f′(π(i))
f(π(i))

1

)
· Fo(π(i))−r

′
i

= gNi·v · Fo(π(i))−
α(Ni·a)
f(π(i)) · Fo(π(i))−r

′
i = gNi·v · Fo(π(i))−ri .
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[Case 2: ω� satisfies N ].
In this case, we must have that ψ does not satisfy M�. Therefore, by Propo-

sition 1 and our definition of pj above, there must exist a vector (w1, . . . , wk�
s
) ∈

Z
k�

s
p such that w1 = −1 and for all x ∈ ψ such that there exist i where x = ρ�(i),

we have (p1(x), . . . , pk�
s
(x)) · (w1, . . . , wk�

s
) = 0. Next it also computes one possi-

ble solution of variables wk�
s +1, . . . , wk�

s +m from the system of |ψ| equations: for
all x ∈ ψ,

(p1(x), . . . , pk�
s +m(x)) · (w1, . . . , wk�

s +m) = 0,

which is possible since |ψ| ≤ m. Now we define bx = (p1(x), . . . , pk�
s +m(x)) and

w = (w1, . . . , wk�
s +m). Thus, for all x ∈ ψ we have bx · w = 0.

The simulator then randomly chooses r′ ∈ Zp and implicitly defining

r = r′ + w1 · αq + w2 · αq−1 + · · ·wk�
s +m · αq−(k�

s +m)+1, (4)

by setting K = gr
′ ∏k�

s +m
k=1 (gq+1−k)wk = gr. From our definition of r, we have

γ + αr = γ′ + αr′ + w2α
q + · · · + wk�

s +m · αq−(k�
s +m)+2,

where we observe that the important term αq+1 in γ is canceled out. It randomly
chooses z2 . . . , zko ∈ Zp and implicitly lets v = (γ + αr, z2, . . . , zko) as in the
construction. It also randomly chooses r1, . . . , r�o ∈ Zp. It then computes for
i = 1 to �o, K ′

i = gri and

K̂i =
(
gγ

′
gr

′
1

k�
s +m∏

k=2

(gq−k+2)wk
)Ni,1 ·

ko∏

j=2

gNi,jzj · Fo(π(i))−ri ,

where one can verify that K̂i = gNi·v · Fo(π(i))−ri . We can compute this since
gq+1 is not contained. The simulator then creates Kx for all x ∈ ψ as:

Kx = Kp0(x) ·
k�

s +m∏

j=1

(

gr
′
j

∏

k∈[1,k�
s +m]

k �=j

(gq+1−k+j)wk

)pj(x)

,

where one can verify that Kx = Fs(x)r by observing that since for all x ∈ ψ, we
have bx · w = 0; therefore,

Kx = Kx · (gq+1)bx·w = Kx ·
k�

s +m∏

j=1

(gq+1−j+j)wjpj(x)

= Kp0(x) ·
k�

s +m∏

j=1

(

gr
′
j

k�
s +m∏

k=1

(gq+1−k+j)wk

)pj(x)

= (gr)p0(x) ·
k�

s +m∏

j=1

(gr)α
jpj(x) = (gr)p(x) = Fs(x)r .
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Challenge. The adversary gives two message M0,M1 to the simulator. The
simulator flips a coin b and creates C = Mb ·Z ·e(h, gγ′

), Ĉ = h, and for x ∈ ω�,
C′
x = hf

′(x). Write h = gs for some unknown s. The simulator chooses randomly
y′2, . . . , yk�

s
∈ Zp. Let y′ = (0, y′2, . . . , yk�

s
). It will then implicitly share the secret

s using the vector

v = (s, sα+ y′2, sα
2 + y′3, . . . , sα

k�
s −1 + y′k�

s
),

by setting for i = 1, . . . , ��s , Ci = (g1)M�
i ·y′ · (gs)−p0(ρ�(i)).

We claim that if when Z = e(gq+1, h), then the above ciphertext is a valid
challenge. The term C, Ĉ is trivial. For all x ∈ ω′, we have f(x) = 0, hence

C′
x = (gs)f

′(x) = (gf(x)
q gf

′(x))s = Fo(x)s.

For i = 1, . . . , ��s , we have

Ci = (gα)M�
i ·y′

k�
s∏

j=1

gM
�
i,jsα

j · (gs)−p0(ρ�(i))

k�
s∏

j=1

(gs)−M
�
i,jα

j

= gαM�
i ·v · (gs)−p(ρ�(i)) = gαM�

i ·vFs(ρ�(i))−s,

which concludes our claim.

Phase 2. B performs exactly as it did in Phase 1.

Guess. A outputs b′ ∈ {0, 1} for the guess of b. If b = b′ then B outputs 1
(meaning Z = e(gq+1, h)). Else, it outputs 0 (meaning Z is random in GT ).

We see that if (g, h,yg,α,q, Z) is sampled from RBDHE then Pr[B(g, h,yg,α,q,
Z) = 0] = 1

2 . On the other hand, if (g, h,yg,α,q, Z) is sampled from PBDHE then
we have |Pr[B(g, h,yg,α,q, Z) = 0] − 1

2 | ≥ ε. It follows that B has advantage at
least ε in solving q-BDHE problem in G. This concludes the proof.

4.3 Some Extended Constructions

We note that an unrestricted scheme where ρ is not necessarily injective, a
scheme with CCA security, a scheme based only on Decision Bilinear Diffie-
Hellman (DBDH) assumption can be realized similarly to [10]. We can also
model Fs, Fo as random oracles and achieve better efficiency and simpler proof
as in [10]. In Goyal et al. [6] paper, the KP-ABE for LSSS realizable structures
does not have delegation property; while the one for access-tree structures have.
We can also base our DP-ABE scheme on the access-tree based KP-ABE. Finally,
we can extend the access structures to include non-monotone type ones as in [8].

5 Key Delegation in DP-ABE

We now extend the definition and scheme realizations of DP-ABE to obtain the
delegation of keys. We begin with the definition of Delegate algorithm to be
added on.
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Delegate: It takes as inputs a private key sk(ψ,O) of subjective attribute set and
objective access structure pair (ψ,O), and another new pair (ψ′,O′) intended
to derive its key. It outputs the key sk(ψ′,O′) if and only if ψ′ ⊆ ψ and O

′ ⊆ O.

In other words, key delegation can be realized when the new subjective at-
tribute set is a subset of the original set and the new objective access structure
is more restrictive than the original one (or either one condition holds while the
other remains the same). In defining this algorithm, we require its correctness
that the private key sk(ψ′,O′) output from Delegate has the same distribution as
the one from KeyGen algorithm.

Recall that Us is the universe of subjective attributes and 2Uo is the full objec-
tive access structure. The delegation will start from the master key, which can
be considered equivalently as the private key for (Us, 2Uo). From that, we can
consider two types of intermediate states: (ψ, 2Uo) which can be considered as a
key in pure CP-ABE scheme and (Us,O) which can be considered as a key in
pure KP-ABE scheme.

Such intermediate keys are indeed already defined generically in any DP-ABE
scheme (by instantiating sk(ψ,O) with O = 2Uo for the first type and ψ = Us for the
second type). However, both 2Uo and Us are of super-polynomial size; therefore,
the size of instantiated keys could be very large for any DP-ABE constructions
(including our basic DPABE construction). To resolve this, we thus newly define
KeyGen for only those two specific types of keys below.

We now describe the delegation scheme for our DPABE scheme as follows. The
security proof is postponed to Section A.1.

5.1 Delegating CP-ABE to DP-ABE

(Us, 2Uo) → (ψ, 2Uo) → (ψ,O)

From the master key msk = (γ, a), it randomly chooses r ∈ Zp and creates a
private key for (ψ, 2Uo) as sk(ψ,2Uo ) = (K, {Kx}x∈ψ, K̂) where

K = gr, Kx = Fs(x)r, K̂ = gγ+ar. (5)

Note that this is exactly the key in the CP-ABE of Waters [10]. This means that
one can seamlessly extend Waters’ CP-ABE to ours DP-ABE without having to
setup again. The decryption using this key can be done by Eq.(1) but neglecting
all the terms related to objective attribute set, ω. Thus, Eq.(1) is simplified to

C ·
∏
i∈Is

(
e(Ci,K) · e(Ĉ,Kρ(i))

)μi

e(K̂, Ĉ)
= M.

From the above private key for (ψ, 2Uo), we can further delegate to obtain a
private key for (ψ,O). Let O be represented by a LSSS (N, π) as usual. Let N be
�o × ko matrix. The algorithm randomly chooses r′, z2 . . . , zko , r1, . . . , r�o ∈ Zp.
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It implicitly lets v = (γ+a(r+r′), z2, . . . , zko). It creates the private key sk(ψ,O) =
(Knew, {Knew

x }x∈ψ, {K̂new
i ,K ′new

i }i=1,...,�o) as

Knew = K · gr′ , Knew
x = Kx · Fs(x)r

′
,

K̂new
i = (K̂ · (ga)r′)Ni,1g

∑ko
j=2Ni,jzjFo(π(i))−ri , K ′new

i = gri,

which distributes exactly the same as in our main scheme; in particular, one can
verify that K̂new

i = gNi·vFo(π(i))−ri .

5.2 Delegating KP-ABE to DP-ABE

(Us, 2Uo) → (Us,O) → (ψ,O)

From the master key msk = (γ, a), the algorithm will create a private key for
(Us,O) as follows. Let O be represented by a LSSS (N, π) as usual. Let N be
�o × ko matrix. The algorithm randomly chooses z2 . . . , zko , r1, . . . , r�o ∈ Zp. It
lets z = (γ, z2, . . . , zko). It then creates sk(Us,O) = ({K̂i,K

′
i}i=1,...,�o) where

K̂i = gNi·zFo(π(i))−ri , K ′
i = gri , (6)

Note that this is exactly the key in the KP-ABE of Goyal et al. [10]. This means
that one can seamlessly extend such KP-ABE schemes to ours DP-ABE without
having to setup again. The decryption using this key can be done by Eq.(1) but
neglecting all the terms related to subjective attribute set, ψ. Thus, Eq.(1) is
simplified to

C · 1
∏
j∈Io

(
e(K̂j , Ĉ) · e(K ′

j , C
′
π(j))

)νj
= M.

From the above private key for (Us,O), we can further delegate to obtain a
private key for (ψ,O).The algorithm randomly chooses r, z′2, . . . , z

′
ko
, r′1, . . . , r

′
�o
∈

Zp. It creates sk(ψ,O) = (Knew, {Knew
x }x∈ψ, {K̂new

i ,K ′new
i }i=1,...,�o) as

Knew = gr, Knew
x = Fs(x)r ,

K̂new
i = K̂i · (ga)Ni,1rg

∑ko
j=2Ni,jz

′
jFo(π(i))−r

′
i , K ′new

i = K ′
i · gr

′
i ,

which distributes exactly the same as in our main scheme.

5.3 Delegating in DP-ABE

(ψ,O) → (ψ′,O′)

The delegation from (ψ,O) → (ψ′,O), where ψ′ ⊂ ψ, can be done by delet-
ing the elements Kx where x ∈ ψ \ ψ′ and then re-randomizing the other
remaining elements in a similar way as delegations stated previously. More
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precisely, from sk(ψ,O) = (K, {Kx}x∈ψ, {K̂i,K
′
i}i=1,...,�o), the algorithm creates

sk(ψ′,O) = (Knew, {Knew
x }x∈ψ′ , {K̂new

i ,K ′new
i }i=1,...,�o) as follows. It first randomly

chooses r′, z′2, . . . , z
′
ko
, r′1, . . . , r

′
�o
∈ Zp and then computes

Knew = K · gr′ , Knew
x = Kx · Fs(x)r

′
,

K̂new
i = K̂i · (ga)Ni,1r

′
g
∑ko

j=2Ni,jz
′
jFo(π(i))−r

′
i , K ′new

i = K ′
i · gr

′
i ,

which distributes exactly the same as a key for (ψ′,O).
The delegation from (ψ,O) → (ψ,O′), where O

′ is more restrictive than O,
can be done on the access-tree based DP-ABE in a similar way to the KP-ABE
scheme of Goyal et al. [6], with proper re-randomization.

6 Single-Policy Modes of DP-ABE

In this section, we describe a feature of DP-ABE called encryption in single-
policy modes. Suppose that a DP-ABE scheme has been set-up already. The
single-policy encryption mode allows an encryptor to still encrypt his message as
if it were a KP-ABE or CP-ABE on-the-fly. More specifically, when a message is
encrypted in KP-ABE mode with objective attribute set ω, any user with key for
(ψ,O) where ω ∈ O can decrypt it regardless of whatever subjective attribute set
ψ. Analogously, when a message is encrypted in CP-ABE mode with subjective
policy S, any user with key for (ψ,O) where ψ ∈ S can decrypt it regardless of
whatever objective policy O.

We now describe a simple generic construction and then a more efficient direct
construction as follows.

6.1 Generic Construction

As a first attempt, we describe a trivial approach to generically realize encryption
in single-policy modes as follows. To encrypt in KP-ABE mode with objective
attribute set ω, one just encrypt to (2Us , ω). To encrypt in CP-ABE mode with
subjective policy S, one just encrypt to (S,Uo). However, 2Us and Uo are of super-
polynomial size; therefore, the size of instantiated ciphertext could be very large
for any DP-ABE constructions (including our basic DPABE construction).

To resolve this, we propose a simple generic conversion from any DP-ABE
scheme S to a new DP-ABE scheme S′ that admits efficient single-policy modes
as follows. The idea is to use dummy attributes: one for subjective and one for
objective attribute.

S′.Setup is exactly the same as S.Setup except that it additionally chooses a
special subjective attribute Ts ∈ Us and a special objective attribute To ∈ Uo

and adds them into the public key. Both Ts, To will not be used as attributes in
S′. Next we define

S′.KeyGen(pk,msk, (ψ,O)) = S.KeyGen
(
pk,msk, (ψ ∪ {Ts},O ∪ {{To}})

)
.

S′.Encrypt is done as usual except in the single-policy modes where we define
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S′.Encrypt(pk,M, (2Us , ω)) = S.Encrypt
(
pk,M, ({{Ts}}, ω)

)
,

S′.Encrypt(pk,M, (S,Uo)) = S.Encrypt
(
pk,M, (S, {To})

)
,

which corresponds to KP-ABE and CP-ABE mode respectively. Decryption can
be done exactly in the same way as usual.

6.2 Direct Construction

When applying the above generic conversion to our proposed DPABE, the re-
sulting scheme seems to contain some redundancy, in particular, involving using
the dummy subjective attribute and the LSSS scheme for the augmented objec-
tive access structure O ∪ {{To}}. In this section, we thus also present a direct
construction DPABE2 by tweaking the main DPABE construction as follows.

DPABE2.Setup is exactly the same as that of DPABE except that it also in-
cludes a special objective attribute To ∈ Uo in the public key. DPABE2.KeyGen
is also exactly the same as before except the following. To generate the key
sk(ψ,O), it also includes two new elements (K̂(o),K

′
(o)) which are computed by

first randomly choosing r̃ ∈ Zp and setting

K̂(o) = gγ+arFo(To)−r̃, K ′
(o) = gr̃. (7)

Hence the key will be sk(ψ,O) = (K, {Kx}x∈ψ, {K̂i,K
′
i}i=1,...,�o , K̂(o),K

′
(o)).

For the intermediate states, the key sk(ψ,2Uo ) is unchanged from Eq.(5), while
the key sk(Us,O) is exactly the same as defined in Eq.(6) except that it addition-
ally includes the two above new elements of Eq.(7) albeit setting r = 0. The
delegation can be done as usual with proper re-randomization.

The encryption DPABE2.Encrypt is exactly the same as usual DPABE except in
the single-policy modes which we describe below. To encrypt in KP-ABE mode,
i.e., to encrypt to (2Us , ω), one randomly chooses s ∈ Zp and set the ciphertext
to ct = (C, Ĉ, C0, {C′

x}x∈ω), where

C = M· (e(g, g)γ)s, Ĉ = gs,

C0 = gas, C′
x = Fo(x)s.

The decryption in this case is done by simplifying Eq.(1) to

C · e(C0,K)
∏
j∈Io

(
e(K̂j , Ĉ) · e(K ′

j , C
′
π(j))

)νj
= M.

On the other hand, to encrypt in CP-ABE mode, i.e., to encrypt to (S,Uo), one
just compute as in the usual DPABE.Encrypt but set the ciphertext to ct = (C, Ĉ,
{Ci}i=1,...,�s , C

′), where

C = M· (e(g, g)γ)s, Ĉ = gs,

Ci = gaλiFs(ρ(i))−s, C′ = Fo(To)s.
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The decryption in this case is done by simplifying Eq.(1) to

C ·
∏
i∈Is

(
e(Ci,K) · e(Ĉ,Kρ(i))

)μi

e(K̂(o), Ĉ) · e(K ′
(o), C

′)
= M.

The security proof of DPABE2 is given in Section A.2.

7 Conclusions

We presented a new variant of Attribute based encryption (ABE) called Dual-
Policy ABE. It is a useful primitive that combines two access control functionali-
ties from Ciphertext-policy ABE and Key-policy ABE. We formalized the notion
of Dual-policy ABE and presented an efficient concrete scheme based on an alge-
braic combination between Goyal et al. KP-ABE [6] and Waters’ CP-ABE [10],
which are the state-of-the-art schemes for ABE of respective kinds. We further
proposed two add-on features: key delegation and single-policy modes of encryp-
tion. Key delegation has an interesting property that it also allows the delegation
from KP-ABE key of Goyal et al. scheme or CP-ABE key of Waters’ scheme to
our DP-ABE. Therefore, one can extend those two existing ABE schemes by
delegating to DP-ABE seamlessly. Single-policy mode feature allows users to
use DP-ABE keys as if it were the vanilla KP-ABE or CP-ABE on-the-fly. This
feature allows great flexibility since one DP-ABE key can be used for all three
types of ABE (KP,CP,DP ABE).
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A Security Proofs of Schemes with Extended Features

A.1 Security Proof of the Scheme with Delegation

In this section, we describe the security proof of the scheme with delegation given
in Section 5. The only difference from our basic construction in Section 4.1 is
that we newly re-define the private key sk(ψ,2Uo ), sk(Us,O), for the intermediate
states. According to the security definition, the adversary can also query for the
key sk(Us,O) if ω� does not satisfy O and the key sk(ψ,2Uo ) if ψ does not satisfy
S
�. Here we recall that (S�, ω�) is the target subjective access structure and

objective attribute set pair. Therefore, it suffices to show how to simulate these
two types of keys in Phase 1 (and 2), in addition to the proof of the main scheme
(cf. Section 4.2).

For the first type, the simulator B answers the query for sk(Us,O) such that ω�

does not satisfy O by simulating the private key elements in exactly the same way
as in the Case 1 in Phase 1 in the proof of the main scheme, albeit setting r = 0
and neglecting the term K,Kx. The resulting simulated key ({K̂i,K

′
i}i=1,...,�o) is

distributed as the key sk(Us,O) in the real scheme (cf. Eq.(6)). This holds thanks
to the correctness of simulation for sk(ψ,O) in the proof of our main scheme and
the fact that sk(Us,O) as defined in Eq.(6) simplifies sk(ψ,O) as defined in the main
scheme with r being set to r = 0.

For the second type, the simulator B answers the query for sk(ψ,2Uo ) such that
ψ does not satisfy S

� as follows. Since the elements (K, {Kx}x∈ψ) in both the key
sk(ψ,2Uo ) defined in Eq.(5) and the key sk(ψ,O) of the main scheme are the same,
we just simulate (K, {Kx}x∈ψ) exactly as in the Case 2 in Phase 1 in the proof
of the main scheme. It then computes K̂ as K̂ = gγ

′
gr

′
1

∏k�
s +m
k=2 (gq−k+2)wk ,which

can be verified that K̂ = gγ+αr as required (recall that in the simulation, r is
implicitly defined in Eq.(4) and a = α).

Remark 2. In the security proof of the main scheme in Section 4.2, we could
have done a simpler simulation if the key delegation were already defined there.
For Case 1, it suffices to compute the key sk(Us,O) and then delegate to sk(ψ,O)

to answer the query. For Case 2, it suffices to compute the key sk(ψ,2Uo ) and
then delegate to sk(ψ,O). However, we believe that separating the key delegation
feature from the basic scheme makes its description easier to follow.

A.2 Security Proof of the Scheme with Single-Policy Modes

In this section, we give a sketch of the security proof for this tweaked scheme
DPABE2 given in Section 6.2. Note that the only differences from the main proof
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are as follows. First we must also consider two new possible target pair types of
(2Us , ω) and (S,Uo) for the challenge ciphertext. Second, we must also simulate
the two new private key elements for each query.

We first consider the normal case where the adversary announces the target
pair of type (S�, ω�) in the Init phase. In this case, the proof follows exactly the
main proof except that the simulator also simulates additional key components.
For Case 1 of Phase 1 in the main proof, it computes the additional keys as

K̂(o) = gγ
′
gαrg

−f ′(To)/f(To)
1 Fo(To)−r̃

′
, K ′

(o) = gr̃
′
g
1/f(To)
1 , (8)

where it randomly chooses r̃′ ∈ Zp. It can be verified that this distributes as in
Eq.(7) with r̃ = r̃′ + 1/f(To). For Case 2, the simulator can compute gγ+αr and
thus can generate the elements of Eq.(7) above.

Next, we consider the case where the adversary announces the target pair
of type (2Us , ω�) in the Init phase, i.e., the challenge ciphertext will be in KP-
ABE mode. In Setup phase, the simulator chooses a ∈ Zp and h0, . . . , hm′ ∈
G randomly (in particular, instead of setting a = α as previously done). The
remaining elements of the public key are simulated as in the main proof. In Phase
1, it suffices to simulate the key for (Us,O) such that ω� does not satisfy O. This
can be done in exactly the same way as before (cf. Section A.1, first type), albeit
it also includes two new elements as in Eq.(8) with r = 0. In Challenge phase,
the term C, Ĉ, C′

x can be simulated as usual. In addition, it just sets C0 = Ĉa.
The rest follows from the main proof.

Finally, we consider the case where the adversary announces the target pair of
type (S�,Uo) in the Init phase, i.e., the challenge ciphertext will be in CP-ABE
mode. In this case, the proof follows exactly the main proof that is instantiated
with the selective target pair (S�, {To}). Note also that it suffices to simulate the
key for sk(ψ,2Uo ) such that ψ does not satisfy S

�. Such a key does not include the
two new elements of Eq.(7).
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