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Abstract. In this paper, we have proposed a security schema for Ad-hoc
On-Demand Distance Vector (AODV) routing protocol. In this schema,
each node in a network has a list of its neighbor nodes including a shared
secret key which is obtained by executing a key agreement when joining
a network. One key principle in our schema is that before executing
route discovery steps in AODV protocol, each node executes message
authentication process with the sender to guarantee the integrity and
non-repudiation of routing messages and therefore, could prevent attacks
from malicious nodes. Comparing with other recently proposed security
routing protocols, our security schema needs less computation power in
routing transactions and does not need any centralized element in mobile
ad-hoc networks.

1 Introduction

The AODV routing protocol [1] is being considered by the Internet Engineering
Task Force (IETF) for Mobile Ad-hoc Network (MANET) routing protocol stan-
dardization. AODV is improved from DSR [2] routing protocol and both of them
are reactive routing protocols. In general, the AODV routing protocol fulfills the
requirements of routing protocol in MANETs and it is efficient in terms of net-
work performance. However, security aspects have not been considered in the
protocol; attackers, therefore, can use many kinds of attacks via route discovery
or path maintenance process such as advertising falsified route information, redi-
recting routes, launching denial-of-service attacks, sending falsified error reports
and so on.

Recently, a number of researches have been investigated for secure routing pro-
tocols in MANETs. Some focus on AODV and others examine general solution
for secure routing in MANETs. Most routing security solutions make unrealistic
assumptions about the availability of key management infrastructures that are
in contrast with the very nature of ad hoc networks. Integrity of transactions
between neighbor nodes, which is required to protect against fabrication attacks,
is not examined in most of these protocols.
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In this paper, we examine and discuss recent secure routing protocols in order
to identify the flaws of current security approaches. Based on the analysis, a
security schema for AODV routing protocol has been proposed to eliminate the
security flaws in the protocol and compensate identified security weaknesses in
recent secure routing approaches.

The remainder of this paper is organized as follows. Section 2 examines current
approaches of security routing, then the scope of problems which needs to be
solved in this research is stated. In section 3, we detail our proposed schema
to secure AODV. We discuss and analyze our schema in section 4. Finally, we
conclude our contribution and specify future work in section 5.

2 Problem Statement

Lately, there are a number of solutions for securing routing protocols in
MANETs. In this section, however, we briefly describe only two schemas: ARAN
[4] and SAODV [5] since they are closely related to our approach. In [4], the au-
thors categorized three kinds of threats which are modification, impersonation
and fabrication in AODV and DSR. On the basic of these analysis, the authors
proposed a protocol called ARAN (Authenticated Routing for Ad hoc Networks)
using cryptographic certificates to bring authentication, message-integrity and
non-repudiation to the route discovery process based on the assumption of ex-
isting of a trusted certificate server. It is not appropriate with ad hoc networks
because it forms a centralized element. Moreover, in this protocol, because the
source node cannot authenticate intermediate nodes in the routing path, inter-
mediate malicious nodes can use error message attacks to networks. In [5], the
authors extend the AODV routing protocol to guarantee security based on the
approach of key management scheme in which each node must have certificated
public keys of all nodes in the network. This work uses two mechanisms to se-
cure the AODV messages: digital signature to authenticate the fixed fields of the
messages and hash chains to secure the hop count field. This protocol uses public
key distribution approach in the ad hoc network; therefore, it is difficult to de-
ploy and computationally heavy since it requires both asymmetric cryptography
and hash chains in exchanging messages. The protocol also did not consider the
authentication of intermediate nodes; hence it could not prevent the attack of
falsifying error messages in ad hoc networks.

In general, the existing schemas for secure routing are based on the assump-
tions of the availability of key management infrastructures which are unrealistic
and contrast to the ad-hoc network concepts. Moreover, these schemas do not
consider intermediate nodes during the routing steps; therefore, the nodes may
perform fabrication attacks. From these weaknesses of current approaches, our
goal is to design a schema which performs point-to-point message authentication
without a deployed key management infrastructure.

3 The Proposed Security Schema for AODV

The principle of our schema is that messages in AODV must be authenticated to
guarantee the integrity and non-repudiation so that the protocol can be prevented
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against several kinds of attacks. Each node in a network has its own a pair of pub-
lic key e and private key d following RSA Public-key Crypto-system [6] by self-
generation, and each node contains a list of neighbor nodes with records containing
the information of aneighbornode includingneighbor address, neighbor public key,
anda shared secret key.This information is formedafter thekeyagreementbetween
two neighbor nodes to negotiate a pair of keys and a shared secret key. The details
of our security schema for AODV are described as the following sections.

3.1 Key Agreement Process between Neighbor Nodes

A node joining a network requires to send key agreement messages to its neigh-
bors to negotiate a shared secret key. The concept of this process is based on
HELLO message in ad-hoc routing protocols. The node broadcasts a message
indicating the negotiation request with neighbor nodes: <AGREEMENT REQ,
request id, sender addr, eS>. On receiving this request, nodes reply a message:
<AGREEMENT REP, request id, sender addr, neighbor addr, eN> (where eS

and eN are the public key of the sender node and replying node, respectively;
request id is a sequence number generated by the sender node) to indicate the
receiving of the request message and inform that it is ready for the key agreement
process. For each received message, the request node creates a new record in its
neighbor list. Each record contains filled neighbor address and filled neighbor
public key; the other fields of the record are empty. For each new record in the
list, the request node (A) negotiates a secret key with the neighbor node (B) by
the following steps:

1. Generate a key Ks by using a secure random number generator,
2. Encrypt Ks with eB (node B’s public key) = encrypteB (Ks),
3. Send an offer message <KEY OFFER, encrypteB (Ks)> to B,
4. Wait ACK from B and check message integrity to finish the negotiation

When node B receives the offer message, it decrypts encrypteB (Ks) by its
private key (dB)to get the shared key Ks. Then, node B sends the ACK message
<KEY OFFER ACK, request id, hKs(request id)> to indicate successful shared
secret key negotiation, where hKs(request id) is the hashed message of request id
by the shared key Ks.

Since RSA algorithm is used in the negotiation, the confidentiality of the
shared key is guaranteed between the two nodes. The shared key is used for
authenticating messages between two adjacent nodes later in AODV routing
protocol. In the case a node does not have a shared key with its neighbor nodes,
it can not participate in routing transactions.

3.2 Route Request

Route request (RREQ) is initiated by a source node (S) and then propagated
by intermediate nodes until the message reaches its destination node (D). On
receiving RREQ, an intermediate node I, according to AODV routing proto-
col, checks whether the message will be re-broadcasted or not. If the mes-
sage needs to be re-broadcasted and the sender is in node I’s neighbor list,
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it will send (unicast) a message to request the authentication process from
the sender: <AUTHEN RREQ REQ, src addr, broadcast id>. When receiving
the authentication request, the sender creates an authentication reply message
containing <AUTHEN RREQ REP, src addr, broadcast id, hashKs(RREQ)>
where hashKs(RREQ) is the hashed value of RREQ message by the shared key
Ks between the two nodes. The authentication reply message is unicasted back
to node I. Node I on receiving the message will check the integrity of the RREQ
message by hashing the message with using the shared key Ks and then compar-
ing with the received hashed digest. If the comparison is successful (the integrity
of the RREQ message is guaranteed), node I continues steps following AODV
such as set up reverse path, increase the hop count, rebroadcast the message and
so on; otherwise, the RREQ will be discarded. The process continues until the
message reaches the destination. The destination also authenticates the sender
of RREQ (neighbor of the destination) by the same procedure.

Fig. 1. Illustration of the message authentication

3.3 Route Reply and Route Maintenance

Route replies (RREP) in AODV are also targets for attacks by malicious nodes.
In our schema, when receiving a RREP, a node requests the sender to proof
the integrity and non-repudiation of the message by sending an authentication
message . The request for authentication is <AUTHEN RREP REQ, dest addr,
dest seq #> and the reply is <AUTHEN RREP REP, dest addr, dest seq #,
hashKs(RREP)> where hashKs (RREP) is the hashed value of RREP message
by the shared key Ks between the two nodes. After the authentication process
is successful, a node continues to the steps in AODV, otherwise, the node drops
RREP since it is invalid.

In route maintenance process, only route error report message (RERR) is a
target for attacks in AODV protocol. Our schema requires the authentication
process in sending route error messages to prevent attacks from malicious nodes.
The authentication request and response for RERR is <AUTHEN RERR REQ,
unreachable dest addr, unreachable dest seq #>, and <AUTHEN RERR REP,
unreachable dest addr, unreachable dest seq #, hashKs(RERR)>, respectively.
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4 Security Analysis

Our schema proposes a new fully distributed authentication process which does
not require any third parties. The schema does not supply the confidentiality
but it provides the integrity and non-repudiation of messages. Our schema has
a similar approach with SAODV or ARAN in supplying the integrity and non-
repudiation of messages. However, it uses point-to-point authentication process,
therefore, it can authenticate intermediate nodes in routing steps and it does
not require a certificate server (like ARAN) or assumption of key distribution
(SAODV).

By supplying integrity of exchanging messages, our schema can prevent
against attacks from malicious nodes. A malicious node can not forms loops by
spoofing nodes thanks to authentication process between neighbor nodes. Based
on the integrity of exchanging messages, the schema also can prevent falsified
error messages or modification attacks during route discovery process. However,
the end-to-end authentication process has not been considered yet in our current
work, some kinds of attacks such as impersonating a source node, a destination
node, or neighbor of destination could not been prevented if malicious nodes
comply with the proposed procedure. It is assumed that after time of working,
trust relationship between two neighbor nodes will be established; a node that
continues to perform malicious activities will be detected and excluded from
trust list and therefore, so it can not participate in future routing. This aspect
is expected to be studied in future.

In general, the proposed security schema needs heavy computation when a
node joins a network, but during routing transactions, it needs less computation
power compared to existing approaches since it only uses hash algorithm to au-
thenticate between two nodes and it does not need a centralized element in the
network which causes heavy computation in the existing secure routing proto-
cols. In our opinion, the proposed schema is more appropriate to the MANETs
since there is no centralized element. This approach differs from most routing
security solutions which make unrealistic assumptions about the availability of
key management infrastructures that are in contrast with the very nature of ad
hoc networks.

5 Conclusions and Future Work

Our work focuses on AODV routing protocol, which is under consideration as
a standard for routing in MANETs. A security schema for AODV has been
proposed to prevent common kinds of attacks and compensate for the security
flaws of recent related works. The approach of our work is that exchanging
messages in AODV are required to be authenticated in point-to-point step by
using hash chains during a transaction. When joining a network, a node must
execute key agreement with neighbor nodes so that each two neighbor nodes
have a shared secret key. Before executing steps in AODV, each node performs
message authentication process with the sender by requesting hashed digest value
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of the message and then checking the integrity and non-repudiation of routing
messages from the hashed message in order to prevent attacks from malicious
nodes. However, some kinds of attacks such as tunneling attacks or selfishness
problems (so far, no security schema has been able to detect these [5]) have not
been considered in this work.

This work has proposed a point-to-point and fully distributed authentication
approach for securing AODV. It can compensate for weaknesses in SAODV or
ARAN as above-mentioned since it can authenticate intermediate nodes in trans-
actions and it does not need any centralized element such as certificate server.
Recently, this work just focuses on AODV routing protocol; however, future work
will investigate on applying the schema to other routing protocols in MANETs.
The implementation and simulation of the schema will be investigated to com-
pare security features with similar approaches in particular kind of attacks. The
end-to-end authentication procedure will be added to the current approach in
order to improve our current schema.
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