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Abstract. Mir-1 is a stream cipher proposed for Profile 1 at the ECRYPT
Stream Cipher Project (eSTREAM). The Mir-1 designer claims a secu-
rity level of at least 2128, meaning that the secret key cannot be recovered
or that the Mir-1 output sequence cannot be distinguished from a truly
random number sequence more efficiently than an exhaustive search.
At SASC 2006, however, a distinguishing attack on Mir-1 was proposed
making use of vulnerabilities in Mir-1 initialization. This paper shows
that unknown entries in the key-dependent S-box used by Mir-1 can
be classified into partially equivalent pairs by extending the SASC 2006
technique. It also demonstrates an attack that applies that information
to recovering the Mir-1 secret key more efficiently than an exhaustive
search. To the best of the authors’ knowledge, the results described in
this paper represent the first successful key recovery attack on Mir-1.

Keywords: eSTREAM, key-dependent S-box, key recovery attack,
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1 Introduction

Recently, there have been efforts around the world to standardize encryption.
For example, the selection of AES [13] as a standard cipher has been announced
in the United States, and the NESSIE project [14] was established in Europe to
select standard ciphers. The NESSIE project aimed, in particular, to select secure
encryption primitives choosing stream ciphers as one member of that category.
However, the stream ciphers offered by the NESSIE project were tackled by
numerous cryptanalyses during a 3-year evaluation phase, and ultimately not
even a single secure candidate stream cipher remained. In response, the design
and analysis of stream ciphers has been receiving increasing attention.

In February 2004, European Network of Excellence for Cryptology (ECRYPT)
[5] was established with the objective of encouraging cooperation among Euro-
pean researchers working on information security. The ECRYPT Stream Cipher
Project (henceforth “eSTREAM”) [4] was established in 2005 by the ECRYPT
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working group Symmetric Techniques Virtual Lab (STVL), and new stream ci-
phers were made public. As a result, 34 candidates were submitted to eSTREAM.
After more than three years and three phases of evaluation at eSTREAM, 8
stream ciphers have been chosen for the final portfolio.

Mir-1 [10] is a stream cipher proposed at eSTREAM having a 128-bit se-
cret key and a 64-bit initial vector (IV). Although proposed for Profile 1 as a
stream cipher for high-speed software implementation, Mir-1 was archived in
phase 1. Mir-1 uses a multi-word T-function and a key-dependent S-box func-
tion whose security has not been sufficiently studied. Its designer, however,
claimed a security level of at least 2128, meaning that the secret key cannot
be efficiently recovered or that the Mir-1 output sequence cannot be efficiently
distinguished from a truly random number sequence faster than an exhaustive
search.

At SASC 2006, however, a distinguishing attack was proposed on Mir-1 [18].
This cryptanalysis method exploits vulnerabilities in T-function characteristics
and Mir-1 initialization. The method can distinguish with high probability the
output sequence of Mir-1 from a truly random number sequence by choosing only
three or four IV pairs. The amount of data needed here is theoretically no more
than 210 words. A countermeasure against this technique was also proposed in
2007 [19]. A key recovery attack on Mir-1, however, has not been reported.

In this paper, we show that unknown entries in the key-dependent S-box used
by Mir-1 can be classified into partially equivalent pairs by extending the tech-
nique of [18]. We also demonstrate an attack for recovering the Mir-1 secret
key more efficiently than an exhaustive search based on that information. This
attack can recover a secret key with a data complexity of about 230.32 bytes, a
computational complexity of about 2110.76 table lookups, and a memory com-
plexity of about 232.86 bytes. Furthermore, under conditions with no memory
limitations, the attack can recover a secret key with a data complexity of about
230.32 bytes, a computational complexity of about 279.32 table lookups, and a
memory complexity of about 265.81 bytes. We show that Mir-1 incorporating the
countermeasure described in [19] is robust to this attack.

To the best of our knowledge, the results described in this paper represent
the first successful key recovery attack on Mir-1. We expect the results provided
here to be useful in evaluating the security of the many previously proposed
block ciphers [2,3,12,16,17] and stream ciphers [1,6,7,9,11,15,20] that use a key-
dependent S-box.

Section 2 describes the structure of Mir-1. Section 3 describes a key recov-
ery attack on Mir-1, Section 4 discusses the complexity of this attack and a
countermeasure to it, and Section 5 concludes the paper.

2 Description of Mir-1

This section describes the structure of Mir-1, the stream cipher proposed by
Maximov at eSTREAM 2005. Ciphertexts are computed by exclusive ORing
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plaintexts with the keystream generated by the cipher. The keystream generation
and initialization of Mir-1 is explained below.

2.1 Notation and Definition

In this paper, bit-wise XOR, AND, and OR are represented by ⊕, &, and |,
respectively. Addition and multiplication on mod 264 are denoted by + and ·,
respectively. A 64-bit word X rotated to the left by t bits is represented by either
X ≪ t or ROLt(X). The byte unit and bit unit of 64-bit word X are set as
follows, where ‖ represents data concatenation.

X = X.byte7 ‖ X.byte6 ‖ · · · ‖ X.byte0

= X.bit63 ‖ X.bit62 ‖ · · · ‖ X.bit0

The ath through the bth bits of 64-bit word X are represented by X [a, b].
Using the notation described above, we express them as

X [a, b] = X.bitb ‖ X.bitb−1 ‖ · · · ‖ X.bita

The secret key KEY of Mir-1 is 128-bit long and its initial vector IV is 64-bit
long. They are defined as follows.

KEY = k15 ‖ k14 ‖ · · · ‖ k0

IV = IV7 ‖ IV6 ‖ · · · ‖ IV0

Here, ki (0 ≤ i ≤ 15) and IVi (0 ≤ i ≤ 7) are one-byte variables.

2.2 Keystream Generation

This section treats Mir-1’s keystream generation, which consists of roughly two
parts: the loop state update (LS update) and the automata state update (AS
update).

The LS update has four registers of 64-bit words xi(i = 0, 1, 2, 3). Register xi

is updated by a multiword T-function [8]. The LS update is shown in Fig. 1. It
guarantees the cycle of maximum length 2256.

The AS update holds two words of 64-bit registers A and B, and it computes
A′ and B′ using the update function shown in Fig. 2. A′ and B′ correspond to A
and B in the next time step. When A′ and B′ are computed, the register value
from the LS update is two 64-bit words obtained by concatenating the upper 32
bits of each of the four registers x0, x1, x2, and x3. Each 64-bit word is denoted
as follows.

(xi+2[32, 63] ‖ xi[32, 63]) (i = 0, 1)

The keystream generation part of Mir-1 performs the LS update and AS
update at each clock, and outputs keystream z, that is, the 64-bit B′ computed
by the AS update.
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2.3 Initialization

This section describes Mir-1’s initialization part, which also consists of roughly
two parts: the key setup and the IV setup.

The key setup initializes register xi(i = 0, 1, 2, 3) and registers A and B, using
a 128-bit secret key. The key setup is shown in Fig. 3.

First, the key setup computes an 8-bit S-box, which varies depending on the
secret key value referred to as the secret S-box, using the equation shown below.
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1. Initialize secret S-box

2. A = x1 = (k7 || … || k0)

B = x3 = (k15 || … || k8)

x0 = C0

x2 = C1

3. Repeat 8 times

Loop State Update

Automata State Update

Fig. 3. Key setup

Here, SR[·] means the S-box of AES. Each entry is computed for i = 0, . . . , 255.

S[i] = SR[· · ·SR[SR[i ⊕ k0] ⊕ k1] ⊕ · · · ⊕ k15]

The IV setup uses a 64-bit initial vector to update register xi(i = 0, 1, 2, 3) as
well as registers A and B. The IV setup is shown in Fig. 4.

3 Key Recovery Attack

This section explains how to apply a key recovery attack against the Mir-1 stream
cipher. On applying this attack, it is assumed that the following preconditions
are met in an actual situation using stream ciphers.

– The secret key is fixed during the attack.
– Attackers can choose the IV freely.
– Attackers can obtain the keystream generated using the given IV.

3.1 Previous Distinguisher and Extended Distinguisher

This following describes the distinguisher reported in [19] and the distinguisher
obtained by extending that distinguisher. To begin with, Theorem 1 holds with
respect to the keystream of Mir-1.1

Theorem 1. Given keystreams za and zb generated by IV a (IVi = a, 0x00
≤ a ≤ 0xff, 0 ≤ i ≤ 7) and IV b (IVi = b �= a, 0x00 ≤ b ≤ 0xff, 0 ≤ i ≤ 7) that
satisfy Eq. (1), Eq. (3) will be satisfied at time t satisfying Eq. (2).

S[a] ≡ S[b] (mod 2) (1)
za(t).byte0 = zb(t).byte0 (2)

ROL29(za(t−1) ⊕ zb(t−1)) ≡ za(t+1) ⊕ zb(t+1) (mod 2) (3)
1 See [19] for proof of Theorem 1.
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Fig. 4. IV setup

A distinguishing attack using Theorem 1 was proposed in [19]. This attack re-
quires about 210 words at most to distinguish the output sequence of Mir-1 from
a truly random number sequence. Theorem 2 below can be easily obtained by
extending Theorem 1.

Theorem 2. Given keystreams za and zb generated by IV a (IVi = a, 0x00
≤ a ≤ 0xff, 0 ≤ i ≤ 7) and IV b (IVi = b �= a, 0x00 ≤ b ≤ 0xff, 0 ≤ i ≤ 7) that
satisfy Eq. (4), Eq. (6) will be satisfied at time t satisfying Eq. (2) and Eq. (5).

S[a] ≡ S[b] (mod 2n, 1 ≤ n ≤ 7) (4)
ROL29(za(t−1)) ≡ ROL29(zb(t−1)) (mod 2n, 1 ≤ n ≤ 7) (5)

za(t+1) ≡ zb(t+1) (mod 2n, 1 ≤ n ≤ 7) (6)

Proof. Denoting register xi updated by IV a and register xi updated by IV b as
xai and xbi, respectively, the condition of Eq. (1) in Theorem 1 can be replaced
by Eq. (4) so that register xi satisfies the following relation.

xai[0, 31 + n] = xbi[0, 31 + n] (0 ≤ i ≤ 3 , 1 ≤ n ≤ 7)

This leads to Eq. (7):

ROL29(za(t−1) ⊕ zb(t−1)) ≡ za(t+1) ⊕ zb(t+1) (mod 2n, 1 ≤ n ≤ 7) (7)

As a result, substituting Eq. (5) in Eq. (7) gives Eq. (6). �
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3.2 Classification of Key-Dependent S-Box

In this section, we describe a method for classifying unknown entries of the key-
dependent S-box into partially equivalent pairs using Theorem 2. Specifically, for
the case of n = 7, the following procedure classifies key-dependent S-box entries
into 128 pairs.

1-1. Obtain an N -word keystream for IV a where a is any of 256 values (IVi = a,
0x00 ≤ a ≤ 0xff, 0 ≤ i ≤ 7).2

1-2. For keystreams za and zb generated by IV a and IV b (a < b ≤ 0xff), check
whether Theorem 2 is satisfied for w successive times.3 If Theorem 2 is
satisfied, the IV a and IV b in question are taken to be the 1st pair.

1-3. Repeat step 1-2 for all combinations of (a, b).

The above procedure can classify unknown entries of the key-dependent S-box
into 128 pairs whose lower 7 bits are equal. Note, however, that this procedure
cannot determine entry values of the key-dependent S-box.

3.3 Key Recovery Method

This section describes a method for recovering a secret key using information
on the key-dependent S-box obtained by the method presented in Section 3.2.
Specifically, the following procedure - where step 0 signifies a precomputation
step - can recover the secret key.

0. For all (x, y) combinations (0x00 ≤ x < y ≤ 0xff), store secret-key m-byte
(k15−m, · · · , k15) candidates satisfying Eq. (8) in table tbl.

SR[· · ·SR[x ⊕ k15−m] ⊕ · · · ⊕ k15]
≡ SR[· · ·SR[y ⊕ k15−m] ⊕ · · · ⊕ k15] (mod 27) (8)

Here, the index of tbl is a 16-bit value formed by concatenating x and y; it
can take on 215 values.

1. Classify key-dependent S-box entries using the method of Section 3.2.
2. Guess l-byte of the secret key (k0, · · · , kl−1, l = 16 − m).
3. Choose the first pair (a, b) obtained in step 1 and calculate (x, y) using the

following equations.

x = SR[· · ·SR[a ⊕ k0] ⊕ · · · ⊕ kl−1]
y = SR[· · ·SR[b ⊕ k0] ⊕ · · · ⊕ kl−1]

4. Using the value of (x, y) calculated in step 3 as an index value, obtain a
secret-key m-byte candidate (k15−m, · · · , k15) from tbl.

2 Here, N represents the size necessary for classifying key-dependent S-box entries.
3 Here, w represents the number of times ts needed for classifying key-dependent S-box

entries.
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5. Choose the 2nd to 128th (a, b) pairs and narrow down the secret-key m-
byte (k15−m, · · · , k15) candidates by steps 3 and 4. Once no more candidates
remain, guess another l-byte (k0, · · · , kl−1) of the secret key in step 2 and
repeat steps 2 to 5.

6. If a secret-key m-byte (k15−m, · · · , k15) candidate becomes uniquely deter-
mined in steps 2 to 5, the 16 bytes that include the l-byte (k0, · · · , kl−1)
guessed in step 2 are taken to be the correct secret key.

Given that the key-dependent S-box can be correctly classified in step 1, the
above procedure can recover the secret key more efficiently than an exhaustive
search.

4 Discussion

4.1 Complexity of Attack

This section theoretically examines the complexity of each step in the procedure
presented in Section 3.3.

First, we investigate the complexity of step 0. The computational complexity
T0 for looking up SR 2m times for all combinations of (x, y, k15−m, · · · , k15) is
given by

T0 = 28 × 27 × 28m × 2m

= m × 28m+16

Furthermore, the size of memory M0 for storing tbl is the product of index size,
entry size, and number of entries as follows.

M0 = 215 × m × 28(m−1)

= m × 28m+7

Next, we examine the complexity of step 1. Since the probability that a
keystream that satisfies the conditions of Eqs. (2) and (5) exists is 2−15, keystream
generation size is w × 215 words for one secret-key/IV-pair. Now, to classify the
key-dependent S-box into 128 pairs, we consider that the probability of erro-
neously satisfying Eq. (6) due to variation in the key-dependent S-box should
be made sufficiently small, and we therefore set w = 20 on the basis of 2−128 �
2−7w.4 Accordingly, the computational complexity T1 of step 1 is the sum of
computational complexity T ′

1 of step 1-1 and computational complexity T ′′
1 of

steps 1-2 and 1-3 as follows.
T1 = T ′

1 + T ′′
1

T ′
1 = 28 × 20 × 215

= 227.32

4 Consider that 2−128 � 2−128

1000 .
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T ′′
1 = 20 × 215 × (

255
2

+
253
2

+ · · · + 1
2
)

= 218.32 × 128(1 + 255)
2

= 232.32

In addition, the amount of required data D1 and memory M1 can be given as
follows.

D1 = M1 = 1 × 28 × 219.32 × 23

= 230.32

Now, we examine the complexity of steps 2 to 5. Here, we guess l bytes of the
secret key and narrow down the remaining m bytes using tbl generated in step
1. If l-byte is correctly guessed, key candidates will be narrowed down to one
correct candidate via 128 table lookups. On the other hand, if the l-byte guess is
incorrect, key candidates will be narrowed down to one candidate on average on
the mth table lookup, and all erroneous key candidates will be rejected on the
(m+1)th table lookup. Computational complexity T2 for steps 2 to 5 is therefore
given as follows.

T2 = 1 × (2l + 1) × 128 + (28l − 1) × (2l + 1) × (m + 1)
≈ (2l + 1)(m + 1) × 28l

The complexity of the attack presented in this paper is consequently the sum
of the complexities for each of the above steps. Computational complexity T ,5

amount of data D, and memory M are each given as follows:

T = T0 + T1 + T2

= m × 28m+16 + 227.32 + 232.32 + (2l + 1)(m + 1) × 28l

≈ m × 28m+16 + (33 − 2m)(m + 1) × 2128−8m

D = D1

= 230.32

M = M0 + M1

= m × 28m+7 + 230.32

Finally, we examine the case for which the attack presented in this paper is
most efficient. Assuming no memory limitations, computational complexity T
when satisfying

m × 28m+16 ≈ (33 − 2m)(m + 1) × 2128−8m

takes on a minimum value for m = 7. At this time, computational complexity T is:
T ≈ 7 × 272 + 19 × 8 × 272

≈ 279.32

5 Although the units of computational complexity differ, the number of table lookups
effectively dominates.
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In this case, memory M becomes:

M = 7 × 263 + 230.32

≈ 265.81

This amount of data cannot, however, be realistically stored. If we therefore as-
sume that the maximum amount of memory that can be realistically provided
is 1 terabyte, then, from M = m × 28m+7 + 230.32 < 240, we get m = 3. Compu-
tational complexity T in this case turns out to be:

T ≈ 3 × 240 + 27 × 4 × 2104

≈ 2110.76

Memory M at this time is:

M = 3 × 231 + 230.32

≈ 232.86

4.2 Experiment

We performed an experiment to determine whether a secret key could indeed be
recovered by the method presented in Section 3.3. The following conditions were
established for this experiment.

– Let (l, m) = (15, 1). However, because an exhaustive search across 15 bytes
is computationally difficult, the correct secret key was substituted for the 12
bytes (k0, · · · , k11) and an exhaustive search was performed over the 3 bytes
(k12, · · · , k14).6

– Letting w = 20, a 221-word keystream was prepared beforehand for one
secret-key/IV-pair.

– The probability of success was determined from the results of 100 trials with
randomly set secret keys.

– The size of tbl generated by the precomputation step was determined.
– The number of tbl lookups that dominate computational complexity T was

determined.

On performing the experiment based on the above conditions, we successfully
classified the key-dependent S-box and derived the secret key for all of the secret
keys used in the experiment. The size of tbl needed for the precomputation step
turned out to be about 215 bytes, which agreed with the theoretical value given
in Section 4.1.

On the other hand, the number of tbl lookups required for the attack was
228.55, which was less than the theoretical value7 given in Section 4.1. This is
because tbl generated by the precomputation step is ideally not a table with 1
entry per index value.8 If we therefore consider the number of tbl lookups taking
6 The 3 bytes used here for performing an exhaustive search can be any 3 bytes from

k0 to k14 and not just k12 to k14.
7 31 × 2 × 224 = 229.96

8 Since the SR differential probability is 2−6, the number of entries per index value is
divided into 4, 2, and 0.
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into account the number of entries per index value in tbl, a correctly guessed
key would coincide with a correct key obtained on average in 223 attempts in
a 24-bit exhaustive search. Here, we have 1 tbl lookup (number of entries =
0) at probability 1/2 per index value and 2 tbl lookups (number of entries =
2; all candidates are rejected at the 2nd tbl lookup) at probability 1/2, so that
expectation E of the number of tbl lookups needed for the attack would be as
follows.

E = 223 × 31 × 1
2
(1 + 2) ≈ 228.54

The result obtained by experiment is therefore about the same as the expected
value.

4.3 Countermeasure

This section discusses a countermeasure to the attack presented in this paper.
The following three structural factors can be given as vulnerabilities in the Mir-1
cipher with respect to this attack.

1. A difference intended for register xi can be input by choosing the IV.
2. If the difference in the lower n bits of register xi is 0, it will remain 0

regardless of the number of times LS update is performed.
3. The input value of the key-dependent S-box can be freely chosen by choosing

the keystream.

In particular, items 1 and 2 describe vulnerabilities related to IV setup and LS
update using the T-function, and item 3 describes a vulnerability related to AS
update using the key-dependent S-box. In [19], a distinguishing attack based on
vulnerabilities 1 and 2 is proposed along with a countermeasure to that attack.
This countermeasure has the following two features.

1. Modifies the method for inserting IV and improves IV setup.
2. Adds bit-permutation processing in which register xi straddles word bound-

aries (loop state permutation).

Either of the above enhancements aims to eliminate vulnerabilities in the Mir-
1 initialization process. Enhancement 1 aims to prevent a chosen IV attack from
being mounted while enhancement 2 aims to spread differential characteristics
of the T-function throughout words.

It is shown in [19] that Theorem 1 does not hold as a result of this counter-
measure, which means that Theorem 2 likewise does not hold. It can therefore
be seen that, in the same way that the distinguishing attack cannot be mounted,
neither can classification of the key-dependent S-box be performed. In short, the
countermeasure presented in [19] is also robust to the attack presented in this
paper.

In addition to the countermeasure proposed in [19], we can consider a means
of eliminating the vulnerability in AS update that uses a key-dependent S-box
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(vulnerability 3 above). Such an enhancement, however, could have a big effect
on security with respect to other types of attacks, and for this reason, a careful
study must be made. Nevertheless, we have seen that an attack of the kind
presented here is capable of recovering the secret key by grouping the entries
of the key-dependent S-box in a certain way even though the values of those
entries are unknown. Care must therefore be taken when designing a cipher
using a key-dependent S-box.

5 Conclusion

In this paper, we showed how unknown entries in the key-dependent S-box used
by Mir-1 could be classified into 128 pairs by extending the distinguisher pre-
sented in [19] to 7 bits. We described an attack for recovering the Mir-1 secret
key more efficiently than an exhaustive search based on that information.

With this method, the secret key can be recovered with a data complexity of
about 230.32 bytes, a computational complexity of about 2110.76 table lookups,
and a memory complexity of about 232.86 bytes. And under conditions with no
memory limitations, the attack can recover the secret key with a data com-
plexity of about 230.32 bytes, a computational complexity of about 279.32 table
lookups, and a memory complexity of about 265.81 bytes. We also reported that
the countermeasure presented in [19] is effective in resisting this type of attack.

To the best of our knowledge, the results described in this paper represent
the first successful key recovery attack on Mir-1. The attack described here
can recover the secret key without having to directly determine the values of
key-dependent S-box entries. This result shows the possibility of uncovering in-
formation on the secret key in ciphers that do not use the key-dependent S-box
appropriately. Accordingly, we expect this result to be useful in evaluating the
security of block ciphers and stream ciphers that use a key-dependent S-box.
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