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Abstract. An improved data hiding technique is proposed in this pa-
per to hide the shares of a secret image in an Extended Visual Secret
Sharing (EVSS) scheme. It is based on Least Significant Bit (LSB) sub-
stitution with a little modification that the embedding capacity varies
with each pixel of the host image and depends upon the surrounding
pixels’ color difference. This not only increases the embedding capac-
ity of the host image as compared to simple LSB substitution but also
yields high Peak Signal to Noise Ratio (PSNR) values for host and stego
images. Moreover, results indicate that the proposed data hiding pro-
cess improves the security of camouflage images in EVSS schemes since
shares are completely hidden in the cover images without any trace of
their presence, unlike most of the previous share hiding approaches, thus
preventing shares from alteration during transmission.

Keywords: Visual cryptography, extended visual secret sharing, data
hiding, LSB encoding, adaptive LSB encoding.

1 Introduction

Steganography is the art of hiding secret messages in apparently harmless carrier
messages such that the very existence of the secret is concealed. Unlike cryptog-
raphy, which uses codes and ciphers to change the structure of secret information,
steganography uses data hiding techniques rendering the message invisible. Use
of steganographic methods on cryptographically treated secret messages provides
an added layer of security since an enciphered message might arouse suspicion
where as a camouflaged and invisible message does not.

Visual cryptography, first introduced by Naor et al. in [1], is a new method
of encrypting data which is taken in the form of black and white images i.e.,
pictures, text, handwriting, etc. The idea is based upon secret sharing schemes
with the exception that now the secret data is an image. A dealer divides the
secret image among n number of participants where it can only be recovered
when k or more participants (k ≤ n) stack their respective pieces together. Any
less than k participants gather no information about the secret when there pieces
are stacked together. These pieces of the secret data (here an image) are called
shares and the phenomena is called Visual Secret Sharing (VSS) as shown in
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Fig. 1. The image becomes visible when k participants stack the transparencies
containing shares and the decryption is performed by the human visual system.
The basic concept of visual cryptography proposed in [1] is applicable to black
and white images. A number of extensions have been proposed, though, which
also deal with grayscale and color images [3,4,5,8]. In addition, schemes have
been developed that share and hide a secret image in multiple significant cover
images [6,7,8]. The shares are, thus, camouflaged in meaningful but innocent-
looking cover images possessing no trace of the original secret information. This
form of VSS is called Extended Visual Secret Sharing (EVSS)[2]. It improves
the security of secret image because now the random looking black and white
content of the share images is concealed in colourful images.

(b)

(a)

(d)

(c)

Fig. 1. (2, 2) visual secret sharing. (a) Original Image I of size 120x120, (b)-(c) Shares
SH1 and SH2 of size 240x240, (d) Recovered image RecI by stacking SH1 and SH2.

This article proposes a data hiding technique that can be employed in an
EVSS scheme to hide secret image shares in meaningful color images. It uses
adaptive LSB substitution in which the number of bits to be hidden is calcu-
lated individually for each pixel and is based on the difference in surrounding
pixel values. The purpose is to ensure that variances introduced by embedded
data in the solid colour areas of host image do not become noticeable. Therefore,
areas with little difference in pixel intensities are packed with lesser number of
share bits than those with greater difference values. The prime advantage of us-
ing a different data hiding method is that it gives improved PSNR values over
the previous techniques. The stego images produced using this technique, do
not disclose any information about the hidden data that becomes noticeable to
human eyes. This is especially useful in visual authentication applications [9],
[10] (such as document authentication, etc.) since it prevents the shares from
man-in-the-middle attacks. Not only is the information now encoded in cover
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image, but also it is scrambled enough to resist an interception-modification
attack as described in [10].

The remaining paper is structured as follows. Section 2 provides an insight into
some existing EVSS schemes and share hiding technique used in these schemes.
Section 3 covers a detailed description of data hiding in images by simple LSB
and adaptive LSB substitution. This followed by the proposed data hiding ap-
proach in section 4, which is based on adaptive LSB and calculates the number
of bits individually for each pixel in the host image. Section 5 presents some
analysis and results based on Peak Signal to Noise Ratio (PSNR) values of stego
and host images and finally section 6 concludes the article.

2 Extended Visual Secret Sharing Schemes and Share
Hiding Principle

Some advanced secret sharing schemes will be seen in this section based on mod-
ified visual cryptography, which use significant images called cover or shadow
images to hide the secret image. These innocent looking images reveal no infor-
mation about the original image, until they are stacked. The stacking operation
constructs an image that is neither of the two covers. This form of visual cryptog-
raphy also called extended visual cryptography is more secure since the confusing
and meaningless copies of shares produced in basic VSS schemes may invite at-
tempted attack. The following subsections briefly discuss some of the existing
EVSS schemes.

2.1 Chang and Chen’s Scheme

This secret sharing scheme generates two shares of the colored secret image I
such that each pixel is expanded into two txt sub-pixel blocks (where M=txt is
bounded by the number of colors in the secret image), one for each share, which is
subsequently hidden in the cover image pixels. It uses a Color Index Table (CIT)
that stores each color present in the secret image against an index or code value
which is used to successfully retrieve this color information when reconstructing
the original image from two camouflage images. A detailed description on how
the shares are created can be found in [6].

2.2 Chang and Yu’s Scheme

Chang et al. provide an algorithm to share secret gray images in multiple images
in the scheme proposed in [7]. Each pixel’s gray value in secret image is encoded
into an 8-bit binary string k = (k1k2k3 · · ·k8). Two pixel shares are created from
this binary value, producing two 3x3 sub-pixel blocks for the original pixel, one
for each participant. After repeating the process for all pixel in the secret im-
age, the two shares constructed are of size 3M x3N (where M x N is the size
of original image). The secret image is recovered using XOR operation between
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corresponding sub-pixel blocks in binary shares hidden in the two camouflage
images. More detail on sharing and recovering algorithms can be seen in [7].

2.3 Hiding Technique Used in Previous Schemes

Our main focus in this paper is on the share hiding techniques used to hide
data contained in binary shares produces as a result of applying secret sharing
schemes. In the previously described two schemes, once the sub-pixel blocks of
original image pixel are obtained, these are hidden in the cover images by simply
filling colors k1 and k2 from corresponding pixels of covers O1 and O2. This is
done in such a way that only the sub-pixel locations containing a 1 (color black
in share) are filled with the color of corresponding pixel in cover image. The
phenomenon is illustrated in Fig. 2. Thus, the process of hiding a share in cover
image is fairly simple and straight forward. It does not involve any encoding of
data in the host image, rather fills the sub-pixel blocks in the binary share with
colors from corresponding cover image pixels in the spatial domain.

3 Data Hiding Techniques

Data hiding techniques are employed to conceal the existence of secret data. The
secret information can be embedded in digital media (text, images, video, audio,
etc) in such a way that its presence is barely discernible to human perception.
Data hiding techniques have gained significant interest in recent years and a
number of techniques have been proposed for various applications such as tamper
proofing, copyright protection, authentication and watermarking. In this article
it is used in the context of VSS schemes and authentication applications involving
visual cryptography. The following subsection covers some very basic data hiding
techniques.

3.1 Least Significant Bit (LSB) Encoding

The simplest of all data hiding techniques is the Least Significant Bit (LSB)
encoding or substitution. It uses the LSB plane of the cover or container image
to hide secret data. The secret message is embedded into the k rightmost least
significant bits of the original image. If the cover image is grayscale, each pixel
value can be represented as an 8-bit binary value. The secret message (text,
image, etc) is first converted to a binary bit stream and then k bits are read at
one time to be embedded into given cover image pixel pi,j as follows,

p′i,j = pi,j − pi,j mod 2k ⊕ m (1)

This process is repeated until all bits have been embedded into cover image
where the number of secret bits per pixel is fixed for each pixel. The quality of
the stego image produced as a result of LSB substitution depends upon number
of bits embedded per pixel, where the former degrades as the latter increases.
Results on PSNR values for 1 to 5 bits per pixel are given in [11].
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Fig. 2. Hiding share in cover image by simple color filling technique. (a) Cover image
C of size 100x100, (b) Share SH1 of size 200x200, (c) Camouflage image C’ with share
SH1 hidden.

4 Proposed Data Hiding Technique to Hide Shares

In this section, an Adaptive LSB (A-LSB) substitution technique is proposed for
hiding secret image shares in cover images. It differs from simple LSB in the way
number of bits to be replaced in each cover image pixel is calculated. Data hiding
using neighborhood pixel information is proposed in [12] where it works along
with Optimal Pixel Adjustment Process (OPAP) because the original scheme is
unable to extract the hidden data completely from stego image. Here, however,
OPAP is not performed which improves the computation time and the data is
recovered successfully in its original form also. The reason LSB is chosen for
hiding is that data has to be recovered properly and losslessly since the shares
are required to reconstruct the secret image.

An RGB container image C of size M xN is taken and its green plane Cg is
extracted for the data embedding. This is because human eyes are less sensitive
to green as compared to red and blue. 65% receptor cones over the retinal surface
of human eyes are sensitive to red, 33% to green and only 2% to blue; however
these are the most sensitive [13]. If data is embedded in all three color channels
of the image, the noise becomes visible to human eyes and quality of stego image
deteriorates. Each share is a monochrome image with pixel values equal to 0 or
1. This two dimensional image is converted to one dimensional array of bits that
are subsequently embedded in the cover image. The following subsections discuss
hiding and extraction process in detail.
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4.1 Embedding Algorithm

The embedding process is similar to that of LSB substitution except for one
additional step. Once Cg is extracted from the cover image, the number of bits
for each green pixel is calculated as a logarithm of difference between its upper
and left neighbors. This difference value denoted by Gd, represents the change
in color intensities from one adjacent pixel to another. Based on this value, the
number of bits to be embedded is calculated for each pixel(Equation 2). This
method ensures that more data is embedded in the noisy regions of the host
image than those have monotone color patterns.

Gd = pUpper − pLeft (2)

The number of potential storage bits Nb is decided based on Gd. It can range
from 1 to 4. If bit positions beyond four LSBs are used, the quality of stego
image degrades. Moreover, four bits are embedded only in noisy areas of the
cover image where the effect is unnoticeable.

Nb = 1 if − 1 ≤ Gd ≤ 1 (3)

Nb = log2(Gd) if Gd ≥ |1| (4)
After calculating number of bits for the pixel, Nb bits from the data to be

hidden are embedded in the pixel using Equation 1. When all data bits from
the share are embedded in the cover image, the original green component Cg

of cover image is replaced with the new green channel C′
g. This forms the stego

image C’.

4.2 Extraction Algorithm

To extract data from stego image, the same procedure is repeated again. First
the green component containing hidden information is extracted from the stego
image C’. Potential number of secret data bits is calculated for each pixel in C′

g

using Equations 3 and 4. Then, Nb rightmost bits of the pixel are extracted from
the 8-bit binary string. When data from all pixels is calculated, it is converted
back from bit stream to a two dimensional form of a share.

5 Experimental Results

Some results of embedding secret image shares in color images are presented in
this section. A black and white secret image of dimensions 100x100 is shared
using a (2,2) VSS scheme to generate two shares SH1 and SH2 of size 200x200
pixels each. These are hidden in the two cover images C1 (Pepper) and C2
(Hills) as shown in Fig. 3(a) and (b), using two data hiding techniques. The first
set of images (Fig. 3(g) and (h)) are obtained using the proposed data hiding
approach based on pixel value differencing. The second set (Fig. 3(c) and (d))
is produced as a result of applying the previous data hiding technique as given in
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Fig. 3. Hiding SH1 and SH2 in cover images (a)-(b) Original cover images C1 and C2 of
size 200x200, (c)-(d) Camouflage images C1’ and C2’ obtained using previous coloring
technique, (e)-(f) Stego images of size 200x200 obtained from LSB substitution with 4
bits per pixel,(g)-(h) Stego images of size 200x200 obtained from A-LSB substitution

Table 1. Hiding Capacity and PSNR values for proposed data hiding scheme with
share size of 200x200 pixels

Image Image Size Embedded Hiding PSNR

Data Size Capacity (in dB)

in bits) in bits)

Lena.jpg 256x256 40000 131472 45.4707

Baboon.jpg 256x256 40000 197909 41.0476

Hills.jpg 256x256 40000 78473 48.8608

Autumn.jpg 256x256 40000 189739 41.7013

Pepper.jpg 256x256 40000 103197 45.5479

Bridge.jpg 256x256 40000 191964 41.2171
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section 2.3 of this article. A scaled down version of the cover images are required
for the second method as they are later expanded to form camouflage images of
size 200x200.

The noise in the second set of camouflage images can easily be seen without
any zooming in, clearly indicating the presence of some hidden information in the
image. Although the image is still significant, the quality is much deteriorated.
On the contrary, stego images generated from the proposed data hiding solution
appear very similar to the original covers. This is further supported by the PSNR
values for six different images in Table 1. Hiding capacity refers to the number of
bits that can be hidden in the image using A-LSB and PSNR is the Peak Signal
to Noise Ratio of the stego-images obatined.

6 Discussion

The results in Table 1 show that employing A-LSB for data hiding of shares
produced in a VSS scheme achieves high PSNR values and larger embedding
capacity as compared to existing schemes. The table below shows the data hiding
capacity for different images of size 256x256 pixels. This definitely is better than
simple LSB where a fixed number of bits are embedded in all pixels irrespective
of their location in the image i.e., whether they are in a solid fill area or a noisy
one. PSNR values greater than 40 dB prove that the quality of original image is
preserved.

This scheme is better than the others from a security point of view also because
stego images produced reveal no information about hidden data as compared
to previous technique (Fig. 3(c) and (d)). Even when compared to simple LSB
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(a)

(c)

(b)

(d)

Fig. 5. Tamper detection in document authentication

(a)

(c)

(b)

Fig. 6. Extracted share and stacking reults

(Fig. 3(e) and (f)), the distribution of number of bits Nb per pixel varies greatly
with different images. This is shown in Fig. 4 where distribution of bits in ran-
domly chosen 150 pixels of four images is given.



Improved Data Hiding Technique 385

6.1 Application in Document Authentication

With this data hiding scheme, the modification attacks against document shares
in document authentication discussed in [9,10] are easily detected. Resuts
obatined in this respect are given in Fig. 5. The steganographic image containing
hidden share is shown in Fig. 5(a). A random 5x5 pixel region is selected in the
area containing hidden information. The green plane values are changed so that
the change is reflected in the stego-image. Now, this modified stego-image is used
to extract the share. Small black spots can be seen in the retrieved (Fig. 6(a))
as compared to a uniform share structure as seen in Fig. 1(b)-(c). Moreover,
when the two document shares are stacked together, the image that is revealed
clealr shows noise from the point where modification was done to the very end
(Fig.6(b)). This easily helps detect if the document was tampered with. Also,
the share structure shows some visually perceptible noise.

7 Conclusion

This article proposes a new data hiding technique for EVSS schemes. It is based
on a modified version of LSB substitution in which the number of bits to be
hidden is determined individually for each pixel depending upon the difference
of adjacent pixels. The purpose of using this scheme for hiding shares produced
from a VSS scheme is to reduce the noise introduced in the cover image when
data is hidden in it. Experimental results indicate that the proposed data hiding
strategy gives improved PSNR values as compared to the previous scheme where
noise is clearly visible in camouflage images. Moreover, the distribution of hidden
bits per pixel is not uniform, as seen in simple LSB substitution. Thus, it can be
concluded that afore mentioned technique improves the security of shares when
hidden in cover images as compared to when they are transmitted in clear. It
also prevents the modification and interception attacks discussed in [10].
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