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Abstract. In this paper, a method for automatic classification of Hidden-Web 
databases is addressed. In our approach, the classification tree for Hidden Web 
databases is constructed by tailoring the well accepted classification tree of 
DMOZ Directory. Then the feature for each class is extracted from randomly 
selected Web documents in the corresponding category. For each Web 
database, query terms are selected from the class features based on their 
weights. A hidden-web database is then probed by analyzing the results of the 
class-specific query. To raise the performance further, we also use Web pages 
which have links pointing to the hidden-web database (HW-DB) as another 
important source to represent the database. We combine link-based evaluation 
and query-based probing as our final classification solution. The experiment 
shows that the combined method can produce much better performance for 
classification of hidden Web Databases. 

1   Introduction 

With the explosive growth of the World Wide Web, the traditional Crawlers fail to 
satisfy the users’ demand for information searching yet. Many recent studies [1, 2] 
have observed that a significant fraction of Web content known as the Hidden-Web 
(HW) [3], the Invisible Web [4], or the Deep Web [2], lies outside the PIW. In fact, 
these pages can only be dynamically generated in response to users’ queries, which 
the traditional Crawlers cannot handle. However, we cannot simply ignore them, 
because some recent studies claim that the size of the Hidden-Web pages are as many 
as 500 billion pages, comparing to “only” two billion pages of the ordinary web [5]. 
Furthermore, the information on the HW is usually generated from structured 
databases, which are referred to as Hidden-Web Databases (HW-DB) [6]. In [7], the 
study has estimated that there are 250,000 private databases, and the access of 95% of 
them is free. These databases represent 54% of the Hidden Web.  

In this paper, in order to effectively guide users to find the relevant information 
from such databases, we present a prototype system for classifying the HW-DB into a 
predefined category hierarchy which is tailored from some existing classification tree 
for Web documents. The feature for each class is extracted from randomly selected 
Web documents in corresponding Web class. For each Web database, query terms are 
selected from such class features based on their weights. A hidden-web database is 
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then probed by analyzing the results of the class-specific query to the hidden 
database. To raise the performance further, we also use Web pages which have links 
pointing to the hidden database as another important source to represent the database. 
We combine link-based evaluation and query-based probing as our final classification 
solution for hidden database classification. In addition, our focus is on text databases, 
since 84% of all searchable databases on the web are estimated to provide access to 
text documents [2], and other kinds of databases like image or video databases are out 
of the scope of this paper.  

The contributions presented in this article are organized as follows. We present the 
details of our HW-DB classification system based on query probing and based on link 
evaluation in Section 2. A system evaluation is conducted and important experimental 
results are discussed in Section 3. And finally section 4 provides conclusions. 

2   Hidden Databases Classification 

Our system aims to automatically assign each Hidden-Web Database to the “best” 
category or categories of the classification scheme. Instead of constructing a new 
classification scheme manually, similar to the approaches proposed by [5, 7], we 
exploit a category hierarchy for HW-DB classification from the popular DMOZ 
Directory. Fig.1. shows a fraction of the category hierarchy used in our system. 

 

Fig. 1. A fraction of the category hierarchy for HW-DB used in our system 

2.1   Classification Models 

In order to assign a Web document to corresponding categories, a classifier algorithm 
is needed. Several classifier models exist in literature, such as SVM (Support Vector 
Machine) [8], kNN (key nearest Neighbor) [9], LLSF (Linear Least Square Fit) [10], 
NNet (Neural Network) [11], NB (Naïve Bayes) [11], and RIPPER [12]. Though [6] 
shows that RIPPER can provide good overall performance for HW-DB classification, 
the correctness of the rules for each category are critical for the precision of the 
classifications. However, it is a hard work for correct rule extractions. Take the rule 
(“ibm” AND “computer” →“Computer”) as an example, even though some document 
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may contain both “ibm” and “computer”, it may not belong to the category of 
“Computer” in many cases. Furthermore, the classification needs to extensively 
interact with a HW-DB. That means, for each rule the system needs to interact at least 
one time with the database. Y. Yang and X. Liu compared other classifiers and 
pointed out that model SVM, kNN and NB can always produce better performance 
for the document classifications over LLSF and NNet. Considering both effectiveness 
and efficiency as the important factors, in our work, we employ kNN as the classifier 
for HW-DB classifications.  

To use kNN, training documents for each category are needed. In our 
implementation, for any category ci, we select N Web documents (dj,1, d j,2, …, d j,N) 
from the corresponding DMOZ directory. Then, for any Web document x, the 
classification rule in kNN can be written as: 

jNi ijj bdxsimcxSimilarity −=∑ ≤≤1 , ),(),(  (1) 

where sim(x,dj,i) is the metric of similarity between x and dj,i, bj is the category 
specific threshold for the binary classification.  

In order to calculate sim(x,dj,i), we represent each Web document d as a vector 
(w1,w2, …wM), where wl is the weight of term tl in d. And wl is defined as: 
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where tf(tl,d) is the frequency of term tl in d. With this definition, for any two web 
documents d=( w1,w2, …wM) and d’=( w’1,w’2, …w’M), sim(d,d’) is defined as the 
cosine value between them: 
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The original kNN classifier is designed for document classification. For a hidden 
Web database HD, let {hd1, hd2, …,hdR} be all the documents contained in HD. We 
concatenate all the documents of HD into one document, still denoted as HD. That is, 
HD=∪hdj. Then, HD is assigned to category c if and only if Similarity(HD,c) ＞0. 
However, we do not have the knowledge about the documents within HD. To solve 
the problem, we use two techniques to approximate it in this study. Firstly, we detect 
the HW-DB through probing; secondly, link structure of the Web is used.   

2.2   Hidden Database Probing 

In each category, some queries are needed for probing hidden databases. [6] uses 
extensive number of rules or queries for probing. As mentioned before, multiple 
query probing is expensive for both rule extracting and database probing. For such 
reasons, in our approach, we only use one query for probing in each category. Our 
one-query probing is based on the assumption that it does not affect the classification 
too much because every category uses the same number of queries (one query in our 
paper). We extract candidate query terms for each category from the concatenation of 
its all training documents selected from the corresponding DMOZ Directory. Those 
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terms, called category feature, are ordered with their weights. We chose several terms 
according to their weights as a query to probe hidden databases. 

After sending the request message including form filled-out information to the 
server, our proposed system will receive the result pages. Perhaps the most common 
case is that a web server returns results page by page consecutively, with a fixed 
number, say ten or twenty, result matches per page. 

To classify the HW databases effectively, we need to analyze the content of each 
result document. However, full-text of results from some HW-DB cannot be obtained 
for some reasons like copyright. So the system handles differently for these two 
situations.  

2.2.1   Result Documents Without Full-Text 
In this situation, only the number of returned documents for the query can be used for 
analysis. Let c1, c2, …, cK  be K categories under the same parent node in the 
hierarchy, the returned number for each category by a hidden database HD are L1, L2, 
…,LK respectively. Then, we approximate HD as: 

jKj j LfHD ∑ ≤≤
∗≈

1
 (4) 

where  fj is the category feature of class cj. In fact, fj is the centroid of the training 
documents in cj.  

2.2.2   Result Documents with Full-Text 
For the hidden databases whose full-texts can be accessed, our system can analyze the 
document content further to get more accurate approximation for HD. In such case, 
not only the number of the results for a category can be got, but also the relevance of 
the documents can be used. To save the cost, we only access documents in several 
positions along the result list. For example, the positions can be set to the first result 
and the last result, or more complex to 0%, 25%, 50%, 75%, and 100% of the result 
list. 

Suppose we only access the first document hdj,1 and the last document hdj,Lj for 
category cj. Then, the hidden database HD can be approximated as: 

jLjKj j LhdhdHD
j
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where Lj is defined as before. It can be easily extended to support more document 
accesses.   

With the probed result for a hidden database HD (equation 4, or 5), HD can always 
be classified using equation (1). 

2.3   HW-DB Classification Based on Link Structure 

In last subsection, we introduced the methods for the Hidden-Web databases 
classification based on probing, which produces good experimental results. However, 
it does not make use of the properties of Web structure, especially the links among the 
Web documents. Actually, link structure of the Web provides another important clue 
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for HW-DB classifications. In fact, as in fig.2, a hidden database may be referenced 
by many Web pages. Those pages can also be used to derive the semantics of the 
hidden database. 

 
Fig. 2. A Hidden database linked by other pages (neighbor pages)  

Web pages, which have links to the hidden database HD, are called neighbor pages 
for this database. To use them for the classification of HD, we concatenate all of the 
neighbor pages into one document called NP. Then, the semantics of HD is 
represented with a vector of terms extracted from NP. Therefore, HD is also can be 
classified by the values of Similarity(NP,c).  

2.4   Combined Classifier for Hidden Databases 

To raise the performance of the classification, we try to combine probing model with 
link-based model. In fact, new hidden databases often have less neighbor pages to be 
referenced. Therefore, probing method is the only way for the classification in such 
situation. To avoid outlier, we use link-based classifiers only for hidden databases 
which have at least 20 neighbor pages. The combined classifier is defined as: 

C-Similarity(HD, c)=W*Similarity(HD,c)+(1-W)*Similarity(NP,c) (6) 

where W is used to balance this two classifiers. 

3   Experiment 

Our objective functions for system performance are based on two basic metrics— 
precision and recall [5]. 

When evaluating the result of classification, there are three important values for 
each category: 

A ---- Number of documents which are classified into the category correctly; 
B ---- Number of documents which are classified into the category wrongly; 
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C ---- Number of documents which are classified into other category wrongly; 

Recall is the ratio of the number of documents classified into a category correctly 
to the total number of relevant documents in the same category. Precision is the ratio 
of the number of documents classified into a category correctly to the total number of 
irrelevant and relevant documents classified into the same category. Both of them can 
be represented with the above values, A, B, and C. 
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To condense precision and recall into one number, we use the F1-measure metric [5]: 
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which is only high when both precision and recall are high, and is low for design 
options that trivially obtain high precision by sacrificing recall or vice versa. Recall 
and precision are evenly weighted. 

3.1   Determining the Number of the Feature Terms for Form Filling-Out 

There are two types of form-elements in general, A-Element (support Boolean 
‘AND’) and O-Element (support Boolean ‘OR’). We must choose a proper number of 
query terms for filling out form elements for these two types. A-Element and O-
Element models occupy 41% and 59% respectively in our testing hidden databases. 
We fill-out those hidden databases with changing number of query terms. 
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Fig. 3. The ratio of HW-DB which are classified correctly using different quantities of terms 

Fig.3. shows the correct ratio of HW-DB classification using different numbers of 
feature terms. The horizontal axis shows the number of terms to fill-out the forms and 
the vertical axis shows the ratio of HW-DB which are classified correctly. It can be 
seen from the figure, for A-Element, the correct radio reaches its summit 63% when 
we choose 3 terms to fill-out the forms. For O-Element, the optimal number of terms 
is 6, which leads to 61% correct radio. That is, we should choose 6 terms to fill-out 
the forms for O-Element, in order to receive the maximal correct ratio. 
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3.2   Evaluating Results over Different Classification Approaches 

In our system, three basic models for classification of hidden databases are addressed, 
including full-text probing M1, result-number only probing M2, and link-based 
classifying M3. By combining M1 with M3, M2 and M3, we get two combined 
classification models.  

Fig.4. shows the classification performances for basic model M1 and M2, as well as 
the two combined models. It is clear from the figure, by far the combined method (M1 
+ M3) receives the best performance when balance perimeter W=0.4. And the second 
combined mode (M2 + M3) reaches its optimal performance when W=0.3.  
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Fig. 4. The Classification Performance of Combine Methods by Different Weight 

The average F1-measures of those methods are shown in Table 1. By far, the 
combined method (M1+M3) is the best approach for HW-DB classification. However, 
other methods should not be abandoned since each method has its own merit. Method 
M1 and M3 are the basic ones for the combine method (M1+M3). Although method M2 

shows the worst performance among them, it is a good alternative if a HW-DB cannot 
returns full-text of result documents. In addition, M2 is with the low cost comparing 
with M1. 

Table 1. Average F1-measure of M1, M2, M3 and the Combine Methods 

Methods M1 M2 M2+M3 M1+M3 
Average F1-
measure 

0.60 0.56 0.72 0.80 

 

4   Conclusions 

In this paper, we have proposed a novel and efficient approach for classification of 
Hidden-Web Databases. We have introduced a category hierarchy for HW-DB and 
described the process to extract the feature for each category. With terms of the 
features, we probe the hidden databases and analyze the results documents in order to 
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classify the HW-DB. To raise the performance further, we also use Web pages which 
have links pointing to the hidden-web database as another important source to 
represent the databases. We combine link-based evaluation and query-based probing 
as our final classification solution. Our experiment shows the combined approach can 
generate a much better performance for the HW-DB classification.  
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