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Abstract. This paper has three objectives. The first is to discuss the role that 
human reliability assessment implemented in human systems interface design.  
The second is to present significant characteristics of available HRA 
techniques.  The third is to provide our viewpoints of the applicability of HRA 
methods in HIS design. Generally, HRA approaches advocate seven stages, 
problem definition, performances shaping factors analysis, task analysis, human 
error analysis, effect analysis, error reduction strategies, and evaluation of 
recommendations. The most difficult technique is the human error probability 
estimation and prediction. There are four shortcomings of past human error 
probability estimation and prediction methods. First, the reliable data is 
deficient.  Second, there are insufficient criteria for choosing PSFs.  Third, there 
is a limited capacity for evaluating cognitive behavior.  Finally, possible causes 
are ignored.  To look into the above-described problems, this study reviewed 
present HRA methods and proposed several aspects for future HRA method 
development. 
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1   Introduction 

System designers may find it more difficult to develop an excellent human-system 
interface (HSI) then ever before. One of the difficulties in developing HSI is that one 
must anticipate the response of users from a large space of possible system states and 
design options [7]. Hence, the computer based HSI design is more complicated then 
before. Today, the importance of HSI to reliable human performance and high hazard 
systems is widely recognized. In order to make sure the system is safe and effective; 
there are a larger number of researches discussing the topic of human performance in 
new HSI design. Human reliability assessment (HRA) is one of the most famous and 
efficient methods to assess human performance. The impact of advanced HSI by HRA 
on human performance is significant from these researches, as described in the 
following. 
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Mosleh and Chang [13] considered HRA a scientific discipline involving the 
systematic application of information regarding human characteristics and behavior to 
enhance the performance of HSI. HRA was first introduced in the 1960s by Munger et 
al. [14] who developed the American Institute of Research (AIR) Data Store. Swain 
[20] developed the technique for human error rate prediction (THERP). THERP is 
now applied to generate input for probabilistic safety analyses (PSA) utilized by the 
nuclear power industry and National Aeronautics and Space Administration (NASA). 
Mosley and Chang (2004) proposed that HRA methods should include the following 
functions: (a) identify human errors; (b) estimate human error probabilities; (c) 
identify causes of human errors; (4) include a systematic process for generating 
replicated qualitative and quantitative results; (d) have a causal model of human 
errors with roots in cognitive and behavioral sciences; (e) be detailed to support data 
collection, experimental validation, and various applications of probabilistic safety 
assessment (PSA).  

Human actions form a large class of error sources based on the identification of 
errors [3]. Kirwan [10] [11] introduced 38 human error identification (HEI) 
approaches of error identification, classifying them into many types of error 
identification approach. In general, HEI approaches advocate mostly the seven stages, 
that is, the problem definition, performance shaping factors (PSFs) analysis, task 
analysis, human error analysis, effect analysis, error reduction strategies, and 
evaluation of recommendations [19]. All these stages can be roughly divided into 
qualitative and quantitative techniques. The most difficult quantitative technique is 
human error probability estimation and prediction. These methods will be explained 
in the next section. The objective of this paper is three-fold: (1) to discuss the role 
HRA implemented in HSI design review; (2) to characterize the significant properties 
of available HRA techniques; (3) to provide our viewpoints in the applicability of 
HRA methods.  

2   Human Reliability Assessment Techniques 

This section summarizes five major HRA techniques. There are three key parts 
discussed in each method, including overview of this method, analytic process, and 
implementation on safe HSI design. 

2.1   Technique of Human Error Rate Prediction, THERP 

THERP is one of the most well-known HRA techniques, primarily for its 
quantification approach, which was proposed by Swain and Guttmann [21]. The 
possible external error modes (EEMs) were conceived at each step. EEMs describe 
what error occurred, in terms of the external and observable manifestation of the 
error. EEMs do not imply anything about the cognitive origins of the error, such as 
the controller’s intention (Issac et al., 2002). 

Kirwan [9] stated that THERP was operated by the following process. (a) Division 
of tasks into basic elements. (b) Allocation of nominal human error probabilities 
(HEPs) to each element. (c) Identification of the effects of performance shaping 
factors (PSFs) on each element. (d) Calculation of dependent effects between tasks. 



214 C.-W. Yang et al. 

(e) Modeling in a HRA Event Tree. (f) Quantification of total task HEP. THERP put 
emphasis on the quantification results. HRA assessors can describe human actions 
based on human error event tree. The task elements relationships will be clearly 
defined in the event tree. Then, human error probabilities can be calculated by a 
systematic process. Therefore, THERP can be applied to the task performance 
prediction while designing the HSI interface. 

2.2   Human Error Assessment and Reduction Technique, HEART 

HEART was developed by Williams [23]. Kirwan [9] proposed that HEART is one of 
the most well-known techniques currently used in UK. This technique has been 
verified to have practical validity in at least one major validation exercise. HEART 
was proven to have the ability of providing accurate numerical estimates of failure 
likelihood based on the practical and quantitative validity by Kirwan [9]. 

Kirwan [9] stated that HEART was operated by the following process. (a) 
Categorize tasks into one of the generic categories. (b) Allocate a nominal HEP to the 
task. (c) Verify the Error Producing Conditions (EPCs: effectively PSF) which will 
influent task reliability. (d) Decide the Assessed Proportion of Affect (APOA) for 
each EPC. (e) Compute the task HEP. This technique is more flexible and rapid then 
THERP. On the other hand, the data gathered by THERP is more reliable then 
HEART. THERP can be utilized whenever there is a main risk sensitivity HEP 
needed estimating. Then, HRA assessor can use HEART as a ‘screening’ technique to 
verify the analytic results of THERP. 

2.3   Cognitive Reliability and Error Analysis Method, CREAM 

The cognitive reliability and error analysis method was proposed by Hollnagel [5]. 
CREAM put emphasis on defining and analyzing the causes of human errors. The 
theoretical background of CREAM is the classifications of error modes and elements 
of humans, technology, and organization (MTO). MTO was combined with person-
related factors, system or technology-related factors, and organization-related factors. 

Kim [7] stated that CREAM was operated by the following process. (a) The target 
task is selected. (b) The task is analyzed by a hierarchical task analysis (HTA). (c) 
Common performance conditions (CPCs) are assessed. (d) The cognitive demand 
report is established to identify cognitive functions. (e) The possible control mode is 
recognized. (f) The possible cognitive function failure is identified. (g) The cognitive 
failure probabilities for each task element and complete task can be calculated. 
CREAM can be used to validate and verify the HSI design and improvement. There 
are three major advantages of using CREAM, including (a) maximizing the human 
performance capabilities; (b) minimizing the human error probabilities; and (c) 
maximizing the recovery possibilities of human errors. 

2.4   Human Error Rate Assessment and Optimizing System, HEROS 

The human error rate assessment and optimizing system (HEROS) was proposed by 
Hollnagel [5]. Fuzzy set theory (FST) was used for representing data uncertainties and 
describing the general human behavior. The knowledge base of HEROS is derived 
from the results of generally valid ergonomic and psychological studies. These results 
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are expressed by fuzzy variables. Therefore, it is not necessary to use existing 
databases, e.g. human error database of THERP. 

The following descriptive processes are concluded by Richei et al. [16]. The 
human error probabilities can be calculated by these processes. (a) Definition of the 
present environment condition. (b) Definition of the target action. (c) Review of 
related documentation. (d) Definition of active personnel. (e) Evaluation of 
management. (f) Creation of the action sequence, that is, task analysis. (g) 
Representation by a fault tree. (h) Evaluation of PSFs. To identify the influences of 
PSFs on task elements can verify the influences on actions. (j) Calculation of human 
error probabilities. HEROS provides a process which can be applied for the 
qualitative and quantitative assessment of human errors in HSI. The analytic process 
considers the related ergonomic and psychological studies. These studies focus on 
management, human-machine interface, and working environment. Besides, the most 
noted characteristic of HEROS is to implement a rule-based expert system by 
applying the fuzzy set theory (FST). 

2.5   Human Error Risk Management for Engineering Systems, HERMES 

The human error risk management for engineering systems (HERMES) is proposed 
by Cacciabue [2]. The purposes of HERMES include: first, a ‘roadmap’ for selecting 
and applying the most appropriate human factors approaches for specific problem. 
Second, the ‘body’ of possible methods, models, and techniques are applied to treat 
with human error management, cognitive processes, and HSI design. 

The major analytic processes of HERMES are described in the following [2]. (a) 
Evaluation of socio-technical context and theoretical stand. (b) Root cause analysis 
(RCA) and accident/incident investigation. (c) Task boundary and initial condition 
identification. (d) Unwanted consequences and hazards evaluation. (e) Erroneous 
modes identification. Performance influencing factors (PIFs), cognitive functions, and 
error mechanisms should be used to evaluate the actual performance of the target task 
[1]. (g) Assessment of human error probabilities. The HERMES methodology has 
shown efficiency and effectiveness in a real and complex application [2]. The most 
important characteristic of HERMES model is to present its framework based on the 
consistent and integrated application of human factors methods and approaches. The 
implementation of HERMES is presented for two areas: first, the performance of an 
extended HRA in the framework of a quantitative risk assessment; and second, the 
implementation of safety assessment in a traffic organization. 

3   Critical Elements of Human Reliability Assessment Techniques 

3.1   Task Analysis 

Task analysis is a fundamental approach for the HF expert. Task analysis refers to 
methods of properly describing and analyzing human systems interactions. Before 
HRA assessors begin to consider what errors might occur, they should have a clearly 
definition of what the operator should do to achieve correct performance. Although 
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there are many different ways of task analysis (TA) techniques, they all follow the 
same basic philosophy of evaluation, such as problem-perspective task definition, TA 
tool selection and application, task representation, and comparisons of actual and 
ideal task. 

3.2   Human Error Identification 

Taylor-Adams and Kirwan [22] concluded that a human error can be classified into 
four major components, including external error mechanisms (EEMs), internal error 
mechanisms (IEMs), performance shaping factors (PSFs), and psychological error 
mechanisms (PEMs). EEMs refer to the consequences or observable manifestation 
of the error, i.e. ‘what error occurred’.  For example, “valve left open,” associated 
with each operator error, can also be determined in some but not all cases [22]. 
PEMs describe how the error occurred in terms of the psychological mechanism, 
e.g., cognitive tendencies and biases, and information processing capacities [6]. 
IEMs describe the internal manifestation of the error within each cognitive domain, 
e.g., late detection, misidentification, and hearback error [6]. HEI techniques  
deal with the question of what can go wrong in a system from human error 
perspective. 

3.3   Human Error Representation 

FTA, as defined in NUREG/CR-4835 [4], is an analytic technique used to find all 
possible situations that a system can fail. FTA is a graphically representative model of 
all the parallel and sequential combinations of faults that result in a predefined 
undesired event. Logic gates are fundamental to fault tree logic. The OR gate refers to 
a situation where the output event exists if any of the events under the OR gates 
exists. The AND gate refers to a logical operation where events under the AND gate 
must occur in order to produce the event. HRA assessors must use care in determining 
whether events related to human system interface fall within an AND or OR gate 
logic. An example was described in Figure 1 [4]. 

HRA event trees demonstrate operator actions in response to an initiating event and 
the successful or failed actions associated with the normal conduct of operation. HRA 
event trees also provide the information about recovery actions by operators or their 
supervisors and allow for modeling of errors of omission and commission. The best 
description of this method for representing human activity is found in NUREG/CR-
1278 [21]. Information for developing the HRA event trees is determined from task 
analyses, structured interviews with a sample of plant personnel, human-machine 
systems analyses, review of piping and instrumentation diagrams, procedures, 
operating schematics, licensee event reports (LERs), and recent plant events. The left 
path represents the desired performance, and the right path represents deviation from 
that desired performance, shown in Figure 2 [21]. The limbs of the tree are assigned 
values, which may be taken from the technique for human error rate prediction 
(THERP) or elsewhere.  
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Fig. 1. An example of FTA (adapted from 
Haney et al. [4]) 

 

Fig. 2. An example of ETA (adapted from 
Swain and Guttman [21]) 

3.4   Human Reliability Quantification 

Human reliability quantification techniques all involve the calculation of the human 
error probability (HEP), which is a measure of human reliability assessments. HEP is 
defined as follows [8]: 

occur to error that for iesopportunit of number The
occurred has error an times of number The

HEP =  (1) 

Taylor-Adams and Kirwan [22] described that there are a wide variety of human-
error probability data types: real operating experience, simulator data, experimental 
(performance literature) data, expert judgment, and synthetic data (i.e. from human 
reliability quantification techniques). These data types can originate from various data 
sources, such as: incident and accident reports, maintenance report, PSA reports, 
equipment records, interviews with plant personnel, near-miss reports, violation, plant 
log books, simulators, and experts [22]. In reality, Taylor-Adams and Kirwan [22] 
proposed that HEP is difficult to be gathered. There are four reasons to explain the 
lack of available of such data, that is, (a) difficulties involved in estimating the 
number of opportunities for errors in realistically complex tasks (the so called 
denominator problem), (b) confidentiality, (c) an unwillingness to publish data on 
poor performance, (d) a lack of awareness of why it would be useful to collect such 
data in the first place, and hence a lack of financial resources for such data collection. 

3.5   Impact Assessment and Error Reduction Analysis 

(1) Impact assessment 
The impact assessment is an iterative process. Initially, if the risk level is too high, 
or incorrectly close to the criteria levels, the risk analysis will carry out an initial 
exploration of ways to reduce the risk level. The investigation will obviously 
focus on major risk-generating events. On the hardware aspect of PSA analysis, 
ways may be sought to improve reliability, e.g., by increasing the number of back-
up (redundant) machines, by increasing the diversity of equipment used, or by 
using a more reliable component [8]. 

(2) Error reduction analysis 
Error reduction analysis has already been mentioned in HRA process, including 
the following items [8]. (a) The use of task analysis to identify and reduce errors. 
(b) The use of human identification methods to identify errors and derive error 
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reduction approaches. (c) The use of PSA sensitivity analysis methods to identify 
‘sensitivity’ errors which can be targeted for error reduction. (d) The use of 
quantification methods with built-in error reduction strategies. (e) The use of 
quantification methods with error reduction analysis capabilities. 

4   Implementation of HRA in HSI Design Review 

Computer based HSI is emerging as part of the new design of human machine 
systems. The impact of advanced HSI on the operator performance and plant safety 
should be evaluated before adopting them in the plants. In nuclear industry, advanced 
control room and human-machine interfaces are developed with advanced 
instrumentation and control (I&C) based on digital technology. There are complex 
operator aid systems being utilized based on modern computer technology, e.g., the 
computerized alarm system or large display panel [7]. 

4.1   The Main Purposes of Implementing HRA on HSI Design 

The HRA methods have been investigated as a design tool and part of probabilistic 
safety analysis (PSA) that assesses various risks associated with complex systems 
[12]. Therefore, HRA can be used as an evaluation tool to identify human errors and 
system failures of the advanced HSI and control room. How the HRA methods can be 
implemented for an integrated validation of advanced HSI are summarized below [7]. 

First, the design objectives of HSI from a standpoint of human reliability are 
described as follows: (a) Maximization of human performance capabilities. (b) 
Minimization of human error probabilities. (c) Maximization of recovery possibilities 
of human errors. Second, in order to evaluate the HSI design, all the factors that may 
influence the human performance or human error probabilities should be considered 
together. In addition, what impact the availability of an operator aid system in the 
control room makes on the human reliability also should be estimated for the HSI 
design review. 

4.2   The Most Discussed Issues of Implementing HRA on HSI Design 

Human reliability has important implications not only in HSI design, but also in how 
human operators are used in human-machine systems. Considering the factors which 
decrease human reliability can be clearly identified. These factors are describes as 
follows [15]. (a) Training. Much of the effort in human reliability and system safety 
has been concentrated on personnel selection, placement, and altering the human by 
training. (b) Function allocation between humans and machines. It is necessary to 
identify what functions of HSI should be assigned to humans or machines. (c) Task 
analysis. As machines can be designed to fit human capabilities and limitations, tasks 
can also be designed for humans. (d) Anthropometric considerations. Anthropometry 
is the science of measurement and the technique of application that establishes the 
physical geometry, mass properties, and strength capabilities of the human body [17]. 
(e) Human factors checklists. Sanders and McCormick [18] proposed that using a 
checklist can be a systematic way to perform HFE evaluation. 
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4.3   Future Developments of Hra on High Hazard Hsi Design 

By developing an understanding of the causes, modes, and probabilities of human 
errors, the HRA can provide valuable insights into the desirable characteristics of the 
design. Consequently, special attention should be paid to those scenarios, human 
actions, and HFE components that were identified by HRA and PSA analyses as they 
are important to the plant’s safety and reliability. The future developments of HRA on 
high hazard HSI design are summarized bellow in three aspects. 

(1) Aspects of human information processing model 
The human information processing (HIP) model includes the perception, sensory 
storage, working memory, long-term memory, decision making, and attention. 
Human actions and errors can be thought to occur from the course of HIP. The 
difference between human actions and errors are that human actions can achieve 
the correct result, but the human errors result from the wrong actions. Therefore, 
paying attention to HIP model should be done before reducing human errors in 
high hazard design. 

(2) Aspects of fuzzy set theory 
Richei et al. [16] stated that most of the well-known procedures used for the 
probabilistic assessment of human factor events all include the use of vague 
linguistic statements on PSF to choose and to adapt fundamental human error 
probabilities from the associated databases. To improve the precision of human 
error probabilities, fuzzy set theory (FST) can be helpful to modify the value of 
human error rates estimation. 

(3) Aspects of human errors checklist 
For high hazard HSI designers and assessors, it is very convenient to use a 
systematic human error checklist. Thus, designing a systematic human error 
checklist for high hazard HSI is valuable. However, how to define the principles 
in developing the human error checklist appropriately is a very important issue.  
To clearly identify the differences between human factors checklist and human 
error checklists is also a critical issue. 

5   Conclusions 

Human reliability assessment in high hazard HSI design is a valuable activity which 
requires the integration of five components: (a) task analysis, (b) human error 
identification, (c) human error representation, (d) human reliability quantification, (e) 
impact assessment and error reduction analysis. A great deal of effort has been made 
on these components in the literature. What seems to be lacking, however, are the 
issues of methods review and future developments on high hazard HSI design. 

This paper is intended as a review of the well-known HRA methods, which 
includes THERP, HEART, CREAM, HEROS, and HERMES. These HRA methods 
have similar properties, such as the analytic target, generic process, applicable scope 
and limitations. However, there still are some characteristics which are quite different 
from each other. For example, the knowledge base of HEROS is derived from the 
results of the generally valid ergonomic and psychological studies. These results are 
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expressed by fuzzy variables. Therefore, it is not necessary to use existing databases, 
e.g., human error databases of THERP. 

There are advantages and disadvantages in each HRA methods. HRA assessors 
need to know how to use these methods at the right situation. This paper provides a 
categorization of HSI that HRA assessors can learn from the property of current HRA 
methods utilized in high hazard human-system interface design. Finally, this paper 
provides three future development needs of HRA on high hazard HSI design.  They 
are aspects of human information processing model, aspects of fuzzy set theory, and 
aspects of human errors checklist. These future trend viewpoints of HRA methods 
should be further developed for new HRA methods on high hazard HSI design. 
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