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Abstract. Ad hoc networks can be used in scenarios such as military
and emergency relief, and have the advantage of establishing communi-
cations independently. Securing the ad hoc routing protocol is necessary
to prevent attacks in these applications. However, securing protocols for
mobile ad hoc networks presents challenges due to energy consuming
processes such as authentication of hosts and verification of messages. In
this paper, we propose an efficient forwarding mechanism for secure ad
hoc routing protocols, based on public key cryptography.
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1 Introduction

A mobile ad hoc network [1] is a set of wireless mobile hosts with the capability
of cooperatively establishing communications independently. Due to this advan-
tage, ad hoc networks can be used in military and emergency relief scenarios. In
these and other ad hoc networking applications, security in the routing protocols
is necessary to guard against attacks, such as malicious routing misdirection [2].
However, securing protocols for mobile ad hoc networks [3,4,5] presents chal-
lenges due to energy consuming processes such as authentication of hosts and
verification of messages. Therefore, to extend the lifetime of wireless mobile ad
hoc hosts with limited battery capacity, an energy efficient secure ad hoc routing
protocol must be designed.

Most secure ad hoc routing protocols depending on the Certificate Authority
(CA) provide authentication, non-repudiation, and integrity to prevent attacks
such as modification, impersonation, and fabrication. Authenticated Routing for
Ad Hoc Networks (ARAN) [6] is a secure ad hoc routing protocol using the CA.
Initially each node receives a certificate, and public key of the CA, from the
CA securely. In reactive routing protocols, when a source node wants to send a
packet to a destination node, it broadcasts a route request packet if it has no
route information about the destination node. However, in ARAN, the following
route discovery process is performed to provide secure routing:
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1. The source node signs a route request message using its private key and
appends its own certificate. Then, it broadcast the message to all nodes
within its radio frequency coverage area.

2. The one-hop neighbor of the source ignores the duplicate requests occurring
when the RREQ is received multiple times. Otherwise, it verifies the cer-
tificate of the source by using the public key of the CA. Then it checks the
signature of the source by using the public key extracted from the certificate
of the source. If the verification is successful, the intermediate node set up a
reverse path for the source, signs the RREQ, and appends its own certificate
to the message. Then, it rebroadcasts the RREQ.

3. Intermediate nodes that receive the RREQ verify the source and node that
has sent RREQ directly if the message has not already been received. Then,
they use the public keys extracted from two certificates attached in the
RREQ to validate the signatures. The intermediate nodes remove the signa-
ture and certificate of the node that sent RREQ directly if the verification is
successful. Then, the nodes sign the message and rebroadcast it with their
own certificate.

4. Until the RREQ message is flooded to all the nodes in the network, process
3 is repeated.

5. When the destination node eventually receives the RREQ, it creates a RREP
and unicasts it toward the source node with its signature and certificate. The
flooding process of RREP is similar to the processes 2 and 3 described above.

ARAN provides end-to-end security using cryptographic certificates, thereby
preventing most attacks. However, appending the certificate each time each node
sends route request packets, which is flooded to all nodes in the network, causes
considerable network overhead. In this paper, we propose an efficient forward-
ing mechanism that reduces network overhead significantly by decreasing the
frequency of included certificates.

2 The Proposed Scheme

In our scheme, each node that receives the route request packet that has a
certificate verifies the certificate using the public key of the CA. Then, it stores
the certificate to its own repository when the verification is successful. The sender
does not include its certificate in messages when other nodes in the network have
the certificate. On the other hand, it must include the certificate when it infers
that other nodes in the network do not have its certificate. The decision of
including certificate is made by states of nodes. Each node can be in on of two
states, a Participation state or a Non-Participation state.

Fig. 1 represents the two states of nodes. The detailed rules regarding to the
states are described as follows:

Non-Participation state: Nodes are initially in a Non-Participation state.
When each node initiates a new route, it includes its certificate before broad-
casting the route request message. Then, it enters the Participation state. A
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node sends a message with its certificate without changing state when the
message is not a route request message.

Participation state: When a node enters the Participation state, it starts a
timer TB. The node changes to the Non-participation state by stopping TB

when the TB expires. In the Participation state, a node does not include its
certificate when it sends a message, because it infers that the other nodes in
the network have its certificate. A node initiates timer TB when it broadcasts
a route request message to initiate a new route. However, it does not initiate
the timer when it broadcasts a route request message which is sent from
other nodes.

Non-
Participation

Participation

Initiate a route

sign (RREQ, SK)
append (RREQ, SIGN)
broadcast (RREQ)
start_timer (TB)

TB timeout

stop_timer (TB )

Initiate a route

sign (RREQ, SK)
broadcast (RREQ)
initiate_timer (TB)

Send a message

sign (message, SK)
send (message)

Send a message

sign (message, SK)
append (message, SIGN) 
send (message)

Fig. 1. The two states of nodes

Each node authenticates the sender using the public key of the CA and verifies
the message using the public key included in the certificate when it receives the
route request message that has a certificate from the other node. When the
authentication and verification is successful, the node maintains the certificate
in its repository. The certificate of a node in the repository expires when the
route request message from the node is not received during TM . Otherwise, the
certificate of the node will be maintained permanently, though the node does
not exist in the network. When a node receives a message that does not have
certificates for authentication, it searches the certificate needed to authenticate
the sender in its repository. When the certificate is found, it then verifies the
signature of the received message without authentication of the sender, because
the certificate in its repository has already been verified. Obviously, TM must be
a larger value than TB, and be set by considering the variation of propagation
delay of route request messages that are caused by the movement of the node or
the variation of network traffic.

Although TM is set properly, some nodes may receive the message with insuf-
ficient certificates for verification. For example, the node that newly participates
in the network has no certificates of other nodes in the network. Therefore, the
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new node is not able to verify the sender or message when it receives a message
that does not have complete set of certificates needed for verification. In this
case, to obtain the certificates needed, the new node sends a Certificate RE-
Quest (CREQ) message to neighbor node that has sent a message informing of
insufficient certificates. The neighbor node is able to send certificates to the new
node because it has verified the message successfully. The CREQ is signed using
the private key of the sender, and the certificate is included only if the node is
in the Non-Participation state. The node that receives the CREQ, verifies the
sender and CREQ message. Then, it sends the Certificate REPly (CREP) mes-
sage, including certificates requested by the CREQ. The CREP is also signed
using a private key, and the certificate is included only if the sender of CREP
is in the Participation state. Therefore, the new node that has no certificate is
able to verify the message with insufficient certificates securely.

3 Conclusion

In this paper, we proposed an energy efficient forwarding scheme for secure ad
hoc routing protocols using the CA. It reduces network overhead by decreasing
the frequency of sending messages with certificates. By employing additional
repository in each node, the energy efficiency of proposed scheme is increased
significantly compared to conventional ARAN, when the nodes in the network
initiate new routes frequently. In addition, the process of verification of hosts is
also reduced, by eliminating the process of authentication that has already been
performed.
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