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Abstract. Unlike fixed networks, mobile ad-hoc networks have diverse
characteristics, such as dynamic topologies, bandwidth-constrained links,
energy-constrained operation, limited physical security, etc. Due to these
characteristics their security requirements are different from those of
fixed networks. This paper presents a method of authenticating the nodes
in the ad-hoc network and securely transmitting information in consid-
eration of the characteristics of the mobile ad hoc network. To this end,
this paper proposes a method of combining asymmetric and symmetric
cryptography to enhance the efficiency of secret key management for au-
thentication and secure channel establishment. In particular, this paper
proposes a method that introduces the concept of Hamming Distance
to share the secret keys between the nodes. According to this proposal,
secure communication between the nodes is possible when one node man-
ages only log2N secret keys.

Keywords: Hamming Distance, Certificate, Public-key, Ad-hoc Net-
work, Secret Key.

1 Introduction

Mobile ad-hoc networks provide convenient infra-free communications over wire-
less channels. Recently, mobile ad-hoc wireless networking technology has been
applied to various applications such as military tactical networks, sensor net-
works, and disaster area networks [5]. But it is difficult to implement mobile
ad-hoc networks due to physical constraints such as the limited power range
and small memory of mobile device, and security issues [6] such as authentica-
tion. Recently, there are many efforts to resolve the constraints of mobile ad-hoc
networks with various security issues [7], [8], [9], [11].

In [7], [8], [9], Luo et al distributed the functions of certification authority
through a threshold secret sharing method [3], [4] and scalable multi-signature
mechanism. In [11], Capkun et al proposed a fully self-organized public-key man-
agement system that doesn’t need any trusted authorities in mobile ad-hoc net-
work. The authors presented methods by which the authentication mechanism of
the mobile ad-hoc network can act on its own without the help of the centralized
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TTP(Trusted Third Party), but since it acts on the basis of the public-key algo-
rithm, it needs to be improved in terms of actual implementation or efficiency
in consideration of the performance of the nodes.

Accordingly, this paper proposes a method of ensuring the security and re-
liability of the mobile ad-hoc network by providing authentication and secure
communication based on symmetric cryptography while acting independently
from the centralized TTP. Besides, the concept of Hamming Distance [1] is in-
troduced to show that it is possible to securely transmit information between
the nodes, though one node only manages log2N secret keys. In this paper, N
means the number of nodes in the network.

This paper is organized as follows: In section 2, we explain the concepts of
Hamming Distance. In section 3, we present a secure communication channel
establishing method. In section 4, we propose the key management method.
In section 5 and 6, we propose a path construction algorithm and analyze its
performance.

2 Concepts

First, we explain the basic characteristics of Hamming Distance between two in-
tegers and the concept of Hamming Distance for improving the number of secret
keys exchanged between one node and others as log2N . We use the following
two definitions to simplify our explanation.

① The IDs of two nodes, a and b, are defined as aID(∈ ZN) and bID(∈ ZN) and
Hamming Distance between these IDs are defined as HD(a, b) (or HD).

② A node a stores and manages the secret keys exchanged with other nodes.
At this time, node a from the viewpoint of other nodes is defined as parent
node (PN) and the other nodes is defined as child nodes (CN). Besides,
one of CN is defined as CNi. Each node meets the following condition :
HD(PN, CNi) = 1.

Theorem 1. For a ∈ ZN , define Ra = {x ∈ ZN | HD(a, x) = 1}, then
|Ra| = log2N where Zn = {0, 1, ..., N − 1}, N = 2m, m > 0

Proof. For an integer a ∈ ZN , the number of integers which Hamming Distance
in comparison with a is ”1” is the same as the number of integers which Ham-
ming weight in comparison with ”0” is ”1”. Generally, the number of integers
that Hamming weight in comparison with ”0” is r is computed to mCr. Here, m
means log2N and C means combination. Thus, for a number a, the number of
integers that Hamming Distance is ”1” is equivalent to m(= log2N) as mC1.

In this paper, each node is assigned an element over ZN as the unique ID of
its public-key certificate. At this time, this ID is different concept with the
serial number of public-key certificate x.509 v3 [10] and is managed by using
the extension field within certificate. To construct a secure communication path
and manage a secret key efficiently, each node is assigned its own ID by the
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Fig. 1. The set of IDs with HD = 1

administrator of the ad-hoc network. This ID has particular inter-relationship
with some nodes by using HD. As for this matter, we explain in section 5 and 6
through a path construction algorithm and simulation. In addition, the number
of nodes that a node has to manage will become log2N .

Figure 1 briefly describes the characteristics explained in the above. Figure 1
represents the relationship between integers with HD=1 about the integer set of
N=8. Namely, the number of integers that Hamming Distance with ”001” is ”1”
is 3 (=log28) such as {”000”, ”011”, ”101”}. At this time, if ID of PN is ”001”,
IDs of CN are {”000”, ”011”, ”101”}. Namely, R001 becomes {”000”, ”011”,
”101”}. According to Theorem 1, a PN only stores and manages the secret keys
belonging to log2N nodes.

3 Secure Communication Channel

This section uses the concept of Hamming Distance to describe how to establish
a secure channel for securely transmitting information between nodes in the ad-
hoc network. For simplicity’s sake, it is assumed that N is 8, and information is
transmitted through the secure channel between two nodes(N000 and N110).

For starters, each node identifies the nodes with HD=1. In figure 2, nodes
with HD=1 in comparison with N000 are {N001, N010, N100}. To establish a
secure channel between nodes, each node exchanges secret keys with those nodes
with HD=1. To ensure security at this time, each node uses the public-key of
the other node to encrypt and transmit its secret key. In other words, nodes
exchanging secret keys with node N000 are {N001, N010, N100}, and the se-
cret keys are {K(000,001), K(000,010), K(000,100)}. At this time, K(000,001) and
K(001,000) is the same secret key. And node N000 may exchange a different se-
cret key with each node to enhance security. In this method, all nodes exchange
the secret keys with nodes that satisfy HD=1. On the assumption that secret
keys were exchanged like this, the method of establishing a secure channel for
securely transmitting information between two nodes will be explained. That is,
a communication path between Sn and Dn in figure 2 is determined to securely
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Fig. 2. The concept of a communication path construction

transmit information from N000 to N110. There are six paths in figure 2 and one
of these paths is selected to transmit information.

4 Secure Key Management

A node that wants to participate in the ad-hoc network needs to cross certify
and exchange the encryption key for secure communication with other nodes.
This section proposes a method that combines asymmetric and symmetric cryp-
tography as the method of managing secret keys necessary for cross certification
and encryption in this ad-hoc network. Asymmetric cryptography is used when
the public-key certificate for an ad-hoc network administrator is issued from
the TTP, and when an initial key is installed on each node. The initial key is
used when a node participating in the ad-hoc network exchanges secret keys
with other nodes. Symmetric cryptography is used for authentication and secure
communication between nodes.

In general, in symmetric cryptography, as all nodes must share secret keys with
each other, the number of secret keys managed by one node must be (N −1) like
figure 3(a). However, in our paper, we show that it is possible to get the secure
communication even if only log2N secret keys are exchanged like figure 3(b).
This paper divides the key management method into four stages: administrator’s
preparation, node initialization under the administrator’s control, secret key
exchange, and secure communication.

4.1 Preparation

In the preparation stage the administrator of an ad-hoc network registers in the
centralized TTP to initialize nodes. In other words, the administrator generates
a public-key pair using his own PC, stores the private-key in his tamper-proofing
device, sends the public-key to TTP, and gets the certificate issued from TTP.



Mixed Key Management Using Hamming Distance 669

Fig. 3. Traditional method vs. Hammming Distance method

4.2 Node Initialization

For a node to participate in an ad-hoc network, it must be identified to the
existing network participants. To this end, the node must have the information
necessary for identifying and confirming itself to the nodes already participating
in the ad-hoc network (authentication information). In the node initialization
state this authentication information is given to the nodes. Node initialization
is performed by the administrator.

Node initialization is as follows. ① The administrator connects to TTP. TTP
verifies the administrator’s public-key certificate(administrator authentication).
② A secure channel is established for secure communication between the TTP
and administrator (secure channel establishment). ③ The administrator gener-
ates the public-key pair corresponding to the node, stores the private-key in the
tamper-proofing area of the node and sends the public-key to the TTP (node’s
public-key pair generation). ④ The TTP generates a certificate to the public-key
of the node, and then sends its own certificate and node’s certificate together
to the node (node’s certificate issuance). At this time, the TTP’s certificate is
used to authenticate other nodes while participating in the ad-hoc network, and
the node’s certificate is used to authenticate itself for other nodes. In particular,
the node’s certificate in this stage complies with x,509 v3 certificate profile, but
includes diverse information, such as ID, IP address,device usage, and device
validity date, to restrict the use of the node’s certificate.

4.3 Secret Key Exchange

In this stage, the secret keys for secure communication between nodes are shared.
In general, for secure communication between nodes, all nodes must own secret
keys necessary for data encryption. In sharing these secret keys, it is important
to minimize the impact of the leakage of the secret keys in the network to an
intruder and provide end-to-end security. As the best method, if the network
size is N , one node needs to exchange secret keys with (N − 1) other nodes, and
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Fig. 4. The path construction algorithm

bears the burden of managing (N − 1) secret keys. Accordingly, there must be
some trade-off among the network security, the burden of exchanging secret keys
between nodes, and the quantity of secret keys managed by one node.

As the concept of Hamming Distance is introduced, it seems possible to se-
curely transmit information in the ad-hoc network only if secret keys are shared
between those nodes with HD=1. Figure 3(b) illustrates how secret keys are
shared between nodes. Since one node only needs to manage log2N secret keys
in the above method, the burden of the node will be reduced to a considerable
extent.

4.4 Secure Communication

For secure communication between two nodes, a communication path between
the two nodes must first be established. Section 5 describes how to establish
the path. Once the path is established, the secret keys owned by the nodes on
respective paths are used for communication between two nodes. That is, secure
communication between two nodes can be explained by means of figure 2. The
assumption in figure 2 is that the communication path from N000 to N110 is
{N000 → N010 → N110}. First of all, as N000 and N010 share the secret key
K(001,010), N000 uses the secret key K(000,010) to transmit information to N010,
whereas N010 uses a secret key K(010,110) to transmit information to N110.

5 Path Construction Algorithm Using Hamming Distance

A path construction algorithm refers to find one path establishing the secure
communication channel from Sn(Source node) to Dn(Destination node). In fig-
ure 2, there are six paths from Sn to Dn and only One of these paths is con-
structed as the secure communication path from Sn to Dn.
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We present an algorithm illustrated in figure 4 to search a path from Sn to
Dn by using the characteristics of Hamming Distance. First, the terminology
that used in figure 4 will be explained briefly. Path nodes represents the path
information from Sn to Dn in the process of constructing a path. The algorithm
proposed in this paper is divided into two parts. One is computing Hamming
Distance between Dn and the CNi of PN . The other is a process to replace PN
with one node among CN of PN in case that HD �= 1. If HD(PN, Dn) = 1 or
HD(CNi, Dn) = 1, the path construction algorithm is successfully terminated.
If HD �= 1, PN is replaced by randomly choosing one of CN . And then by
using CN of the replaced PN , it also verifies to satisfy HD= 1. As repeating
this computation, a path can be found.

In general, the path construction algorithm is similar to routing algorithm in
mobile ad-hoc network. In this paper, algorithm performance is defined in the
perspective of how to accurately find a path. By using the algorithm performance
evaluation method proposed in [7], it is defined as the following.

Pb(THD, r, ZN )

=
|{(Sn, Dn) ∈ ZN × ZN : Sn →suc Dn}|
|{(Sn, Dn) ∈ ZN × ZN : Sn →tri Dn}| (1)

Here, THD : A path construction algorithm using HD, r : (N − Nr)/N
Sn →tri Dn : Path searching trials, Sn →suc Dn : Path constructing cases

6 Simulation Results for the Path Construction
Algorithm

The main goal of this simulation is to verify a completion level of our pro-
posed algorithm in figure 4. Thus, this simulation intends to analyze the success
probability of path construction in case that the number of nodes on mobile
ad-hoc network is smaller than N(= 2m) . Namely, we analyze the success pos-
sibility by evaluating the performance of the proposed algorithm according to

Fig. 5. Success probability(Pb) vs. Node reducing factor(r)
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the node reducing rate r. Figure 5 represents the success probability of con-
structing a path versus node reducing factor r(= { 0.1, ..., 0.9}) according to N
(= {128, 512, 2048, 8192}). As seen in figure 5, a path is constructed about 97.6%
success probability at confidence interval [2] 99% in case of r= 0.5. If r <0.5, the
success probability will be high. As a result, the performance of our algorithm
is outstanding.

7 Conclusion

We used asymmetric and symmetric cryptography to propose a method of se-
cure communication between nodes over mobile ad-hoc network. Besides, the
method based on Hamming Distance was proposed as the method of exchang-
ing keys between nodes so that one node manages only log2N secret keys. The
performance of our method was evaluated through simulation. According to the
result of the simulation, the probability of this algorithm successfully finding a
path was above 97.9% at 99% confidence interval, in case that r is smaller than
0.5. In addition, our method can minimize the impact of the leakage of some
secret keys on the entire ad-hoc network as individual nodes own different secret
keys. However, Our method doesn’t guarantee the end-to-end security directly
between source and destination nodes in this paper. Accordingly, additional re-
search needs to be made into this area.
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