
Dakota – Hashing from a Combination of
Modular Arithmetic and Symmetric

Cryptography

Ivan B. Damg̊ard1, Lars R. Knudsen2, and Søren S. Thomsen2

1 Department of Computer Science, University of Aarhus,
IT-parken, Aabogade 34, DK-8200 Aarhus N, Denmark

2 Department of Mathematics, Technical University of Denmark,
Matematiktorvet 303S, DK-2800 Kgs. Lyngby, Denmark

Abstract. In this paper a cryptographic hash function is proposed,
where collision resistance is based upon an assumption that involves
squaring modulo an RSA modulus in combination with a one-way func-
tion that does not compress its input, and may therefore be constructed
from standard techniques and assumptions. We are not able to reduce
collision finding to factoring, but on the other hand, our hash function is
more efficient than any known construction that makes use of modular
squaring.

1 Introduction

With the emergence of a large number of attacks (e.g. [1, 2, 4, 11, 27, 28, 29]) on
many dedicated hash functions, the development of alternatives based on dif-
ferent design principles has become increasingly desirable. While much research
has shifted towards hash functions based on block ciphers, some recent propos-
als such as [5, 7, 12, 16, 17] aim for some sort of “provable security”. Provable
security is in quotation marks because security proofs are always based on some
unproven assumption.

The downside to provably secure hash functions is that they are often much
less efficient than commonly used alternatives like MD5 [24] and SHA-1 [21],
and with the arguably most common application of hash functions being the
pre-processing of a message in a digital signature scheme with the intention of
making the entire signing process faster, a slow hash function loses some of its
justification. Hence, speed cannot be overlooked altogether, but keeping in mind
the large number of recent attacks on fast dedicated hash functions, it may be
beneficial to reconsider the scaling of speed vs. security.

In this paper, we propose a reasonably fast hash function based partly on
number theoretic principles. We prove that finding collisions is as hard as break-
ing a computational assumption that involves squaring modulo an RSA modulus
in combination with a one-way, collision resistant function that does not need
to compress (hence it can be injective). We propose different variants of such a
function, and we urge the community to assist in analysing these variants and
to possibly propose others.
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2 Hash Function Security

Three types of attack on hash functions are usually mentioned in the literature.
These are the preimage attack, the second preimage attack and the collision at-
tack, with expected complexities for an ideal m-bit hash function of, respectively,
2m, 2m, and 2m/2. In most cases these are also the conjectured complexities of a
newly designed hash function, and if an attack of lower complexity is discovered,
then the hash function is usually considered broken.

Finding second preimages in a hash function is at least as hard as finding col-
lisions, since given a second preimage, one immediately has a collision. Moreover,
if we let H be a hash function that accepts inputs which are (much) longer than
the outputs of H , then an algorithm that finds preimages might be given the
hash value H(x) for some x. With good probability, the algorithm will return
a preimage x̃ of H(x) such that x �= x̃. This also yields a collision. Hence, a
collision resistant hash function may reasonably be considered resistant also to
preimage attacks.

Hash functions aimed towards the use in applications such as digital signa-
tures, and to some extent commitment schemes and data integrity, must be col-
lision resistant. Hence, the complexity of finding collisions must be high enough
that the task is infeasible, preferably for many years to come. For such hash func-
tions it makes sense for the designers to indicate one claimed attack complexity,
a complexity that is a lower bound for all three mentioned types of attack.

This is the choice we have made here. We shall not claim that our hash func-
tion behaves as a random oracle. We simply claim that it is collision intractable.

3 The Proposal

The hash function proposal of this paper is now presented. We call this hash
function Dakota.

The basic idea can be seen as a further development of earlier hash functions
whose security is provably reducible to factoring [14,9]. A representative example
of these ideas is where the compression function h maps as h : {0, 1}×SQ(n) →
SQ(n), and is defined by h(b, y) = aby

2 mod n, where a0, a1 are randomly chosen
squares modulo RSA modulus n, and SQ(n) is the set of squares modulo n. It is
easy to show that an algorithm that finds collisions for h can be used to factor
n with probability 1/2. The actual hash function H is obtained by iterating h
in a standard Merkle-Damg̊ard construction, using a random square y0 as initial
value.

An alternative formulation, better suited for generalisation is to define a func-
tion f : {0, 1} → SQ(n), where f(b) = ab and write h(b, y) = f(b)y2 mod n. The
assumption that h is collision intractable can be phrased as saying that it is hard
to find distinct inputs (b, y), (b′, y′) such that f(b)f(b′)−1 = (y′y−1)2 mod n.

While this construction is very inefficient, since we spend a modular squaring
to hash a single bit, efficiency can be improved by extending the input domain
of f : we can define instead f to take input from {0, 1}t, and select 2t random
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squares as output values. This is t times faster than the basic idea. The reduction
to factoring can be constructed to have success probability independent of t,
see [9]. However, this idea is of course only practical for small values of t.

A natural alternative seems to be to define an efficient algorithm for com-
puting f , instead of specifying it as a table with all output values. In this way
we can allow f to take large strings as input and gain efficiency. The price to
pay, as we shall see, is that we can no longer prove that security is equivalent
to factoring – we return later to a discussion of what we can prove instead. A
more immediate practical problem, however, is that the security of the original
construction requires f to map into SQ(n), and it is not clear how we can ensure
that this happens when we have too many inputs to be able to specify the func-
tion by a table. To hit SQ(n), it seems that the algorithm computing f would
have to either (a) square a known value or (b) make use of the factorisation of
n. In the case of (a), this would mean that the adversary would know the square
root of the output of f , and this would invalidate the reduction to factoring.
With respect to (b), this does not work because f has to be a public function,
so it cannot be based on the secret factors of n.

We therefore propose below a variant of the idea, that permits f to map into
all of Zn while still allowing a security proof.

To this end, we assume we are given a probabilistic algorithm G that on input
a security parameter k produces an RSA modulus n = pq > 2k, where p ≡ q ≡ 3
(mod 4) (this means that −1 is a quadratic non-residue mod n, and that squaring
mod n is a bijection on the set of quadratic residues, see e.g. [18]), together with
a description of a function f : {0, 1}k → Zn. As we shall see, f will have to be
one-way and collision intractable, but since f does not compress its input, there
is no circularity here. Finally, it chooses r ∈ Z

∗
n at random, sets s = r2 mod n

and returns (f, n, s) (p, q, and r are discarded in a secure manner).
Using the output of G, we define a compression function h : {0, 1}k×Zn → Zn

as follows:
h(x, y) = (f(x)y)2 mod n.

From this compression function we can build a collision intractable hash function
under the following assumption.

Assumption 1. Consider a probabilistic polynomial time algorithm that takes
as input f, n as produced by G on input k and outputs x, x̃, z. Then the proba-
bility that x �= x̃ and f(x)/f(x̃) = ±z2 mod n is negligible.

Assumption 1 leads to some requirements on the function f . For a discussion,
see Section 3.1.

We now define our hash function H by a standard Merkle-Damg̊ard construc-
tion [10, 19]: split the input message x into blocks of length k bits, call them
x1, . . . , xt. We assume for simplicity that x has been padded to a length divis-
ible by k. Then define y0 = s, and yi = h(xi, yi−1) for 1 ≤ i ≤ t. Finally, set
H(x) = yt.

Collision intractability of H does not follow as usual with this type of iterated
construction because our compression function is not collision intractable (inputs
of the form (x, y), (x, −y) collide). However, we can still prove:
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Theorem 1. The hash function H as described above is collision intractable
under Assumption 1.

Proof. We assume we are given an algorithm A that finds collisions with prob-
ability ε. We then build an algorithm that breaks Assumption 1: we get f, n as
input, we choose r at random in Z

∗
n, set s = r2 mod n and we give f, n, s to A.

Assume now that a collision has been found by A, for different inputs
x1, . . . , xt and x̃1, . . . , x̃t̃. This gives rise to two sequences of values y0, . . . , yt and
ỹ0, . . . , ỹt̃, where yt = ỹt̃. This implies that we have h(xt, yt−1) = h(x̃t̃, ỹt̃−1), or
equivalently

(f(xt)/f(x̃t̃))
2 = (ỹt̃−1/yt−1)2 mod n.

If f(xt)/f(x̃t̃) �= ±ỹt̃−1/yt−1 mod n, then we can efficiently factor n by comput-
ing (e.g.) p = gcd(f(xt)/f(x̃t̃) − ỹt̃−1/yt−1, n). Factoring n in particular allows
breaking Assumption 1.

So we may assume that f(xt)/f(x̃t̃) = ±ỹt̃−1/yt−1 mod n. Now, if xt �= x̃t̃,
we can break Assumption 1, using the fact that we can compute a square root
z of ỹt̃−1/yt−1 mod n. This is because we already know a square root of yt−1,
namely f(xt−1)yt−2 mod n (if t > 1) or r (if t = 1); and by the same argument
we also know a square root of ỹt̃−1.

On the other hand, if xt = x̃t̃ then 1 = f(xt)/f(x̃t̃) = ±ỹt̃−1/yt−1 mod n.
Note that ỹt̃−1/yt−1 ∈ SQ(n) since all y-values are squares modulo n, but −1 �∈
SQ(n), so we conclude that ỹt̃−1/yt−1 = 1 ⇐⇒ ỹt̃−1 = yt−1, and we can now
repeat the same argument.

The only way in which this can fail to produce a contradiction with Assump-
tion 1 is if we end up concluding that yt = ỹt̃, yt−1 = ỹt̃−1, . . . , y0 = ỹt̃−t, where
we assume without loss of generality that t̃ ≥ t. Since the two inputs are different
it must be that t̃ > t, whence we have that

s = y0 = h(x̃t̃−t, ỹt̃−t−1) = (f(x̃t̃−t)ỹt̃−t−1)
2 mod n.

In other words, we have produced a square root of s. Since r was uniformly
chosen, there is a probability of 1/2 that the square root we find here is different
from ±r mod n, in which case we can factor n and break Assumption 1. Hence
if A finds a collision with probability ε, we can break the assumption with prob-
ability at least ε/2. 
�

Remark 1. If n can be factored, then Assumption 1 can be broken, and this may
allow for an attack on the hash function itself. Hence, n must be generated in
such a way that nobody knows its factorisation. Boneh and Franklin [3] have
described efficient techniques to do this securely.

3.1 Notes on Assumption 1

If f can be inverted on a non-negligible subset of Zn, then Assumption 1 can be
broken. One simply chooses x̃ and z, and computes f−1(z2f(x̃)). In particular,
it must be infeasible to find a zero of f , since otherwise Assumption 1 is broken
with z = 0 and any x̃.
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On the other hand, the image of f may only be a small subset of Zn, and
in such cases the ability to find a preimage of a given image of f may not be
a problem. This is due to the fact that the size of the image of the function
F (x, x̃) = f(x)/f(x̃) mod n can be made much smaller than n, for instance
n/2128. In this case, assuming that the outputs of F are uniformly distributed
in Zn, the probability that for a given z, an input (x, x̃) to F exists such that
F (x, x̃) = ±z2 mod n, is only about 2−128. Of course, if f expands, then the
efficiency of the hash function decreases.

It is clear why f must be collision intractable, as mentioned: if f(x) = f(x̃)
for x �= x̃, then Assumption 1 is broken with z = 1. However, this possibility is
excluded if we design f to be injective.

If f is one-way, and n cannot be factorised, then attacks where one chooses
two values of (x, x̃, z) and computes the third will fail. Computing z for given
(x, x̃) requires computing a square root modulo n. Computing, say, x given (x̃, z),
requires inverting f .

Another generic attack is to compute z2 mod n for many random values of z,
likewise many values of f(x)/f(x̃) mod n, and hope for a collision. This is just a
standard meet-in-the-middle attack which has complexity about

√
n and hence

has no practical significance.
Whether a more efficient method to find collisions than by factoring n is pos-

sible, depends of course on whether the design of f interacts in some unfortunate
way with arithmetic modulo n. For instance, one may try to find x, x̃ such that
f(x) = −f(x̃) mod n, or in general x, x̃ such that f(x) = ±a2f(x̃) mod n for
some a of the adversary’s choice. We return to this question below.

3.2 Output Transformation

For most applications it is recommended that the output of H is not used as the
final hash, but is instead fed to an output transformation function Ω : Zn →
{0, 1}m, where m is chosen such that the complexity of factoring n is no less than
2m/2. The intention is to obtain an output size corresponding to the security level
of the hash function. In addition, Ω might be used to obfuscate the algebraic
structure of the output. Any algebraic structure could compromise the security
of schemes in which the hash function is used, particularly schemes that are
based on modular arithmetic such as signature schemes based on RSA [25, 26].
A third purpose of an output transformation may be to improve the preimage
resistance of the hash function.

In order to provably extend the collision resistance of H to Ω ◦ H , Ω would
itself have to be collision intractable. But in practice this may not be necessary:
even if it is easy to find collisions for Ω, these do not necessarily lead to collisions
for Ω ◦ H . In fact, it may be sufficient that Ω mixes the bits of its input well
such that all output bits depend on all input bits, and that it is regular meaning
that all 2m preimage sets are of roughly the same size. Unless the hash function
is primarily used for short messages, Ω does not have to be terribly fast, since
it is only used once.



Dakota – Hashing from a Combination of Modular Arithmetic 149

A concrete example of how the output transformation could work is as follows:
Let G be a finite group of prime order and let g1, ..., gu be chosen randomly
in G. We choose the two integers t and u such that t < log2 |G| and tu ≥
log2(n). Let b = H(x) = b1‖ · · · ‖bu be the output from the main hash function,
where the length of each bi is t. Since tu ≥ log2(n) this may require that bu

be padded with zeros – a simple padding scheme is fine here, since all inputs
to the output transformation will have the same length. We then define the
intermediate output ω(b) as gb1

1 · · · gbu
u , that is, a single element from G.

It is well known [6] (and straightforward to show) that finding collisions for
this mapping is as hard as solving the discrete logarithm problem (DLP) in G.
There are well known constructions of such groups based on elliptic curves, where
the DLP can be reasonably assumed to be hard, and where the representation
of a group element is 200-400 bits long. Note also that by choosing t small, for
instance ≤ 8, we may perform the exponentiations gbi

i by table lookups.
We recommend that a final bijective function based on symmetric cryptogra-

phy is used on ω(b) to produce the final output Ω(b), in order to prevent the
adversary from exploiting the algebraic properties of exponentiation in G. This
function could be designed based on a block cipher in CBC mode as described
in more detail in Section 4.1.

4 Proposals for f

In this section we describe a number of possible instantiations of f , the function
used in the compression function of Dakota which must satisfy Assumption 1.

As mentioned, for f to satisfy Assumption 1, it cannot be easily invertible,
and it must also be collision resistant. Hence, it might be desirable that f be
injective. It should take a k-bit input and return an element of Zn.

One-wayness and collision resistance are necessary, but not sufficient condi-
tions. As an example, consider f(x) = x2 mod n, where x > n/2. It is generally
believed that for a secure modulus n, this function is one-way and collision re-
sistant. However, this is clearly a bad proposal, since given z and x̃, one may
choose x = zx̃ and thus break Assumption 1.

If, however, one assumes that f is, in some sense, independent of arithmetic
modulo n, or put differently, does not interact badly with arithmetic mod n,
then, intuitively, it seems that one-wayness and collision resistance are indeed
sufficient properties. This idea is made more concrete in the proposals below.

In the following we assume a modulus of size about 1024 bits. A proposal
for f should be evaluated on its security properties, and also on its scalability,
i.e. how easily it can be adapted to a new modulus of a different size.

4.1 Combining Modular Arithmetic with Symmetric Encryption

It is quite straightforward to construct a one-to-one function that has “nothing”
to do with modular arithmetic in the sense that we make it hard for an adversary
to choose inputs for which the outputs satisfy some algebraic relation mod n:
one can simply encrypt the input under a fixed key using a symmetric algorithm,
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say, a block cipher in CBC mode. To make life harder for the adversary, it may
be desirable that all output bits depend on all input bits. This can be ensured
by encrypting twice, reversing the order of the blocks for the second encryption.
Unfortunately, anything based on encryption under a fixed key is easy to invert,
and so this is not sufficient to get what we want.

On the other hand, if we are willing to use modular arithmetic, we can easily
satisfy a different subset of our demands, namely we can build a fast one-way and
one-to-one function by using modular squaring. Actually, for an RSA modulus,
squaring is a four-to-one mapping, but if we constrain the input to be less than
half the modulus, one can only find collisions by factoring the modulus, so this
is “as good as” being one-to-one.

An obvious idea to get all the properties we want is now to combine the two
ideas: first square to get the one-way property and then do AES encryption to
obfuscate the algebraic structure. This results in the following proposal for f
(keep in mind that k is the size (number of bits) of the input to f):

Proposal 1. We assume the size of n is 1025 bits, and we choose another RSA
modulus n′ of size 1024 bits. We let k = 1022 and x be the input, and let Eκ be
AES encryption in CBC mode with key κ. κ1 and κ2 are two fixed AES keys.

– Let u = x2 mod n′.
– Let v = Eκ1(u) = v1‖ · · · ‖v8.
– Let f(x) = Eκ2(v8‖ · · · ‖v1) (notice that the order of the blocks of v is re-

versed).

The specific choice of input and output sizes is just to make sure that inputs are
less than n′/2 and that outputs are less than n.

With this construction of f , we can hash about 128 bytes using two modular
squarings, a multiplication and AES encryption of 256 bytes.

How hard is it for the adversary to break our assumption for this choice of
f? The good news is that the straightforward ways to attack will not work:
the adversary may compute f(x), f(x̃) and try to extract a square root of
±f(x)/f(x̃) mod n, he can try to invert f or he can try to find a collision of
f . All three types of attack are as hard as factoring n or n′.

However, for attacks that choose a and then try to find x, x̃ such that
f(x)/f(x̃) = ±a2 mod n, we can only base ourselves on the heuristic that the
design of f is sufficiently incompatible with arithmetic modulo n for this to be
infeasible.

Proposal 1 is easily adapted to an RSA modulus n of a different size: simply
choose n′ as an RSA modulus smaller than n/2, and ensure 0 ≤ x < n′/2.
Furthermore, the double CBC encryption will have to accommodate a different
number of blocks.

4.2 A Proposal Using a k-Bit Permutation

If a (suitable) k-bit permutation g is available, then one might define f simply
as g(x) ⊕ x. This is a standard method of obtaining a one-way function from
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a (“good”) invertible permutation, see e.g. [19]. For k = 1024 we suggest the
following definition of f .

Proposal 2. Define f as g(x) ⊕ x, where g is defined as follows. Let τ be an
invertible function that transforms the 1024-bit string x into an 8 × 8 matrix
A of 16-bit values. Let Ai be row i of A, and let E be the function operating
on A by replacing Ai with Ei(Ai), 0 ≤ i < 8, where Eκ is the AES encryption
function with key κ. Define a round as

A ← E(A)T

(where (·)T is the transpose operator). Perform 4 such rounds. Finally, let g(x) =
τ−1(A).

Every state bit depends on every input bit after just two rounds. It seems very
hard to identify a useful structure in g or its inverse.

Proposal 2 is easily adapted to, e.g., a 2049-bit modulus as follows: Let x be a
2048-bit input string, and form from x a 16 × 16 matrix of (8-bit) bytes. Define
E as above, only with 0 ≤ i < 16, and perform again 4 rounds as defined above.

5 Performance

Our proposal may be compared to the basic version of VSH [7] (see also Section 6)
as follows: in both hash functions a multiplication and a squaring modulo n must
be performed for each message block, plus an overhead which in the case of VSH
is due to the computation of the product of small primes, and in our case is
due to the evaluation of f . Our hash function is likely to perform better for
one important reason: the size of a message block in our case is up to log2(n)
bits, whereas in the case of (basic) VSH it is the largest number t such that
the product of the first t primes is less than n (in [7], t is estimated to be
approximately log n

log log n ). As an example, with n begin a 1024-bit modulus, the
size of a message block in our hash function may be up to 1024 bits, and in VSH
it would be 131 bits.

There may also be an important difference in efficiency between evaluating f
and computing the product of up to t primes.

There are faster versions of VSH that use larger message blocks and pre-
compute some products of the small primes. These versions require a larger
modulus to be used, and reliably comparing fast VSH with Dakota requires
implementations using similar optimisations, compilers, processors etc. Accord-
ing to measurements presented in [7], fast VSH with claimed security equivalent
to factoring a 1024-bit modulus reaches speeds of around 840 cycles/byte (on a
1GHz Pentium III, which is a 32-bit processor).

The two described versions of Dakota have been implemented with ran-
dom choices of the moduli n (1025 bits) and n′ (1024 bits), the square s and
AES keys κ1 and κ2. We used our own C implementation of AES, which does
not achieve quite the same speeds as, e.g., those of the Crypto++ [8] library.
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Table 1. Speed comparison of Dakota with SHA-256 (see text for details)

Hash function
Approximate speed (cycles/byte)

32-bit 64-bit
SHA-256 20 20
Dakota (Proposal 1) 385 170
Dakota (Proposal 2) 330 170

For large integer arithmetic, the GMP (GNU Multiple Precision) arithmetic li-
brary [13] has been used (version 4.2.2). The implementation was compiled and
run in 32-bit and 64-bit modes, see Table 1 for benchmarks. In the table are
also included benchmarks for the Crypto++ [8] (version 5.5) implementation
of SHA-256 [22]. All benchmarks refer to a test on a 2.4GHz Intel Core 2 Duo
processor. The Dakota implementations were compiled using gcc version 4.1.3
(with optimisation flags -static -O2 -fomit-frame-pointer) in GNU/Linux
Ubuntu 7.10. Further optimisations of the implementations are almost certainly
possible.

We have not performed tests using larger modulus sizes, although in order to
achieve security (with respect to collisions) comparable to, e.g., SHA-256, a mod-
ulus size of about 3072 bits would be needed, according to estimates by NIST [23].

5.1 Montgomery Multiplication

The Montgomery reduction [20] is a means to speed up modular computations.
Let R be an integer, which in our case could be chosen to some power of two.
In a modular multiplication modulo n of integers x and y, one first computes
x′ = xR mod n and y′ = yR mod n. The Montgomery reduction of x′y′ is then
x′y′R−1 = xyR mod n.

In our proposal we are computing a series of values of the form yi+1 =
(f(xi)yi)2 mod n. We will introduce a variant of the Montgomery reduction tai-
lored for our computations.

Let ỹ0 = y0R
3 mod n, then compute the Montgomery reduction of f(x)ỹ0

which yields w = f(x)y0R
2 mod n, then compute the Montgomery reduction of

ww, which is
ỹ1 = (f(x)y0)2R3 mod n = y1R

3 mod n.

This method can be iterated such that given yiR
3 mod n we get yi+1R

3 mod n
using one multiplication, one squaring and two Montgomery reductions. When
all message blocks have been processed in the hash function, the constant R3

can be removed.

6 Related Work

A number of hash functions claiming to obtain provable security have been
proposed in the past. Some examples are now mentioned.
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Goldwasser-Micali-Rivest. Following ideas of [14], a provably collision intractable
hash function can be constructed as described in Section 3 (see also [9]). For
completeness, we describe the construction again here: Let a0, a1 be random
squares modulo RSA modulus n. All values are public, but the factors of n are
secret. Define the compression function h : {0, 1} × Z

∗
n → Z

∗
n by

h(x, y) = axy2 mod n.

It follows that a collision gives a square root modulo n which (with probabil-
ity 1/2) can be used to factor n. Variants that are t times faster have been
proposed [9]; these use 2t public squares and preserve the collision intractability.

VSH. A more recent example of a provably collision resistant hash function is
VSH [7], which is roughly defined as follows. Let n be a public RSA modulus.
Let p1, . . . , pk be public primes such that

∏k
i=1 pi < n. Define the compression

function h : {0, 1}k × Z
∗
n → Z

∗
n by

h(x, y) = y2
k∏

i=1

pxi

i mod n,

where xi is the ith bit of x. The security of this construction relies on the so-
called Very Smooth Square Root Problem, which is connected to the difficulty
of factoring.

Discrete log hash. The discrete log hash, or the Chaum-van Heijst-Pfitzmann
hash function [6] is defined as follows. Let p and q = p−1

2 be large, odd primes.
Let α and β be randomly chosen primitive elements of Zp, such that logα(β) is
hard to find. Define the compression function h : Zq × Zq → Z

∗
p by

h(x, y) = αxβy mod p.

Then it can be shown that a collision for h enables one to compute logα(β).

MASH. The MASH (for Modular Arithmetic Secure Hash) functions [15] are
standardised in ISO/IEC 10118-4:1998. The compression function of MASH-1
is defined as follows. Let n be an RSA modulus, and let the message block be
expanded to x, where the 4 most significant bits of every byte are set to 1111
(except in the final (padding) block, where 1010 is inserted). Let a = f00...00
(in hexadecimal), and let

h(x, y) =
(
((x ⊕ y) ∨ a)2 mod n

)
⊕ y.

In MASH-2, the exponent 2 is replaced by 28 + 1.
The MASH functions fall somewhat outside the category of provably secure

hash functions, since no security proof exists. The claimed security of both these
hash functions is n1/2 for preimages, and n1/4 for collisions.
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7 Conclusion

The Dakota hash function is proposed. The properties of Dakota are that it
reduces the problem of constructing a secure (collision resistant) compression
function to the problem of constructing a function f such that it is infeasible to
find x, x̃, z with f(x)/f(x̃) = ±z2 mod n, given that factoring the RSA modulus
n is infeasible. The function f must be collision resistant and one-way, but it
does not need to compress, and hence it can be injective.

Two proposals for the function f have been given. One combines modular
arithmetic with symmetric encryption, and the other uses only symmetric en-
cryption in the form of the AES encryption function in black-box mode.

For both versions of Dakota, performance is good compared to other hash
functions based on modular arithmetic.
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