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Abstract. Wavelet packet decompositions generalize the classical pyra-
midal wavelet structure. We use the vast amount of possible wavelet
packet decomposition structures to create a secret wavelet domain and
discuss how this idea can be used to improve the security of watermark-
ing schemes. Two methods to create random wavelet packet trees are
discussed and analyzed. The security against unauthorized detection is
investigated. Using JPEG and JPEG2000 compression we assess the nor-
malized correlation and Peak Signal to Noise Ratio (PSNR) behavior of
the watermarks. We conclude that the proposed systems show improved
robustness against compression and provide around 21046 possible keys.
The security against unauthorized detection is greatly improved.

1 Introduction

Fast and easy distribution of content over the Internet is a serious threat to the
revenue stream of content owners. Watermarking has gained high popularity as a
method to protect intellectual property rights on the Internet. For introductions
to this topic see [1,2,3,4,5].

Over the last several years wavelet analysis was developed as a new method
to analyze signals [6,7,8]. Wavelet analysis is also used in image compression,
where better energy compaction, the multi-resolution analysis and many other
features make it superior to the existing discrete-cosine based systems like JPEG.
The new JPEG2000 compression standard [9,10] uses the wavelet transformation
and achieves higher compression rates with less perceptible artifacts and other
advanced features.

With the rising interest in wavelets also the watermarking community started
to use them. Many watermarking algorithms have been developed that embed
the watermark in the wavelet transform domain — Meerwald [11] compiled an
overview.

The pyramidal wavelet decomposition recursively decomposes only the ap-
proximation subband. The wavelet packet decomposition does not have this lim-
itation and allows further decomposition of all subbands. There are special algo-
rithms to select the best decomposition for a specific input. For an introduction
to wavelet packets and the best basis algorithm see [7].
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Wavelet packets have not found too much attention in the watermarking
community yet. Wang [12] uses one non-standard decomposition to embed a
watermark sequence in the middle frequencies of an image. The algorithm by Tsai
[13] uses wavelet packets, but the selection is not specified and no experimental
results are provided. One interesting approach is used by Vehel in [14]. The
wavelet decomposition structure itself is used as the watermark sequence.

In previous work the following techniques to enhance the security of water-
marks have been proposed. Pseudo-random skipping of coefficients has been
proposed by Wang [15] or Kundur [16], but skipping significant coefficients
reduces the capacity of the systems. Fridrich [17] introduced the concept of
key-dependent basis functions in order to protect a watermark from hostile at-
tacks. By embedding the watermark information in a secret transform domain,
Fridrich’s algorithm can better withstand attacks such as those described by
Kalker [18] employing a public watermark detector device. However, Fridrich’s
approach suffers from the computational complexity and the storage require-
ments for generating numerous orthogonal patterns of the size of the host image.
In a later paper Fridrich reduced the computational complexity of the system
[19]. Parametrized wavelet filters were proposed in [20,21] to improve the security
of wavelet based watermarking systems.

In this paper we propose to embed the watermark sequence using a secret
wavelet decomposition and to use the decomposition structure as embedding key.
This protects wavelet-based watermarks against unauthorized detection — the
watermark should only be detectable using the specific wavelet decomposition
that was used for embedding. Section 2 describes the details of our proposed
system. Then in sections 3 and 4 we assess the security against unauthorized
detection and the behavior under JPEG and JPEG2000 compression. We finish
the paper with the conclusions in section 5.

2 Proposed Method

Our system is based on the Wang algorithm proposed in [15]. In the paper the
authors already suggest to keep the wavelet decomposition structure secret, but
no further details or experimental results are provided.

The basic system design is shown in Fig. 1. For the forward wavelet trans-
formation we use a secret wavelet packet tree and then embed the watermark
in the generated wavelet coefficients. After embedding the watermark we apply
the inverse transformation using the same wavelet packet tree to generate the
watermarked image.

The Wang algorithm embeds the watermark sequence based on Successive
Subband Quantization (SSQ), which has been developed by the same authors
[22,23], and is used in the Multi-Threshold Wavelet Codec (MTWC). Within
a selected subband all unselected coefficients Cs(x, y) that are larger than a
threshold Ts are used to embed a watermark element Wk according to

C ′
s,k(x, y) = Cs(x, y) + αsβsTsWk . (1)
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Fig. 1. Basic system design

The two factors αs and βs are used to determine the embedding strength of the
algorithm.

The wavelet packet tree is generated by a random process that depends on
a secret seed number. In the following we will also call this seed number either
simply key or tree number. Two tree numbers that are close together do not
necessarily generate similar trees.

We select a tree number and create a random wavelet packet tree using that
number. This tree number is kept secret and is later needed to extract the wa-
termark. When it is time to detect the watermark we use the secret tree number
to generate the same wavelet packet tree again and extract the watermark se-
quence. Then we apply a normalized correlation calculation to the embedded
and the extracted sequences and determine the likeliness that a watermark was
embedded.

There is a vast number of possible wavelet packet trees. According to [24],
for a decomposition with n+1 levels there are

f(n) =
4∑

i=0

(
4
i

)
· (f(n − 1))i (2)

possible trees ( f(0) = 1 ). For 4 decomposition levels this results in around 265

trees and for 7 levels around 24185 trees are possible.
For all decompositions we use the standard Biorthogonal 7/9 filter.

2.1 Generation of Tree Decompositions

We have three parameters that influence the tree decomposition: the tree num-
ber, the number of decomposition levels and the decomposition method. We im-
plemented two methods to randomly construct a tree. The first method randomly
decomposes the subbands and the second one puts more focus on decomposing
middle frequencies.
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Random Tree Decomposition 1. For this method we initialise a random
number generator with the tree number as seed and then use a 50% probability
for each subband to decide whether it should be further decomposed or not.

This decomposition strategy gives us the full range of possible decomposition
trees, but could also result in trees that are generally not good for watermark
embedding. For example, if the generated tree only applies decompositions to
the detail subbands on all levels, then we are likely to embed the watermark in
a high frequency domain which is more sensitive to image compression.

Random Tree Decomposition 2. We developed this decomposition specifi-
cally for our watermarking system. The focus is on building a wavelet tree that
has a good resolution of the middle and low frequencies, which are best suited
for watermark embedding. No decomposition of the three detail subbands on the
first level (HL1, LH1 and HH1) is performed, only the first approximation sub-
band is further decomposed. Therefore, more emphasis is put on decomposing
in the middle frequencies.

Using this decomposition strategy we basically loose all the trees that are
below the three top-level detail subbands. Therefore we have only around 83521
trees for 4 levels, but still around 21046 trees for 7 levels.

2.2 Embedding Variations

From the security analysis we learn that common subtrees can happen and can
result in high correlation even for wrong tree numbers (see section 3, Figs. 2 and
3). To protect against this problem we implemented two embedding variations
that add another dependency on the tree number. Then two trees can have a
common subtree, but through the embedding variation there are still enough
differences between the two watermarks to make the system secure.

Both embedding variations can also be used with the standard watermark-
ing system. Instead of using the tree number again as seed for the embedding
variation we could use another number and use it as additional key element. But
to limit the complexity of our analysis we simply reuse the tree number for the
embedding variations.

Variation 1 — Tree-Dependent Coefficient Skipping. This first variation
skips a part of the selected significant coefficients, as proposed by Wang [15].
We use 95% of the coefficients that are selected. The disadvantage of coefficient
skipping could be reduced robustness to compression and reduced capacity. We
expect that using 95 percent of the coefficient results in very good robustness
results and does not limit the capacity too severely.

Variation 2 — Tree-Dependent Watermark Shuffling. The second vari-
ation creates a permutation of the watermark sequence before we embed it into
the wavelet coefficients. Depending on the tree number we shuffle the elements
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of the watermark and then embed them into the selected wavelet coefficients.
This variation should not have an influence on the robustness or capacity of the
watermark, because we select the same coefficients for embedding.

3 Security Assessment

For the security assessment we embed a 1000 element watermark with 40dB
PSNR into the Lena image. We use the tree that is generated by the tree number
150000 for embedding and then use a set of keys with which we try to detect
the watermark. The set starts at 100000 and goes up to 200000 in increments
of 50 — giving 2001 measurements. We also compare the behavior for 4 and 7
decomposition levels.

Besides showing the effect of using the wrong key to extract the watermark
we also look at the effect of using the wrong variation. When we embed the
watermark with one of the variations we only want to be able to successfully
extract the watermark with that variation.
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(b) Decomposition 2

Fig. 2. Security assessment with 7 levels and without embedding variation

Fig. 2 compares the response for decomposition 1 and 2 with 7 decomposition
levels without an embedding variation. For decomposition 1 there is one clear
peak at 150000 and low correlation for all other tree numbers. But for decom-
position 2 there is one peak at 150000 and also three other tree numbers with
more than 60 percent correlation. There are also many other tree numbers with
a correlation of around 0.20.

Because for decomposition 2 we do not allow decompositions at the top level
and also have a different probability distribution at the lower levels we have
more common subtrees than in decomposition 1. This leads to more common
sequences in different trees and therefore to higher correlation for the wrong
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(b) Decomposition 2

Fig. 3. Security assessment with 4 levels and without embedding variation

extraction parameters. If two trees are very similar this will lead to the high
correlation we see at the three additional peaks in Fig. (b).

In Fig. 3 we compare the behavior if only 4 decomposition levels are used.
Here we see that also decomposition 1 can create many common subtrees that
lead to high correlation for wrong tree numbers. For decomposition 2 there are
many trees with a correlation of around 0.20. The reason for this exact behavior
is unknown at the moment.
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(b) Incorrect Extraction

Fig. 4. Effect of skipping some coefficients with decomposition 1 and 7 levels

These result were the reason why we introduced the two embedding varia-
tions. Different coefficients should be modified or the same coefficients should be
modified in a different way, even if common subtrees happen. We implemented
the two tree-number-dependent embedding variations described earlier to add
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this feature. Decomposition 1 with a 7 level decomposition has a lower likeliness
of common subtrees and can be used without a variation. But decomposition 2
with 7 levels and both decompositions with only 4 decompositions need one or
both of the variations to protect against common subtrees.

In Fig. 4 we see the effect of embedding variation one — skipping some
coefficients — in combination with decomposition 1 with 7 levels. There is again
one clear peak and the correlation of wrong tree numbers was further decreased.

In Fig. (b) we see what happens when we do not use variation 1 for watermark
extraction. There is low correlation for all tree numbers and the watermark is
not found.
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Fig. 5. Effect of variation 1 on decomposition 2 with 7 levels

In Fig. 5 we see the effect of variation 1 on decomposition strategy 2 with 7
levels. There is only one peak for the correct tree number and the correlation for
the wrong trees is reduced. The introduction of the embedding variations makes
decomposition 2 a useable system.

Fig. (b) shows the result when the wrong extraction variation is used. Again
there is very low correlation for all tree numbers and the correct tree number
can not be found. This shows that the embedding variations can also be used to
further increase the security of the watermark.

4 Quality Assessment

For the quality assessment we embed a watermark with 40dB PSNR and com-
press the watermarked image with JPEG and JPEG2000. We then try to detect
the watermark in the compressed image and measure the correlation. As a mea-
sure of the distortion we use the PSNR of the compressed image.
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To get a good variation of different trees we use tree numbers from 100000 to
200000 with increments of 400. From all those 251 measurements we calculate
the average, maximum and minimum correlation and PSNR.
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Fig. 6. Comparison of the proposed systems with the standard systems under
JPEG2000 compression
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Fig. 7. Comparison of the proposed systems with the standard systems under JPEG
compression

We compare tree decomposition 1 and 2 and expect that tree decomposition 2
will have better results for higher compression rates. The results of the wavelet
packet methods are compared with the standard Wang watermarking system
using the Daubechies 6 and the Biorthogonal 7/9 filters.
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With more subband decompositions we expect that it will be possible to
embed longer watermark sequences compared to the pyramidal decomposition.
To see whether this is true we analyze the image quality with watermark lengths
1000, 5000 and 20000.

Figs. 6 and 7 show the compression behavior of the two different wavelet
packet decompositions in comparison with the standard system with the Bi-
orthogonal 7/9 and the Daubechies 6 filters.

In Fig. 6(a) we see the correlation behavior under JPEG2000 compression.
The performance of decomposition 2 is superior to all other systems and the
wavelet packet system with decomposition 1 is also better than the two standard
systems.
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Fig. 8. Details for tree decomposition 2

Fig. 7(a) shows the JPEG compression results. In this case the difference is
smaller than under JPEG2000 compression. The decomposition 1 system per-
forms slightly better than decomposition 2 and both wavelet packet systems are
above the standard decompositions.

The results for the PSNR performance are shown in Figs. 6(b) and 7(b). All
systems behave very similarly without a significant difference. Therefore we will
not show further PSNR results.

Fig. 8 gives a close look at the results for decomposition 2. This diagram
shows the average, minimum and maximum correlation behavior under com-
pression. The minimum correlation behavior is still very good and the average
is closer to the maximum.

Figs. 9 and 10 compare the performance of decompositions 1 and 2 with 7
decomposition levels for watermarks of length 1000, 5000 and 20000. We see
that under JPEG2000 compression decomposition 2 is the better system for all
watermark lengths. The advantage of decomposition 2 gets bigger for longer wa-
termarks. Fig. 10 shows the results under JPEG compression. For a watermark
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of length 1000 decomposition 1 has a slight advantage, but for lengths 5000 and
20000 decomposition 2 is clearly the better system. In comparison to the pyra-
midal decomposition the wavelet packet systems clearly have a higher robustness
to compression.
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Fig. 9. Correlation comparison under JPEG2000 compression
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Fig. 10. Correlation comparison under JPEG compression

Decomposition 1 with 7 levels shows good security properties even without
embedding variation and good robustness for a 1000 element watermark. For
longer watermark lengths decomposition 2 has significantly better robustness
results, but one of the embedding variations should be used to guard against
common subtrees.
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5 Conclusions

In this paper we described how the wavelet packet decomposition can be used to
enhance the security of wavelet-based watermarking systems. We use the Wang
coefficient selection method and propose two methods for generating random
trees. The first method uses a 50% probability of decomposition for all subbands.
The second method does not decompose the detail subbands on the first level
and puts more emphasis on decomposing in the low and middle frequency range.
The seed for the random number generator is used as key and is kept secret. For
7 decomposition levels we have 24185 or 21046 possible tree decompositions for the
first and the second decomposition method, respectively. We also introduced two
methods to protect against common subtrees that can result in higher correlation
even for the wrong tree number.

Both the security and the quality assessment show that the wavelet packet
systems show better performance than the standard pyramidal system. Decom-
position 1 can be used without embedding variation for 1000 element water-
marks. Decomposition 2 has higher robustness for long watermarks and clearly
outperforms the pyramidal decomposition.

Overall we conclude that a random tree decomposition that focuses on the
low and middle frequency range and uses either coefficient skipping or watermark
shuffling results in a robust and secure watermarking system.
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