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Abstract. In this research we present a new scheme for the generation
of a biometric key based on Automatic Speech Technology and Support
Vector Machines. Keys are produced by making a distinction among the
voice attributes of the users employing hyperplanes. It is described how
the key is conformed and the reliability of the method. We depict an
experimental evaluation for different values of the parameters. Among
the different kernels for the Support Vector Machine, the RBF obtained
the best results.

1 Introduction

Human body characteristics such as fingerprints, retinas and irises, facial struc-
ture, and voice recognition are just some of the many biometric fields being
researched today. These characteristics are unique to each individual, then they
are a good choice for developing biometric keys. The goal of the biometric key is
to produce a password using the intrinsic attributes of some specific user char-
acteristic with the consequence that remembering a complex password would
not be necessary. Since voice is a natural process and it can produce different
utterances in short time, it gives advantages among other biometrics. For in-
stance, to assure user’s identity the system can always request to him a random
passphrase, avoiding the use of recorded voice by an unauthorised person. In this
research we focus on voice and its characteristics to properly develop a reliable
biometric key. This type of key generation has several applications in security
purposes; for instance, biometric authentication and access to networks.

Through the years an extensive research has been done in the voice field. One
of the branches is focused on the Automatic Speech Recognition (ASR), which
deals with the computerised modelling of the human voice to obtain a transcript
of what it is said. The previous research and advances done in the field together
with the SVM techniques act as a basis for this investigation.

The main challenge of this research is to produce a biometric key that should
repeatedly be equal for the same user utterance under certain conditions. Mon-
rose et. al [6] showed a method to produce this key. The main point of their
research was to map the voice features and providing a binary-classifying plane
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generate a descriptor from them. However, it had a serious drawback, the search
of the partition plane was difficult due to the fact that infinite planes were pos-
sible. The key depended strictly on the plane chosen, this means that the key of
the user was unknown until the plane was set. The number of trials to produce
a suitable plane might be too large before obtaining the desired result. A more
flexible way to produce a key is always attractive. Control of the assignation of
the key values can enhance the cryptographic performance. It is also interesting
to explore the possibility to produce a key by the use of an algorithm that can
handle all the voice important attributes without discarding any of them.

In the next section we present our proposal. Section 3 through 5 describe the
fundamental elements of the feature generation and SVM techniques. Section 6
examines the experimental methodology and the final section presents the results
and discusses future research problems.

2 Proposal

The purpose of this proposal is to produce a biometric key from the attributes
of the voice signal and the spoken user passphrase. The imperative challenge lies
in the search of suitable set of planes that can significantly partition the handled
data and give a key as a result.
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Fig. 1. System Architecure

A general view of the mechanism is shown in Figure 1. In the first stage,
speech processing employing Automatic Speech Recognition techniques is used
to extract the model parameters and the sets of phoneme frames of each user
utterance. Manipulating both new sets of data the features are conformed. The
Support Vector Machine classifier (SVM) will produce a new model according
to the kernel and bit specifications. Finally, using the SVM model the key is
generated. Each part will be discussed in the following sections.
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3 Speech Processing

The speech data is processed using Automatic Speech Recognition [11]. ASR pro-
vides two important results for the purpose of this research: an acoustic model
named Hidden Markov Model (HMM) that has the inherent characteristics of
real speech, and a set of phoneme-based segmented data. The HMM can be
seen as a finite state machine, where output distributions are commonly repre-
sented by Gaussian Mixture Densities with means and covariances as important
parameters.

Let P be the set of phonemes, the states and the gaussians will make reference
to this set. The phonemes were chosen as the sound units to be modelled since
its possible to generate larger keys than working with the complete word. CP

will denote the set of the central gaussian of the middle state vectors given by
the HMM. This vector was chosen because the middle state is the most stable
part of the phoneme representation.

4 Feature Generation

After obtaining the phoneme-based segmented data, the segment sets {Ri,j}
where i is the index associated to each phoneme and j is the j-th user, are
conformed. Then, the feature vector is defined as ψi,j = µ(Ri,j) − Ci, where
µ(Ri,j) is the mean vector of the data in the Ri,j segment, and Ci is the matching
phoneme mean vector of the model. Let us denote the universe set as Ψ = {ψi,j |
1 ≤ i ≤ �, 1 ≤ j ≤ n}, where � refers to the number of all the possible phonemes
and n is the number of all users.

Let Dp be a subset of Ψ containing all features related to a certain phoneme
p. Thus, Dp = {ψi,j | i = p, 1 ≤ j ≤ n}. The final subsets Dp are the input to
the following step.

5 Support Vector Machine

This part of our research refers to the Support Vector Machine (SVM) technique
used to produce a key. The SVM was chosen among others because a classifier
that can separate sparse data and tolerate missclassification was needed.

The SVM is a method widely used for classification derived by Vapnik and
Chervonenkis [1, 3]. The goal of basic SVM is to obtain a model of vector clas-
sification in one of two classes. Two stages conform the SVM process: training
and testing. Before the training process, the data should be formatted in vectors,
and each vector is labelled according to its class. The following set of pairs are
defined {xi, yi}; where xi ∈ Rn are the training vectors and yi = {−1, 1} are the
labels, see Figure 2.

For the data depicted in Figure 2 one can obtain a canonical form for (w, b) of
the unique separating hyperplane satisfying yi(wTxi + b) ≥ 1. The extension to
the nonlinear technique consists on the nonlinear mapping of the input data into
a high dimensional space. This transformation is denoted as function φ(x) and
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Fig. 2. Support Vector Machine

allows us to work in a huge dimensional space without doing explicit computation
in this space. Then, the construction of the linear hyperplane is done. For the
nonlinear case, yi[wTφ(xi) + b] ≥ 1, and the optimisation problem is as follows,

min
xi,b,ξ

1
2
wTw + C

l∑

i=1

ξi (1)

subject to yi(wTφ(xi) + b) ≥ 1 − ξi (2)

ξi ≥ 0

where ξi is a slack variable and C is a positive real constant known as a tradeoff
parameter between error and margin.

It is possible to transform Equations 1 and 2 into a dual problem in the
Lagrange multipliers αi. Thus,

l∑

i=1

αi − 1
2

l∑

i=1,j=1

αiαjyiyj〈φ(xi), φ(xj)〉 (3)

l∑

i=1

αiyi = 0, C ≥ αi ≥ 0. (4)

The value of αi ∈ R is close related to the training point xi and it represents
the strength with which that point is associated in the final decision function,
αi can be solved as a quadratic programming (QP) problem. Only a subset of
the points will be associated with a non-zero αi. These points are called support
vectors and are the points that lie closest to the separating hyperplane.

The vectors are mapped into a higher dimensional space by function φ. How-
ever exact specification of φ is not needed: instead, the expression known as
kernel K(xi, xj) ≡ φ(xi)Tφ(xj) is defined. There are different types of kernels,
but the most common are

– linear K(xi, xj) = xT
i xj

– polynomial K(xi, xj) = (γxT
i xj + r)d, γ > 0
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– Radial Basis Function (RBF) K(xi, xj) = e(−γ||xi−xj||2), γ > 0
– Sigmoid function K(xi, xj) = tanh(γxTxj + r)

where γ, r and d are parameters.
The decision function is expressed as

y(x) = sign[
#SV∑

k=1

αkykK(xi, x) + b]. (5)

The parameters of the kernels should be tunned to find the best classifica-
tion of the training data. When convergence is reached, the kernel and its final
parameters are evaluated using Equation 5 and the test data. The statistics can
give a guide on the performance of the classifier and decide to tune or stop.

The Support Vector Machine has been used for several applications, including
biometrics [10, 9]. In this research we employ it for searching a function that can
be able to transform a vector produced by one phoneme to a binary number (key
bit) assigned randomly.

The methodology used to implement the SVM training is as follows. Suppose
that /AH/ is the unique phoneme that can be uttered from all users. The one
bit label {−1, 1} is assigned to each D/AH/. However, if one user utters the
phoneme /AH/ several times, the value of the bit will remain the same. For
instance, f(D/AH/) = 1 will be 1 for the utterances of the same user. The
process is similar for the rest of the users, but the value of the bit f(D/AH/)
can change from user to user. The procedure is generalised for all the phonemes.
Afterwards, the kernel parameters are tunned. In the test stage we evaluate the
model produced by the SVM using unknown data. The statistics are made in
terms of errors per phoneme according to different quantity of users.

As shown, the key is constructed using the phonemes of each word, and a
random bit labeling. If the key has freedom of assignation the entropy grows
significantly. This research considers just binary classes, however, an M -ary
bit labeling per phoneme might be possible for future research. The final key
could be obtained by concatenating the bits produced by each phoneme. For
instance, if a user utters two phonemes: /F/ and /AH/, the final key is K =
{f(D/F/), f(D/AH/)}, thus, the output is formed by two bits.

6 Experimental Methodology

The experiments were performed using the YOHO database [2, 4]. YOHO con-
tains the voice utterances of 138 speakers of different nationalities speaking three
pairs of numbers in each utterance. For instance, ”Thirty-Two, Fourty-One,
Twenty-Five”.

The utterances are processed using the Hidden Markov Models Toolkit
(HTK) by Cambridge University Engineering Department [5]. We employ HTK
as an automatic speech recogniser. The important results of the speech process-
ing stage are the twenty means of the phonemes given by the HMM and the
phoneme-based segmentation of the utterances. The phonemes used are: /AH/,
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/AX/, /AY/, /EH/, /ER/, /EY/, /F/, /IH/, /IY/,/K/, /N/, /R/, /S/, /T/,
/TH/, /UW/, /V/, /W/. The model of each phoneme is composed by three
states, and three gaussians per state. The mean of the central gaussian of the
middle state of each phoneme and the phone-based segments of the utterances
are the input for the feature generator. Following the method already described,
the subsets Dp are formed. It is important to note that the cardinality of each
set Dp can be different since the number of the same phoneme utterances can
vary from user to user. Subsets from each Dp were formed for training and test
SVM phases. For training, the number of vectors picked for generating the model
is the same. Each user has the same probability to produce the correct bit per
phoneme. The number of test vectors that each user provided can be different.

Then, the assignation of {1,−1} is performed. For simulation purposes, a
distribution of equal number of 1’s and -1’s is given among the users. Then,
the data is ready to be classified. SVMLight by Thorsten Joachims was used to
implement the classifier [12]. We explored the performance of the linear, polyno-
mial and RBF kernels. Suitable values of the parameters are choosen to produce
the minimum amount of errors.

7 Experimental Results

One of the first stages in the experimental part was the selection of the param-
eters for the SVM. The behaviour of the SVM is given in terms of the average
classification accuracy on test data for a given number of users. The average
classification accuracy is computed by the ratio

η =
matches on test data for all phonemes and users

number of trials
. (6)

In Figure 3 values for η using the linear (d = 1), polynomial (d > 1), and
RBF (γ = 0.007) kernels are shown. It can be observed that the best results for
the polynomial and linear case are obtained if the value of d is equal to 2 or 3.
As long as d increases, i.e. 5, the accuracy of the SVM is reduced, classification
is not performed for d = 7. Moreover, analysing the RBF kernel, it can easily
concluded that its behaviour is better than the linear or polynomial kernels
although the increment of the number of users reduces the value of η.

The RBF kernel can model closed decision surfaces [8], which may occur in
the speech case in view of the nature of the data. However a deeper research is
suggested. Parameters γ and C must be adjusted in order to maximise η. From
several experiments was concluded that a suitable value of C is 6. To see the
behaviour of the SVM for different values of γ, some experiments were done.
Figure 4 displays such results using C = 6 for 10 users. If γ decreases, it leads to
a smoother decision surface; as γ increases, the variance of the RBF decreases
and produces a narrow support region (increment of the support vectors). The
accuracy has its maximum values when γ = 0.007 and γ = 0.009.

As exposed the RBF kernel is a good solution in the generation of the key
since it can give the maximum values for η, however an extra study should be
done to produce the same effect when incrementing the users.
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8 Conclusion

We have presented a method to produce a biometric key from voice based on a
phoneme segmentation, where one key bit was assigned to each user phoneme.
Combined techniques of ASR and Support Vector Machines have been used
in this work. To our knowledge, Monrose et. al [6] has shown a first method to
produce this key. The main advantage of our approach over Monrose work is that
key bits can be selected and assigned for each user before the partition plane is
computed. Thus, key bits are freely assigned regardless of the parameters value
for the algorithms used in our method.

From the experiments conducted on several groups of users, it is concluded
the feasibility of the use of the SVM to classify data vectors derived from users
voice where the classes are labeled arbitrarily.

Among all the kernels used in the tests, RBF had the best performance, as
discussed. The method to distinguish phonemes of specific users is quite good.
However error correction mechanisms has to be considered in future research
since the bits of the key must not present any error, although the number of
users increment. Adding extra bits for error correction demands more phonemes
in the passphrase but it might reduce the possibility of wrong key production.

Besides, future studies on a M -ary key can be useful to increase the number
of different keys available for each user given a fixed number of phonemes in the
passphrase.
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