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Abstract. Security concern about document images is important since
document images are distributed in large amount both electronically and
physically. They are easily copied and the copyright information is diffi-
cult to identify. In this paper, we present a new algorithm for document
image watermarking, which is based on weight-invariant partition of the
document in the spatial domain, where the weight of a partition is the
average number of pixels in lines within the partition. We discuss the
issues of robustness, security, capacity and fault-tolerance related to the
watermarking method. In order to simultaneously achieve high capacity
and security, the partition method is further improved using the support
vector machine technique. The experiments indicate the soundness of our
method.

1 Introduction

Security issue about digital data has attracted a lot of research attention recently.
In order to protect data against illegal access and unauthorized reproduction,
various kind of methods based on encryption and watermarking have been pro-
posed. The encryption techniques make images invisible to unauthorized users
while watermarking methods make images visible to all users. Many methods
such as [10, 12, 16, 17, 19] have been proposed for general (i.e., gray-scale and
color) image watermarking.

In particular, security concern about document images is important since
document images are distributed in large amount both electronically and physi-
cally. They are easily copied and the copyright information is difficult to identify.
However, most general image watermarking methods are based on “transform-
domain” techniques and are less useful for embedding watermarks into document
images because their modifications tend to be visible and are easily removed by
binarization [13]. Some methods specific for document image watermarking have
been proposed in the literature such as [1, 3, 4, 14].

This paper presents a new algorithm for document image watermarking based
on weight-invariant partition. In the algorithm, we first partition the document
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into several subdivisions. For each subdivision, we make minor modifications such
that some lines are suitable for embedding bits and the weight of the subdivi-
sion (i.e., the average number of pixels in lines within the subdivision) remains
unchanged after the embedding phase. Several important issues related to the
method such as robustness, security, capacity and fault-tolerance are discussed in
detail. In order to simultaneously achieve high capacity and security, the water-
marking problem is further reduced to a classification problem and the support
vector machine technique is applied to solve it.

The rest of the paper is organized as follows: Section 2 describes the new
method for document image watermarking based on weight-invariant partition.
Section 3 describes an improved partition method using support vector machine.
Section 4 shows the experimental results. A summary of work is given in Sec-
tion 5.

2 A New Algorithm for Document Image Watermarking

2.1 Preliminaries

Suppose we want to embed the binary sequence τ into a document. To partition
a document is to divide the whole document into pair-wise disjoint parts. In
the following, we abuse the term “partition” a little: we also let partition mean
the disjoint part in the above definition. Let S(P ) of cardinality n (|S(P )| = n)
denote the set of all text lines in a partition P . The weight w(li) of a text line
li is the number of total pixels in li. The sum weight of P is the sum of weights
of all text lines in S(P ). The average weight A(P ) equals to the sum weight of
P divided by n. We also call A(P ) the weight of the partition P . Let Sin of P
denote the set of text lines with weights between A(P ) ± δ, δ being a positive
integer to be discussed later. Let Sout be S − Sin. The key observation of our
method is that A(P ) of a partition P is not likely to be significantly changed
due to noise. Therefore, A(P ) is a partition modification invariant.

2.2 Embedding and Extracting Bits in a Uniform Partition

First assume that we have eliminated the text lines which are too short, however,
it is not necessary if we can partition the document in a nice way (refer to
Section 3). Informally, a partition P is a uniform partition if half of lines in
S(P ) have weights close to A(P ). From this, we expect that the median and
the mean of weights of lines in S(P ) are roughly equivalent. Therefore, if δ
is appropriately chosen, |Sin| will not be too small and we can embed enough
bits into the partition as follows. We first modify the partition (by adding or
removing at most δ pixels from every line in Sin) so that all lines in Sin have
weights of exactly A + δ or A − δ. We call it standardization process. Suppose
that we have added r pixels in a total (note that r may be negative) through
the process. In order to maintain A(P ) of the partition, we must accordingly
remove r pixels from lines in Sout, which is called flushing. We use late flushing
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strategy, that is, the flushing is delayed till the end of the embedding process.
After the standardization process, τ is sequentially embedded to each line in Sin.
We will further modify the partition only when embedding 0: we add or remove
δ/2 pixels to li such that after modification, li has a weight of exactly A + δ/2
or A − δ/2. To maintain A(P ), r also needs to be accordingly updated during
this process.

We now show how to determine δ. Since half of lines have weights close
to A(P ), we first increasingly sort all lines in the partition according to their
weights and select the middle n/2 lines starting with li ending with lj . Set
δ = min{A− |li|, |lj | −A}. Then we have n/4 lines for flushing for either sign of
r. On the other hand, due to the important fact that δ can be easily computed
by extractor (see below), it need not be fixed and can be determined by various
strategies as long as the embedder can have enough lines in Sout for flushing
without noticeable modifications to the document. Therefore, by varying δ, we
may select other number of lines (e.g., the middle 2n/3 lines) to form Sin.

In the process of flushing, if r < 0, we add r pixels to Sout to maintain A(P ).
Since n/4 lines have weights larger than A + δ in Sout, we can uniformly flush
the pixels to these lines, i.e., 4r/n pixels are added to each of n/4 lines. Clearly
after flushing, the weights of these lines will become even larger than A + δ. We
similarly treat the case for r > 0. Finally note that we will embed 01 before τ to
ensure that at least one 0 and 1 are embedded, which is useful for the extractor.

The process of extracting watermarks from the embedded document is simple.
Since the weight of a partition is not changed by our embedding process, we
can simply search the embedded partition, compute A(P ), and then compute
δ as follows: find the line li such that |A − w(li)| = mink |A − w(lk)|, then
δ = 2|A − w(li)|. With δ, the extraction is straightforward. Since there always
has small noise, we can set up an error-tolerant constant ξ for practical purpose,
i.e., we treat δ ≈ δ ± ξ.

The following principle is applied for adding (resp. removing) pixels to (resp.
from) a text line. We first try to add (resp. remove) pixels to (resp. from) large-
weight characters, and then uniformly modify the remaining characters in the
text line. For a single character, the principle is to modify its boundary. These
strategies usually lead to subtle modification indicated by our experiments.

2.3 Related Issues

A natural question now arises: how can we partition the whole document into
smaller uniform partitions? The simplest way is that we first group a fixed num-
ber (which may be one) of consecutive pages as a partition and then check for the
uniform condition. If the partition is not uniform, it is divided into smaller ones.
This process is repeated until certain partitions are uniform. The main assump-
tion of the above strategy is that a reasonable number of physically consecutive
lines can form a uniform partition, however, this is not always true. Even when
it is the case, partitions formed in this way are usually small (while there are
not many uniform partitions), which greatly limits the capacity for embedding
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bits. Therefore, we propose an improved partition method in Section 3 without
this assumption.

For robustness, we note that the average weight of a partition is unlikely to
be significantly changed due to noise, assuming that the partition itself is large
enough. In addition, we can scale up δ to achieve good robustness, however, it
cannot be raised too much, otherwise the modification would be noticeable. For
higher robustness, we resort to the techniques in fault tolerance, i.e., we can
modify τ by using any error correcting code or simply the repetition code before
the embedding process.

In the following, we propose an improved method for embedding τ using
repetition code. We here only discuss the case where a bit is embedded twice in
a single partition. Assume that at most one copy of a bit can be damaged and
the damaged bit is distinguishable from both 0 and 1. If originally n/2 bits can
be embedded, now only n/4 bits can be embedded if the naive repetition code is
used. We are to describe an improvement by which n/3 bits can be embedded in
the best case. The new strategy is that 0 is embedded as 01, and 1 as 10. Suppose
τ = (1, 1, 1, 1, 1). The sequence is naively embedded as (1, 1, 1, 1, 1, 1, 1, 1, 1, 1),
while it is (1, 0, 1, 0, 1, 0, 1, 0, 1, 0) by the improved strategy. Clearly, the number
of pixels to be flushed is reduced from r to r/2. Suppose originally Cn/2 pixels
are flushed to the largest-weight n/4 lines in Sout, which meets the flushing
limits. Naturally, the flushing limits of the largest-weight n/6 lines in Sout are
Cn/3 pixels. Assuming that Sin is formed by the middle 2n/3 lines, we then
need to replace 2Cn/3 pixels from middle 2n/3 lines to the largest n/6 lines. By
our trick, r pixels can be reduced to r/2 pixels in the best case, therefore, only
Cn/3 pixels need to be flushed to n/6 lines, which is already shown possible!
Hence in the best case, we can embed bits to 2n/3 lines rather than n/2 lines
by the improved embedding strategy. Finally, since noise may usually destroy
consecutive lines, a bit and its complement are embedded as physically far as
possible, e.g., if we want to embed (1, 1, 0, 1, 0) into a partition, we can embed
it as (1, 1, 0, 1, 0, 0, 0, 1, 0, 1).

3 Partition Method Using Support Vector Machine

If the document is not partitioned in a regular way, the watermark will be
more secure, since one must know the partitions before extracting bits from the
document. In addition, we expect that most lines in a partition are similar to
each other in order to embed enough bits. However, it is not easy to achieve
so in general if we always consecutively select lines. Therefore, we would like to
compute the partition composed of logically close lines, which are not necessarily
physically close. For this, we reduce the partition problem to a classification
problem as follows. We first select some featured lines from the document as
training data, then use them to train a support vector machine. Finally, we use
the support vector machine to classify all other lines. We begin with a brief
overview of the support vector machine technique.
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3.1 Brief Overview of Support Vector Machine

The support vector machine (SVM), originally introduced in [5, 20], is a relatively
new supervised machine learning technique which has been successfully applied
to various problems such as face identification, text categorization and database
marketing (see, e.g., [2, 6, 8, 9, 18]). SVM is a systematic methodology with both
theoretical guarantees and practical robustness for pattern classification and
nonlinear regression. Basically, SVM constructs a linear classifier in a feature
space for a given set of binary labelled data through computing the maximal
margin hyperplane that correctly separates the largest fraction of data points
while maximizing the margin between nearest data points called support vectors.

Given a set of labelled training data (x1, y1), (x2, y2), . . . , (xl, yl), xi ∈ Rn,
yi ∈ {−1, +1}, an SVM constructs a linear classifier in a feature space F , which
is nonlinearly related to the input space via a map φ : Rn → F . The classifier is
identified as the hyperplane

w · φ(x) + b

in F such that
1
2
||w||2 + C(

l∑

i=1

ξi)2

is minimized subject to

yi(φ(xi) · w + b + ξi) − 1 ≥ 0

for all i, where C is a constant and the ξi are positive slack variables introduced to
handle the non-separable case. Note that it is a quadratic programming problem
and its Lagrangian dual is

max
∑

i

αiαjyiyjφ(xi) · φ(xj)

s.t.
∑

i

αiyi = 0, 0 ≤ αi ≤ C

Then the decision function to classify a new data point is

f(x) = sgn(
∑

i

αiyiφ(xi) · φ(x) + b)

For computational efficiency, the mapping φ is often implicitly performed using
a kernel function K defined as K(xi, xj) = φ(xi) ·φ(xj). A kernel function must
satisfy: ∫

K(x, y)g(x)g(y)dxdy ≥ 0

for any g(x) (resp. g(y)) such that
∫

g(x)2dx (resp.
∫

g(y)2dy) is finite. In our
problem, we adopt a popular kernel

K(xi, xj) = (xi · xj + 1)p.
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For an in-depth introduction to the support vector machine, we refer the inter-
ested readers to [5].

Since the above technique can only be used to compute a two-class classifier,
we extend it to compute a multiple-class classifier as follows. Given n data points,
we first train SVM by them and obtain two classes, then we recurse on these
two sets respectively until we have n classes.

3.2 Partition Method Based on Support Vector Machine

Since SVM always tries to find the clusters grouping the most similar data
points, we would expect that most lines within a resulting partition have similar
weights and therefore help achieve good capacity. Note that lines in a resulting
partition need not lie close to each other physically in the original document.
Training data for SVM may be a collection of any lines or part of lines in any
place of the document. However, without carefully selected training data, it is
possible that almost all test data are classified into very few classes while the
majority of classes contain almost nothing. In order to “balancedly” classify the
test data, we propose a heuristic for selecting training data as follows. The basic
idea is that we compute some components from the graph corresponding to our
line-selection problem and select from each component a representative node as
a training example. Consider an undirected complete graph G = (V, E) where
every line li in the document becomes a node vi and the weight of the edge
linking vi, vj is (the absolute value of) the difference between the weights of
two corresponding lines li, lj. We want to compute a new graph G′ = (V ′, E′)
where V = V ′ such that there are exactly k (to be specified by user) components
in G′ and each component contains no cycle. Initially, E′ is empty and G′ has
|V ′| components. We always add the longest possible edge (If there is a tie, we
arbitrarily choose one) from G to G′, which can connect two disjoint components
in G′ to form a new component. The algorithm terminates when the number of
components reaches k. Then the training example for each component is selected
as the node where the sum of weights of incident edges in the clique (induced
from G) containing all nodes within that component is minimum. Each training
example is assigned to a unique class, which will be used for training the SVM.

4 Experimental Results

We first carry out the algorithm to embed three sequences τ1 =“01011010”,
τ2 =“00001001”, τ3 =“11011001” into a single uniform partition respectively.
Recall that we need to embed “01” before each τ . The original partition and
the embedded partition (for τ1) are shown in Figure 1. The average line weight
and its standard deviation, the average weight of characters and its standard
deviation are shown in Table 1. From it, one sees that after embedding the
watermarks, the average values of line weight and character weight change only
little while their standard deviation change relatively large. However, we note
that standard deviation does not change very large due to the principle for pixel
addition/removal and the late flushing strategy.
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Table 1. Experiment in a single partition.

Measure Original Embed S1 Embed S2 Embed S3

L.A. 4927 4933 4939 4914
S.D. 242663 290021 329087 361044

C.A. 137 137 137 136
S.D. 261 498 580 547

Table 2. Experiment in a real document.

Original Document Embedded Document

L.A. S.D. L.A. S.D

2623 31932 2620 53587

3404 38627 3409 61091

2498 34910 2492 73840

2010 10354 2016 24119

1567 12538 1565 29573

1859 9952 1856 15960

2519 25906 2518 46938

3021 30854 3016 54829

2294 17891 2293 35082

We next apply the method based on SVM-partition to embed a 128-bit se-
quence into an eighteen-page double-column paper with fault tolerance. We first
preprocess the document such that the document contains only text for experi-
ment. The training data for SVM are selected in the way discussed in Section 3.2
(we select k = 9). The fault-tolerance strategy is the one discussed in Section 2.3.
The average line weight and the standard deviation of the original document and
the embedded document are summarized in Table 2. As before, the average line
weight remains, while the standard deviation differs. Figure 2 shows which par-
tition each indexed line of the document is classified into (Note that we index
lines in the left column followed by those in the right column per page). From
Figure 2 and Table 2, one sees that within each partition, the lines are not al-
ways physically close but the weights of them are close. Therefore, we can embed
enough number of bits into the partitions.

5 Conclusions

In this paper, we propose a partition-based algorithm for document image wa-
termarking. In the algorithm, we first partition the document into several sub-
divisions using support vector machine, which can simultaneously lead to high
capacity and security in our case. For each subdivision, we make minor modifi-
cations such that some lines are suitable for embedding bits. The weight of each
subdivision remains unchanged after the embedding phase and is not likely to
be significantly changed by noise which makes the watermarking method robust.
Our experiments indicate that the method is practical.
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Fig. 1. The original partition (left) and the embedded partition (right).
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Fig. 2. Distribution of lines in partitions.

If we excessively partition the document, e.g., every few words form a subdi-
vision, then the embedded information is fragile, i.e., even slight changes to the
embedded document may destroy the embedded bits. We therefore expect that
our method can be extended for image authentication, which attracts a lot of
research attention such as [7, 11, 15, 21, 22] recently.
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