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Abstract. In this paper we make some observations on the zaps
and their applications developed by Dwork and Naor [13]. We clarify
the relations among public-coin witness indistinguishability (WI),
public-coin honest verifier zero-knowledge (HVZK) and public-coin
special honest verifier zero-knowledge (SHVZK). Specifically, we observe
that the existence of zaps under the existence of one-way permutations
actually strictly separates public-coin WI and public-coin SHVZK
assuming NP � BPP. We also show that public-coin HVZK does
not implies WI assuming the existence of one-way permutations. For
zap-based applications, we present an improved Dwork-Naor 2-round
timed deniable authentication scheme that improves the communication
and computation complexity of the original protocol presented by
Dwork and Naor [13]. Specifically, in the improved protocol the first
message (from the verifier to the authenticator) is independent on the
message to be authenticated by the authenticator.

Keywords: Zap, public-coin honest verifier zero-knowledge, deniable au-
thentication, timed commitment, witness indistinguishability

1 Introduction

Zap, first introduced by Dwork and Naor [13], is itself a 2-round public-coin
witness indistinguishable (WI) proof system for NP. Zaps are a very power-
ful cryptographic tool to significantly simplify many cryptographic tasks. As a
notable example, it is used to achieve the first 2-round timed deniable authenti-
cation scheme [13].

Deniable authentication first appears in [10,12], and is then formalized in [14].
Roughly speaking, a deniable authentication scheme is a public-key interactive
authentication scheme in which an authenticator AP convinces a second party V ,
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only accessing to AP ’s public-key, that AP is willing to authenticate a message
m. However, different from the case of digital signatures, deniable authentication
does not permit V to convince a third party that AP has authenticated m.
That is, there is no “paper trail” of the conversation other than what could be
produced by V alone. Several 4-round timed deniable authentication protocols
appear in [14,15] and the first 2-round timed deniable authentication is presented
by Dwork and Naor in [13].

We remark that before the emergence of zaps, when we use public-coin WI
proofs in fulfilling cryptographic tasks we actually use public-coin special hon-
est verifier zero-knowledge (SHVZK) proofs. Public-coin honest verifier zero-
knowledge (HVZK) and public-coin SHVZK are introduced by Cramer, Damgard
and Schoenmakers [5] and it is shown there that any public-coin SHVZK pro-
tocol is also WI1. Roughly, a public-coin protocol is called honest verifier zero-
knowledge if there is a simulator S such that the output of S on input x is com-
putationally indistinguishable from the real transcript between honest prover
and honest verifier on common input x. A public-coin protocol is called SHVZK
if for any given random challenges of honest verifier the simulator S can take
the given random challenges as inputs and output a transcript that is consistent
with the given random challenges and is computationally indistinguishable from
the real transcript between the honest prover and the honest verifier. We re-
mark that public-coin SHVZK protocols are a very powerful cryptographic tool
and are widely used in numerous important cryptographic applications. As a
notable example, Σ-protocols, which are 3-round public-coin SHVZK protocols
with some special (knowledge-extraction) soundness property, play a critical role
in achieving secure digital signatures in the random oracle model (by using the
famous Fiat-Shamir methodology [18]) and efficient electronic payment systems
[4]. For a good survey of Σ-protocols and their applications, readers are referred
to [7,4].

1.1 Our Contributions

In this paper, we clarify the relations among public-coin WI, public-coin SHVZK
and public-coin HVZK. Specifically, we have the following observations:

Observation 1. The existence of zaps (under the existence of one-way per-
mutations) actually strictly separates public-coin WI and public-coin SHVZK.
Specifically, we show that although any public-coin SHVZK is also public-coin
WI [5], but the zap, which is itself a 2-round public-coin WI proof system for
NP and can be constructed under the existence of one-way permutations, can-
not be public-coin SHVZK assuming NP � BPP. This observation is proven
by showing that only languages in BPP have a 2-round public-coin SHVZK
protocol.
1 The fact that any public-coin SHVZK protocol is also WI is proved in the Proposition

1 of [5]. We note that the Proposition states that any public-coin honest verifier
zero-knowledge (rather than any public-coin SHVZK) is WI. But the proof of the
Proposition in [5] is actually for the public-coin SHVZK case. In this paper we show
that public-coin HVZK does not necessarily imply WI.
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Observation 2. Public-coin HVZK does not necessarily imply WI. Specifically,
we show that under the existence of one-way permutations there exists a 2-round
public-coin proof system for NP that is public-coin HVZK but not WI.

For the first zap-based 2-round Dwork-Naor timed deniable authentication
protocol [13], we have the following observation:

Observation 3. In the first message (from the verifier to the authenticator) of
the 2-round timed deniable authentication scheme [13], the verifier needs to send
a public-key encryption (using the authenticator’s public-key) of the message,
m, to be authenticated by the authenticator. This implicitly means that the
first (verifier’s) message depends on the message to be authenticated by the au-
thenticator. Since in practice the message to be authenticated is normally large
and public-key encryption may also be time-consuming so the inclusion of the
public-key encryption of m may increase both the communication complexity
and the computation complexity. In this paper we observe that the above de-
pendence in the first verifier message can be avoided by using collision-resistant
hash functions.

2 Preliminaries

In this section we recall the definitions and the cryptographic tools used in this
paper.

We use standard notations and conventions below for writing probabilistic al-
gorithms and experiments. If A is a probabilistic algorithm, then A(x1, x2, · · · ; r)
is the result of running A on inputs x1, x2, · · · and coins r. We let y ←
A(x1, x2, · · · ) denote the experiment of picking r at random and letting y be
A(x1, x2, · · · ; r). If S is a finite set then x ← S is the operation of picking an
element uniformly from S. If α is neither an algorithm nor a set then x ← α is
a simple assignment statement.

Definition 1 (interactive proof system). A pair of probabilistic machines,
〈P, V 〉, is called an interactive proof system for a language L if V is polynomial-
time and the following conditions hold:

– Completeness. For every x ∈ L, Pr[〈P, V 〉(x) = 1] = 1.
– Soundness. For all sufficiently large n and every x /∈ L of length n and

every interactive machine B (even with unbounded computational power),
Pr[〈B, V 〉(x) = 1] is negligible in n.

An interactive protocol is called a public-coin system if at each round the
prescribed (honest) verifier can only toss coins (random string) and send their
outcomes to the prover. An interactive protocol is called an argument if the
soundness is only guaranteed for probabilistic polynomial-time (PPT) malicious
provers.

Definition 2 (public-coin HVZK and SHVZK). Let 〈P, V 〉 be a public-coin
interactive protocol (argument or proof) for a language L ∈ NP in which the
prescribed honest verifier V is supposed to send m, m � 1, random challenges,
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and let RL be the corresponding NP witness relation for L. Denote by ci, 1 ≤
i ≤ m, the i-th random challenge of the honest verifier and αi, 1 ≤ i ≤ m + 1
the i-th message of honest prover. We denote by view

P (w)
V (x) a random variable

describing the transcript of all messages exchanged between the honest verifier
V and the honest prover P in an execution of the protocol on common input x
while P has the auxiliary input w.

Such a public-coin protocol is called honest verifier zero-knowledge (HVZK)
if there exists a probabilistic polynomial time simulator S such that for
any sufficiently large x and its witness w (satisfying (x, w) ∈ RL) the
following ensembles are computationally indistinguishable: {S(x)}x∈L and
{view

P (w)
V (x)}x∈L. This public-coin protocol is called special honest verifier

zero-knowledge (SHVZK) if for any sufficiently large x and for any given
random challenges of the honest verifier, c1, c2, · · · , cm, the following en-
sembles are computationally indistinguishable: {S(x, c1, c2, · · · , cm)}x∈L and
{view

P (w)
V (x)}x∈L, where {S(x, c1, c2, · · · , cm)}x∈L is of the following forms:

(x, α1, c1, α2, c2, · · · , αm, cm, αm+1) for the case that the prover sends the first
message, or (x, c1, α1, c2, α2, · · · , cm, αm) for the case that the verifier sends the
first message.

Definition 3 (witness indistinguishability WI). Let 〈P, V 〉 be an interac-
tive proof system for a language L ∈ NP, and let RL be the fixed NP wit-
ness relation for L. That is x ∈ L if there exists a w such that (x, w) ∈ RL.
We denote by view

P (w)
V ∗(z)(x) a random variable describing the transcript of all

messages exchanged between a (possibly malicious) verifier V ∗ and the honest
prover P in an execution of the protocol on common input x, when P has aux-
iliary input w and V ∗ has auxiliary input z. We say that 〈P, V 〉 is witness
indistinguishability for RL if for every PPT interactive machine V ∗, and every
two sequences W 1 = {w1

x}x∈L and W 2 = {w2
x}x∈L, so that (x, w1

x) ∈ RL and
(x, w2

x) ∈ RL, the following two probability distributions are computationally in-
distinguishable by any non-uniform PPT algorithm: {x, view

P (w1
x)

V ∗(z) }x∈L, z∈{0, 1}∗

and {x, view
P (w2

x)
V ∗(z) }x∈L, z∈{0, 1}∗ .

Definition 4 (zap [13]). Under a security parameter n, a zap is a 2-round
public-coin witness-indistinguishable interactive proof system for proving mem-
bership of t ∈ L of length n, where L is a language in NP. Furthermore the first
round (verifier to prover) message, denoted ρ which is assumed to be a random
string, can be fixed once and for all common inputs of length n . Denote by π the
second-round (prover to verifier) response. Formally, a zap satisfies the following
conditions:

– Completeness. Given t and a witness w ∈ WL(x), and a first-round ρ, the
prover, running in time polynomial in |t|, can generate a proof π that will be
accepted by the verifier with overwhelming probability.
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– Soundness. With overwhelming probability over choice of ρ, there exists no
t′ /∈ L and round-2 message π such that verifier accepts (t′, ρ, π).

– Witness-Indistinguishability. Let w, w′ ∈ WL(t) for t ∈ L. Then ∀ ρ, the
distribution on π when the prover has input (t, w) and the distribution on π
when the prover has input (t, w′) are non-uniform polynomial-time indistin-
guishable.

We remark that zaps are a very powerful cryptographic tool to greatly sim-
plify many cryptographic tasks, such as deniable authentication schemes, oblivi-
ous transfer, verifiable pseudorandom generator, concurrent-zero-knowledge, re-
settable zero-knowledge, quasi-polynomial time simulatable zero-knowledge and
so on [13,16,24,26].

Definition 5 (non-interactive zero-knowledge NIZK). Let NIP and
NIV be two interactive machines and NIV is also probabilistic polynomial-time,
and let NIσLen be a positive polynomial. We say that 〈NIP, NIV 〉 is an NIZK
proof system for an NP language L, if the following conditions hold:

– Completeness. For any x ∈ L of length n, any σ of length NIσLen(n), and
NP-witness w for x, it holds that

Pr[Π R←− NIP (σ, x, w) : NIV (σ, x, Π) = YES] = 1.

– Soundness. ∀x /∈ L of length n,

Pr[σ R←− {0, 1}NIσLen(n) : ∃ Π s.t. NIV (σ, x, Π) = YES] is negligible in n.

– Zero-Knowledgeness. ∃ a PPT simulator NIS such that, ∀ sufficiently large
n, ∀x ∈ L of length n and NP-witness w for x, the following two distribu-
tions are computationally indistinguishable: [(σ′, Π ′) R←− NIS(x) : (σ′, Π ′]
and [σ R←− {0, 1}NIσLen(n); Π R←− NIP (σ, x, w) : (σ, Π)].

Non-interactive zero-knowledge proof systems for NP can be constructed based
on any one-way permutation [17]. An efficient implementation based on any one-
way permutation is presented in [21] and readers are referred to [8] for recent
advances of NIZK.

Definition 6 (NIZK proof of knowledge [9]). An NIZK proof system
〈NIP, NIV 〉 for a language L ∈ NP with witness relation RL (as defined above)
is NIZK proof of knowledge (NIZKPOK) if there exists a pair of PPT machines
(E1, E2) and a negligible function ε such that for all sufficiently large n:

– Reference-String Uniformity. The distribution on reference strings produced
by E1(1n) has statistical distance at most ε(n) from the uniform distribution
on {0, 1}NIσLen(n).

– Witness Extractability. For all adversaries A, we have that Pr[ExptE
A(n) =

1] � Pr[ExptA(n) = 1]−ε(n), where the experiments ExptA(n) and ExptE
A(n)

are defined as follows:
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ExptA(n):
σ

R←− {0, 1}NIσLen(n)

(x, Π)←− A(σ)
return NIV (x, σ, Π)

ExptE
A(n):

(σ, τ)←− E1(1n)
(x, Π)←− A(σ)
w ←− E2(σ, τ, x, Π)
return 1 if (x, w) ∈ RL

NIZK proofs of knowledge for NP can be constructed assuming the existence of
one-way permutations and dense secure public-key cryptosystems [9].

Definition 7 (deniable authentication). A deniable authentication scheme
is a public-key interactive protocol in which an authenticator AP convinces a
verifier V who only has access to AP ’s public-key that AP is willing to au-
thenticate a message m. However, deniable authentication does not permit V
to convince a third party that AP has authenticated m. Specifically, a deniable
authentication protocol should satisfy:

– Completeness. For any message m, if the prover (authenticator) and the
verifier follow the protocol for authenticating m, then the verifier accepts.

– Soundness (Existential Unforgeability Against Chosen Message Attack). Sup-
pose that the copies of AP are willing to authenticate any polynomial num-
ber of messages m1, m2, · · · , which may be chosen adaptively by an adver-
sary A. We say that A successfully attacks the scheme if a forger C, un-
der control of A and pretending to be AP , succeeds in authenticating to a
third party D (running the protocol of the original verifier V ) a message
m �= mi, i = 1, 2, · · · . The soundness requirement is that all probabilistic
polynomial time A can succeed with at most negligible probability.

– Deniability (zero-knowledge). Consider an adversary A as above and suppose
that the copies of AP are willing to authenticate any polynomial number of
messages. Then for each A and each message m to be authenticated there ex-
ists a polynomial time simulator that outputs an indistinguishable transcript.

Definition 8 (CCA2-secure non-malleable public-key cryptosystem).
Let Π = (K, E ,D) be a public-key encryption scheme and let A = (A1, A2) be an
adversary. For k ∈ N define

ADVA,Π(k) def= Pr[ExptA,Π(k) = 1]− Pr[ẼxptA,Π(k) = 1]

where
ExptA,Π(k) :

(pk, sk)← K(1k)
(M, s)← A

Dsk(·)
1 (pk)

x←M
y ← Epk(x)
(R,y)← A

Dsk(·)
2 (s, y),

where y is a vector
x← Dsk(y)
return 1 iff (y /∈ y) ∧R(x,x)

ẼxptA,Π(k) :

(pk, sk)← K(1k)
(M, s)← A

Dsk(·)
1 (pk)

x, x̃←M
ỹ ← Epk(x̃)
(R, ỹ)← A

Dsk(·)
2 (s, ỹ),

where ỹ is a vector
x̃← Dsk(ỹ)
return 1 iff (ỹ /∈ ỹ) ∧R(x, x̃)
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We say that Π is secure against chosen-ciphertext attacks in the post-processing
model if for every polynomial p(k): if A runs in time p(k), outputs a valid mes-
sage space M sampleable in time p(k), and outputs a relation R computable in
time p(k), then ADVA,Π(k) is negligible. It is understood that A2 is not allowed
to ask its oracle for the decryption of the challenge ciphertext y.

The above definition is almost verbatim from [1,2]. There are another equiva-
lent definition of non-malleable public-key cryptosystem secure against chosen-
ciphertext attack in the post-processing model (CCA2) [1,2,22].

Definition 9 (indistinguishability of CCA2-secure encryptions). A
public-key encryption scheme (G, E ,D) is indistinguishable under CCA2 attacks
if for every pair of probabilistic polynomial-time oracle machines A = (A1, A2),

|Pr[ExptA(0) = 1]− Pr[ExptA(1) = 1]| < µ(n)

where µ is a negligible function and ExptA(b) is defined as follows for b ∈ {0, 1}:
1. (pk, sk)← G(1n): generate a pair of public key and a secret key.
2. (m0, m1, a)← ADsk

1 (pk), where |m0| = |m1|: A1 receives a decryption oracle
and outputs a pair of plaintexts for the challenge, and state information a
for A2.

3. c← Epk(mb): compute the challenge ciphertext.
4. b′ ← A

D¬c
sk

2 (c, a): A2 receives the challenge ciphertext, access to a (restricted)
decryption oracle (A2 can not ask c to the decryption oracle as a query) and
the state information a from A1, and outputs a guess b′ for b.

5. Output b′.

The general construction of CCA2-secure public-key cryptosystem is first
achieved by Dolev, Dwork and Naor [10] and was refined by Sahai and Lindell
[25,22] by following the technique introduced by Naor and Yung in [23] and using
simulation sound non-interactive zero-knowledge [25,8,22]. The first practical
CCA2-secure public-key cryptosystem is achieved by Cramer and Shoup [6]. A
good survey for this field can be found in [22].

2.1 Using Time in the Design of Protocols

In the following, we introduce the (α, β) time assumption for cryptographic
protocol designs and the timed commitment scheme.

(α, β) (where α ≤ β) time assumption is introduced in [14] which essentially
assumes that all good parties have clocks satisfying the following constraint: for
any two (possibly the same) non-faulty parties P1 and P2, if P1 measures α
elapsed time on its local clock and P2 measures β elapsed time on its local clock,
and P2 begins its measurement in real time after P1 begins, then P2 will finish
after P1 does.

Recent works have shown the power of time in the design of cryptographic
protocols through the use of an (α, β) assumptions [11,12,14,15,3,13,19]. In this
work, we implicitly use time via the timed commitment introduced in [3].
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The following description of timed commitment is almost verbatim from [3].
Let ε be a negligible function, a (T, t, ε) timed commitment scheme for a string
y ∈ {0, 1}n enables Alice (the committer) to give Bob (the verifier) a commit-
ment to the string y. At a later time Alice can prove to Bob that the committed
string is y. However, if Alice refuses to reveal y, Bob can spend time T to forcibly
retrieve y. Alice is assured that within time t on a parallel machine with poly-
nomially many processors, where t < T , Bob will succeed in obtaining y with
probability at most ε. Formally, a (T, t, ε) timed commitment scheme consists of
three phases:

Commit phase: To commit to a string y ∈ {0, 1}n Alice and Bob execute a
protocol whose outcome is a commitment string ζ which is given to Bob.

Open phase: At a later time Alice may reveal the string y to Bob. They execute
a protocol so that at the end of the protocol Bob has a proof that y is the
committed value.

Forced open phase: Suppose Alice refuses to execute the open phase and does
not reveal y. Then there exists an algorithm, called forced-open, that takes
the commitment string ζ as input and outputs y and a proof that y is the
committed value by computing a moderately hard function. Specifically, for
every valid commitment ζ, it is possible, through moderately hard computa-
tion, to recover a pair (y, π) such that π is an easily checked witness to the
fact that ζ is a commitment to y. The set of valid commitments is in NP:
for every valid commitment ζ there is a witness π to the statement “ζ is a
valid commitment to a string that can be recovered through the forced open
phase”. The running time of the algorithm is T . We remark that the forced
open time is relatively large compared to the time of all other operations
in the protocol (such as, constructing ζ, verifying a correctly decommitted
value, verifying future recoverability, etc.). Thus, we think of all other oper-
ations as “easy” while recovery is “moderately hard”.

And, the commitment scheme must satisfy a number of security constraints:

Binding: During the open phase, Alice can not convince Bob that ζ is commit-
ment to y′ �= y.

Soundness: At the end of the commit phase Bob is convinced that, given ζ,
the forced-open algorithm will produce the committed value y in time T .

Privacy: Every PRAM algorithm A whose running time is at most t for t < T
on polynomially many processors, will succeed in distinguishing y from a
random string r, given the transcript of the commit protocol as input, with
advantage at most ε. In other words,

|Pr[A(transcript, y) = “yes”]− Pr[A(transcript, r) = “yes”]| < ε(n)

where the probability is over the random choice of y and r and the random
bits used to create ζ from y during the commit phase.
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3 Public-Coin WI vs. Public-Coin HVZK and
Public-Coin SHVZK

In this section, we clarify the relations among public-coin WI, public-coin HVZK
and public-coin SHVZK. It is well-known that any public-coin SHVZK protocol
is also public-coin WI [5]. In this section, we show that the existence of zaps for
NP (under the existence of one-way permutations) actually strictly separates
public-coin WI and public-coin SHVZK. We also show that public-coin HVZK
does not imply public-coin WI assuming the existence of one-way permutations.

Theorem 1. Assuming one-way permutations exists and NP � BPP, there
exists a public-coin proof system for NP that is WI but not public-coin special
honest verifier zero-knowledge.

Proof. We first note that the zap [13] is itself a 2-round public-coin WI proof
for NP and can be constructed under the assumption that one-way permuta-
tions exist. Then all the left is to show that zaps cannot be public-coin SHVZK
assuming NP � BPP. Actually, using the idea of [20] we can show the following
lemma.

Lemma 1. Let L be a language for which there exists a 2-round public-coin
SHVZK proof system, then L ∈ BPP.

Proof. For any language L that has a 2-round public-coin SHVZK proof system,
suppose S be the special honest verifier zero-knowledge simulator. We construct
a BPP machine M that decides L as follows.

On common input x, machine M randomly chooses a random string r and
runs S(x, r). If S(x, r) outputs an accepting conversation in polynomial time
then M decides x ∈ L, otherwise, x �∈ L.

Completeness of M: If x ∈ L, then according to the completeness of the
underlying 2-round public-coin SHVZK proof system, the conversation between
honest prover and honest verifier on x will be an accepting one with overwhelm-
ing probability. Then according to the definition of public-coin SHVZK, S(x, r)
will also generate an accepting conversation in polynomial time with overwhelm-
ing probability, and so M decides correctly x ∈ L with overwhelming probability.

Soundness of M: If x �∈ L, then S(x, r) cannot generate an accepting
conversation in polynomial time with non-negligible probability since otherwise
it will violate the soundness of the underlying 2-round public-coin SHVZK proof
system. This means that if x �∈ L then M will correctly decide x �∈ L with
overwhelming probability. �

The theorem follows from the above lemma. �
Although 2-round public-coin SHVZK proofs cannot exist for non-trivial

languages (out of BPP), there do exist 2-round public-coin HVZK proofs for
NP assuming the existence of one-way permutaions. Furthermore, such 2-round
public-coin HVZK proofs cannot be public-coin WI.
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Theorem 2. Assuming the existence of one-way permutations, there exists a 2-
round public-coin proof system for NP that is public-coin HVZK but not public-
coin WI.

Proof. We first note that there exists a transformation that from any 2-round
public-coin HVZK protocol for a language L produces another 2-round public-
coin protocol for same language L that is still HVZK but not WI. Given a
2-round public-coin HVZK protocol, the idea is just to modify the given HVZK
protocol so that the prover outputs the witness if the verifier’s first message are
all zeros. This modification does not hurt the ZK property with respect to honest
verifier but it’s certainly not WI.

Then all the left is to present a 2-round public-coin HVZK protocol for NP
under the assumption that one-way permutations exist. Let 〈NIP, NIV 〉 be
a non-interactive zero-knowledge proof system for NP that can be constructed
assuming the existence of one-way permutations. Consider the following 2-round
public-coin proof system 〈P, V 〉 for NP:

Round 1. On common input x of length n, V randomly selects a string r from
{0, 1}NIσLen(n) and sends r to P .

Round 2. Using r as the common random string, P gives back a non-interactive
zero-knowledge proof that there exists a w such that (x, w) ∈ RL. Specifi-
cally, P sends back NIP (x, r) to V .

The completeness and soundness of 〈P, V 〉 is followed from the completeness
and soundness of the underlying NIZK system.
〈P, V 〉 is public-coin HVZK by observing that the non-interactive zero-

knowledge simulator of 〈NIP, NIV 〉 is also an honest verifier zero-knowledge
simulator for 〈P, V 〉. �

4 Improved Two-Round Timed Deniable Authentication

We now describe our improved 2-round deniable authentication scheme. We re-
mark that the following three cryptographic tools play a critical role in the
original Dwork-Naor 2-round timed deniable authentication [13]: non-malleable
public-key cryptosystem secure against chosen-ciphertext attacks in the post-
processing model, zap and timed commitment. Besides the above three crypto-
graphic tools, in this paper we also use collision-resistant hash functions which
map strings of different lengths to short, fixed-sized output. Informally, a func-
tion H : {0, 1}∗ → {0, 1}l is collision-resistant if it is infeasible for any (non-
uniform polynomial-time) adversary to find two strings x and x′ such that
H(x) = H(x′). Collision-resistance is a basic property of cryptographic hash
functions, such as MD5 or SHA-1. We remark that hashing is a much faster op-
eration in comparison with public-key encryption and even with block ciphers.

Let AP be the authenticator and V be the verifier. The AP has a public-
key E1, E2, ρ, H, where E1 and E2 are public encryption keys chosen according
to a public-key cryptosystem generator that is non-malleable against chosen-
ciphertext attacks in the post-processing mode, ρ is a first-round message of a zap
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and H is a collision-resistant hash function: {0, 1}∗ → {0, 1}n. AP ’s private-keys
are (D1, D2) corresponding to (E1, E2). The verifier V uses a timed commitment
scheme denoted TC.

Round 1. The verifier chooses random strings y0, y1, r from {0, 1}n and sends
to the authenticator c ∈R E1(r) and timed commitments ζ0 ∈R TC(y0) and
ζ1 ∈R TC(y1). In addition, using ρ, the verifier gives a zap π that at least
one of the ζi is valid. Finally, the verifier also sends to the authenticator a
first-round message ρ′ for a zap.

Round 2. The authenticator checks the zap (ρ, π) and aborts if verification
fails. Otherwise, let m be the message to be authenticated, the authenticator
computes H(m) and sends to the verifier m, η ∈R E1(r⊕H(m)), δ ∈R E2(s)
for a randomly chosen s in {0, 1}n. Using ρ′, the prover sends a zap π′ that
at least one of the following holds: η ∈ E1(r ⊕ H(m)) or s ∈ {y0, y1}. The
witness used in creating π′ is the set of random bits in creating η.

The verifier V accepts if and only if both (1) the zap (ρ′, π′) is accepted and (2)
AP ’s response is received in a timely fashion, satisfying in the following (α, β)
timing constraint.

(α, β)-Timing constraint: AP ’s Round 2 message must arrive within time
α on V ’s local clock from the time at which V sent its Round 1 message. α and
β are chosen to satisfy α ≤ β and β + γ < T , where the value T is the time
below which it is safe to assume that the timed commitment cannot be broken,
even by a PRAM, and γ is an upper bound on the time it takes to create a zap
by a program that is given a witness. For completeness, α must be sufficiently
large to permit the necessary computation by AP , and the round-trip message
delay.

Theorem 1. The above protocol is a 2-round timed deniable authentication
scheme.

Proof.
The completeness can be easily checked. Here we only focus on soundness

and deniability of the scheme.
Soundness. After having asked the authenticator to authenticate any poly-

nomial number of messages m1, m2, · · · , suppose the adversary is trying to
forge a message m, m �= mi, i = 1, 2, · · · . Then, for a Round 1 message
(E1(r), TC(y0), TC(y1), π, ρ′) received from the verifier, there are three cases
for the adversary to successfully respond it:

Case 1. H(m) = H(mi), for some i = 1, 2, · · · .
Case 2. H(m) �= H(mi), i = 1, 2, · · · , and the zap (ρ′, π′) is created by using

H(m)⊕ r as the witness.
Case 3. H(m) �= H(mi), i = 1, 2, · · · , and the zap (ρ′, π′) is created by using

yi, i ∈ {0, 1}, as the witness.

It is clear that the probability for the adversary succeeds in Case 1 is negli-
gible due to the collision-resistance property of the hash function used. By the
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non-malleability of E1 the adversary also cannot compute out H(m) ⊕ r, oth-
erwise, the adversary can completely break E1. So the probability of Case 2 is
also negligible. In the following, we focus on the analysis of Case 3.

According to above arguments, we know that given that the adversary suc-
cessfully provides the zap (ρ′, π′), with overwhelming probability it is the case
that s = yi for some i ∈ {0, 1}. Furthermore, the adversary responds in a timely
way satisfying the timing constraints specified above. Then, together the adver-
sary and the real authenticator (who knows the corresponding decryption-key of
E2, D2) we can construct a non-uniform PPT algorithm that breaks the timed
commitment scheme TC with probability negligibly close to 1/2 as follows: given
TC(y), choose y′ at random and give TC(y′); then, using the witness based on
y′, give a zap that at least one of TC(y) or TC(y′) is recoverable. By definition,
such a zap can be constructed within time γ. If the adversary successfully gives
back the Round 2 message (m, η, δ, ρ′, π′) within time α, then with probability
negligibly close to 1/2 we will get y by decrypting δ. This means that TC has
been broken in time at most β + γ < T , which contradicts the privacy property
of the timed commitment used. Thus, the probability of Case 3 is also negligible.

Deniability. For each message m to be authenticated, after receiving
(E1(r), TC(y0), TC(y1), π, ρ′) from the verifier the simulator first check the zap
(ρ, π) and aborts if verification fails. Otherwise, the simulator freezes the clocks
and extracts from TC(y0) and TC(y1) either y0 or y1 by using the forced-open
algorithm of the timed commitment. It then creates E1(r′) for a random r′ and
creates E2(yi) and uses it as a witness to a zap π′ that η ∈ E1(H(m) ⊕ r) or
s = yi.

Now consider four classes of transcripts: they differ according to the values
encrypted by E1 and E2 and which witness is used in creating the zap π′: H(m)⊕
r or yi.

1. (E1(H(m) ⊕ r), E2(s), π′(H(m) ⊕ r)), where s is a random string and
π′(H(m) ⊕ r) denotes that the zap π′ is created using H(m) ⊕ r as the
witness.

2. (E1(H(m)⊕ r), E2(yi), π′(H(m)⊕ r)).
3. (E1(H(m)⊕ r), E2(yi), π′(yi)).
4. (E1(r′), E2(yi), π′(yi)).

The real transcripts are the first class. The simulator outputs the fourth
class. Class 1 is indistinguishable from Class 2 according to the indistinguisha-
bility of public-key cryptosystem secure against chosen-ciphertext attacks in
the post-processing model. For the same reason, Class 3 is also indistinguish-
able from Class 4. Class 2 and Class 3 are indistinguishable by the witness-
indistinguishability of zaps. Hence Class 1 and Class 4 are computationally in-
distinguishable. �

We comment that the main difference between our protocol and the original
Dwork-Naor scheme is that in the original protocol of Dwork and Naor [13] the
verifier sends E1(m◦r) rather than only E1(r) as in our protocol. This means the
dependence of the first verifier message in the original scheme (on the message
to be authenticated) is avoided.
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