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Abstract. The localization of employees in the industrial environment plays a
major role in the development of future intelligent user interfaces and systems.
Yet, localizing people also raises ethical, legal and social issues. While a precise
localization is essential for context-aware systems and real-time optimization of
processes, a permanently high localization accuracy creates opportunities for
surveillance and therefore has a negative impact on workplace privacy. In this
paper, we propose a new concept of a multi-level localization system which tries
to find a way to meet both the technical requirements for a localization with a
high accuracy as well as the interests of employees in terms of privacy. Depending
on the users’ location, different localization technologies are used, that restrict
the accuracy to the least required level by design. Furthermore, we present a
prototypical implementation of the concept that shows the feasibility of our multi-
level localization concept. Using this system, intelligent systems become able to
react on employees based on their location without permanently monitoring the
precise user location.
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1 Introduction

Driven by the ongoing digitization and automation in the industrial sector, we are
currently experiencing a significant increase in the complexity of production plants and
manufacturing processes. This growing complexity requires the development of intel-
ligent user interfaces in order to support workers in the regulation and execution of
production processes [1]. The term intelligent hereby describes the ability of a user
interface to extensively adapt to a usage context, i.e. to a specific user, task and available
tools. The development of intelligent user interfaces requires detailed information about
the environment and the location of existing dynamic entities. Therefore, a central
requirement for the realization of such intelligent user interfaces will be an effective and
robust indoor localization of dynamic entities such as machines, vehicles, tools, material
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boxes and workers. This kind of information can be used to define environmental situa-
tions and to regulate production processes. The localization of dynamic entities is
already working on a coarsely level today, i.e. based on light barriers or radio-frequency
identification (RFID) readers.

However, for the development of future intelligent user interfaces, which aim to
support people in the industrial context, more detailed contextual information is neces-
sary than currently available. For the ideal assistance of users, better sensors and a
comprehensive data base are needed to exploit the potential of intelligent user interfaces.

While there are a lot of technical systems are available, which offer a large number
of different entities to be localized, the localization of people in the working environment
poses numerous ethical, legal and social questions [2—4]. The localization and identifi-
cation of users in the environment of such systems is often avoided in order not to conflict
with the aforementioned aspects. In many cases, however, this extensive localization
would be desirable to provide user interfaces that have some intelligence. For example,
an automatic rescheduling of processes could occur as soon as the position of certain
employees indicates that a process is not working according to plan. Based on this
rescheduling, in the future, assistance systems could automatically order employees to
different locations in plants and provide support for the elimination of process devia-
tions. Before these future scenarios can be realized, however, privacy-preserving local-
ization concepts have to be developed which meet both the technical requirements and
the interests of employees [5].

In this paper, we take a first step towards this development: we propose a concept
for a multi-level localization system that limits the accuracy of the localization to a
necessary level depending on the location of a user. To demonstrate the feasibility of
our concept, we describe a first implementation that has been carried out and tested in
the SmartFactoryOWL [6].

The remainder of the paper is organized as follows: in part two, we will give an
overview on privacy aspects and indoor localization technologies. In part three we
present our concept for a localization system to locate workers in industrial surroundings
in a reasonable manner, while preserving their privacy as best as possible. In part four
we discuss the details of the implementation of a first prototype. Finally, we give a
summary and an outlook on future work in part five.

2 Related Work

2.1 Workplace Privacy

The continuous digitization and the consequent integration of new technologies in indus-
trial environments allows companies to perform a comprehensive collection and recording
of production-related and employee-related data. From an employer’s perspective, this
provides significant benefits for optimizing productivity, enhancing security, and safe-
guarding the interests of a company [7]. But, from an employee’s point of view, this kind
of data collection is very likely to be seen as a form of monitoring which opens up various
possibilities for performance measurements and other evaluations [8, 9]. These circum-
stances result in a general conflict with respect to the privacy of employees at the
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workplace, which has already been investigated and discussed in numerous publications
both from legal [8-10], ethical [11, 12] and technological perspectives [7, 13]. In this
context, privacy can be seen as a sphere of freedom and anonymity in which an individual
can move and act freely without having to justify his activities to others.

From a legal perspective, the claim to privacy in the workplace is enshrined in different
depths in the legislation of different countries. Thus, the case law in European countries
contains a much higher and more clearly defined claim to privacy than, for example, in the
US [7]. However, the question arises whether the relevant case-law needs to be adapted to
modern circumstances, such as the increasing digitization in industrial environments [8].

In the future, a certain trade-off will be necessary in order to meet both the interests of
the employees in terms of privacy at the workplace as well as the requirements of
employers for an effectively usable localization of workers in the industrial environment.

2.2 Localization in Industrial Environments

Over the years, numerous localization technologies have been developed with focus on the
localization of dynamic entities in industrial environments. Besides the localization of
vehicles, boxes, tools and other materials, most of these systems also technically permit the
detection of persons in industrial environments [14].

Many different localization technologies have been developed and evaluated and
existing localization technologies for the detection and tracking of dynamic entities in the
industrial environment have been described and discussed in various publications [15—18].
According to [16], localization technologies used in the industrial sector can be classified
into one of three basic categories: wireless-communication localization technologies or
wave propagation localization technologies [14], dead reckoning localization technologies
or even motion sensing localization technologies [19] and scene analysis localization tech-
nologies [20]:

The group of wireless-communication localization technologies, also known as wave
propagation localization technologies, include systems based on different radio technolo-
gies such as Wi-Fi, ultra-wideband (UWB) or Bluetooth, as well as infrared technologies
and ultrasound technologies. These systems use the characteristics of wave propagation,
e.g. the phase or angle of a signal to determine the distance between transmitters and
receivers. The systems differ by using active and passive tags as well as by the number of
available sensors to determine the position.

The group of dead reckoning localization technologies, or motion sensing localization
technologies, on the other hand, include localization systems based on inertial measure-
ment units (IMU), which are usually integrated in mobile devices. These measuring units
use the data of various motion sensors such as acceleration sensors and gyroscopes as well
as digital compass sensors to determine a localization based on the detected movements.

Finally, the group of localization technologies based on scene analysis methods
includes systems that capture the characteristics of an environment via video streams or
electromagnetic sensors. Localization is done by performing pattern recognition methods
based on comparative data. Even though especially video camera-based systems can offer
a wide range of applications for indoor localization, they potentially give employees the
impression of permanent supervision by the employer.
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2.3 Privacy-Aware Localization in Industrial Environments

From a technical perspective, most of the existing localization technologies for indoor
localization in industrial environments are usable for the tracking of employees. While from
atechnological perspective a high precision of a localization system is desirable, the design
of a localization system might be influenced by requirements counting against this high
accuracy. Localization of people within an industrial environment is a sensitive topic in
terms of privacy and the possibilities of locating employees creates a huge conflict of
interests: on the one hand, the information about the position of employees inside an indus-
trial area can be used to optimize production processes, so from a perspective of work
organization a high localization accuracy is required. On the other hand, the system has to
take into account the need of the employees in terms of not being observed (or surveilled).
A user study presented in [21] shows that privacy is a huge concern, when designing local-
ization systems. Users of localization system stated that they “wished to have complete
control over the visibility of their location” [21]. That implies from a human-centered
design perspective that localization systems have to be designed in a way to communicate
to its” users the current state of observation possibilities.

Given the mentioned conflict and design recommendations from previous user studies,
it is remarkable, that only few publications take into account, how to design localization
systems for privacy-awareness.

The current state-of-art for the localization of persons in the industrial environment are
systems based on tags or identity cards using radio-frequency identification (RFID) tech-
nology. These tags or cards have to be actively swiped by user at a particular reader unit to
register the user at a certain location. A similar, but technically different, approach is the
use of barcodes, that have to be scanned by a user to indicate a location [22]. The
mentioned technologies are particularly suitable for the localization of employees in order
to record the presence or absence in a production area without determining the exact posi-
tion. Since they require active gestures, users are possibly aware of being registered at a
certain location.

One location system explicitly designed for privacy was the Cricket location-support
system, a mobile system based on radio and ultrasonic beacons [23]. The system does not
have a central management. Instead, mobile devices determine their own location and
users can control, if this information should be shared to other instances. The decentral
nature of the system could be used for industrial localization systems as well; however, it
requires explicit interactions by the user to share a particular location in a similar way to the
use of RFID smartcards or tags.

3 Conceptual Approach

Based on the previously described context, a concept for a privacy-preserving localiza-
tion of workers in industrial environments should consider at least the following aspects:
The accuracy of localization (1), the access to localization data (2), the location of data
processing (3), duration for storing localization information (4) and the privacy of
workers (5).
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In order to limit the accuracy of a localization, our concept for a privacy-aware
localization of workers in industrial environments follows a multigranular approach.
This means that the accuracy of the localization is technically reduced to a necessary
level and adapted to the specific location of a worker. Such an adjustment could theo-
retically be realized by a software-side limitation of a localization system with high
accuracy. With regard to the interests of the employees, however, we propose a hard-
ware-side limitation by implementing multiple levels of localization based on different
technologies (multi-level design). While the specific number of localization levels is
directly related to the individual usage context, we suggest a multi-level localization
system to include at least three levels to cover the relevant requirements for the devel-
opment of intelligent user interfaces (Fig. 1):

e Level 1: The first level of localization is intended to capture the presence or absence
of employees in a production area without tracking the movements within the envi-
ronment. This localization can be implemented in the form of an identification
process, which is carried out when entering or leaving the specific area.

o Level2: The second level of localization is intended to track the movement of workers
across large-scale environments in order to detect their presence in specific areas such
as the immediate environment of an automated production plant.

e Level 3: The third level of localization is intended to capture the exact position and
the viewing direction of a person in a spatially limited area. The captured data can
be used to customize user interfaces in the viewing direction of a worker in order to
provide him/her with relevant information.

o E

Fig. 1. Example for the different levels of the multi-level localization system.

Regarding the access to the localization information, we propose the communication
to be initialized and controlled by the localization systems. In this way, any external
access to the raw data will be prevented. Furthermore, we suggest the first stages of data
processing to be implemented on side of the localization systems to limit the information
density. Additionally, the data retention period should be kept relatively short in order
to prevent automatic adaptions of production systems based on outdated data.
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4 Prototypical Implementation of a Multi-level-Localization
System

In order to evaluate our concept, we implemented a prototypical multi-level localization
system based on three different localization technologies: An RFID reader (first level),
an UWB real time localization system (second level) and an optical system based on a
depth cameras (third level). The system is installed for evaluation purposes inside the
SmartFactoryOWL, a demonstration factory for industrial automation and digitization
in Lemgo, Germany [6].

4.1 First Level of Localization

For the first level of localization, we used a system based on a RFID reader and person-
alized tags or identity cards to detect the presence or absence of workers in the production
area. The system was implemented based on a Raspberry Pi (RPi) and a RFID breakout
board (MFRC522), which is connected to the RPi via the general-purpose input/output
(GPIO) pins. The RFID reader is located at the entry to the manufacturing area. The
system was integrated into the local area network of the SmartFactoryOWL to commu-
nicate with a central logistics system (see Subsect. 4.4) (Fig. 2).

Fig. 2. The prototypical RFID reader (left) and the associated tags and identity cards (right).

4.2 Second Level of Localization

For the second level of localization, we used an Ubisense UWB real-time localization
system which is installed inside the SmartFactoryOWL. It consists of eight sensors,
which are mounted under the roof of the production area (Fig. 3 left), and multiple active
tags (Fig. 3 right). The data from the eight sensors are transferred via one specific root
sensor to a Linux-based webserver, where the location messages are decrypted and
stored within an SQL database. This database is queried by an RPi (we reuse the RPi
from the first level of localization) and the latest data is retrieved and provided as a data
stream to the central logistics system (see Subsect. 4.4).
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Fig. 3. A sensor of the UWB-system (left) and the associated tags (right).

4.3 Third Level of Localization

According to our concept, the third level of localization is used to capture the position
and the viewing direction of a user in a spatial limited area. The system is implemented
using a Microsoft Kinect V2 depth-camera and a face-tracking algorithm provided by
the Microsoft Face Basics API. The camera is mounted on top of a display at one of the
demonstrators, which shows the current state of the factory. Depending on the current
user/users (e.g. shop floor worker, management) information is displayed. The face-
tracking can be used to enable an interaction with the data visualizations, e.g. accordion
panels can be expanded by looking at them.

In order to identify the persons to be captured in the viewing area of the camera and
to distinguish them from other persons not to be captured by the overall system, it was
necessary to transfer the collected position data into the coordinate system of the UWB
system used for the second level of localization system in order to make them compa-
rable. For this purpose, the exact position of the camera in the coordinate system of the
UWRB system was determined as part of a test measurement by means of a UWB tag and
offset with the position data. On this basis, a comparison of the positions of the UWB
tags with the positions of the captured faces can achieve a unique assignment (Fig. 4).

Fig. 4. Area of the third level localization in the SmartFactoryOWL (left). The localization is
done by using a Kinect depth camera system on top of a display (right).
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4.4 Integration and Central Logistic System (ISIPlus®)

In order to create a realistic industrial scenario, we used a commercial logistic software
tool (ISIPlus®) from ISI-Automation GmbH & Co. KG! that aggregates all localization
data. The logistic system collects and visualizes the positioning data from the different
localization levels. The communication between the localization systems and the
ISIPlus® system was implemented via individual TCP socket connections (see Fig. 5).
In order to restrict any external access to the localization information, the communica-
tion channels were initialized by the localization systems. We used a general data struc-
ture in order to handle the incoming data.

Connected via
RFID Reader GPIO pins
Ulﬂ.:.;;se Connected via Connected via |
WLAN LAN
Server

Optical Connected via
System LAN

Fig. 5. Overview of the communication of the overall system.
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Fig. 6. Prototypical user interface (localization manager) of the ISIPlus® system at the
demonstrator in the SmartFactoryOWL.

Figure 6 shows the “localization manager” — a prototypical user interface with a

table-based and a graphical-based visualization of the present users detected by the
system, their positions and their current localization level. Using this interface, people

! https://www isi-automation.com .
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can be located with a necessary accuracy. Internally, the data can be used in the ISIPlus®
system to optimize logistic processes or production planning.

S Summary and Outlook

In this paper, we presented our concept and a first prototype implementation for a multi-
level localization system for intelligent user interfaces. We showed the feasibility of
such a system that restricts the localization accuracy according to the position of a user
in order to ensure workplace privacy on one hand and localization opportunities for the
implementation of intelligent user interfaces on the other hand.

In addition to the already existing user interface, we will implement several other
potential applications in a prototypical way in a next step and evaluate the overall system
within user studies to get insight about its usability and perceived user experience. In
addition, the system is to be integrated in the future as a demonstrator in the leadership
of the SmartFactoryOWL, through which experts from research and industry, as well as
other interested persons on the subject of industrial digitization and automation can
inform. On the basis of a long-term written survey of this specialist audience, further
findings are to be collected for further optimization of the concept.

Acknowledgement. This work is funded by the German Federal Ministry of Education and
Research (BMBF) within the context of the top-level cluster “Intelligente Technische Systeme
OstWestfalenLippe (it's OWL)” for project “Verbundprojekt: Nachhaltigkeitsmafnahme
Technologietransfer (itsowl-TT); Teilprojekt: Durchfithrung fokussierter Transferprojekte;
Transferprojekt: Multi-Level-Lokalisierung von Nutzern fiir Intelligente Benutzerschnittstellen
(itsowl-TT-IUILocal)” under grant number 02PQ3062.

We thank our colleague Henrik Mucha for the visualization of our concept (Fig. 1)

References

1. Fellmann, M., Robert, S., Biittner, S., Mucha, H., Rocker, C.: Towards a framework for
assistance systems to support work processes in smart factories. In: Holzinger, A., Kieseberg,
P., Tjoa, A.M., Weippl, E. (eds.) CD-MAKE 2017. LNCS, vol. 10410, pp. 59-68. Springer,
Cham (2017). https://doi.org/10.1007/978-3-319-66808-6_5

2. Lahlou, S., Langheinrich, M., Récker, C.: Privacy and trust issues with invisible computers.
Commun. ACM 48(3), 59-60 (2005)

3. Sack, O., Rocker, C.: Privacy and security in technology-enhanced environments: exploring
users’ knowledge about technological processes of diverse user groups. Univ. J. Psychol.
1(2), 72-83 (2013)

4. Rocker, C., Feith, A.: Revisiting privacy in smart spaces: social and architectural aspects of
privacy in technology-enhanced environments. In: Proceedings of the International
Symposium on Computing, Communication and Control (ISCCC 2009), pp. 201-205 (2009)

5. Rocker, C., Hinske, S., Magerkurth, C.: Information security at large public displays. In:
Gupta, M., Sharman, R. (eds.) Social and Human Elements of Information Security: Emerging
Trends and Countermeasures, pp. 471-492. IGI Publishing, Niagara Falls (2009)


http://dx.doi.org/10.1007/978-3-319-66808-6_5

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

A Multi-level Localization System for Intelligent User Interfaces 47

. Biittner, S., Mucha, H., Robert, S., Hellweg, F., Rocker, C.: HCI in der SmartFactoryOWL

— Angewandte Forschung & Entwicklung. Mensch und Computer 2017, Workshopband
(2017)

. Mitrou, L., Karyda, M.: Bridging the gap between employee surveillance and privacy

protection. In: Social and Human Elements of Information Security: Emerging Trends and
Countermeasures, pp. 283-300. IGI Global, New York (2009)

. Levinson, A.R.: Industrial justice: privacy protection for the employed. Cornell J. Law Public

Policy 18, 609-688 (2008)

. Kovach, D., Kenneth, A., Jordan, J., Tansey, K., Framiiian, E.: The balance between employee

privacy and employer interests. Bus. Soc. Rev. 105(2), 289-298 (2000)

Nord, G.D., McCubbins, T.F., Nord, J.H.: E-monitoring in the workplace: privacy, legislation,
and surveillance software. Commun. ACM 49(8), 72-77 (2006)

Kaupins, G., Minch, R.: Legal and ethical implications of employee location monitoring. In:
Proceedings of the 38th Annual Hawaii International Conference on System Sciences (HICSS
2005). IEEE Press (2005)

Ziefle, M., Rocker, C., Holzinger, A.: Medical technology in smart homes: exploring the
user’s perspective on privacy, intimacy and trust. In: Proceedings of the IEEE 35th Annual
Computer Software and Applications Conference Workshops (COMPSACW 2011), pp.410—
415. IEEE Press (2011)

Rocker, C.: Social and technological concerns associated with the usage of ubiquitous
computing technologies. Issues Inf. Syst. 11(1), 61-68 (2010)

Gu, Y., Lo, A., Niemegeers, L.: A survey of indoor positioning systems for wireless personal
networks. IEEE Commun. Surv. Tutorials 11(1), 13-32 (2009)

Stojanovié, D., Stojanovié, N.: Indoor localization and tracking: methods, technologies and
research challenges. Autom. Control Robot. 13(1), 57-72 (2014). Facta Universitatis

Liu, H., Darabi, H., Banerjee, P., Liu, J.: Survey of wireless indoor positioning techniques
and systems. IEEE Trans. Syst. Man Cybern. 37(6), 1067-1080 (2007)

Zhang, D., Xia, F., Yang, Z., Yao, L., Zhao, W.: Localization technologies for indoor human
tracking. In: Proceedings of the 5th International Conference on Future Information
Technology (FutureTech 2010), pp. 1-6 (2010)

Roeper, D., Chen, J., Konrad, J., Ishwar, P.: Privacy-preserving, indoor occupant localization
using a network of single-pixel sensors. In: Proceedings of the 13th IEEE International
Conference on Advanced Video and Signal Based Surveillance (AVSS 2016), pp. 214-220
(2016)

House, S., Connell, S., Milligan, 1., Austin, D., Hayes, T.L., Chiang, P.: Indoor localization
using pedestrian dead reckoning updated with RFID-based fiducials. In: Proceedings of the
Annual International Conference of the Engineering in Medicine and Biology Society (EMBC
2011), pp. 7598-7601. IEEE (2011)

Taneja, S., Akcamete, A., Akinci, B., Garrett Jr., J.H., Soibelman, L., East, E.W.: Analysis
of three indoor localization technologies for supporting operations and maintenance field
tasks. J. Comput. Civil Eng. 26(6), 708-719 (2011)

Smailagic, A., Kogan, D.: Location sensing and privacy in a context-aware computing
environment. IEEE Wirel. Commun. 9(5), 10-17 (2002)

Biittner, S., Cramer, H., Rost, M., Belloni, N., Holmquist, L.E.E.: ¢ 2: Exploring physical
check-ins for location-based services. In: Adjunct Proceedings of the 12th ACM International
Conference on Ubiquitous Computing, pp. 395-396. ACM (2010)

Priyantha, N.B., Chakraborty, A., Balakrishnan, H.: The cricket location-support system. In:
Proceedings of the 6th Annual International Conference on Mobile Computing and
Networking, pp. 32-43. ACM (2000)



	A Multi-level Localization System for Intelligent User Interfaces
	Abstract
	1 Introduction
	2 Related Work
	2.1 Workplace Privacy
	2.2 Localization in Industrial Environments
	2.3 Privacy-Aware Localization in Industrial Environments

	3 Conceptual Approach
	4 Prototypical Implementation of a Multi-level-Localization System
	4.1 First Level of Localization
	4.2 Second Level of Localization
	4.3 Third Level of Localization
	4.4 Integration and Central Logistic System (ISIPlus®)

	5 Summary and Outlook
	Acknowledgement
	References




