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                     Abstract
We consider the problem of buying physical goods with cryptocurrencies. There is an inherent circular dependency: should be the buyer trust the seller and pay before receiving the goods or should the seller trust the buyer and ship the goods before receiving payment? This dilemma is addressed in practice using a third party escrow service. However, we show that naive escrow protocols introduce both privacy and security issues. We formalize the escrow problem and present a suite of schemes with improved security and privacy properties. Our schemes are compatible with Bitcoin and similar blockchain-based cryptocurrencies.
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                     Notes
	1.There may be other desirable features that can be categorized as security properties that are out of the scope of this work.


	2.See for example https://escrowmybits.com/.


	3.The zero knowledge proof proves that a ciphertext encrypts the discrete log of a known value for a known base. For details of how to construct this proof see Camenisch et al. [21]. Gennaro et al. demonstrates that these proofs work with ECDSA and Bitcoin keys [26].
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