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Abstract. Wristbands that record patients’ details and track their location have
recently been adopted by some Canadian hospitals. This new technology has the
potential to save costs and enhance patient safety. However, there are risks that
the data collected will be viewed by non-authorized users and that medical history
will be exposed unnecessarily. Patients may therefore be reluctant to accept these
wristbands. The purpose of this paper is to investigate factors associated with
these patient concerns so that hospitals are able to overcome them and continue
with the adoption of wearable technology. The Unified Theory of Acceptance and
Use of Technology (UTAUT) is extended with Protection Motivation Theory
(PMT) and perceived privacy risk. A qualitative empirical study, based on inter‐
views with hospital staff, is planned to identify the themes that support this theo‐
retical framework.
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1 Introduction

Today’s healthcare industry is confronted with a number of challenges, which include
increasing costs [1], growing incidences of errors in medical files [2], inadequate staffing
[3] and inefficient workflow [4]. Canada will have spent $215 billion on Healthcare in
2014 [1] and with the costs of healthcare continuing to grow, healthcare providers are
under constant pressure to provide efficient services to a growing population using
limited financial and human resources, while maximizing patients’ safety [3].

Correct patient identification is one of the foundations of patient safety in any
healthcare setting [5]. Misidentification of patients can occur in any location where
healthcare is provided, such as hospital wards, laboratories, imaging departments and
private healthcare clinics [6]. Some of the consequences of patient misidentification can
result in wrong diagnosis and treatment, which could result in fatal consequences. The
Institute of Medicine estimates that 98,000 deaths occur annually in US hospitals
resulting from preventable medical errors including medication and diagnostic mistakes
[5]. A study published in the Canadian Medical Association Journal reports that there
are approximately 70,000 medical errors in Canada each year [7].

One of the proposed solutions is wristbands equipped with location based service
capability (‘LBS wristbands’), that help track the patient’s location in healthcare facili‐
ties. LBS technology is an information system that uses real-time GPS data or Internet
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and wireless communications data to provide spatial and temporal information
processing capability to end-users [8]. These LBS wristbands enable more than just the
tracking of location; in addition, they can capture and record such measures as body
temperature and heartbeat. These wristbands can improve patient safety and streamline
patient data collection, thereby increasing patient satisfaction and reducing administra‐
tive costs for health care. The patient’s wristband ID can be scanned together with the
ID of the medical professional who is treating the patient. Vital indicators, including
blood pressure, pulse, temperature and oxygen saturation are recorded electronically on
a computer and instantly transferred into the patient’s electronic medical record [9]. This
technology reduces the opportunity for human error because manual entry is eliminated
when the patient’s data is entered directly into the computer. Medication history is stored
centrally, allowing staff to access it simultaneously across multiple locations of the
hospital [9]. The wristbands can also offer the unique function of alerting staff if a patient
with dementia or a young child wanders away from the department [10].

One of the issues that arises with the use of this technological innovation within
healthcare is the privacy concerns of the patient. If medical staff can locate the patient
at any given time, then potentially non-medical staff are also able to track patient move‐
ment. Another concern is access to a patient’s personal, medical information. The data
on the wristband needs to be secure with only authorized access on a ‘need to know’
basis. LBS wristbands in a hospital setting have the potential to be a valuable addition,
reducing costs and increasing patient safety, but hospitals must be cognizant of patients’
concerns. Therefore, our research question is: How are hospitals able to overcome
patient’s’ privacy concerns when implementing wristbands that track their location and
store their medical information?

There have been limited studies of the acceptance of LBS wristbands in North
America in the context of North American hospitals [11, 12]. We address this gap in the
literature by combining the theoretical frameworks of technology acceptance [13] with
protection motivation theory [14] and propose a qualitative study in a Canadian hospital.
This paper is structured as follows. In the next section, we elaborate on the theoretical
foundations of the research. In the following section, the propositions of this research
are introduced. We then provide an overview of the proposed methodology, followed
by the conclusion, which summarizes the benefits of our study.

2 Literature Review and Theoretical Background

2.1 Adoption of Location-Based Services (LBS)

Location-Based Services (LBS) refer to information systems (IS) that use real-time GPS
data and cellular triangulation to identify the exact location of the user [8, 15]. LBS is
used to detect the physical location, within a given perimeter, of an object that is carried
or worn, thereby enabling customized services to be delivered [16]. Users may carry a
smartphone with wireless capabilities or they may wear identifiable tags which can be
detected by installed sensors within a defined physical space. The location can be
pinpointed by an infrastructure, such as Bluetooth beacons or Wi-Fi access points.
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Consumers volunteer to share their location with organizations in order to receive
valued added services. For example, retailers are able to push promotional offers to those
customers who have opted to provide information about themselves [17]. Sometimes it
is simply the sharing of location, while at other times it is additional personal data, such
as purchase preferences or, in the case of a hospital, medical information. With the
growing concern about the security of shared data, consumers have to determine if the
usefulness of sharing information is worth the risks of compromising personal
privacy [18].

In the Technology Acceptance Model (TAM), Davis [19] posited that both perceived
usefulness (PU) and perceived ease of use (PEOU) were the key variables that influence
the intention to use an innovation. Many studies have shown that PU is more dominant
than PEOU [20, 21] and Goodhue et al. [22] showed, with the theory of Task, Tech‐
nology, Fit, that usefulness depends upon the task to be accomplished. In the context of
healthcare, LBS wristbands are able to perform valuable tasks: for example, they can
monitor patient conditions allowing data to be stored centrally so that medical services
can be enhanced with increased safety for patients [23].

However, there are privacy concerns with LBS due to the risks of unauthorized access
to personal information [12]. If data is inappropriately handled or disclosed to a third
party, it poses a threat that could lead to the identification of users and their real-time
location [24]. Consumers need to be assured that their data is secure; otherwise they will
be unwilling to trade the usefulness of the added value provided by LBS for the risks of
breach of privacy [25]. Several other researchers have examined LBS to better under‐
stand consumer attitudes toward user acceptance of the technology [12, 26, 27]. Xu &
Gupta [26] examined the effect of privacy concerns and personal innovativeness and
found that privacy concerns were greater when initially adopting LBS compared to
concerns during continued usage. Zhou [12] suggested that service providers need to take
into consideration consumers’ perception of the privacy risk in order to increase the adop‐
tion of LBS.

Given that the LBS wristband is a new technology in healthcare, potential consumers
may perceive a high level of privacy risk because the LBS wristband collects location
and personal health data in real time.

2.2 Perceived Privacy Risks

Privacy concerns relate to the risk of unwanted disclosure of personal information
[28, 29]. These concerns are relevant when studying users’ intention to use LBS, as
the user’s location and personal information are automatically collected and shared
with the provider and therefore potentially available to non-authorized parties.

Previous studies identified that privacy concerns directly affect behavioural inten‐
tions to adopt LBS [16, 26, 30]. Consumers are more willing to share information if they
trust the other party, as they perceive their privacy risk to be less [27]. They are influ‐
enced by their perceived value of the services to be received when they give up some
privacy, which Sutanto et al. [31] termed as the ‘personalization-privacy paradox’. In
addition, Dinev & Hart [32] suggested that individuals have lower privacy concerns if
they perceive they have control over the use of their personal information.
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Consumers judge that their medical and financial information is more sensitive than
information about their demographics and shopping preferences [33]. In the context of
healthcare, several researchers have proposed that privacy concerns have significant
effects on the adoption of web-based healthcare services [34] and electronic health
records [35]. In a study of health wearables, Gao et al. [11] determined that perceived
privacy risk has a significant effect on an individual’s behaviour intention.

We include the construct of perceived privacy risk in our theoretical framework as
hospitals need to show patients that the value of the LBS wristbands overcomes the risks
of data disclosure to non-authorized parties.

2.3 Unified Theory of Acceptance and Use of Technology (UTAUT)

There are other factors that influence technology acceptance. Venkatesh et al. [36] eval‐
uated eight theories of acceptance, including TAM, and formulated the unified theory
of acceptance and use of technology (UTAUT). In UTAUT, PU from TAM was replaced
by Performance Expectancy, and PEOU was replaced by Effort Expectancy. In addition,
UTAUT included social influence [37] and facilitating conditions [38] with age, gender,
and experience as moderating factors. Previous tests of UTAUT have explained approx‐
imately 70 % of the differences in behavioural intention and 50 % in actual use of the
technology [39].

UTAUT has been applied to the adoption of health information technologies (HIT).
Examples include: the introduction of telemedicine [40, 41], the adoption of HIT in
clinics in Thailand [42], and the use of electronic medical records [43]. Kohnke et al.
[44] have employed UTAUT as the theoretical foundation to understand the behavioural
intention of patients and clinicians to use the eHome Health Care Telehealth equipment
and found that when clinicians and patients have a higher confidence in the IT system
and its support, they are more likely to accept the technology [44]. Furthermore, the
study of Liang et al. [45] investigated the role of team climate in the acceptance of a
computerized physician order entry (CPOE). They found that team climate influences
facilitating conditions, which in turn influences the acceptance of the CPOE [45]. Hence,
performance expectancy and facilitating conditions of UTAUT are important factors in
studying behavioural intention to use technology in healthcare.

However, in a study of technology wearables in healthcare, UTAUT was used as the
foundational theory and in addition privacy concerns and health behaviour theory were
introduced to enrich this context [11]. This suggests that using UTAUT and privacy
concerns alone to study health technology acceptance is not enough. Several studies of
technology adoption in healthcare [11, 45, 46] have suggested that research on health
technology acceptance should take both the technology acceptance theories and the
health behaviour theories into account. One of the proposed health behaviour theories
is Protection Motivation Theory (PMT).

2.4 Protection Motivation Theory

Because we are studying the acceptance of health information technology (HIT), we
need to ensure that our framework is applicable in the context of healthcare [39].
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Hence, we add Protection Motivation Theory (PMT), which is an accepted health
behaviour theory [46].

PMT is a model that predicts the adoption of protective technologies and it has been
applied in healthcare settings [47]. Patients are motivated to protect themselves from
threats. According to PMT, there are two stages [48]. The first stage is the threat appraisal
and the second stage is the coping appraisal. In the first stage, the user perceives they
are vulnerable and they assess the perceived severity of the threat. For example, patients
in a hospital may perceive that they are vulnerable to being mistaken for another patient.
The perceived severity could be high if they fear they will be given the wrong treatment.
The likelihood of adopting a protective technology increases when patients’ perception
of severity and vulnerability are high.

In the coping appraisal stage, users seek a means of coping with or avoiding the
threat. The individual assesses the effectiveness of the technology (i.e. its response
efficacy) and their perceived ability to use that technology (i.e. their self efficacy). The
likelihood of adopting a protective technology increases as the levels of response efficacy
and self efficacy increase. Patients need to determine that wearing an LBS wristband
would be a means of overcoming the threat: they would judge that the wristband will
function correctly (resource efficacy) and that they would have the ability to wear it (self
efficacy). Because of perceived privacy risk, patients need to be assured that the response
efficacy is not compromised by any leakage of information [48].

PMT is not exclusive to healthcare. Several research studies [49–51] have applied
PMT to behavioural intention to use an innovation. Chenoweth et al. [51] identified
that perceived vulnerability, perceived severity, and response efficacy are all signif‐
icant influencers of user intention to adopt spyware technology. Although
researchers have found that self-efficacy does not significantly influence user inten‐
tion to adopt technology, they have suggested that self-efficacy would have a greater
importance in health-related PMT research. Gao et al. [11] studied wearable tech‐
nology and Sun et al. [46] evaluated mobile health services. Both of these studies
combined PMT and UTAUT to explain adoption behaviour of health technologies.
Gao et al. [11] found that medical wearable device users are more influenced by
factors such as performance expectancy, effort expectancy, self-efficacy, and
perceived severity in their decision to adopt a medical wearable device. In the
context of our research, where we are investigating the acceptance of LBS wrist‐
bands by the patient, there is no skill required in wearing the bracelet and we there‐
fore eliminate the construct of self-efficacy from our model.

Perceived vulnerability and perceived severity of the health-threat could influence
patients: they would be more likely to accept the use of LBS technology if they perceived
their health to be threatened. Patients may also be influenced by the constructs of facil‐
itating conditions and social influence, both of which are included in UTAUT. Facili‐
tating conditions refer to the infrastructure that supports the LBS wristband, enabling
location and data to be securely collected and stored. In addition, patients are influenced
positively when they see that other patients are wearing the wristbands and that medical
staff expect compliance. By combining PMT with UTAUT, we are able to seek a richer
explanation.
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3 Research Propositions

Our research propositions take into consideration a technology acceptance theory
(UTAUT) and a health behaviour theory (PMT). Our dependent variable is patients’
willingness to accept LBS wristband technology. The influencing factors in our theo‐
retical foundation are: performance expectancy, social influence, facilitating conditions,
threat appraisals and perceived privacy risk. In this section we develop our propositions.

3.1 Theme 1: Performance Expectancy

LBS wristbands are an effective technology with the capability to save lives. Within our
research context using LBS wristbands will increase efficiency by providing medical
staff with the knowledge of where the patient is located. For example, if an infant goes
missing, an alarm would sound and staff would be able to locate the missing child.
Patients can be confident that they are correctly identified and will be given the correct
treatment. Thus, if LBS hospital wristbands enable users to reduce threats to their health,
they will be more likely to accept this technology. From previous studies on technology
acceptance, most consumers tend to adopt technology on the basis of its usefulness [11].
This is supported by UTAUT, where studies have shown that performance expectancy
positively influences intention to use [36]. Hence:

Proposition 1: Performance expectancy will positively influence patients’ willingness
to accept LBS wristbands.

3.2 Theme 2: Social Influence

Previous studies using UTAUT in LBS context, demonstrated that social influence is a
significant factor to adoption intention [11]. Users conform to their peers’ opinions when
considering wearing an LBS wristband. Hence, if all of the patients are wearing the
wristbands, individuals, who are more concerned about privacy, are more likely to accept
the technology based on the actions of others. This is supported by the empirical results
of UTAUT, which showed that social influence has an impact on intention to use [36].
Users comply with opinions of others who are important to them and when these others
recommend the use of LBS wristbands, they will be influenced to accept the technology.
Therefore:

Proposition 2: Social influence will influence patients’ willingness to accept LBS wrist‐
bands.

3.3 Theme 3: Facilitating Conditions

Facilitating conditions have been referred to by Venketesh et al. [36] as the belief of an
individual that the user system is supported by an organizational and technical infra‐
structure. In PMT, response efficacy refers to the ability of the resources to deal with
the threat. In the case of LBS wristbands, the threat is the risk of a breakdown of privacy
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protection. Assurance for the patient that LBS wristbands work flawlessly depends on
the technical infrastructure of the hospital. The patient must be confident that hospital
staff are properly trained, that data is captured accurately and that it is stored securely.
Medical personnel need to be trained to use the system and the resources must be in
place to correct any malfunctions which may arise. From the patient’s point of view,
they must be assured that facilitating conditions are in place such that their identity is
correctly captured and that information will not be shared with non-authorized
personnel. They would then perceive that their vulnerability is low.

Proposition 3: Facilitating conditions influence patients’ willingness to accept LBS
wristbands.

3.4 Theme 4: Threat Appraisals

PMT’s threat appraisals include perceived vulnerability and perceived severity as factors
that influence the decision to accept a technology [48]. Perceived vulnerability refers to
probability of the threat to their health and perceived severity refers to the degree of the
harm that the consumer might endure [14]. In other words, health behaviour is influenced
by responses to the threat appraisal. Sun et al. [46] showed users are more likely to adopt
health technology when the threat is to their health. In our research context, we assume
that users are more likely to use LBS wristbands in order to protect themselves from
health-related risks. For example, if a patient has a serious health condition and they
faint outside their hospital room, the staff will be able to locate them via their LBS
wristband, and this, in turn, would lead to a safer outcome for their healthcare. In addi‐
tion, by wearing the LBS wristband to identify themselves, patients can be more confi‐
dent that threats to their health are reduced because they are matched to the correct
treatment and medication.

Proposition 4: Threat appraisals influence patients’ willingness to accept LBS wrist‐
bands.

3.5 Theme 5: Privacy Concerns

Individuals are willing to provide personal information for a value added service. In the
context of hospital care, the value is increased hospital efficiency and enhanced patient
care delivered in a safe manner. For example, the LBS wristband allows a patient to be
located, but that also means that the patient may be restricted to where they can go and
what they can do as they are under constant electronic observation. Patients need to be
confident that the data will not be misused or accessed by non-authorized individuals.
Because of the sensitive nature of health information, we propose:

Proposition 5: Privacy concerns will negatively influence patients’ willingness to
accept LBS wristbands.
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4 Research Methodology

Our study will be based on a qualitative approach, which will involve interviews of
medical staff at a local hospital. Interviews will be conducted with the aid of an interview
protocol based on a semi-structured questionnaire. We plan to interview twenty medical
staff to elicit their opinions on overcoming patients’ privacy concerns with the use of
LBS wristbands. In order to develop the interview protocol, we will be helped by subject
matter experts at the local hospital. With the assistance of the hospital executives, we
will recruit twenty medical staff, from different disciplines, to be interviewed. Before
conducting the interviews, we will have a trial run where we will interview two indi‐
viduals and solicit their feedback on the clarity of the interview questions and the
protocol.

Each interview will be approximately one hour and will be recorded and subse‐
quently transcribed. The transcriptions will be entered into NVivo, which will be used
to identify themes. The analysis of the responses will then be compared to our propo‐
sitions and will inform our theoretical approach.

5 Conclusion

Because patient safety is the main priority at healthcare facilities, it is important to
identify the right patient. Medical errors will be decreased, costs reduced and patient
satisfaction will be heightened. LBS wristbands have the potential to improve patient
safety and they have just started to be implemented at some healthcare facilities in
Canada. In addition to tracking patients, they can streamline patient data collection,
thereby increasing patient satisfaction and reducing administrative costs for health care.
However, LBS wristbands raise issues of privacy concerns about the security and confi‐
dentiality of personal medical information. The qualitative study proposed in this paper
will empirically test our theoretical foundation in which we combine UTAUT and PMT
with the addition of perceived privacy risks. The results will provide a more compre‐
hensive understanding of a patient’s acceptance of LBS wearable devices in a hospital
setting, and provide a theoretical foundation for future healthcare technology adoption
research. Hospital practitioners will benefit from a deeper understanding of the patients’
concerns.
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