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Abstract. In spite of the virtual nature and the system operating purely based
on pre-formulated computer algorithms, cryptocurrency networks have reached
greater popularity with a significant follower base with people placing trust on
the system operation. As credibility is an important factor for systems facilitating
financial transactions, in this study we will be presenting a simple model facili‐
tating identification of relevant important factors to be considered by users and a
methodology for assessing the credibility of cryptocurrency networks. We iden‐
tify two routes, systems and the psychological perspective in the credibility
assessment process which varies with the user expertise.
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1 Introduction

Cryptocurrency is simply a mode of exchange of goods and services similar to cash but
with virtual existence as a digital currency where cryptography is used to secure the
transactions. More specifically, the virtual founder of this currency, Satoshi Nakamoto
proposed it as a decentralized peer-to-peer electronic currency system relying on digital
signatures to prove the ownership and public transaction history known as a “block
chain” to record transactions [1]. In Bitcoins; a version of cryptocurrency, the transac‐
tions are handled peer-to-peer without the intervention of a central authority such as a
bank or a financial institution. Further there is no central authority such as a central bank
to govern the currency. It could be considered as a network of currency with no reference
to a nation, owner or transaction parties in a transaction and hence anonymous. The
Bitcoins owned by a person are stored in a digital wallet for future use or exchanged
and cleared to conventional cash in a Bitcoin exchange. In addition, the Bitcoin gener‐
ation is governed by a protocol adopted by the currency network.

Although cryptocurrency is a very recent and an unconventional Information
Systems (IS) phenomenon, the concept has achieved immense popularity with an
increased number of individual enthusiasts, media attention and many real world stores
as well as popular online stores recently starting to accept Bitcoins as a currency [2].
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It should be noted that the Bitcoins currency network achieved this success with general
public and organizations placing their trust and value on a concept with a merely virtual
existence. It is purely based on an IS phenomena with no recognized regulatory body
such as a government or a central bank governing the system.

Under such circumstances, it raises an interesting question on how users would assess
the credibility of a virtual currency and what factors are important in the credibility
assessment when they are presented with information on the network. Specifically,
credibility would be an essential factor as cryptocurrency networks facilitate financial
transactions that by nature are required to be secure, reliable and accurate. The problem
is further complicated with the virtual nature without a liable entity where all the deci‐
sions on the control of the network are being made solely by pre-formulated computer
algorithms. Further, the cryptocurrency networks have in recent times been criticized
for being utilized to facilitate illegal transactions such as narcotics trade and it has faced
setbacks with key entities of the network such as Bitcoin exchanges closing down with
bankruptcy [3].

Hence in this study, we will develop a simple theoretical model on how users would
evaluate the credibility of the cryptocurrency networks when users are presented with
background information of a network.

2 Theoretical Background and Research Model

In this section we will go through the theoretical background related to the research
model proposed and the hypotheses proposed.

2.1 Credibility

The definition, dimensions and antecedents of credibility has been interpreted in
different but related ways in prior information systems research. For example, the term
credibility has been referred to as believability, trust, reliability, accuracy, fairness,
objectivity and many other combinations [4]. However it should be noted that there are
many conflicts on these conceptualizations [4, 5]. In another view, credibility along with
benevolence have been modelled as sub-dimensions of trust [6]. In the case of buyer-
seller relationships, it is noted that the most accepted form of credibility is as one sub-
dimension of trust with the other sub-dimension being benevolence [7]. In such a rela‐
tionship credibility is with regard to the competence, honesty and reliability of the seller
(trustee) [8]. Benevolence is identified as the willingness of the seller (trustee) to behave
with a genuine concern for the buyer even at a cost [9]. However as mentioned previously
in the context of cryptocurrency networks, as the logics of operations are predefined
based on algorithms and there is no identified central party to govern the system, benev‐
olence may not be applicable to the context. Hence we would explore the dimension of
credibility as it would be involved in the cognitive process of assessing the trust of the
network.

Credibility of information in communication has been researched in-depth and one
of the main goals in such research is identifying the factors and paths that lead humans
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in judging whether a particular piece of information and its source could be considered
as credible for various information seeking goals and tasks [4].

Due to the importance and high dependence of computer products Fogg and Tseng.
[5] have conceptualized the credibility of such computer products. Here, credibility is
simply defined by them as “believability” of a system and that it is a perceived quality.
Credibility is also conceptualized as a multidimensional construct where the key compo‐
nents contributing to credibility evaluations are trustworthiness and expertise. In the
case where a computer product is assessed for credibility, a person would base the
assessment on these concepts. In further discussion on credibility, we would consider
the conceptualizations presented by Fogg and Tseng [5] as a base of our research study.

However it has been noted that credibility is not an important aspect in case of all
computer products as explained below [5]. For example the authors state that in the case
of the computer product that is not visible or there is no doubt on the incompetence,
credibility will not be an important factor in human computer interaction. Yet if the
computer product is used for purposes such as providing knowledge, instructing users,
involving in decision making, reporting measurements, running simulations, rendering
virtual environments, reporting on work performance and reporting on current state,
credibility will be an important factor influencing the human computer interaction. In
the case of cryptocurrency networks, the users would highly weigh on credibility as a
decisive factor as the network will be handling personal financial transactions by a virtual
network without the guarantee by a central agency. Financial transactions would be
obviously conducted in a secure system that is found to be credible to be trusted upon.

Further in the discussion on credibility on computer products [5], two routes are
presented where users will be focusing on in evaluating the credibility. The two perspec‐
tives are (1) the systems perspective and (2) the psychological perspective. Here the
systems perspective directly evaluates the different aspects of the computer product such
as the device, the interface, the functionality, and the information.

Due to architecture of cryptocurrency networks, the key devices such as miners or
the network architecture are not visible to the end user to carry out a credibility assess‐
ment. Further the interfaces would include a basic payment gateway which cannot be
considered as a unique aspect when utilizing the network. In our case we are evaluating
the credibility assessment on the basis that the cryptocurrency network will be utilized
in the process of general transactions. As a result the informational aspect would not be
a differentiating factor with general information such as past transactions, account
balance etc. which are common to any payment system. However the functional
processes of cryptocurrency networks which support state of the art transaction
recording, validation, anonymity of users among many other benefits are considered as
the core of the system which has grabbed much of the attention. Hence it could be
concluded that, the most important aspect in the systems perspective assessment would
be the evaluation of functional credibility. In order to evaluate functional credibility, we
have utilized the popular information system evaluation criteria of task and technology
fit [10, 11]. This will be explained in Sect. 2.3.

As mentioned previously, [5] proposes the role of psychological perspective in the
overall evaluation of credibility by users. In the context of computer products, for
example the brand or the popularity of the creator behind the product is proposed by the
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authors as possible targets to consider in conceptualization. Further “reputed credibility”
is defined as one of the four types of credibility [12]. Reputed credibility is defined as
the extent to which a user would believe on an entity based on what third parties have
reported. We can conclude that psychological perspective would have a link in creating
reputed credibility. In the context of cryptocurrency the evaluation of psychological
properties would not be straightforward as in the case of a general computer product.
For example, there are no strong and direct psychological properties such as brand or a
clear initiator of the project. However the reputation among the general public as well
as the structural assurance placed by authoritative entities can be considered as possible
candidates. These will be explored in Sect. 2.4 below.

2.2 Elaboration Likelihood Model

According to Elaboration Likelihood Model (ELM), the attitude change process of a
user is a result of central or peripheral route of processing [13, 14]. ELM has been used
extensively in prior research to characterize the credibility assessment process [5, 15–
17]. ELM states that while users would process in the central route when they are able
to use adequate cognitive resources they would opt for peripheral route when they lack
the ability and motivation to process the information. The ability and motivation to
elaborate is captured by the elaboration likelihood in the model. In prior research, for
example argument quality was proposed as the central cue which source credibility as
the peripheral cue in the context of decision management systems while job relevance
and user expertise were proposed as the moderators [18]. In the context of trusting online
vendors, information quality was proposed as the central cue and third party seals on
websites as the peripheral cue [19]. In the current context we conclude that the systems
perspective would be in the central route as it requires and involves higher cognitive
capability to understand the concepts behind the cryptocurrency networks and to make
a task and technology fit assessment. In contrast, the psychological perspective would
take the peripheral route due to the nature of assessment involved. In addition, in order
to capture the ability of the user to elaborate, we use user expertise as the elaboration
likelihood.

2.3 Task Technology Fit Assessment

As mentioned previously, the central route requires a user to assess arguments critically
in an informational message and then decide based on the relative merits of the argu‐
ments prior to the judgment on the decision. For example in the IT acceptance context,
potential benefits of system acceptance, comparison of alternative systems, availability
and quality of system support etc. have been considered [18]. Similarly for the systems
perspective we utilize Task Technology Fit (TTF) as the assessment criteria.

TTF in brief refers to the correspondence between the technology characteristics and
task characteristics where a proper “fit” would be the case in which technology provides
sufficient features and support that is required by the user of the technology to carry out
the intended tasks [10, 11]. TTF model argues that individuals will assess the fit between
the task requirements and the characteristics of the technology supporting the task, which
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will strongly influence user beliefs about consequences of utilization. Therefore TTF
assessment is a good indicator of functionality assessment by an individual of the system.
Hence in the research model, we will be using TTF as the representation of the systems
perspective assessment.

Since the task requirements of a financial system would be highly diverse and
complex, we are considering the task requirements that are relevant only to the general
users who use cryptocurrency network as a payment medium. The TTF model and its
extensions along with other theories have also been extensively utilized in many finance
related contexts similar to our scenario such as E-Commerce [20], mobile commerce
[21] and banking [22] to name a few. In addition, the TTF model has been utilized to
investigate emergent phenomena in the past such as blogging [23]. Thus we hypothesize,

– H1: TTF assessment indicating a proper fit will affect the credibility assessment of
cryptocurrency networks positively.

2.4 Reputation and Structural Assurance

As proposed previously, the peripheral route will be involving the psychological
perspective in the evaluation of credibility by users. Due to the nature of cryptocurrency
networks where the visibility of the system is at a minimum to the general users, the
peripheral routes would be heavily evaluated on what the third parties have reported.
The third parties could include other users as well as various organizations that comment
on the issue. Under such conditions, we identify reputation and structural assurance as
two key contributors in the peripheral route, which has been used in prior research as
well [24].

In prior research, reputation has been identified as a significant determinant of trust
building [24, 25]. The importance of reputation has also been identified as an important
driver in credibility [5]. Hence in the case of a user who lacks the ability to assess
cryptocurrency networks in a functional perspective, they will rely on the information
made available by various third parties. Therefore reputation would play a key role in
the attitude change process. Thus we hypothesize,

– H2: Reputation will affect the credibility assessment of cryptocurrency networks
positively.

Since personal financial transactions are handled by cryptocurrency networks and
due to the nature of sensitivity of such transactions, another important peripheral cue
that could be identified relevant to the context is the structural assurance. Structural
assurance reflects that there exists a legal structure to ensure security when using the
system [24]. Although the governance of the cryptocurrency networks by a central
authority is against the principles of founding the network, increased legal pressure could
be observed worldwide with new regulations adopted over time by various countries.
For example Monetary Authority of Singapore has set anti-money-laundering compli‐
ance requirements for business institutions utilizing cryptocurrency [2]. Further, in
recent research on cryptocurrency domain, it has argued on the importance of regulation
based assurance to keep the users safe and to build confidence in the system [26]. Thus,
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similar to trust transference [27], having a structural assurance may affect the credibility
building process of users on the cryptocurrency networks.

– H3: Structural assurance will affect the credibility assessment of cryptocurrency
networks positively.

2.5 User Expertise

ELM states that an attitude change of a user through the central or peripheral route is
determined by the elaboration likelihood. User expertise has been used in prior research
in ELM based studies as a measure of ability [18]. In their context, the authors state that
expert IT users will scrutinize new facts on IT more carefully in making a judgment on
IT acceptance, thus relying less on peripheral routes. However least expert users would
rely heavily on peripheral cues. In the context of cryptocurrency, as it could be consid‐
ered as a novel and disruptive information systems innovation, we observe that the
understanding the operations of the network would require knowledge on information
technology to a greater extent. Hence we hypothesize that a user with higher expertise
in the information technology domain would be more reliant on the systems perspective.
Thus we propose,

– H4: User Expertise moderates the effect of TTF assessment on credibility of cryp‐
tocurrency networks positively.

– H5: User Expertise moderates the effect of reputation on credibility of cryptocurrency
networks negatively.

– H6: User Expertise moderates the effect of structural assurance on credibility of
cryptocurrency networks negatively.

Figure 1 indicates our hypotheses built to test the factors affecting the credibility.

3 Research Methodology

This study was carried out through a survey1. The survey questionnaires were distributed
among a class of students undergoing a technological course in a university. The ques‐
tionnaires were distributed at the end of a 2 h seminar on cryptocurrency. The goal was
to identify which paths will be influencing the credibility assessment based on the infor‐
mation on cryptocurrency networks given.

3.1 Operationalization of Constructs

Previously validated scales were used in the process of developing the survey instru‐
ments. The scales were updated to suit the cryptocurrency context. To measure the
credibility, items were adapted from Newell and Goldsmith [28]. The scales for task
technology fit were adapted from Lin and Huang [29]. Items for reputation and structural

1 The survey questionnaire is not attached to this paper due to the page limitations. Please contact
authors should it be required.

170 S. Ahangama and D.C.C. Poo



assurance were adapted from Zhou [24]. User expertise for information systems domain
was adapted from Bhattacherjee and Sanford [18].

A seven-point Likert scale ranging from 1 (strongly-disagree) to 7 (strongly-agree)
was used in the questionnaire. Review of the survey questions were carried out with IS
researchers as well as with a person knowledgeable on cryptocurrency networks prior
to the actual survey, in order to validate the appropriateness of the questions. Further, a
separate pilot study was carried out among a sample of 30 suitable individuals in order
to improve the validity and reliability of the instruments.

3.2 Data Collection

As mentioned previously the sampling frame included students. In order to collect
responses, paper based survey forms were used. The participation of the survey was on
a voluntary basis.

A total of 136 valid responses were collected. 10 responses were incomplete and
were not used in the analysis. As a consequence of the student sample, the range of age
distribution of the sample was within the range of 21 and 25 years of age (mean 23.0,
standard deviation 0.886). Further the sample consisted of 55.9 % female and 44.1 %
male participants. As a general rule of thumb, in order to carry out a reliable survey the
minimum number of responses has to be 10 times the largest number of predictors for
any dependent variable in the model [30]. On this assumption the sample size of 136 is
adequate.

Since the data is sourced from a single source, there is a high probability of common
method bias. As a result, in the design of the survey, we took several measures such as

Fig. 1. Research Model
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neutral wording of the items and use of multiple items for each construct [31]. In addi‐
tion, the anonymity of the respondents was guaranteed requesting the students to partic‐
ipate in the survey as honestly as possible [31].

4 Analysis

The data analysis was carried out using partial least squares (PLS), using the SmartPLS
software package. PLS was selected to carry out the analysis as it enables to access the
measurement model (relationship between items and constructs) within the context of
the structural model (relationship among constructs) and also as it does not require large
sample sizes of data or strict multivariate normal distribution of data [31]. Validity
assessment of the measurement instruments and results from hypothesis testing are
presented below.

4.1 Measurement Model Evaluation

All constructs in the research model were measured using reflective constructs. For
reflective constructs, the measurement model could be evaluated by assessing the
convergent validity and discriminant validity statistical tests.

The convergent validity of the constructs was assessed using item reliability, compo‐
site reliability (CR) and average variance extracted (AVE). The generally accepted rule
of thumb for thresholds for item loading for constructs, CR and AVE are 0.5, 0.7 and
0.5 respectively [31]. One item of the user expertise construct had to be dropped due to
poor item loading. Upon dropping of the items, the minimum item loading reported was
0.766. The minimum item loading was also above the rule of thumb threshold value.
The values of CR and AVE can be found in Table 1. The CR and AVE values reported
are also above the accepted threshold value. Thus we concluded that the convergent
validity is satisfactory.

Table 1. Factor correlation coefficients, composite reliability and average variance extracted

CRD EXP REP STA TTF CR AVE
CRD 0.8298 0.8983 0.6885
EXP 0.1657 0.8316 0.8162 0.6915
REP 0.4134 0.1758 0.8525 0.8883 0.7268
STA 0.5159 0.0859 0.5264 0.8280 0.8969 0.6856
TTF 0.3674 0.2172 0.5141 0.4688 0.8221 0.8618 0.6759

Notes. Leading diagonal shows the squared root of AVE of each construct. CRD – Credibility, EXP – User Expertise, REP
– Reputation, STA – Structural Assurance, TTF – Task Technology Fit, CR – Composite Reliability, AVE – Average Variance
Extracted

The discriminant validity of constructs is satisfied if square root of AVE for each
construct is greater than its correlation with other constructs. The square root of AVE
is presented on the diagonal of Table 1. Based on the results, discriminant validity is
also supported.
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4.2 Hypotheses Testing

Since the measurement model could be considered satisfactory, the structural model was
evaluated to test the hypotheses. The explanatory power of the model was assessed based
on the amount of variance the endogenous construct could account [31]. The endogenous
construct credibility had 37.80 % of the variance accounted, which is an indication of
substantive explanatory power. In order to assess the significance of the paths, boot‐
strapping resampling method was used in PLS.

The strength of the paths and the t values of the paths are shown on Fig. 2. Although
each of the hypothesized paths is showing the expected sign, the interaction effect of
user expertise on reputation was not found to be significant. Therefore, while H1, H2,
H3, H4 and H6 are supported H5 is not supported.

Fig. 2. Hypotheses testing

5 Discussion

Based on the above results, it is evident that both the central and peripheral routes are
collectively and significantly important in the credibility assessment of cryptocurrency
networks. As expected, the task technology fit is found to be a significant factor. Under
this construct we evaluated the systems perspective where the users will be evaluating
functional requirements specific to a financial system, such as reliability, accuracy,
security etc. which can be supported by the proposed technologies of the system. Further,
as hypothesized, user expertise positively moderates this relationship. Thus information
technology experts would rely heavily on this path due to their cognitive capabilities.

Considering the factors on the peripheral route, both reputation and structural assur‐
ance are significant influencers on the credibility. Due to the sensitive nature of finance,
these psychological assurances will play an important role. Any bad signs of reputation
would negatively impact on the credibility. However, user expertise was not found to
be a significant influencer on reputation. Similar results have been found in prior research
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as well [24]. It would be the case where, due to the sensitive nature of finance related
technologies or organizations; both experts as well as non-experts look towards repu‐
tation alike as an important factor. In another probable scenario, it could be the case that
average experts do also look into reputation due to the complexity and novelty of tech‐
nologies behind cryptocurrencies such that a complete task technology fit assessment
cannot be done.

However, it was found that the structural assurance has the strongest effect on cred‐
ibility. Although cryptocurrencies were designed to operate without such assurances
from third parties, this is a quantitative confirmation that regulation based assurance is
required to keep the users safe and to build confidence in the system which was
mentioned in prior research as well [26]. Further it was found that user expertise has a
significant negative moderating effect on credibility as expected. Thus expert users
would be relatively less reliant on structural assurances compared to non-experts.

6 Conclusion

The research was carried out with the intention of determining how information on
cryptocurrency networks would be utilized by different users in the credibility assess‐
ment process. The uniqueness of cryptocurrency networks due to its virtual and
complexity nature presents an interesting scenario to test the elaboration likelihood
research model. As theoretical implications, we could confirm the dual routes of credi‐
bility assessment which is moderated by user expertise in the current context as well.

As practical contribution, we proved the stronger relationship of structural assurance
with regard to building credibility. Although this is against the initial concept of cryp‐
tocurrency, incorporation of such assurance will be important in reaching a far more
user base. For example, if a regulatory entity launches a cryptocurrency network using
similar technology, users would weigh on the credibility of the system positively.

Several limitations were encountered in carrying out this study. Firstly the limited
sample size of 136 individuals should be pointed out as if a larger sample size was
obtained, the results would have been more robust. In addition, the sample included only
university students leading to issues related with student samples. In addition the
research model we adopted was a simple model considering only a few relevant factors
identified in prior research. Thus in future research, further exploration should be done
to identify other cues that will be applicable to central and peripheral routes.
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