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Abstract. A highly transparent steganography scheme of speech signals
into color images based on Quantization Index Modulation (QIM) is
presented in this paper. The proposed method takes advantage of the low
distortion in the host image introduced by the scalar quantization of its
wavelet coefficients. The stego image is highly similar to the host image,
and the secret content is imperceptible. The secret message is recovered
at the receiver with high correlation to the original speech signal. For
the purpose of increasing the security of the system, an external mask is
used to encrypt the secret content before the embedding process. Several
tests were carried out in order to quantify the influence of the size of the
quantizer (delta) on the quality of the recovered secret content and the
transparency of the stego image.
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1 Introduction

Nowadays, data hiding techniques are very popular due to the need for data pri-
vacy or copyright protection. In the first case, steganography consists of embed-
ding a secret message into a host signal with the purpose of concealing the
existence of its secret content [7]; in the second case, a mark is embedded in
order to protect authorship of the host [11]. This means that in steganography
the most important signal is the secret message while in the case of watermarking
it is the host signal. Regardless of the data hiding technique, the secret messages
and host signals can be text, audio, image or video [1,3].

Some proposals of data hiding embed data in the wavelet transform domain.
For example, a speech steganography scheme based on the DWT is proposed in
[13]. Authors found that the obtained stego signals are highly correlated (similar)
to the host speech signals, and the transparency is guaranteed. These results have
been confirmed in other studies [5,6], even in medical applications [8].

On the other hand, Quantization Index Modulation (QIM) has proved to be a
good solution for reversible and robust data hiding schemes [4,12]. Nevertheless,
some works have demonstrated that security of the systems based on QIM can
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be weak and an attacker can reveal the secret content from the analysis of the
stego information [9].

In this work we propose a steganography scheme for concealing a speech
signal in a color image, by using QIM in the wavelet domain of the host signal.
Additionally, we add a level of security by using an XOR operation between
an external mask and the speech signal. The result is a stego image with high
similarity to the host image, a recovered speech signal with high quality, and an
additional level of security to reveal the secret content.

2 Methods and Algorithms

2.1 Discrete Wavelet Transform (DWT)

The DWT is a useful mathematic method for signal decomposition into differ-
ent resolutions. In the case of images, the input image is passed through two
filters to obtain four sub-bands: one approximation sub-band (LL) and three
detail sub-bands. The detail coefficients are oriented in one of three directions,
horizontal (LH ), vertical (HL) or diagonal (HH ). The LL sub-band keeps the
highest similarity to the image, while HL, LH and HH keep information related
to the specific orientation. Figure 1 shows the chart for the decomposition and
reconstruction stages.

Fig. 1. Chart of the wavelet transform for images.

Filters used in the decomposition (Lo D, Hi D) and reconstruction process
(Lo R, Hi R) must satisfy the condition of quadrature mirror filters [10].

2.2 Quantization Index Modulation

The QIM is a binary data concealing technique based on quantization rules. The
QIM generally refers to data embedding with a specific quantizer or a sequence
of quantizers on a host signal. The insertion process is based on the modification
of the carrier value (pixel, wavelet coefficient, audio sample, etc.); the carrier
value C is approximated to the nearest multiple of the static step value (Δ)
obtaining the stego value S.
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2.3 Quality Metrics

Different techniques of quality signal analysis such as Structural Similarity Index
Metric (SSIM), Gray Value Degree (GVD) and Pearson’s Correlation Coefficient
(SPCC) were used to evaluate the imperceptibility of the stego image and the
quality of the recovered audio signal. Next, the general characteristics of these
methods are described.

Structural Similarity Index Metric. SSIM is an efficient method of quality
analysis for similarity on image and videos. For two images U and V , the SSIM
is given by Eq. 1 [14] and its ideal value is 1.

SSIM =
(2μUμV + c1) (2σUV + c2)

(μ2
U + μ2

V + c1) (σ2
U + σ2
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Where μ is the mean, σ is the standard deviation, c1 and c2 are stabilization
variables.

Gray Value Degree. The Gray Value Degree, (GVD) uses histogram differ-
ences between the gray values of adjacent pixels to specify the texture charac-
teristics. Its ideal value is zero. To obtain the GVD of a U(M × N) image, it is
necessary to compute the gray value (GN) and the average neighborhood gray
difference (AN), by means of the Eqs. 2–4.

GN (x, y) = 4U(x, y) −
3∑

i=0

U

(
x +

⌊
i

2

⌋
(−1)i

, y +
⌊

3 − i

2

⌋
(−1)i

)
(2)

Using all the results of GN , the average neighborhood gray difference (AN)
is calculated as follows:

AG =
M−1∑

x=2

N−1∑

Y =2

GN (x, y) (3)

Finally, the gray value degree is calculated as follows:

GV D =
AG′ − AG

AG′ + AG
(4)

Where AG′ and AG are the average neighbourhood gray difference of the
original image and the modified image, respectively.

Pearson’s Correlation Coefficient (SPCC). Audio and image testing were
based on correlation coefficient between the original signal and the recovered
signal. The correlation function SPCC for two signals U and V is defined by
means of Eq. 5, where σ is the deviation and cov the covariance [2].

SPCC =
cov(U, V )

σUσV
(5)
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3 Proposed Scheme

The proposed algorithm conceals an audio signal in an image. Color images
are suitable since they can allow one to hide more information than a grayscale
image. Moreover, the larger the image size, the greater the concealment capacity.
The proposed scheme performs the audio embedding as follows:

3.1 Audio Embedding

The input parameters are the carrier image C and the audio signal A as the
secret message. The outputs are the stego image S and the secret key. The audio
embedding process is summarized in Fig. 2 and described below.

Fig. 2. Illustrative representation of the flow chart for audio embedding.

Step 1. Mask generation: the mask (M) is obtained through the conver-
sion of a text string to a binary representation through the ASCII code. This
text string is used to provide security to the embedded message. For example, if
the text string is 32-characters length, the total number of bits in M is 256.

Step 2. Binary representation of the speech signal and masking
operation: the speech signal (A) is converted to a binary representation (Ab).
The total number of bits is equal to the total number of samples multiplied by the
number of bits per sample. Then, an XOR operation is performed, Xb = Ab⊕M .
If the length of K is lower than the length of Ab, M is repeated as necessary. For
example, if M is 256 bits length, and A is a speech signal with fs = 8KHz, 2 s
of duration and 16-bits per sample, the length of Ab is 256 K bits. In this case,
M is repeated 1000 times, then an XOR operation is made (bit to bit).

Step 3. Extraction of color and wavelet sub-band: the host image is
separated in three color bands (R, G, B) and one of them is selected. Then, the
DWT is applied to the selected sub-band with one level of decomposition.

Step 4. Data insertion: the algorithm selects one of the wavelet sub-bands;
then every bit of the Xb vector is inserted into the wavelet-subband through the
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QIM function. Equation 6 represents the way to insert data; where Q is the
quantized sub-band:

⎧
⎪⎪⎨

⎪⎪⎩

Q(i, j) = Δ
⌊

Wx(i,j)
Δ

⌋
if Xb = 0

Q(i, j) = Δ
⌊

Wx(i,j)
Δ

⌋
+ Δ

2 if Xb = 1
(6)

For the purpose to recover the secret data at the receiver, delta value, the
mask, the selected color band, and the selected wavelet sub-band are transmitted
by a private channel. These data form the secret key.

Step 5. Addition of noise to the quantized sub-band: since after the
QIM process, only will exist wavelet coefficients multiples of Δ/2, an additive
noise is inserted into the quantized sub-band with the purpose to resist attacks
based on data distribution.

Step 6. Image reconstruction: the image is reconstructed from the wavelet
sub-bands and the color bands. The result is the stego image (S).

3.2 Audio Extraction

The input parameters are the received stego image (Sr) and the parameters
used in embedding phase (Δ value in QIM, color band, wavelet sub-band, and
the mask). The output is the recovered audio signal (Ar). The audio extraction
process is summarized in Fig. 3 and described below.

Fig. 3. Illustrative representation of the flow chart for audio extraction.

Step 1. Separation of the three bands of the stego image: the stego
image is separated in the colors Red, Green and Blue.

Step 2. Application of the wavelet transform: firstly, one of the color
bands is selected according to the information of the secret key. The DWT is
applied to this band and then the sub-band specified by the secret key is selected
properly.

Step 3. Data extraction: in every pixel of the selected sub-band the inverse
QIM function is applied, according to Eq. 7. The result is the recovered masked
data, Xbr.
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Step 4. Unmask the audio: an xor operation between Xbr and M is
performed. M is obtained from the secret key. The result is the recovered bits
of the speech signal, Abr = Xbr ⊕ M .

Step 5. Conversion to analog values: the binary values Abr are converted
to analog values by using 16-bits data.

3.3 Insertion Capacity

In an information-hiding scheme, the insertion capacity (IC) is a measure of the
quantity of information per unit that the method is able to hide. The insertion
capacity of the proposed method is given by the Eq. 8,

IC =
M × N

(2L)2
(bits/pixel) (8)

Where, M and N are the dimensions of the image and L is the number
of decomposition levels. The above means that in a 1024 × 768 image, it is
possible to hide 196608 bits. With an audio file sampled at 8 KHz (speech), it
is possible to hide a file of 24.576 s of duration. With an audio file sampled at
44.1 KHz (music), it is possible to hide a file of 4.45 s of duration. In any case,
it is possible to hide a little phrase or message.

4 Experimental Results and Analysis

To evaluate the effectiveness of the algorithm in terms of imperceptibility of the
stego image and quality of the recovered signal we use five RGB images (three
standard images and two proprietary images): Baboon (512 × 512 × 3), Lena
(1600× 900× 3), Peppers (676× 470× 3), Penguins (1024× 768× 3) and Flower
(1366 × 768 × 3). Besides, Haar wavelet base was selected and ten Delta values,
four wavelet subbands and ten secret messages were used. A total of 2000 tests
were done (5 images × 10 Delta values × four subbands × 10 secret messages).
For imperceptibility measures (Figs. 4 and 5), we use the following parameters:
SSIM, GVD and correlation. To evaluate quality of the recovered audio (Figs. 6
and 7), we use SPCC.

4.1 Imperceptibility of the Stego Image

Imperceptibility aims to quantify the differences between the carrier-image and
the stego-image. In this case it is desired that no appreciable distortion exists
in the stego image, and therefore that there is no evidence that the image has
been modified. To do this, the values of SSIM, GVD and SPCC should be as



Highly Transparent Steganography Scheme of Speech Signals 247

Fig. 4. Imperceptibility results for three metrics. Confidence range (95 %) by Delta
value.

close to its ideal value, namely, 1, 0 and 1, respectively. To corroborate the
imperceptibility of the method, the results for the three metrics above were
consolidated by confidence intervals. That is, the ranges in which the 95 % of
the values are concentrated were obtained, whereby it is possible to assess the
trend of each metric. This evaluation was performed by varying the delta value
from 5–50, in increments of 5, as shown in Fig. 4.

Figure 4(a), shows the variation of the correlation coefficient depending on
the delta value. Here it is observed that the transparency decreases as the delta
value increases, however all values are above 0.99, which means that in terms of
correlation coefficient, the transparency is good. It also shows that delta values
that present good imperceptibility results in terms of SSIM are lower than 20.

Regarding the SSIM index, Fig. 4(b), shows the trend of this metric at change
the delta value. As in the correlation coefficient, the transparency decreases as
the delta value increases, but this decrease is more pronounced compared to the
previous index. However, for delta values lower than 20, SSIM tends to remain
below 0.95.

The GVD meanwhile, gets values remains below 0.15, as shown in Fig. 4(c).
As you increase the delta value, the GVD away from its ideal value, so in terms
of GVD again small delta values are recommended.

Figure 5 shows the original image and the resulting one after using the pro-
posed scheme. In this case, the HH sub-band, the red band and a delta value of
50 were used as input parameters. The quality metrics are showed in the caption.
Although there are differences between the stego band and the original band, at
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Fig. 5. Example of imperceptibility test. Quality metrics: SSIM=0.8240, GVD=0.0147
and SPCC=0.9810.

the end of the hiding process the stego RGB image is very similar to the original
RGB image.

4.2 Quality of the Recovered Audio

Quality of the recovered audio signal quantifies the differences between the origi-
nal audio signal and the recovered signal. In this case, should no exist appreciable
distortion in the recovered signal. To do this, similarity between these two signals
was calculated by means of the squared pearson correlation coefficient. SPCC
values should be as close to its ideal value, namely, 0.

The Fig. 6 shows the confidence intervals for the SPCC between the original
audio and the recovered audio signal. Here, unlike the evaluation of impercepti-
bility, increased delta value means a better quality of the output signal. However,
according to the results of Fig. 6, if Delta is higher than 15, SPCC is close to 1
and then the quality of the recovered audio signal is very high.
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Fig. 6. Correlation coefficient for original and recovered audio signals. Confidence range
(95 %) for SPCC by Delta value.

According to the above, the imperceptibility and quality of the recovered
signal, have a tradeoff based on the delta value. Note that the higher the delta
value, the lower the quality of stego image and lower the quality of the recovered
audio. In any case, a delta value that presents a good compromise between
imperceptibility and quality of the recovered signal is 15. In order to illustrate
the performance of proposed system, Figs. 7(a) and 7(b) show the original audio
signal and the recovered audio signal in the time domain. Here it is possible to
confirm that the two signals have a high correlation degree.

Fig. 7. Example of the quality of the recovered audio. Quality metric: SPCC=0.9969.

5 Conclusion

We propose a steganography scheme that allows to hide an audio signal into
a RGB image. The process works on the wavelet domain with QIM method.
Both imperceptibility and quality of the recovered audio depend on the Delta
value. According to the results if Delta value increases, quality increases but
imperceptibility decreases. A good tradeoff between them is obtained for a Delta
value of 15.
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