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Abstract. Multivariate Public Key Cryptosystems (MPKC) are a can-
didate of post-quantum cryptography. The MPKC signature scheme
Rainbow is endowed of efficient signature generation and verification,
while no major attack has been reported so far. In this paper, we pro-
pose a MPKC encryption scheme based on Rainbow. The public key of
Rainbow is a surjective polynomial map, whereas the encryption scheme
requires an injective polynomial map. We explain how to change the
public key of Rainbow to an injective map.
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1 Introduction

1.1 Motivation and Background

The foundation of public key cryptography currently consists of RSA and ellip-
tic curve cryptography. However, these two cryptosystems do not have sufficient
resistance against quantum computers. Therefore, the current foundation of pub-
lic key cryptography needs to shift to cryptography preventing attacks coming
from quantum computers, which is called post-quantum cryptography [12], and
before quantum computers become widely spread. Since 2013, a working group
on post-quantum cryptography at NIST is studying the standardization of Post-
Quantum cryptography. ETSI is also holding a regular Quantum-Safe-Crypto
Workshop. Main candidates for post-quantum cryptography are lattice-based
cryptography, code-based cryptography, multivariate public key cryptography,
and hash-based cryptography.

1.2 Previous Work and Challenging Issues

The encryption scheme C∗ proposed in [29] is considered to be the first MPKC
scheme. However, Patarin in [33] showed an efficient attack against C∗. After
that, many encryption schemes have been proposed [17,35,36]. However, efficient
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attacks have been found against most of these schemes [9,13,21,27], and at
present, only few MPKC encryption schemes have remained safe. Among them
are ZHFE [39], ABC [41] and cubic ABC [14]. Besides safety, it is also important
to design a secure MPKC encryption scheme which has efficient encryption and
decryption algorithms.

As for signature schemes, SFlash [36], TTS[10] have been proposed, but effi-
cient attacks against these schemes have been found [13,16]. Rainbow [15] is a
signature scheme which has efficient signature generation and verification. Its
security has been analyzed by several researchers, and so far no major attack
against it has been found.

1.3 Contribution

We propose a new encryption scheme which has an efficient decryption algorithm.
The proposed scheme is a combination of the encryption scheme “Square” [7]
and the signature scheme “Rainbow”. Since the decryption in both Square and
Rainbow is efficient, it results that the decryption of the proposed scheme is
also efficient. Furthermore, we analyze the security of the proposed scheme. We
consider existing attacks against Square and existing attacks against Rainbow
etc. Based on this security analysis, we estimate the parameters yielding 80-bit,
112-bit and 160-bit security levels. Finally, for these parameters we have imple-
mented the new scheme and measured encryption time and decryption time.

In MPKC, encryption scheme and signature scheme deploy different kinds
of multivariate polynomial maps. MPKC signature scheme often uses surjective
maps because given an arbitrary message, the corresponding signature has to
be generated at least one. On the other hand, MPKC encryption schemes use
injective map because if not, the scheme would cause decryption failures. For
instance the lattice-based encryption NTRU can cause decryption failures. But
NTRU avoids this problem by tuning parameters so that the probability that a
decryption failure occurs is minimal. Among MPKC encryption schemes, ABC
also has this problem. The original ABC has a non-negligible probability of
decryption failure, but it was improved by using almost injective multivariate
maps so that the probability is minimized [42].

Our scheme adopts basically the same policy as the improved ABC. The
multivariate map associated with our scheme is almost injective. To the end, we
thought of two devices: (1) the vinegar variables used in Rainbow are exchanged
to variables in the encryption scheme (which in this paper is Square), and (2)
the number of equations increases for each layer in Rainbow. About (1), in the
decryption of Rainbow, a signer can substitute several values in the vinegar vari-
ables. However in the encryption scheme, the decryption result has to coincide
in a unique way with the plain text. We make use of the decryption method of
Square instead of substituting in vinegar variables, so that the inverse is deter-
mined uniquely. The reason why we adopt Square as an encryption scheme in
(1) is that it has strong tolerance against the direct attacks [12] and an efficient
decryption algorithm. Next, we explain about (2). In the decryption of Rainbow,
solving linear equations is required for each layer. The linear equations may be
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degenerated, in which case the decryption algorithm reselects values in vinegar
variables, and reconstruct linear equations. However, since the proposed scheme
does not use vinegar variables, we increase the number of equations such that
the linear equations are not degenerated. As the number of equations increases,
the probability of degeneration becomes indeed lower; thus we can control the
probability.

Square requires square root computation during decryption. This computa-
tion is executed by some exponentiation algorithms. In the original paper [7],
the decryption time takes more than ten times that of the encryption time. We
rather adopt the multi-exponentiation technique [32], which has been put into
practice in efficient pairing computations [40], GLV [23], GLS [24], so that seeing
on single Square, we achieve about 10 times acceleration of the decryption of the
original Square.

1.4 Comparison with Related Works

The public key size of the proposed scheme is about 30 times shorter as large
as that of ABC. The decryption of the proposed scheme is more efficient than
that of ZHFE because ZHFE requires heavy computations like the Berlekamp
algorithm for decryption.

The direct attack is an attack which directly computes the plain text from
a cipher text and the public key. Gröbner basis computations are often used
for this attack. From our experiments for low parameters, we observed that the
multivariate system provided by the proposed scheme is semi-regular [4]. Since
Square has a property that its security against direct attack is strong [11], and
Rainbow has a wide range of possible secret keys, we can expect that the security
of our scheme against direct attacks is also strong. Therefore, we infer that our
scheme also holds the semi-regular property for higher parameters. On the other
hand, since ABC does not have the semi-regular property, we have to select a
higher number of variables and of equations than those of our scheme.

The multivariate polynomial maps used in our scheme are constructed from
those of Square and Rainbow, and additionally, randomly chosen polynomial
maps are appended. Adding such polynomials is called the Plus method [12],
which is used to enhance the security mainly. In fact, due to the Plus method the
UOV attack, the UOV-Reconciliation attack and the Rainbow-Band-Separation
attack cannot be applied to our scheme. We remark that the Plus method cannot
be applied to the original Rainbow neither because in order to find an inverse
image of a randomly chosen polynomial map, a searching process is required,
therefore, the signature generation of Rainbow loses its good efficiency. On the
other hand, in the case of our scheme, since the decryption requires only the
decryption of Square and the decryption Rainbow, the inverse computation of
the plus part is not necessary.
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2 Background

2.1 A Signature Scheme, Rainbow

Ding and Schmidt proposed a signature scheme called Rainbow, which is a mul-
tilayer variant of Unbalanced Oil and Vinegar [15]. In this section, we review
Rainbow shortly.

First, we set some parameters in order to describe Rainbow with a h-layer
structure. Let v1 and o1, . . . , oh be positive integers. For k = 2, . . . , h + 1, let
vk = v1 + o1 + · · · + ok−1. For k = 1, . . . , h, we define two sets of integers,
Vk = {1, 2, . . . , vk}, Ok = {vk + 1, . . . , vk + ok}. The sets Oi and Vi are used for
the indices of the oil and vinegar variables in Rainbow, respectively. We define
n = vh+1, which is the number of variables used in Rainbow.

Let K = GF (q) be a finite field of order q. For k = 1, 2, . . . , h, a multivariate
quadratic map Gk = (gvk+1, . . . , gvk+ok

) : Kn → Kok consists of ok multivariate
polynomials: For l = vk + 1, . . . , vk + ok,

gl(x1, . . . , xn) =
∑

i∈Ok,j∈Vk

α
(l)
i,jxixj +

∑

i,j∈Vk, i≤j

β
(l)
i,jxixj +

∑

i∈Vk+1

γ
(l)
i xi + η(l), (1)

where α
(l)
i,j , β

(l)
i,j , γ

(l)
i , η(l) ∈ K are randomly chosen. We call the variables xi (i ∈

Ok) and xj (i ∈ Vj) oil and vinegar variables in the k-th layer, respectively. A
multivariate quadratic map G is then defined by the concatenation,

G = G1‖G2‖ · · · ‖Gh = (gv1+1, . . . , gn) : Kn → Kn−v1 .

Scheme. We describe the key generation, signature generation and verification
processes of Rainbow as follows.
Key Generation. A secret key consists of a central map G and two affine trans-
formations A1 : Km → Km (m = n − v1), A2 : Kn → Kn. The public key
consists of the field K and the composed map F = A1 ◦ G ◦ A2 : Kn → Km,
which is a system of m quadratic polynomials of n variables over K.

Signature Generation. Let M ∈ Km be a message. A signer computes A =
A−1

1 (M), B = G−1(A) and C = A−1
2 (B) in that order. The signature of

the message is C ∈ Kn. Here, the inverse computation B = G−1(A) for
A = (av1+1, . . . , an), is executed by the following algorithm.

Step 1. Select B0 = (b1, . . . , bv1) ∈ Kv1 randomly.
Step 2. For k = 1 to h do:

(4-1) For a subsequence Ak = (avk+1, . . . , avk+ok
) of A, set up a linear equation

with respect to Xk = (xvk+1, . . . , xvk+ok
),

Gk(Bk−1,Xk) = Ak.

(We remark that Gk can be regarded as a map having vk+1 variables.)
(4-2) Solve the above linear equation. If it has an unique solution, denote the

solution by Dk. Otherwise, go back to Step 1.
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(4-3) Put Bk = Bk−1‖Dk (concatenation).
Output B = Bh.

Verification. If F (C) = M , the signature is accepted, otherwise it is rejected.

Remark 1. The linear equation Gk(Bk−1,Xk) = Ak in Step 4-1 has ok variables
and ok equations. Therefore, solving the equation fails with the probability of
q−1. However, since there are many choice for B0 in Step 1, the signature gen-
eration itself does not fail.

Attacks Against Rainbow. In this section, we summarize the necessary infor-
mation about the known attacks against Rainbow that have been reported in
previous papers. Since the scheme which we propose later make uses of structure
of Rainbow, we will analyze the effect of these attacks on the proposed scheme.
The known relevant attacks against Rainbow are as follows.

(1) Direct attacks [2,46],
(2) UOV attack [26,28],
(3) MinRank attack [5,22],
(4) HighRank attack [18,22,38],
(5) Rainbow-Band-Separation (RBS) attack [18,37],
(6) UOV-Reconciliation (UOV-R) attack [18,37].

The direct attacks try to solve a system of equations F (X) = M from public key
F and (fixed) message M [2,46]. By contrast, the goal of the other attacks is to
find a part of the secret key. In the case of a UOV attack or HighRank attack, for
example, the target Rainbow with parameters v1, o1, . . . , ot is then reduced into
a version of Rainbow with simpler parameters such as v1, o1, . . . , ot−1 without
ot. We can then break the original Rainbow with lower complexity. To carry out
a reduction we need to find (a part of) a direct sum decomposition of vector
space Kn,

Kn = Kv1 ⊕ Ko1 ⊕ · · · ⊕ Kot , (2)

because expressing Kn in an available basis enables returning the public key to
the central map. In fact, if we can decompose Kn = W ⊕ Kot for a certain W
that has a coarser decomposition than (2) then the security of Rainbow can be
reduced to that of Rainbow with the number of layer one fewer. There are two
methods for finding this decomposition:

(1) Find a simultaneous isotropic subspace of Kn.
Let V be a vector space over K, and let Q1 be a quadratic form on V . We
determine that a subspace W of V is isotropic (with respect to Q1) if

v1, v2 ∈ W ⇒ Q1(v1, v2) := Q1(v1 + v2) − Q1(v1) − Q1(v2) = 0.

In addition, we assume that V is also equipped with quadratic forms Q2, . . . , Qm.
We determine that a subspace W of V is simultaneously isotropic if W is isotropic
with respect to all Q1, . . . , Qm.
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In Rainbow, m quadratic forms on Kn are defined by the quadratic parts
of the public polynomials of F . Note that the subspace Kot appearing in (2)
is a simultaneous isotropic subspace of Kn. If we find a simultaneous isotropic
subspace, the basis of Kot is then obtained and the above attack is feasible. The
UOV, UOV-R and RBS attacks are classified as being of this type.

(2) Find a quadratic form with the minimum or second maximum rank.
When the quadratic part of the k-th component polynomial of F in Rainbow is
expressed as

n∑

i=1

n∑

j=i

a
(k)
ij xixj ,

we associate it with a symmetric matrix Pk = A + AT, where A = (a(k)
ij ).

We define ΩF = SpanK{Pk | k = v1 + 1, . . . , n}, which is a vector space over K
spanned by matrices Pv1+1, . . . , Pn. For example, if we find a matrix of rank v2 =
v1 + o1 in ΩF , there is a high probability that the image of this matrix coincides
with Kv1 ⊕ Ko1 appearing in (2). Therefore, we obtain the decomposition of
Kn = (Kv1 ⊕ Ko1) ⊕ W ′ for some W ′ that is a coarser decomposition than (2).
The MinRank and HighRank attacks are classified as being of this type.

The details of above mentioned six attacks can be found in the literature [37].

3 Our Proposed Scheme

In this section, we propose a MPKC encryption scheme, which is called SRP
because it is constructed by combining Square, Rainbow and the Plus method
technique. First, we prepare some parameters necessary to construct our scheme:

– K = GF (q): finite field of odd characteristic (q ≡ 3 mod 4)
– d: degree of extension field L = GF (qd) over K (d ≡ 1 mod 2)
– h: number of layers
– o1, . . . , oh: number of oil variables in each layer
– r: number determining the probability of decryption success
– s: number of equations added in the Plus method
– l: number of variables reduced in the embedding method
– φ : GF (qd) → Kd: linear isomorphism over K

3.1 Key Generation

Let n = d+ o1 + · · ·+ oh − l and m = d+ o1 + · · ·+ oh +hr + s. Then, the public
key of the proposed scheme is given by a quadratic polynomial map from Kn to
Km. Let n′ = d + o1 + · · · + oh. Three multivariate quadratic maps GS , GR, GP

on Kn′
are constructed as follows:
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(i) Construction of GS : Kn′ → Kd.
A multivariate quadratic map G′

S : Kd → Kd is defined by

G′
S : Kd φ−1

−−→ GF (qd) 	 X → X2 ∈ GF (qd)
φ−→ Kd.

GS is defined as a natural extension of G′
S to Kn′

, i.e.

GS : Kd+o1+···+oh
projection−−−−−−→ Kd G′

S−−→ Kd.

(ii) Construction of GR : Kn′ → Ko1+···+oh+hr.
For each layer k = 1, . . . , h, we construct a multivariate quadratic map
GR,k : Kn′ → Kok+r as follows. Let vk = d + o1 + · · · + ok−1 and Vk =
{1, 2, . . . , vk}, Ok = {vk + 1, . . . , vk + ok}. The ok + r components of GR,k

are chosen by the multivariate quadratic polynomials of the form,

g(x1, . . . , xn′) =
∑

i∈Ok,j∈Vk

αi,jxixj +
∑

i,j∈Vk, i≤j

βi,jxixj +
∑

i∈Vk∪Ok

γixi + η.

Here, αi,j , βi,j , γi, η are randomly chosen in K for each component of GR,k.
Then, GR is defined by the concatenation GR = GR,1‖ . . . ‖GR,h.

(iii) Construction of GP : Kn′ → Ks.
GP consist of randomly chosen s multivariate quadratic polynomials of the
form,

g(x1, . . . , xn′) =
∑

1≤i≤j≤n′
αi,jxixj +

∑

1≤i≤n′
βixi + γ (αi,j , βi, γ ∈ K).

Using above (i), (ii), (iii), a polynomial map G : Kn′ → Km is defined by
the concatenation G = GS‖GR‖GP . Additionally, the following are selected
randomly.

(1) affine embedding map A1 : Kn → Kn′
,

(2) affine isomorphism A2 : Km → Km.

A multivariate quadratic map F from Kn to Km is defined by F = A2 ◦ G ◦ A1.
Then, the secret key consists of G, A1 and A2, and the public key consists of F .

3.2 Encryption

We identify a plain text M with an element of Kn. The cipher text C corre-
sponding to M is obtained by the polynomial evaluation,

C = F (M) ∈ Km.
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3.3 Decryption

For a cipher text C = (c1, . . . , cm) ∈ Km, the decryption is executed as follows.

Step 1. Compute B = (b1, . . . , bm) = A−1
2 (C).

Step 2. Compute B0 = φ−1(BS) where BS = (b1, . . . , bd), the vector of the first
d-components of B.

Step 3. Compute R = ±B
(qd+1)/4
0 and D0 = φ(R).

Step 4. For k = 1 to h do:
(4-1) For Bk = (bmk+1, . . . , bmk+ok+r), where mk := vk + (k − 1)r, set up a

linear equation with respect to Xk = (xvk+1, . . . , xvk+ok
),

GR,k(Dk−1,Xk) = Bk.

(We remark that GR,k can be regarded as a map having vk+1 variables.)
(4-2) Solve the above linear equation, and denote the solution by Dk.

Step 4. Put D = D0‖D1‖ · · · ‖Dh (concatenation).
Step 5. Compute M ′ = A−1

1 (D), which is the corresponding plain text.

Remark 2. In Step 3, the computation of the exponentiation B
(qd+1)/4
0 is

required. The multi-exponentiation technique [32] can be applied to this com-
putation. The concrete algorithm is described in the Appendix A.

3.4 Probability of Decryption Failure

We have to guarantee that the above decryption algorithm recovers the plain
text. To the end, it is necessary to show that the public key F is injective. In
the case of the original ABC [41], the probability of decryption failure is non-
negligible because its public key is not injective. However, ABC has been already
improved such that the public key becomes almost injective [42]. Therefore, the
probability of decryption failure of the improved ABC can be minimized by
choosing a suitable parameter.

The public key of our scheme is also almost injective. More precisely,

Proposition 1. The probability of F are not injective is equal to hq−l−1.

This proposition implies that the probability of the decryption failure in our
scheme is equal to hq−l−1. The above proposition is shown in the Appendix B.

4 Security Analysis

In this section, we analyze the security of our scheme. The attacks which we
have to observe is as follows:

1. Direct attack
2. Differential attack [6]
3. Rank attacks
4. Other attacks against Rainbow (RBS attack, UOV attack, UOV-R attack)
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4.1 Direct Attack

The Direct attack is an attack that compute the plain text by solving multi-
variate equation system obtained by the cipher text and the public key. Cur-
rently, the most efficient direct attack is the gröbner basis computation algo-
rithm [19,20]. For any multivariate polynomial system, the degree of regularity
dreg is defined as an invariant [1]. Moreover, the concept of semi-regular (for an
overdetermined system) is defined [4]. For m > n, let c0, c1, . . . ∈ Z be defined by

∑

k

ckzk =
(1 − x2)m

(1 − z)n
. (3)

If an overdetermined system of n variables and m equations is semi-regular, then
the index d of the first non-positive coefficient cd coincides with dreg [4].

The complexity of the Gröbner basis computation depends on the degree of
regularity, in fact, the complexity of F5 algorithm [4] is described by

O(m ·
(

n + dreg − 1
dreg

)ω

). (4)

Here, 2 < ω < 3 is a linear algebra constant. Furthermore, the hybrid method
that mixes Gröbner basis computation with exhaustive search is proposed, and
its complexity is estimated [4].

Table 1 compares the degree of regularity of the proposed scheme with the
semi-regular degree by experiment. We use gröbner basis computation algorithm
implemented in the software Magma. In this table, we consider only the case
that the layer number h is equal to 1. Time (RS) means the computation time
for random system with same m and n. The semi-regular degree is computed by
using the Hilbert series (3). This table shows that in any cases of the experiments,
the degree of regularity of the proposed scheme are equal to the semi-regular
degree.

Table 1. Result of experiments of the direct attack using MAGMA

(q, d, {o1, . . .}, r, s, l) (m, n) Time Time (RS) dreg semi-regular degree

(31, 15, 11, 3, 2, 10) (31, 16) 14 s 14 s 5 5

(31, 15, 11, 3, 2, 9) (31, 17) 44 s 42 s 5 5

(31, 15, 11, 3, 2, 8) (31, 18) 206 s 204 s 5 5

(31, 15, 11, 3, 2, 7) (31, 19) 2311 s 2351 s 6 6

(31, 15, 10, 3, 2, 6) (30, 19) 2916 s 2846 s 6 6

(31, 15, 11, 3, 2, 6) (31, 20) 9331 s 8840 s 6 6

(31, 15, 12, 3, 2, 6) (32, 21) 34080 s 41647 s 6 6

(31, 15, 11, 3, 2, 5) (31, 21) 156624 s 168693 s 7 7
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4.2 Differential attack

For a function f , its differential is defined by

Df(A,X) = f(A + X) − f(A) − f(X) + f(0).

If we take the public key F as f and substitute a point of Kn for A, we have
a linear map M from Kn to Km. In the case of the simple Square, by finding
another linear map which is commutative with M , recover a multiplication map
by an element of GF (qd) [6]. The point is that the differential attack is effective
to the simple Square because all the variables are obtained by the reduction
of the variable for the extension field. However, the proposed scheme includes
variables in Rainbow other than variables in Square, therefore, the differential
attack is not applied to the proposed scheme.

4.3 Rank Attacks

First, consider the HighRank attack against Rainbow. We can assume that l
is less than oh because if l is greater than or equal to oh, the scheme has an
equivalent secret key as a proposed scheme with h − 1 and l − oh instead of h
and l.

ΩF = SpanK{Pk | k = 1, . . . ,m}

is defined similarly to Sect. 2.1 (Attacks Against Rainbow) from the public key
F . The highest rank of a matrix belonging to ΩF is n. The second highest rank is
d+o1+ · · ·+oh−1 with high probability. Since the difference is oh− l, similarly to
computing the complexity in the case of Rainbow, the complexity of HighRank
attack against the proposed scheme is

n3/6 · qoh−l m. (5)

Here, m stands for the number of the field multiplication.
Next, consider the MinRank attack. The same attack can be applied to

Double-Layer Square [8], and the complexity has been estimated [43]:

(n + l)ql+1(2n + l)3 m. (6)

Against the proposed scheme, the MinRank attack has the same complexity.

4.4 Other Attacks against Rainbow

Let Q = {q1, . . . , qm} be the set of all the quadratic forms given by the quadratic
parts of the components of the public key F for the proposed scheme. As
explained in Sect. 2.1 (Attacks Against Rainbow), the UOV attack, the UOV-R
attack and the RBS attack all require a simultaneous isotropic space in Kn with
respect to Q. If the parameter s for the proposed scheme is equal to zero, that
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is, the proposed scheme does not have the plus part GP substantially, then there
is a simultaneous isotropic space in Kn. In fact, the subspace

A−1
1 (V ′) where V ′ = {(0, . . . , 0|

oh︷ ︸︸ ︷∗, . . . , ∗)}(⊂ Kn′
),

becomes a simultaneous isotropic space with respect to Q because V ′ is isotropic
with respect to any quadratic form obtained by a component of GS and GR. How-
ever, if s > 0 then V ′ is not isotropic with respect to a quadratic form obtained
by a component of GP because GP consists of randomly chosen polynomials.
Therefore, there is no simultaneous isotropic space in general. Consequently, the
UOV attack, the UOV-R attack and the RBS attack cannot be applied to the
proposed scheme.

5 Practical Parameters and Implementation

Consider the following parameters.

(A) (K, d, h, {o1, . . .}, r, s, l) = (GF (31), 33, 1, {32}, 16, 5, 16) (80-bit security level)
(B) (K, d, h, {o1, . . .}, r, s, l) = (GF (31), 47, 1, {47}, 22, 5, 22) (112-bit security level)
(C) (K, d, h, {o1, . . .}, r, s, l) = (GF (31), 71, 1, {71}, 32, 5, 32) (160-bit security level)

We have (n,m) = (49, 86) for (A), (72, 121) for (B) and (110, 179) for (C).
The security level for each case is estimated based on (5), (6) and the the com-
plexity of the hybrid method [4]. Here, the complexity of the hybrid method
is computed under the assumption that the multivariate polynomial system of
the proposed scheme is semi-regular. For each parameter, we execute experi-
ment of encryption and decryption for 100 different plain texts. The following
table shows the average time of encryption and decryption. The implementation
environment is as follows (Table 2).

Table 2. Experimental results of SRP

SRP (A) (B) (C)

Security 80 bit 112 bit 160 bit

Encryption 0.75 ms 2.26 ms 7.82 ms

Decryption 1.06 ms 3.01 ms 9.14 ms

Secret key size 57.1 kB 161.4 kB 528.1 kB

Public key size 69.9 kB 207.0 kB 701.6 kB

Probability of decryption failure 2−80 2−112 2−160

OS Microsoft Windows 7 Professional 64bit
CPU Intel(R) Xeon CPU E31270 @ 3.40GHz
memory 16.0 GB
Compiler Cygwin + gcc version 3.4.4
Language C
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6 Conclusion

We propose a MPKC encryption scheme called SRP. Our scheme has an efficient
decryption algorithm, in fact, the decryption time is less than twice that of
the encryption time according to our experiments. The system of multivariate
quadratic equations obtained in our scheme by any cipher text behave as if it
was a system of random quadratic equations with respect to direct attacks.
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A Decryption Algorithm for Square

In Step 3 of the decryption of the proposed scheme, we require the computation

B
(qd+1)/4
0 (q ≡ 3 mod 4, d ≡ 1 mod 2).

(qd + 1)/4 has q-adic expansion:

qd + 1
4

=
q + 1

4
+

3q − 1
4

· q +
q − 3

4
· q2 +

3q − 1
4

· q3 +
q − 3

4
· p4

+
3q − 1

4
· q5 +

q − 3
4

· q6 + · · · +
3q − 1

4
· qd−2 +

q − 3
4

· qd−1.

The cost for computing the Frobenius map for any element is very cheap.
Therefore, we have an efficient algorithm computing B

(qd+1)/4
0 using multi-

exponentiation technique [32].
An efficient algorithm computing B

(qd+1)/4
0

Step 1. Compute the binary expansion (d−1)/2 = [bk, bk−1, . . . , b0]2.
Step 2. β ← 1, m ← 0, δ ← Bq

0 .
Step 3. for i = 0 to k do:

if i > 0 then δ ← δ · δq2i

if bi = 1 then β ← β · δqm

, m ← m + 2i+1.
Step 4. γ ← B0 · βq.
Step 5. γ ← β · γ.

Step 6. β ← β
q+1
2 .

Step 7. γ ← γ
q−3
4 .

Step 8. β ← β · γ · B0.
result β.
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B Injectivity of G and F

Here, we prove that the maps G and F used in the proposed scheme are almost
injective. More precisely,

Proposition 2. The probability of G and F are not injective is equal to hq−l−1.

Since F is defined by A2 ◦ G ◦ A1 and A1, A2 are both injective, if it is shown
that G is injective, F becomes also injective. Let us show that G is almost
injective. Now, for B ∈ Km, we can assume that the equation G(X) = B has
solutions at least one because any cipher text is given by a certain plain text.
Therefore, it is sufficient to show that G(X) = B does not have solutions more
than one. From the construction method of G, any solution of G(X) = B has
to be obtained by the above decryption algorithm. In the algorithm, the steps
which has a possibility to yields solutions more than one are Step 3 and Step
4-2. In Step 4-2, the linear equation Gk(Dk−1,Xk) = Bi has ok variables and
ok + r equations. Since the coefficients of the equation are behaved as random
elements, the probability of the linear equation has exactly one solution coincides
with the probability that the linear equation is non-degenerate, which is equal
to (1−q−ok−r)(1−q−ok−r+1) · · · (1−q−r−1). In other word, the probability that
solutions more than one in Step 4-2 is about q−r−1. In Step 3, clearly there are
two candidate for R0 (or D0), but one of candidates of D0 disapears in Step 4-2
for k = 1 with the probability of q−r−1. As a consequence, the probability of G
is not injective is equal to hq−l−1.
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19. Faugére, J.-C.: A new efficient algorithm for computing Gröbner basis (F4). J. Pure
Appl. Algebra 139(1–3), 61–88 (1999)
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to zero (F5). In: Proceedings of the International Symposium on Symbolic and
Algebraic Computation, pp. 75–83 (2002)

21. Fouque, P.-A., Macario-Rat, G., Perret, L., Stern, J.: Total break of the �-IC signa-
ture scheme. In: Cramer, R. (ed.) PKC 2008. LNCS, vol. 4939, pp. 1–17. Springer,
Heidelberg (2008)

22. Goubin, L., Courtois, N.T.: Cryptanalysis of the TTM cryptosystem. In: Okamoto,
T. (ed.) ASIACRYPT 2000. LNCS, vol. 1976, pp. 44–57. Springer, Heidelberg
(2000)

23. Gallant, R.P., Lambert, R.J., Vanstone, S.A.: Faster point multiplication on elliptic
curves with efficient endomorphisms. In: Kilian, J. (ed.) CRYPTO 2001. LNCS,
vol. 2139, pp. 190–200. Springer, Heidelberg (2001)

24. Galbraith, S.D., Lin, X., Scott, M.: Endomorphisms for faster elliptic curve cryp-
tography on a large class of curves. J. Crypt. 24(3), 446–469 (2011)

25. Hoffstein, J., Pipher, J., Silverman, J.H.: NTRU: a ring-based public key cryptosys-
tem. In: Buhler, J.P. (ed.) ANTS 1998. LNCS, vol. 1423, pp. 267–288. Springer,
Heidelberg (1998)

26. Kipnis, A., Patarin, J., Goubin, L.: Unbalanced oil and vinegar signature schemes.
In: Stern, J. (ed.) EUROCRYPT 1999. LNCS, vol. 1592, pp. 206–222. Springer,
Heidelberg (1999)



250 T. Yasuda and K. Sakurai

27. Kipnis, A., Shamir, A.: Cryptanalysis of the HFE public key cryptosystem by
relinearization. In: Wiener, M. (ed.) CRYPTO 1999. LNCS, vol. 1666, pp. 19–30.
Springer, Heidelberg (1999)

28. Kipnis, A., Shamir, A.: Cryptanalysis of the oil and vinegar signature scheme.
In: Krawczyk, H. (ed.) CRYPTO 1998. LNCS, vol. 1462, pp. 257–266. Springer,
Heidelberg (1998)

29. Matsumoto, T., Imai, H.: Public quadratic polynomial-tuples for efficient signature-
verification and message-encryption. In: Günther, C.G. (ed.) EUROCRYPT 1988.
LNCS, vol. 330, pp. 419–453. Springer, Heidelberg (1988)

30. Moh, T.-T.: A fast public key system with signature ans master key functions. In:
CrypTEC 1999, pp. 63–69 (1999)

31. Moh, T.-T.: A public key system with signature and master key functions. Com-
mun. Algebra 27(5), 2207–2222 (1999)
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