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Abstract. Authentication is the verification of the identity of a person to access 
a resource or perform an activity. Authentication based on keystroke dynamics 
biometrics validates a legitimate user, comparing his typing on keyboard with 
his stored template. An important group of factors influences the capture of the 
raw data generated by the user’s typing. These Confounding Factors have been 
addressed in the literature from different approaches, and most of these studies 
agree that their influence affects the reliability of Keystroke Dynamics. In this 
research, a taxonomy of Confounding Factors is proposed, and several mitiga-
tion actions are discussed to face them. 
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1 Introduction 

Authentication in computer security is the process of linking a user with their identity. 
The basis of authentication process is the knowledge that the system must have about 
authorized users, and the validation of this information. This validation is performed 
based on (i) What secret a user knows (e.g., password), (ii) What a user has (e.g., a 
token); (iii) Who is he/she (e.g., biometric traits), or (iv) Where he/she is (e.g., con-
nected from a particular network)[1]. 

In 1975, Spillane [2] suggested the user authentication based on the user’s typing 
behavior and Gaines, et al. in [3], were the first to study the possibilities of Keystroke 
Dynamics (KD) for this purpose. After that, KD has been the focus of multiple re-
search works, some of them dedicated to the negative influence of several factors in 
experiment results and practical systems [4-6].  

The present paper discusses KD and its relationship with those negative factors. A 
taxonomy to facilitate their study is proposed. The existence and poor understanding 
of these factors, their impact on KD Authentication Systems (KDAS) reliability, and 
the possibility of their exploitation by impostors, for example, to generate synthetic 
forgery attacks, were the main motivations to do this work. 

According to this, and to accomplish our aim, it is necessary to know the bases of 
KD briefly. Thus, this paper was organized as follow: KD systems are described in 
the next section 2. In section 3, the proposed taxonomy, and an explication about 
abovementioned factors are discussed. At the same time, mitigation actions that may 
be applied in experimental and real scenarios are proposed. Finally, the conclusions of 
the study are presented. 
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2 Keystroke Dynamics in Brief 

KDAS compare user’s templates with keystroke samples. In function of that, the user 
may type fixed text when a predefined text is required or free text when restrictions 
about content or length of text are not necessary. KDAS are used in a static manner, 
for example, at the beginning of a session, or in a dynamic (continuous) way while the 
user's session lasts.  

Five recommended components to be used in KDAS are described in [7]. That is, 
(a) Data acquisition: Original data are captured and processed. (b) Features extraction: 
Raw data acquired are processed and users’ profiles are conformed, which contain 
extracted user’s traits. (c) Classification and matching: Selected criteria are applied to 
categorize data. (d) Decision: User’s data are compared using selected algorithms 
(classification or matching). Finally, (e) Adaptation: Although an enrolled user have 
been correctly recognized by the system, is recommended that the user re-enroll to 
add new information and update stored user profile.  

According to the literature, the features distinctive of the user’s typing behavior, 
but not only, are: (1) the pressure that is exerted on each key; (2) the position adopted 
by hands when user types; (3) functional relationship between fingers and keys; (4) 
the sound generated by keystroke; (5) the vibration generated by keystroke; (6) the 
sequence used to perform an action; (7) quantity of errors committed when writing 
and methods to correct them; (8) the use of special keys; (9) keystroke speed (total 
typing); (10) time interval that remains on a pressed a key, and (11) time interval 
between pressing a key and then another. 

The first five features require special devices to be gathered (cameras, pressure 
sensor, motion sensor or microphone). The rest only needs the keyboard. Most public 
research is focused on the use of time intervals, viz. 9, 10 and 11. Of these, the two 
latest features have attracted more interest. For example, in [7] was reported that the 
90 percent of the studied works used features based on timing, and only 5 percent of 
them were focused on pressure. According to literature, all mentioned characteristics 
are present while users are typing (universality), which helps distinguish one user 
from another (uniqueness), and they permit to recognize a person for long periods of 
time (permanence) [1]. 

Whereas the user types, a sequence of two consecutive events take place: a) Key-
Down, when he/she presses the key, and b) Key-Up, when the same key is released. 
While a keystroke occurs, the KDAS must capture the key's identification (or key’s 
name), Key-Down's timestamp and Key-Up's timestamp. Knowing these data, it is 
possible to calculate how long it takes the user to press two keys (digraph), three keys 
(three graphs), or several consecutive keys (n-graph), and a posteriori, it is possible to 
extract features, and obtain the user’s templates. 

2.1 Keystroke Dynamics Classification 

Classification methods for KD have been treated in the literature through different  
approximations, using classic statistical methods, machine learning, with emphasizing 
in neural networks, pattern recognition techniques, and hybrid approaches. In [1, 7-10] 
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surveys of these methods are presented. From analysis of these studies, two issues stick 
out, the variability in the design of experiments and the insufficient amount of public 
data sets, making it too complex the execution of performance analysis and comparison 
of algorithms [5]. This complexity increases due to the influence of a group of  
confounding factors (CF), which are ignored by most of researches when designing 
experiments, when creating the users' templates database, and worse, when a KDAS is 
applied in real scenarios. Section 3 is dedicated to explaining CF. 

2.2 Evaluation Metrics 

To evaluate the performance of a KDAS in experimental scenarios [1], four metrics 
are applied. (i) False Rejection Rate (FRR): percentage of genuine users rejected. (ii) 
False Acceptance Rate (FAR): percentage of impostors accepted. (iii) Equal Error 
Rate (EER): Point on the ROC curve where FRR is equal to FAR, and (iv) Half-Total 
Error Rate (HTER), which is defined as the mean of both error rates FAR and 
FRR[11], that is, HTER = (FAR + FRR) / 2. 

For systems with very high security needs, it is desired to reduce the value of FAR 
to the minimum possible [11, 12]. In contrast, if the system needs standard security, 
but emphasizing in user’s acceptation, similar and small values of FAR and FRR are 
preferred. In addition, selecting the adequate performance metric depend on how you 
design the authentication system. For example, if the intention is to develop a conti-
nuous authentication system, it is necessary to collect continuous or periodically the 
user’s keystrokes, and, on this basis, both ANIA (Average Number of Impostor Ac-
tions) as ANGA (Average Number of Genuine Actions) could be most appropriated 
to evaluate the system performance than the aforementioned metrics [13]. 

3 Confounding Factors (CF), Background and Related Works 

The CF in KDAS are internal or external elements that affect in some way the value 
of data captured at system's stages, causing error rates unexpected variability, and 
misinterpretation of outcomes.  

Problems associated with the inability to repeat experiments, or variability in the 
results of applying the same classifier to different data sets, are described in the litera-
ture as probable effects of CF. For example, Maxion, in an excellent analysis [14], 
which explains different CF that according to his criteria had disturbed KD experi-
ments conducted up to that time. Maxion’s article has two antecedents. First, [15], 
where the dependence of the KDAS of the internal clock of the computers, and the 
participation of the operating systems in this dependence are demonstrated. And 
second, [4], where authors measured the effects of 5 factors over the KDAS’s data 
capture mechanism, and demonstrated how one of them, the Operating System load 
(I\O load specifically), had affected that process. In that paper, the analyzed factors 
were included in Environmental class. In contrast, in our work, the same factors are 
classified into the Technical factors class because, in our opinion, this class does not 
influence the way of the user's typing, as Environmental factors do. See Figure 1. 
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Lee et al. [16], referred that keystroke-based authentication systems show much 
higher error rates than others behavioral biometric systems because of the influence of 
several factors, between them, types of keyboard, physical status of user, etc. On the 
other hand, in [17], authors identified six factors that, in their view, “might influence the 
error rates of keystroke-dynamics detectors”. These are, the algorithm, training amount, 
feature set, updating, impostor practice and typist-too-typist variation; some of them 
included in Table 1 and grouped as part of the Experimental and System Design class. 

3.1 Confounding Factors Taxonomy  

According outcomes from review of current papers about KD, what stands out is the 
fact that the authors correctly identify most of the Confounding Factors, but assuming 
that those factors are inherent to the environment where the experiment has been ap-
plied or the behavior and characteristics of users. Without going to judge the validity 
of this approach, the premise in this paper is that by mixing the origin of the CF, it is 
more complicated to determine how to minimize its effects on experimental and real 
scenarios. Then, in the light of our knowledge, and according to the reviewed litera-
ture, there are at least four sources of CF (see Table 1): 

1. Technical Type: For KDAS, it is very important the precision of raw data cap-
tured. As it was aforementioned in section 2, the majority of research works about 
KDAS have focused on features based on time intervals. The captures of these pe-
riods between keystrokes depend on the computer’s hardware, Operating System, 
keyboard and application used in keystrokes acquisition. In [15] and [18], authors 
reported the incidence of these factors in their measurements, which showed signif-
icant variations of error rates, while Villani, et al. in [19] demonstrated the impor-
tance of using the same keyboard in experiments 

In order to identify in practice this kind of factors (see Figure 1), it is necessary 
to understand that they do not affect the way of the user types, but the data value 
captured by the sensor, which can be considered as the union of the keyboard, the 
computer hardware, the Operating System and the final application. Knowing how 
each factor affects the samples, it allows us, from the design phase, to consider 
how to mitigate their influence, for example, by removing the affected data sam-
ples, and include automated controls to detect inappropriate sensors. 

Another important characteristic of Technical Factors is their influence over all 
users involved in tests. That is, no matter who is the user, his keystroke timing 
measures will be affected by the combination of the computer’s hardware, Operat-
ing System, keyboard and the application used in keystrokes acquisition.   

2. Environmental Type: This class includes every elements belonging to the location 
where the experiment takes place or where the final application will run, and that 
they may affect the way the user types: the illumination, keyboard position in relation 
to the user, room temperature, possibility of interruptions (e.g., colleagues, phone 
calls), and others. Some authors refer to these CF, but no revised article demonstrates 
the existence of a relation between them and the error rate variability[20]. On the 
above, it is logical and obvious to think that the environment influences on the mood 
of the user, and this, in turn, affects his way of typing. See Figure 1.  
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Table 1. Confounding factors taxonomy 

Confounding Factor Description Type  Factor 

Technical 
 

Operating System (OS) [11, 15] Data from keyboard events are recorded 
running system-calls.  

Keyboard [11, 19] Keyboard type: shape, language, keys’ 
positions (ZERTY, QWERTY…), tech-
nical characteristics (interface), defective 
device. 

OS load IO load, multithread, etc.  
RAM and µprocessor [18] Amount of RAM, type of µprocessor 
Level of data capture For instance: driver or application level 
Computer E.g., Laptop or Desktop 

Environment 
Lighting Low light 
Keyboard position Position of keyboard to user 
Interruptions Colleges, phones, etc. 

Behavioral [21] 

Transients Physical tiredness, emotions, 
stress, drowsiness   Impact on the way of user’s typing 

Permanents User experience  
User age, soft biometric [22] 

Experimental 
and system 

Design 
                 

Design 

Text Type Fix (structured) or Free (unstructured) text 
Length How many characters   

Monitored Continuous While user types 
Periodic Time windows 

Task Copy from dictated or reading 

Database 
Type Public or private 
Size How many samples per user? 

Detectors 
Classifier and metrics Statistical, Machine Learning…  
Feature Set Dimension 

Metrics  Performance metrics to continuous or 
static authentication 

Subjects 
(users & 
impostors) 

Subjects number Class number 
Number of attempts and time 
between them. 

Impact on user experience 

Training amount More training, less error rate  

3. Behavioral Type: This kind of factor includes mood, fatigue, and others. In [23] 
these factors are named Transient factors, but the user experience is not a temporal 
element, neither the user age, and both affect the way the user types. In [24], the re-
lation between emotional states and the variations in the rhythm of fingering if 
proved, and in [21], was demonstrated how the user’s emotional states affect for 
short time his/her typing rhythm.  

4. Experimental Type: These factors are discussed in most of the reviewed papers, 
but very few of them deal with this topic in the necessary depth, despite their im-
portance. All experiments designed and carried out with the required quality must 
ensure repeatability, reproducibility and validity. Under those principles, Maxion 
in [14] proposed to take into account a set of environmental factors (including into 
this denomination our Technical class) and behavioral factors in the design of ex-
periments, due to the demonstrated influence of these factors on experimental out-
comes. Before that, Killourhy and Maxion [5] showed the drawbacks to trying to 
compare the experimental results published until that moment, precisely due to the 
influence of several factors described in our taxonomy inside the current class. 
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Fig. 1. Influence of Confounding Factors over users and data collection process 

3.2 About Mitigations Actions 

In general, the correct design of the experiments ensuring their repetition, reproduc-
tion and their validity should be the first step in any debate about how to mitigate the 
influence of CF in KDAS. And second, but not less important, it is essential to under-
stand that CF are probable sources of error, and though their most significant impact 
is perceived in the assessment of the results, it is practically impossible to recognize 
their presence without knowledge about their existence.  

On this basis, it is necessary to establish as the requirements for the execution of 
the experiments and developing of an application of KD-based authentication, the use 
of specific hardware and software (e.g., computer, keyboard, memory RAM, Operat-
ing System). In addition, it is essential to include automatic controls to ensure com-
pliance with these requirements inclusive until level code. 

For further analysis the following works are recommended: [5], where the authors, 
Killourhy and Maxion, presented some of the ways to mitigate the influence of Experi-
mental CF; and [25], where Deng and Yu Zhong proposed the application of the Identi-
ty Vector (i-vector) method. This is a new approach taken from the voice biometric 
domain, and they demonstrated how much it could help to mitigate CF actions. The own 
Killourhy, in [6], proposed a much more comprehensive approach to face CF.   

To mitigate the influence of technical factors, it must first understood that they act 
like a monolithic sensor, affecting each other, while causing changes in the readings 
of the keyboard event times. Therefore, it can be understood to be the same influence 
for all users, which is true, but it is not all the time, because it depends on all the va-
riables involved. For example, the characteristics of the microprocessor and RAM are 
constants whose influence varies according to the load of operating system tasks. And 
so on, a similar analysis can be performed to all components of such factors.  

Then, it is possible to adjust the operating system timer (for example, to 1 millise-
cond) at the enrollment stage, or use the same trick to the continuous authentication 
while the user types. To implement both ideas, it is recommended to study carefully 
its negative effects, and take into account the differences between laptops and desktop 
computers[26].  

Environmental 
factors 

Technical  
factors 

Experimental 
Factors 

 Error rate variability 
 False outcomes  
 KD reliability 

Data collected 

Behavioral 
factors  

User’s way of 
type  

Legend:  
        All users are affected of different way 

        All users suffers the same affectation 
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4 Conclusions 

Keystroke dynamics is a cost effective mechanism for security and authentications 
systems. Its development has been marked by the negative effect of several factors, 
which cause false experimental outcome and error rate variability, wounding the KD 
reliability. 

In this work, a taxonomy of Confounding Factors is proposed. This classification 
was obtained from the analysis of current and public papers, which are focused on 
KDAS particularities, and their relation with CF. In addition, this work aims to facili-
tate the study of CF sources, and to contribute with other researchers to improve the 
design of experiments and final applications for KDAS. 
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