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USING YIN’S APPROACH TO CASE
STUDIES AS A PARADIGM FOR
CONDUCTING EXAMINATIONS

Oluwasayo Oyelami and Martin Olivier

Abstract At the heart of any forensic science discipline is the need to ensure that
a method applied in the discipline is based on a factual foundation or
valid scientific method. In digital forensics, the aim of an examination
is to make consistent inferences about events with high certainty. The
highest state of inference is a determination of causality. Two scientific
methods that can be applied in digital forensic examinations to deter-
mine causality are experimentation and case studies. Experimentation
has been used in a range of scientific studies, but there are situations
where it is not always possible to conduct experiments. In these cases,
the only option is to carry out case studies. A case study approach
is not widely used in the natural sciences, but it has been accepted as
a valid method that can produce insightful results in digital forensic
examinations. This chapter focuses on conducting digital evidence ex-
aminations using Yin’s approach to case studies as a paradigm. The
goal is to show that Yin’s case study approach can be applied suitably
and that it is useful in digital forensic settings.
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1. Introduction

Forensic science is an intriguing discipline. It epitomizes the relation-
ship between science and law and the complexities of these two fields
working together towards the same goal. The goal is to ensure that the
innocent remains free and that the guilty is convicted [11, 12].

In an adversarial system, each party must state its case by presenting
evidence or expert testimony that supports its assertions and may also
refute the opposing party’s assertions [11]. To succeed in a legal dispute,
the goal of each disputing party is to convince the court to make a
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finding that supports its assertions. The court, however, must scrutinize
the evidence and make reconstructive findings that reflect “the truth”
of what it decided was based on the evidence presented by both parties.

In determining the “truth” in a legal case, especially a criminal case,
the court relies heavily on forensic science to make justified inferences
regarding the case [12]. The court’s reliance on forensic science poses
important questions such as: How scientific are the processes used in
carrying out a forensic inquiry? How certain are the findings of a forensic
inquiry? How can the findings of a forensic inquiry be shown to be
reliable and consistent with respect to the goals of the inquiry? [11].
These questions must be answered in any scientific inquiry, especially
those involving legal proceedings. In forensic science, it is important to
ensure that all activities and inferences are based on science.

Forensic investigations involve a great deal of science. A landmark
National Academy of Sciences report [11] noted that techniques such as
DNA analysis, serology, forensic pathology, toxicology, chemical anal-
ysis and digital forensics are built on a scientific body of knowledge
based on theory and research. A Scientific Working Group on Digital
Evidence document [16] claims that digital forensics is scientific, but it
does not reference the scientific methods and only discusses the proce-
dures that are used. In digital forensics, the processes of preparation,
acquisition, examination and reporting of digital evidence [13] are sys-
tematically drawn out to enable forensic examiners to follow routine
procedures without them having to perform actions that can be con-
strued as conducting science. Software and hardware tools are primarily
used to extract and analyze evidence from various artifacts and produce
information from which inferences can be made. However, using the
products of applied science does not make a process scientific. In order
to attain the requisite level of science, a scientist must be involved in an
investigation and scientific methods must be applied.

The role of a scientist is further illustrated in the development of
hypotheses or prior knowledge. A hypothesis is knowledge that is inde-
pendent of empirical observation [1, 4]. The development of a hypothesis
before examining the evidence ensures that the examination process is
free of bias and error. Fingerprint analysis, for example, is susceptible
to bias and error because many examiners begin fingerprint analysis by
studying an exemplar print and latent print side-by-side without first
conducting a complete analysis of the latent print in order to specify the
features in the latent print that will be used for comparison [9, 11]. In
DNA analysis, bias is greatly reduced by creating a DNA profile from
the biological evidence based on criteria [2, 3, 11] that ensure that the
chance of two people matching all the criteria is extremely small, thereby
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ensuring high discrimination power. The DNA profile is then compared
against the suspect DNA profile to check if an exact match exists.

A forensic scientist is not needed only at the start and end of an
investigation. A forensic scientist is needed throughout an investigation,
but especially during the evidence examination process.

Digital forensics has made considerable progress in the area of re-
search [14], but the field is yet to attain a high level of consistency
and certainty about inferences that are made during the examination of
digital evidence. The highest state of inference is the determination of
causality. Causality is the determination of the cause of an event or ac-
tion [7, 18]. In determining causality during an examination, a forensic
examiner seeks to establish a web of consistency that proves a specific
source, individual or event caused the evidence to be created. Finding
consistencies does not necessarily imply determining causality. Consis-
tency implies that certain events are not logically contradictory, that is,
the events corroborate each other. Finding consistencies is a necessary
step in determining causality.

In science, there are two methods that can be applied to determine
causality: experimental research and case study research [19]. The use of
experiments has a long history and is scientifically accepted as a method
for determining causality [1, 4]. The case study research method, while
also an accepted scientific method, is not widely used in the natural sci-
ences [19]. Although experimentation is effective in a range of scientific
studies, there are situations where it may not be possible to conduct
experiments. In these situations, the only option is to carry out case
studies. In other cases, although experimentation is possible, conduct-
ing a case study may reveal even more findings during the examination
phase than an experiment can provide. Therefore, it is imperative to
develop a formal approach for conducting digital forensic examinations
using case studies. Such an approach should ensure that the examination
of digital evidence is performed in a rigorous, logical manner.

The term “case study” has been used in different contexts. It has been
used to refer to study material that has been altered to illustrate some
points more efficiently and as a true story that is used to illustrate points
about a theory or principle. In other contexts, a case study involves a
research method that is designed and undertaken to discover “truths”
from one or more cases.

In this chapter, the context used for the term “case study” is based on
Yin’s approach [19]. Yin’s approach to case studies offers a systematic
process for investigating occurrences or events in their real-world con-
texts. Unlike an experiment that attempts to generalize its findings to
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some universe, a case study examines a specific occurrence that exhibits
likely exceptions to the general case.

This chapter describes a formal approach for conducting digital foren-
sic examinations using Yin’s approach to case studies. It shows why the
approach is useful in a digital forensic setting, and when and how the
method can be applied in forensic examinations.

2. Understanding a Case

This section discusses the terminology of a case, the design of a case
study and the components of a case study design.

2.1 What is a Case?

A case is an instance, an event, an occurrence or a phenomenon. A
case may be a police investigation of illegal drug use, a criminal or civil
proceeding where the court makes a finding that reflects the truth based
on the presented evidence and expert witness testimony, or a network
breach case where the intrusion is investigated to determine the cause
and the actors. Investigating a case is, in essence, conducting a case
study.

The term “case” has different meanings in legal and scientific settings.
In order to avoid ambiguity, the use of the word “case” in this chapter
will not refer to a legal case in any sense, but will always refer to the
instance, event or phenomenon of interest observed in a case study. The
word “proceeding” as in legal proceeding is used in this chapter to refer
to a legal “case.”

In the sciences, a case study involves a descriptive, exploratory or
explanatory analysis of a case. A descriptive case study attempts to il-
lustrate an event and the exact context of the event. An exploratory case
study seeks to define the research questions and hypotheses pertaining
to an event. An explanatory case study aims to establish causality.

Yin [19] defines a case study in term of two attributes: (i) scope;
and (ii) features. In terms of the scope, a case study is an in-depth
examination of a real event whose cause is not fully understood and is
analyzed taking into consideration all the conditions or circumstances
that created the event. In terms of the features, a case study copes
with events that exhibit complex conditions, relies on multiple sources
of evidence and supports theoretical propositions.

The definition above highlights why a case study is relevant. A case
study helps an examiner understand a phenomenon while considering
all the conditions pertaining to the phenomenon. This differentiates a
case study from an experiment, which typically occurs in a controlled
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environment. Therefore, an experiment cannot cope with events that
exhibit complex conditions [19].

According to Yin, a case study, like an experiment, can be used to
answer how and why questions [19]. Yin also noted that the more the
questions seek to explain some present circumstance (e.g., how and why
some social phenomenon works), the more relevant is the case study
research. Answering how and why questions helps establish causality in
a process called root cause analysis [8]. Note that the phrase “social
phenomenon” is used. This is because Yin’s approach to case studies
is designed from a social science perspective. However, Yin does state
that case study research is applicable to the social science disciplines as
well as the practicing professions [19]. Digital forensics is a practicing
profession and is, therefore, an appropriate field for applying case study
research.

2.2 Case Study Design

Two decisions must be made when designing a case study. The first
is whether to use a single-case study design or a multiple-case study
design. The choice of a case study design is dependent on the case to
be studied. A descriptive, exploratory or explanatory case study can
employ a single-case or multiple-case design.

The second decision is between a holistic design and an embedded
design. A holistic design allows an examiner to study a case as a whole
while an embedded design allows the examiner to separately study sub-
units of a case. The choice between holistic and embedded designs de-
pends on the scope of the case. A simple case that requires a detailed
analysis of an isolated event is best suited to a holistic design while a
complex case with a chain of events usually requires an embedded design.
Single-case or multiple-case designs may be holistic or embedded.

Single-Case Study. In a single-case study, a case is analyzed in an in-
depth manner to confirm a hypothesis or theoretical proposition. The
goal may also be to capture relevant information or find alternative
explanations related to the case. According to Yin, there are five main
justifications for carrying out a single-case study: (i) critical case, where
a theory or theoretical propositions believed to be true are studied to
determine whether the propositions are correct or whether there are
alternative explanations that are more valid; (ii) extreme or unusual
case, where an event differs from widely accepted theories or normal
events; (iii) common case, where a normal event is analyzed in order to
capture expected conditions; (v) revelatory case, where an event that
was previously inaccessible becomes observable (a description of this
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event alone is in itself revelatory); and (v) longitudinal case, where the
research seeks to determine whether certain conditions during an event
change over time.

Multiple-Case Study. A multiple-case study is required when an in-
depth analysis of more than one occurrence or event must be conducted.
Such a case study provides more compelling evidence to support the
inferences and conclusions made in the study. Yin noted that in order
to use a multiple-case study design, the logic of replication must be
applied [19]. Yin highlights two sides of this logic, literal replication and
theoretical replication.

Literal replication seeks to predict similar results. A multiple-case
study with two to three cases involves literal replication. The idea is
to study a case in-depth and find additional support for the findings by
examining a second or third case in order to demonstrate consistency.

Theoretical replication attempts to predict opposing results in order
to invalidate them. It extends the idea of literal replication. After literal
replication is achieved, an examiner must conduct an additional in-depth
study of two or three more cases with the goal of showing that alternative
explanations cannot be possibly true; this further strengthens the initial
findings of the study.

2.3 Case Study Design

Yin highlights five case study design components, some of which have
been discussed above:

Case Study Questions: These constitute the how and why ques-
tions that an examiner expects to answer when studying a case.

Study Propositions or Hypotheses: These constitute the the-
oretical propositions or hypotheses that focus the study on where
potential evidence or data might be found. Exploratory studies
typically do not have propositions, but rather have a study pur-
pose.

Unit of Analysis: This involves the determination, based on the
study questions and propositions, whether the entire case must be
studied or whether it is sufficient to study a sub-unit or sub-units
of the case. The examiner needs to further define the study as
a single-case or multiple-case study and provide a scope for the
study.

Linking Data to Propositions: This step leverages analytical
techniques such as pattern matching and logic models that are
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used to link study data or evidence to the study propositions.
Using pattern matching, an examiner can demonstrate that the
study findings reflect the hypothesis. Logic models are used to
reconstruct complex events in order to illustrate all the aspects of
a case. The analytic techniques also help the examiner assess and
strengthen the quality of a case study.

Section 5 discusses some of the analytic techniques. The selection
of an analytical technique or combination of techniques depends
on the case to be examined. Analytical techniques are applied us-
ing four general strategies. The four strategies guide an examiner
through the analysis and choice of analytic techniques. In partic-
ular, the strategies enable an examiner to link the evidence to the
study propositions.

The first general strategy is to rely on the theoretical propositions
that led to the case study; the propositions guide the case study
and point to relevant conditions that must be described and ex-
planations that must be examined. The second general strategy
is to work on the data from the ground up; this technique en-
ables an examiner to study the data or evidence with the goal of
identifying interesting clues that lead to further evidence analysis.
The third general analytic strategy is to develop a case description
that details the evidence and its context; developing a case descrip-
tion enables an examiner to identify explanations that should be
analyzed. The fourth general strategy is to examine likely rival ex-
planations; this strategy can be used with the other three general
strategies. For example, an examiner’s initial theoretical propo-
sition may include rival propositions. Other clues found while
studying the evidence may lead to additional rival propositions.
The description of a case may also produce rival propositions that
should be analyzed. By addressing rival explanations, an examiner
can strengthen the study findings.

Findings Interpretation Criteria: These criteria help establish
the certainty of a study’s findings and demonstrate, in clearly de-
fined steps, the process that led to the study’s findings. Addressing
rival explanations may be used as a criterion for interpreting the
findings. The greater the number of rival explanations addressed,
the stronger the study findings.

A forensic examination should never be conducted using a trial and
error approach. It should always involve, not necessarily a recipe-based
approach, but a logical approach. The tasks are to design an exami-
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nation, conduct the examination and obtain results with high certainty
(because they are based on a solid design).

3. Digital Forensic Case Studies

In digital forensic investigations, the examination of digital evidence
starts when the first responder hands over forensically-sound copies of
the digital evidence and a case file to the forensic examiner [7, 10]. The
case file contains details of the case and the questions that need to be
answered by the examiner. The goal of the forensic examiner is to present
the findings based on the evidence. The following sections describe three
case study examples.

3.1 Case Study 1

Case Study 1 involves a simple example. A forensic examiner is given
a digitally-signed document and the suspect’s public key. The forensic
examiner is asked to examine the document and determine if the docu-
ment was signed using the suspect’s private key. The examiner simply
has to show whether or not the document was signed with the suspect’s
private key [15]. The examiner’s finding is a simple Yes or No, which
corresponds to a binary decision problem [12].

3.2 Case Study 2

Case Study 2 involves a slightly more complex example. A forensic
examiner is given two email messages M1 and M2 that are purported to
have been sent by a suspect S to a receiver R. The suspect S admits
sending the first email M1 to R, but denies sending the second email M2.
The forensic examiner’s task is to determine whether or not suspect S
sent the second email M2 to R.

The forensic examiner’s objective is to analyze the email messages
and find similarities between the first email M1 and the second email
M2. The examiner may request additional data such as an image of
the suspect’s computer system, mail server logs and Internet service
provider (ISP) logs to make definitive findings pertaining to the case.
The examiner’s findings in this case will not be definitive, but will be
at the level of certainty of the inferences made by the examiner and
the consistency of the data examined. The examiner’s findings could
be inconclusive, which means the examiner did not have sufficient evi-
dence (e.g., the mail server and ISP logs were deleted and the suspect’s
computer system was destroyed).

The email example can be analyzed using Yin’s approach to case
studies. It is a multiple-case study design focused on literal replication.
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Using the case study approach, the first step is to define the case study
question: How possible is it that the email messages M1 and M2 sent to
R did not originate from the suspect S? The hypothesis framed from
this question is: Email messages M1 and M2 received by R originated
from suspect S. The unit of analysis defines the interest of the research,
which is an in-depth study of the two email messages (specifically the
email headers) to establish if they are consistent. At this point, the
examiner can identify the other sources of evidence that are relevant to
the case (e.g., the suspect’s computer system, mail server logs and ISP
logs).

The next step is to link the study data or evidence to the hypothe-
sis. This is where the analysis of the email messages is performed. The
examiner conducts an in-depth study of the email headers of the two
messages in order to establish a web of consistency, the suspect’s com-
puter system to establish if both the email messages can be found in the
mail client specified in the mail header, and the server and ISP logs to
establish if the path the email messages followed is consistent with the
assertion that the messages originated from the same source computer.
Using analytic techniques such as logic models helps ensure that the
process of reconstructing the email message paths is reliable.

Next, the examiner establishes criteria for interpreting the case study
findings. Consistencies found in the server and ISP logs, and the sus-
pect’s computer system strengthen the findings that the email message
M2 originated from the same source as M1. Of course, alternative ex-
planations may exist, but the task for the examiner is to show that the
alternative explanations are unlikely or impractical given the strength of
the findings. Identifying and addressing rival explanations strengthens
the study findings; the greater the number of rival explanations that are
addressed, the stronger the examiner’s findings.

3.3 Case Study 3

Case Study 3 deals with an investigation of a murder case. An ex-
aminer is tasked to show the sequence of events that occurred using the
phone records of several witnesses in an attempt to demonstrate the reli-
ability of the accused’s version of the events. The examiner is presented
with a case file containing the facts of the case. The study question
is: How can the phone records of several witnesses provide a sequence
of events that is consistent with the version of events described by the
accused?

The examiner’s goal is to demonstrate that the sequence of events is
consistent with the accused’s version. This requires a single-case study



54 ADVANCES IN DIGITAL FORENSICS XI

design involving an in-depth analysis of the witnesses’ phone data in
order to reconstruct the sequence of events.

Next, the examiner defines the study hypothesis. Depending on the
study question, the hypothesis could be that the witnesses’ phone records
agree with the accused’s version of events. The unit of analysis is to
study the phone records of the witnesses and construct a sequence of
events to establish or refute the hypothesis. Another relevant source
of evidence is the mobile service provider call logs that can be used to
confirm the witnesses’ calls and timestamps. The examiner analyzes
the timestamps on the witnesses’ phones, creates a reconstruction of
the timelines and establishes consistency with the accused’s version of
events. Identifying the criteria for interpreting the results is crucial.
As discussed in the email message case study, explaining inconsistencies
found during the analysis stage strengthens the findings of a study. The
witnesses’ phone clocks may not be synchronized with the mobile service
provider’s clock and when multiple mobile providers are involved, the
inconsistencies increase [18].

4. Analytic Generalizations

An important use of a theory is generalization. Yin discusses the
use of analytical generalizations where the findings of a case study are
generalizable to the theoretical propositions that underlie the case. This
is different from statistical generalizations where the aim is to generalize
the findings of a study to a population by studying a sample of the
population.

Case studies and, indeed, digital forensic cases are not samples of a
population. For example, it is possible to generalize that, for a certain
case, the event E1 caused the occurrence of the event E2. However, it
is not possible to say that, in every case, the event E1 will always cause
the occurrence of event E2.

5. Assessing Case Study Quality

The quality of a case study design is very important. In order to
ensure that the case study findings are consistent and valid, case study
research employs four tests for judging the quality of a case study de-
sign [19]: (i) construct validity; (ii) internal validity; (iii) external valid-
ity; and (iv) reliability. When conducting a digital forensic case study,
these tests ensure that the case study is consistent in its claims, that the
findings are valid and that the findings are the outcome of a computa-
tional process based on an accepted scientific method.
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Construct Validity: The first test for assessing the quality of
digital forensic case studies is construct validity. In digital foren-
sics, construct validity examines the rationale behind the forensic
examiner’s decision about the evidence that is collected. Specifi-
cally, construct validity establishes that the data obtained for the
case study is justifiable. Construct validity determines if the data
selected from the available digital evidence is appropriate to an-
swer the questions that are asked about the data. For every ques-
tion, the appropriate piece of data should be selected for the study.
Yin highlights three tactics to strengthen construct validity in case
studies.

The first tactic is to ensure the use of multiple sources of evidence.
This is consistent with Casey’s certainty scale [5], which points out
that evidence supported by multiple independent sites has a higher
certainty value than information about a single source that could
have been tampered with. This ensures that the case study findings
are strengthened by a web of consistency that can be established
during evidence examination.

The second tactic is to establish a chain of evidence, an important
principle that is already established in digital forensics [5–7, 17].
A well-documented chain of evidence confirms that the evidence
was handled correctly throughout the lifetime of the investigation.

The third tactic is to ensure that the draft findings of a case study
are reviewed by key informants. This is done to enable the key
sources to validate the information they have provided. In dig-
ital forensics, there are usually no key informants, because the
evidence is primarily bits and bytes extracted from a computer
system. Therefore, the closest to a key informant review is a peer
review of the findings conducted by another forensic examiner or
expert. The inclusion of a critical discussion of what has been an-
alyzed is a new element in digital forensics, which is not currently
in use.

Internal Validity: The second test for assessing the quality of
digital forensic case studies is internal validity, a main concern in
explanatory case studies. This test is focused on the examination
of evidence. Internal validity tests the findings of a case study. It
critiques the forensic examiner’s findings and asks the questions:
How well do the findings reflect the outcome of a case? How certain
is it that no other factors may have influenced the findings? This
means that the conclusions should follow from the observations.
For example, if an event E1 can cause E3 and an event E2 can also
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cause E3, how can one say with certainty that event E1 and event
E2 both caused E3? Or that, although event E2 was present, it
did not contribute to E3?

Yin highlights four analytic tactics that can be used to meet the
internal validity test. The first tactic is pattern matching. Pat-
tern matching [19] involves the comparison of patterns based on
the findings of the empirical case study with the predicted pat-
tern(s) or hypothesis made before evidence collection. Testing a
hypothesis, which involves matching against the predictions made
before empirical observations, provides a stronger argument for the
validity of a case study.

Consider a simple example. Suppose it is known that a certain
web browser was used to access a website. Then, based on an
understanding of web browser operation, we can expect to find
information such as the sender details in the destination web server
log, the browser that was used and the IP address of the originating
network. Finding these artifacts demonstrates that a structured
approach was followed.

The second tactic is explanation building, which is a special type
of pattern matching. The process of explanation building supports
evidence analysis by creating an explanation about the case. Ex-
plaining a case essentially establishes the relationships between the
variables or conditions of the case. This is, in essence, an attempt
at interpreting the evidence by accounting for all the conditions
that produced the evidence and showing that all the pieces fit into
the case.

The third tactic, which enhances internal validity, addresses rival
explanations. Rival explanations or propositions must be devel-
oped and expressed so that the conditions of the rival explanations
are mutually exclusive (i.e., if one explanation is valid, the other
cannot be valid).

For example, a forensic examiner might recognize an alternative
explanation for an occurrence in a child pornography investigation,
when the suspect claims that a Trojan was responsible. The task
of the forensic examiner is to rule out the possibility of a Trojan.
Using pattern matching, the forensic examiner can show that, for a
Trojan to be present, certain system files would have been changed
and certain unusual activities would have been observed in the
system. Proving that these expected changes and activities were
not present addresses the Trojan issue and strengthens the findings
of the examination.
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The fourth tactic involves the use of logic models as an analytic
technique for ensuring internal validity. Logic models are another
form of pattern matching. However, they are distinguished from
pattern matching in that they break down complex chains of events
into repeated cause-effect patterns in order to reflect the interme-
diate and final findings [19]. This is a form of event reconstruction.
By reconstructing the sequence of events that produced the evi-
dence, a forensic examiner can show that there are no missing
pieces in the puzzle and also account for all the conditions that
produced the evidence.

External Validity: The third test for assessing the quality of
digital forensic case studies is external validity. External validity
focuses on determining if the study findings are generalizable be-
yond the immediate study. It asks the question: Can one say that,
for all cases, an event E1 will always cause another event E2? By
applying analytical generalization to a digital examination, it can
be shown that the findings of a case explain what is observed in
the case. However, if other possible explanations exist in another
(similar) case, then it is necessary to show that the findings of the
previous case do not apply.

Reliability: The fourth test for assessing the quality of digital
forensic case studies is reliability. The reliability of a digital foren-
sic case study is crucial if the findings are to be presented in a legal
proceeding. The goal of reliability is to minimize errors and bias
in a case study. In ensuring reliability, the forensic examiner must
document the procedures followed in the case study to ensure that
they can be followed by another examiner. Documentation is im-
portant because it shows that a structured approach was followed
when conducting the case study and, if the same case study were to
be repeated by another examiner using the same procedure, then
it would be very likely that the other examiner would arrive at the
same conclusions.

The four tests discussed above, construct validity, internal validity,
external validity and reliability, can be applied to assess the quality of
case study designs. The tests ensure that the study findings are consis-
tent with the underlying theoretical propositions and are peer reviewed,
and that the case study is repeatable and rival explanations are taken
into consideration in order to strengthen the study findings.
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6. Conclusions

Yin’s work on case study research has gone through five editions of
publication [19] and is widely accepted. Much of what happens in a
digital forensic laboratory already reflects Yin’s work. Yin’s approach
to case studies, therefore, validates what digital forensic professionals do
and potentially provides the discipline of digital forensics with a formal
scientific backing. The approach further extends digital forensic pro-
cesses by providing quality indicators for assessing the findings of digital
examinations.

The formal methodology for conducting digital forensic examinations
presented in this chapter draws significantly from Yin’s approach to
case studies. Case study research helps ensure that a formal scientific
approach is applied when conducting digital forensic examinations. Case
study research can also be applied to demonstrate causality; single-case
and multiple-case designs help cope with events with complex conditions.
Relying on multiple sources of evidence in a case study strengthens the
findings and developing theoretical propositions grounds the study in
fundamental research principles. Yin’s approach to case study research
offers an alternative method for situations where it is not possible to
conduct scientific experiments. Moreover, Yin’s approach provides digi-
tal forensic examiners with tools for assessing the quality of case study
findings, ensuring that their findings are consistent and reproducible.
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