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Abstract. In this paper, we investigate how to implement Direct
Anonymous Attestation (DAA) on mobile devices, whose processing and
storage capabilities are limited. We propose a generic framework provid-
ing a secure and efficient DAA functionality based on ARM TrustZone.
Our framework is flexible enough to support multiple DAA schemes, and
is efficient by leveraging the powerful ARM processor in secure mode
to perform computations originally delegated to the Trusted Platform
Module (TPM). Besides, our framework uses an SRAM PUF commonly
available in the On-Chip Memory (OCM) of mobile devices for secure
storage of user signing keys, which achieves a low-cost design. We present
a prototype system that supports four DAA schemes on real TrustZone
hardware, and give evaluations on its code size and performance together
with comparisons of the four schemes with different curve parameters.
The evaluation results indicate that our solution is feasible, efficient, and
well-suited for mobile devices.

Keywords: Direct anonymous attestation · Mobile devices · ARM
TrustZone · Physical unclonable functions · Performance evaluation

1 Introduction

Modern mobile devices provide lots of compelling capacities allowing the realiza-
tion of various applications such as mobile payment and mobile ticketing, which
bring many benefits to users. However, the widespread use of mobile applications
poses a serious threat to user privacy. In particular, authentication is a prerequisite
for proper access control to many services, but it often leads to the identification of
users. This issue can be resolved by anonymous credential systems [15,16], which
allow anonymous yet authenticated and accountable transactions between users
and service providers. In an anonymous credential system, users can authenticate
themselves by proving the possession of credentials without revealing any other
information. However, without additional countermeasures, an adversary could
share a legitimate user’s credential by just copying all necessary authentication
data, such that he can gain unauthorized access to services without being detected.
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To some extent, this problem can be effectively solved by Direct Anonymous
Attestation (DAA), which uses hardware security features to protect authenti-
cation secrets. DAA was first proposed by Brickell, Camenisch, and Chen [11]
for remote anonymous authentication of the Trusted Platform Module (TPM),
and it is an anonymous credential system designed specifically to encapsulate
security-critical operations in the TPM. In a DAA scheme, a signer proves pos-
session of his credential to a verifier by providing a DAA signature, and the
TPM is responsible for protecting the secret signing key, such that other enti-
ties even the host the TPM embedded in are prevented from learning it and
hence from producing a valid signature without interaction with the TPM. The
original DAA scheme [11], which we call BCC04, is based on the strong-RSA
assumption, and to achieve better efficiency, researchers have constructed DAA
schemes with elliptic curves and pairings [12–14,17,19,20], which we call ECC-
DAA in this paper. To date, DAA has gained lots of favor with standard bodies
[2,4,18,40,41] and industry, which makes it have better prospects for practical
applications than other anonymous credential systems.

Although DAA is attractive for mobile anonymous authentication, realiz-
ing DAA on mobile devices with reasonable efficiency and cost while preserving
security is a non-trivial task. The major challenge is that DAA requires com-
plex cryptographic computations, making its use on mobile devices which have
limited power and processing capabilities rather difficult. The problem is exacer-
bated by the sheer number of different DAA schemes that have been proposed,
since real-world applications involve plenty of service providers adopting various
DAA schemes, which should all be supported by the user’s device. Furthermore,
demanding computations originally performed by the TPM put high require-
ments on the security of the execution environment of the signer’s device. In
addition, DAA requires secure storage on the device for protection of signing
keys that must not be copied and moved to a different device, while mobile
devices typically do not provide sufficient secure persistent storage.

In this paper, we investigate how to implement DAA on mobile devices with
sufficient security, high efficiency and minimum overhead, and present the Mobile
Direct Anonymous Attestation frameworK (Mdaak), a generic framework that
allows multiple DAA schemes to be integrated into it. Mdaak is carefully crafted
to provide an efficient and low-cost implementation of DAA schemes without
the expense of security. It leverages the Trusted Execution Environment (TEE)
provided by ARM TrustZone which is available on many mobile devices to per-
form security-critical computations, and uses a secret extracted from the on-chip
SRAM PUF (Physical Unclonable Function) as the root of trust for storage of
the device key and user signing keys.

1.1 Our Contributions

The contributions of this paper are summarized as follows:

– We propose a framework that allows implementation of DAA on mobile
devices with a perspective focusing on generality and performance. The frame-
work is flexible enough to support variant DAA schemes and enables elastic
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DAA scheme selections and updates. It leverages the TEE provided by Trust-
Zone to obtain the full power of the processor for security-critical operations,
which leads to a simpler and more efficient DAA implementation and obviates
the need for any additional security hardware, e.g., smart cards or the TPM.

– We propose a cost-effective approach for secure storage of user signing keys.
We extract a secret from the on-chip SRAM PUF, which is commonly available
on current System-on-Chips (SoCs), and securely store user signing keys using
the secret. The physical unclonable property of the SRAM PUF can prevent
copying of user signing keys, and this approach requires no additional secure
non-volatile memory, which decreases the cost of devices.

– We implement a prototype of Mdaak on real TrustZone hardware. The proto-
type realizes four typical ECC-DAA schemes. To the best of our knowledge,
this is the first practical implementation of multiple variants of ECC-DAA on
TrustZone-enabled platforms.

– We perform a thorough performance evaluation on the four ECC-DAA
schemes with different security levels, and the results show that our proto-
type is efficient. Based on the results, we give our suggestions on how to select
DAA schemes and curve parameters for real-world application scenarios.

1.2 Outline

The remainder of this paper is organized as follows. We provide background infor-
mation in Sect. 2. The objectives and thread model of our framework is described
in Sect. 3. We describe the design of our framework in Sect. 4. Our implemen-
tation and evaluation are described in Sects. 5 and 6, respectively. Finally, we
explore related work in Sect. 7 and conclude our work in Sect. 8.

2 Background

In this section, we present the background technologies and concepts used in
this paper.

2.1 ARM TrustZone

TrustZone [7] is a hardware security technology incorporated into ARM proces-
sors, which consists of security extensions to an ARM SoC covering the proces-
sor, memory, and peripherals. TrustZone enables a single physical processor to
execute code in one of two possible operating modes: the normal world and
the secure world, which have independent memory address spaces and different
privileges. TrustZone-aware processors propagate the security state into AMBA
AXI bus to achieve Broad SoC security, which ensures that normal world com-
ponents cannot access secure world resources and constructs a strong perimeter
boundary between the worlds. Security-critical processor core status bits and
System Control Coprocessor registers are either totally inaccessible to the nor-
mal world or access permissions are strictly under the control of the secure world.
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For the purpose of switching worlds, a special monitor mode exists in the secure
world, and the secure monitor acts as a virtual gatekeeper controlling migration
between the worlds. The monitor generally saves the state of the current world
and restores the state of the world at the location to which it switches. It then
restarts processing in the restored world by performing a return-from-exception.
To summarize, a TrustZone processor can be seen as two virtual processors with
different privileges and a strictly controlled communication interface.

2.2 Physical Unclonable Functions and Fuzzy Extractors

Physical Unclonable Functions [35] are functions where the relationship between
input (or challenge) and output (or response) is defined via a physical system,
which has the additional properties of being random and unclonable. The sys-
tem’s unclonability originates from random variations in a device’s manufactur-
ing process, which cannot be controlled even by the manufacturer. A PUF takes
a challenge as its input and generates a unique but noisy response as its output.
The uniqueness property of PUFs can be used to store a secret key [42], but
the noise in responses should be eliminated first. Algorithms known as fuzzy
extractors [24] can solve this issue, which leverage non-secret helper data to
work around the noisy nature of responses. A fuzzy extractor consists of a pair
of procedures: generate (Gen) and reproduce (Rep). The Gen procedure extracts
a key k from the PUF’s response r and generates a helper data H, which is not
sensitive. The Rep procedure reproduces k from a noisy response r′ under the
help of H.

PUFs provide significantly higher physical security by extracting keys from
complex physical systems rather than storing them in non-volatile memory.
Additionally, PUFs are cost-effective, since they are the results of a preexist-
ing manufacturing process and do not require any additions, such as a special
manufacturing process or programming and testing steps. In this paper, we focus
on SRAM PUFs [27], which take an SRAM cell’s address as the challenge and
return its power up value as the response.

3 Objectives and Threat Model

In this section, we formulate objectives of Mdaak and discuss the threat model.

3.1 Objectives

Mdaak is designed to meet the following three objectives:

– Security. The main object of Mdaak is to prevent the adversary from being
able to impersonate a legitimate user. While attacks against the authentication
procedure are prevented by DAA protocol designs, Mdaak must protect user
signing keys from being accessible or forged by the adversary. More specifically,
the framework has to ensure that: (1) the adversary cannot access signing
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keys stored on mobile devices; (2) he cannot exploit or modify the security-
critical code that processes signing keys (the key-processing code). Therefore,
Mdaak should possess secure storage only accessible by the key-processing
code, isolate the key-processing code from other code and preserve its integrity.

– Practicability. Mdaak should be based on widely used hardware compo-
nents and compatible with software environments on mobile platforms. Its
implementation cost must be low and suitable for embedded devices, and the
requirements for additional hardware components should be as little as possi-
ble. The imposed performance of Mdaak must be feasible for mobile devices,
and users should not notice significant delay while they authenticate to service
providers.

– Flexibility. To meet various requirements from service providers and users,
Mdaak should support different DAA schemes and allow configurations and
updates of DAA schemes and curve parameters.

3.2 Threat Model

We assume that there is secure anonymous communication between a mobile
device and other entities, such as issuers, service providers, and other mobile
devices. Mdaak protects the DAA functionality against the following adversary:

– The adversary can perform software attacks. He can compromise the mobile
OS or existing applications and access Mdaak interfaces, which are provided
through specific TrustZone mechanisms.

– The adversary can obtain physical access to user devices. He can reboot the
mobile platform and gain access to data residing on persistent storage. How-
ever, he is not able to tamper with the TrustZone hardware or mount success-
ful side-channel attacks [34].

4 Design

To build an efficient and economical DAA framework that guarantees the security
of signing keys, we propose to implement the DAA functionality in a software-
only way, run the software on the TrustZone-enabled hardware, and adopt the
on-chip SRAM PUF to extract a secret as the root of trust for storage of signing
keys. The framework runs security-critical operations in the TEE provided by
TrustZone, which makes it can leverage the full power of the processor to obtain
great performance. Furthermore, protected by the secret extracted from the
SRAM PUF, signing keys can be stored in the insecure non-volatile memory such
as flash and SD cards, which eliminates the need for secure persistent storage
and makes our design inexpensive. Additionally, as the DAA functionality of the
framework is implemented by software, it is flexible and extensible.

Figure 1 shows the detailed design of the Mdaak architecture and an overview
of how components interact with each other. The framework contains three major
components: a small security-sensitive component DAA Trustlet and a larger
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Fig. 1. Mdaak architecture.

untrusted component DAA Service, which together provide the DAA function-
ality, and a key management component Key Manager. DAA Service runs in the
normal world, while DAA Trustlet and Key Manager run in the secure world and
are isolated via TrustZone from all code running in the normal world.

In the remainder of this section, after a brief introduction to the basic prim-
itives of Mdaak, we describe the components of Mdaak and our secure storage
for signing keys, and then discuss the security of our design.

4.1 Mdaak Primitives

We use KDFk(m) to denote a Key Derivation Function (KDF), which derives
new keys from a string m using a key k.

1. Root of Trust. Mdaak extracts a unique secret s from start-up values of
the on-chip SRAM PUF using a fuzzy extractor. s serves as the root of trust
for storage, since it derives the device key and the storage root key, which
securely stores user signing keys.

2. Device Key (DK). It is a device-specific key pair dk = (dsk, dpk) derived
from s and computed as follows: dk = KDFs(‘identity’), where ‘identity’ is
a value used to differentiate the uses of the KDF. The private part dsk is
available only inside the TEE. The public part dpk should be certified by a
trusted authority. Typically, the device manufacturer will perform the cer-
tification at the time of the device manufacturing process: it signs dpk and
issues the device certificate dcert, which is used for platform authentication
to promise that dpk belongs to a device supporting Mdaak.

3. Storage Root Key (SRK). It is a symmetric key srk derived from s,
i.e., srk = KDFs(‘storage’), where ‘storage’ is also a value used to differen-
tiate the uses of the KDF. The SRK is the root key for secure storage and
used to generate other storage keys.
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4. Storage Key. It is a program-specific symmetric key derived from the SRK
using the program identifier, which is a digest of the program’s code. More
specifically, for DAA Trustlet, its storage key sk is computed as follows:
sk = KDFsrk(H(DAA Trustlet)), where H(DAA Trustlet) is the digest of DAA
Trustlet’s code.

4.2 Mdaak Components

As shown in Fig. 1, Mdaak is split into the normal world and the secure world
of TrustZone: the normal world hosts DAA Service and the mobile OS contain-
ing NW-Driver, while the secure world hosts DAA Trustlet, Key Manager and the
secure OS kernel containing SW-Driver. DAA Service and DAA Trustlet are com-
ponents providing the DAA functionality, and DAA Service invokes DAA Trustlet
through the GP TEE Client API [26], which leverages NW-Driver to communi-
cate with the secure world. Key Manager is a component used for controlling the
usage of keys. Crypto Library in both worlds provide cryptographic algorithms
for other components. The SRAM PUF is used to extract the unique secret s,
which is the seed for deriving the DK and SRK. In the following, we present a
more detailed description.

1. Key Manager. It generates the primitives described in Sect. 4.1 and provides
the seal and unseal functions to protect signing keys for DAA Trustlet. The
technical details of the seal and unseal functions will be described in Sect. 4.3.

2. DAA Service. It is the central component running all DAA protocols and
offering the DAA functionality for mobile applications. This service executes
the computations of DAA protocols on the host side and manages the storage
of DAA public keys, credentials, and sealed signing keys. It consists of the
following four components:
– DAA Software Stack: provides mobile applications with DAA interfaces.

It receives a DAA request from a mobile application and transfers the
request to Host Engine, which processes the request. Then, it returns the
result to the mobile application.

– Host Engine: executes the computations of DAA protocols on the host side.
It includes different engines each of which is responsible for executing one
specific DAA scheme. It invokes Storage Manager to access DAA public
keys and credentials, and sends requests to Command Library for security-
critical computations.

– Storage Manager: controls the storage and access of DAA public keys,
credentials, and sealed signing keys, which are stored in the insecure per-
sistent memory of the mobile device.

– Command Library: provides interfaces that enable Host Engine to inter-
act with DAA Trustlet. It takes a request from Host Engine, invokes DAA
Trustlet through the GP TEE Client API, and returns the result from
DAA Trustlet to Host Engine.

3. DAA Trustlet. It is the core component that operates on user signing
keys. Specifically, it performs computations originally delegated to the TPM,
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i.e., the computations of DAA protocols on the TPM side, and contains the
following two components:
– Command Handler: receives a request from SW-Driver and transfers it to
Trusted Engine, which processes the request. Then, it forwards the result
returned by Trusted Engine to SW-Driver.

– Trusted Engine: executes the computations of DAA protocols on the TPM
side. Similarly to Host Engine, it supports different engines each of which is
responsible for executing one specific DAA scheme. It invokes Key Manager
to seal/unseal signing keys.

4.3 Storage Support

Key Manager is used to protect signing keys of DAA Trustlet from being obtained
by adversaries from the normal world and other trustlets running in the secure
world. We achieve this goal by letting Key Manager: first derive a storage key by
leveraging a fuzzy extractor, which takes as input the SRAM PUF initial data,
and then provide seal and unseal functions, which use the storage key to protect
signing keys. The unclonable property of the SRAM PUF prevents signing keys
from being copied and shared. As the storage key is generated during runtime, it
does not require specific secure non-volatile memory. In this section, we describe
how to extract a unique, persistent, device-specific secret s from the SRAM PUF
initial data and the seal and unseal functions.

Secret Extraction. The secret s is associated with the device by the manu-
facturer when the device is in the production facility. The Gen procedure of the
fuzzy extractor takes as input the on-chip SRAM initial data r and a randomly
selected large value s, and then performs the following steps:

1. Encode s with the BCH error correction code to obtain a code C = BCHEnc(s).
2. Create the helper data H = C ⊕ r.
3. Use s as the seed to derive the device key dk = KDFs(‘identity’), and issue

the device certificate dcert by signing the device public key dpk.
4. Store H and dcert in the device’s insecure non-volatile memory.

After the manufacturer associates the device with the secret s, Key Manager
can re-generate s by running the Rep procedure of the fuzzy extractor. The
Rep procedure proceeds as follows: it takes as input the on-chip SRAM start-up
values r′, which is a noisy variant of the initial SRAM start-up values r, generates
a noisy BCH code C′ = r′ ⊕H using r′ and the helper data H, and transfers code
C′ to the BCH decoder, which eliminates noise and generates the same s that the
manufacturer selects during the Gen procedure. Finally, the DK and SRK are
derived from s by dk = KDFs(‘identity’) and srk = KDFs(‘storage’), respectively.

Key Sealing and Unsealing. The seal function binds data to some trustlet
by encrypting the data with the storage key derived from the identifier of the
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trustlet, while the unseal function yields the data contained in the sealed enve-
lope. In the following, we describe how DAA Trustlet protects signing keys using
the seal and unseal functions.

As described in Sect. 4.1, sk, which is derived from the SRK and the digest
of the DAA Trustlet’s code, is used to seal user signing keys. To seal signing
keys, the seal function generates two symmetric keys ck and ik from sk. ck is a
confidentiality key used for encrypting signing keys, and ik is an integrity key
used for computing an integrity check on the encrypted signing keys to protect
their integrity. Unsealing is the reverse: using the digest of DAA Trustlet to
derive sk from the SRK, computing ck and ik, using ik to check the integrity of
the encrypted signing keys, and finally decrypting signing keys using ck. Since
sk is device-specific and program-specific, signing keys are inherently bound to
DAA Trustlet of the specific device, thereby being kept privy to other trustlets
on the device and prevented from being copied to other devices.

4.4 Security Analysis

In this section, we revisit the security objectives of Mdaak identified in Sect. 3.1
and informally reason how Mdaak achieves those objectives.

Secure storage of user signing keys. We achieve this by sealing signing
keys before storing them in the insecure non-volatile memory. The integrity
and confidentiality of signing keys are protected by an integrity check and an
encryption, respectively. The sealing key is derived from the SRK using the
identifier of DAA Trustlet, and the SRK is extracted from the SRAM PUF initial
data, which is only available in the secure world (as after the initial data of the
SRAM is obtained by the secure world, it is erased). Therefore, signing keys will
never be disclosed to any entity other than DAA Trustlet and cannot be copied
and moved to other devices.

Protection of the key-processing code. The key-processing code con-
tains two components: Key Manager and DAA Trustlet. The integrity of these
components can be verified by the BootROM during the system booting: this is
done by measuring the image of the secure OS kernel and comparing the result
with a hash value signed by the manufacture. It’s common for the BootROM
to provide the verification ability in devices supporting secure boot, such as the
Zynq-7000 SoC [37] and iOS platforms [6]. The runtime protection of the key-
processing code is guaranteed by the memory isolation provided by TrustZone,
which ensures that the key-processing code executing within TEE cannot be
affected by code running in the normal world.

5 Implementation

We prototyped Mdaak on real TrustZone hardware and leveraged existing open
source software.
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5.1 Hardware Testbed

We choose a development board Zynq-7000 AP SoC Evaluation Kit [44]. It is
TrustZone-enabled and equipped with dual ARM Cortex-A9 MPCore, 1GB of
DDR3 Memory, and an On-Chip Memory (OCM) module consisting of 256 KB
of SRAM and 128 KB of ROM (BootROM). Although Zynq-7000 AP SoC has
256 KB of on-chip SRAM, it is initialized by the BootROM once the board is
powered on, preventing us from reading its initial data. We then use an SRAM
chip that is of the type IS61LV6416-10TL [29] to serve as our SRAM PUF.
This SRAM chip is equipped in a board [5] whose core is the ALTERA Cyclone
II EP2C5T144 chip. In our implementation, the SRAM initial data is trans-
ferred to the Zynq development board by an FPGA implementation of Univer-
sal Asynchronous Receiver/Transmitter (UART) in Verilog hardware description
language. A UART receiver in the Zynq board receives the SRAM data via a
General Purpose I/O pin and stores the data in a RAM cache. Then the CPU
can fetch the SRAM data in the RAM cache via the AXI bus.

5.2 Software Implementation

There are two types of ECC-DAA variants: LRSW-DAA whose security is based
on the LRSW assumption [31] and SDH-DAA whose security is based on the
q-SDH assumption [10]. We implemented four typical ECC-DAA schemes,
including two LRSW-DAA schemes (BCL08 [12], CPS10 [19]) and two SDH-
DAA schemes (CF08 [20], BL10 [14]). To achieve maximum efficiency, the pro-
totype code is developed in the C language. Communication between the secure
and normal worlds is through the GP TEE Client API. Furthermore, we use
the Pairing-Based Cryptography (PBC) library [30] as Crypto Library of the two
worlds for elliptic curve arithmetic and pairing computation.

Secure World. The secure world runs the Open Virtualization SierraTEE,
which provides a basic secure OS in the secure world of TrustZone and is com-
pliant with the GP’s TEE Specifications [25].

For Key Manager, the fuzzy extractor is based on an open source BCH code
[32], which can build BCH codes with different parameters. We customize a
[1020,43,439]-BCH code based on [32] and optimize the source code to make
it require less than 40KB memory. The [1020,43,439]-BCH code can decode a
noisy 1020 bits message whose errors are less than �493/2� = 219 bits, and
obtain 43 “error-free” bits. As the secret s is of length 256 bits, we require at
least �256/43� ∗ 1020 = 6120 bits SRAM initial data and need to run the BCH
code �256/43� = 6 times. In addition, we implement the KDF of asymmetric
keys using the RSAREF library [36], and use the KDF from SP800-108 [33] for
the generation of symmetric keys. We use AES and HMAC-SHA1 to implement
the seal and unseal functions, and use SHA1 to compute the identifier of DAA
Trustlet.

To build DAA Trustlet, we leverage an open-source project TPM Emula-
tor [39]. The project provides the implementation of a software-based TPM
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emulator, which contains the DAA functionality of BCC04 [11] but does not
provide any ECC-DAA functionality. To implement DAA Trustlet with a small
size of code, we remove unnecessary command processing code from the emulator
and only keep the necessary code, such as command handling and parsing code
and DAA command processing code. We then develop four ECC-DAA trusted
engines, which provide the cryptographic operations for the four ECC-DAA
schemes on the TPM side. Finally, we change the DAA command processing
code in the emulator to interact with the new ECC-DAA engines.

Normal World. In the normal world, we run a Linux OS with kernel version
3.8. NW-Driver and the GP TEE Client API are provided by the SierraTEE
project. We now briefly describe the realization of two components: DAA Service
and an application DAA Tester, which is used to evaluate DAA Service.

We leverage the libtpm library [28] to implement DAA Service, which pro-
vides a low level API to TPM command ordinals. We add DAA function code to
libtpm and borrow the TPM utility function code (tpmutil) of libtpm to inter-
face to DAA Trustlet. Specifically, we (1) develop four ECC-DAA host engines
performing the computations of the four ECC-DAA schemes on the host side,
(2) add command processing code to interact with the engines, (3) change the
I/O interface to invoke the GP TEE Client API to interact with DAA Trust-
let, and (4) add Storage Manager to control the storage of DAA public keys,
credentials, and sealed signing keys.

To allow an evaluation that does not take the network latency and through-
put into account, we implemented an application DAA Tester in the normal
world, which serves the issuer functionality as well as the verifier functionality.
In particularly, DAA Tester can

1. run as an issuer: generate its secret key and DAA public key, and invoke DAA
Service to execute the Join protocol.

2. run as a verifier: generate a basename, a message, and a nonce, invoke DAA
Service to generate a DAA signature, and verify the signature received from
DAA Service.

6 Evaluation

In this section, we first give a description of the elliptic curve choices in our
evaluation. Afterwards, we present the code size of the prototype and perform
a performance evaluation. Finally, we give our suggestions on the selection of
DAA schemes and curve parameters on TrustZone-enabled platforms.

6.1 Curve Parameters

The selection of elliptic curve parameters impacts both the credential and sig-
nature sizes and the computational efficiency. For the evaluation, we use eight
different elliptic curves offering varied levels of security. Table 1 presents the
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Table 1. Description of the elliptic curve parameters used in our evaluation

Curve k R(G1) (bits) R(GT ) (bits) S (bits)

SS512 2 512 1024 80

SS768 2 768 1536 96

MNT160 6 160 960 80

MNT224 6 224 1344 96

BN160 12 160 1920 80

BN192 12 192 2304 96

BN224 12 224 2688 112

BN256 12 256 3072 128

curve choices along with relevant details. Let k denote the embedding degree,
R(Gi) (i = 1, T ) denote the approximate number of bits to optimally represent
an element of the group Gi, and S denote an estimate of the security level,
which is the number of operation required to break a cryptographic algorithm.
For symmetric pairings, we choose two supersingular (SS) curves over a prime
finite field with k = 2 according to [1]. For asymmetric pairings, based on [3],
we consider two MNT curves with k = 6 and four BN curves with k = 12.

6.2 Code Size

We use the metric of lines of code (LOC) to measure the code size of our imple-
mentation, and the result is shown in Table 2. For DAA Trustlet, DAA Service,
and DAA Tester, column Main refers to the main function’s code size, the fol-
lowing four columns respectively denote the code size of a specific engine, and
column Total refers to the whole code size of the component. For other com-
ponents, we only measure their total code size and label ‘-’ in other columns.
In addition, row Secure World and Normal World show the overall code size
for the secure and normal worlds, respectively. The total size of our prototype
is about 71.6 KLOC: the secure world components comprise 35.9 KLOC, and
the normal world components comprise 35.7 KLOC. Generally, the code size of
our implementation is small enough to be run on mobile devices. Note that in
both worlds, more than 83 % of the overall size is consumed by PBC library. As
we have made no effort to strip unused content from PBC library, significant
reductions in code size are readily attainable.

6.3 Performance

This section presents a performance evaluation of Mdaak. We evaluate Mdaak
through a series of experiments on the four DAA schemes with different curve
parameters listed in Sect. 6.1. In total, we conduct 20 experiments: two for BCL08
(using SS512 and SS768 respectively), six for each of the rest three schemes
CPS10, CF08, and BL10 (using MNT160, BN160, MNT224, BN192, BN224,
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Table 2. Code size of our implementation (in LOC)

Component Main BCL08 CPS10 CF08 BL10 Total

PBC library - - - - - 29.9K

Key Manager - - - - - 3.9K

DAA Trustlet 887 344 269 301 272 2.1K

Secure World - - - - - 35.9K

PBC library - - - - - 29.9K

DAA Service 971 489 347 400 408 2.6K

DAA Tester 45 783 787 811 751 3.2K

Normal World - - - - - 35.7K

and BN256 respectively). The security levels of the DAA schemes in our exper-
iments range from 80 bits to 128 bits. For each security level, we measure the
performance of the individual scheme using the specified curve and compare the
results with each other. The obtained performance results for each security level
of the DAA schemes are analyzed in the following.

80-bit security level. Figure 2 plots the evaluation results of seven exper-
iments for 80-bit security level, showing the execution time of all entities. For
the Sign process, we measure the performance results of each world. The SW
Signing refers to the execution time in the secure world, while the NW Signing
denotes the execution time in the normal world. The Verification refers to the
performance of the Verify process, which is represented by the vertical axis on
the right. The results show that for the Sign process, the CPS10 scheme using
MNT160 outperforms others and takes 60.7 ms, while for the Verify process, the
BL10 scheme using MNT160 is most efficient and costs 142.2 ms.

96-bit security level. Figure 3 shows the performance results of seven
experiments for 96-bit security level. It clearly demonstrates the performance
advantages of CPS10 using BN192 in Sign and BL10 using MNT224 in Verify, and
they take on average 104.7 ms and 254.3 ms, respectively. For CPS10, the signing
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Fig. 2. Execution time of DAA schemes with 80-bit security level (in ms).
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Fig. 3. Execution time of DAA schemes with 96-bit security level (in ms).

performance using MNT224 is only slightly slower than the signing performance
using BN192. However, it requires about 445.4 ms to complete a verification
using MNT224 but about 2322.7 ms using BN192. Therefore, for this scheme,
using MNT224 at 96-bit security level is more competitive than using BN192.

Higher security level. Figure 4 presents a detailed overview of execution
times of experiments with two higher security level: (1) 112-bit and (2) 128-bit.
From the figure, it is apparent that the signing performance of CPS10 is always
much higher than CF08 and BL10. For 112-bit and 128-bit security level, its
signing time is about 105.5 ms and 133.9 ms, respectively. Moreover, the verifi-
cation efficiency of BL10 exceeds the other two schemes for both security levels.
With 112-bit security level it requires 360.1 ms for a verification, and with 128-bit
security level it requires 450.8 ms for a verification.

As can be concluded from the results presented in Figs. 2, 3, and 4, execu-
tion time varies with the DAA scheme and the curve parameter. Depending on
the scheme and curve, signing lasts about 60.7 ms−1377.9 ms, and verification is
done within 142.2 ms−2835.5 ms. Six of the 20 experiments require more than 2 s
to verify a signature, which may seem like a long time for realistic use, while note
that verification is a less critical factor regarding mobile device performance, as

Fig. 4. Execution time of DAA schemes with 112-bit and 128-bit security level (in ms).
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it is generally performed on powerful server machines. Overall, the results of our
practical evaluation show that the implementation of our framework provides
promising performance, and all the four DAA schemes are competitive in terms
of performance, even for the Verify process. It is obvious that DAA can be imple-
mented efficiently enough on mobile devices, and our framework is feasible and
well suitable for mobile environment.

6.4 Suggestions

Through above measurement results, we find that the choice of DAA schemes
and curve parameters has a big effect on the performance. As efficiency is an
important factor when deploying DAA in practice, we give our suggestions on the
selection of DAA schemes and elliptic curves for different application scenarios
in the following.

– For the most common application scenarios, where users authenticate them-
selves to a powerful server through low-power computing devices, the signing
efficiency of DAA schemes is crucial, as users will hardly accept a long waiting
time. Then CPS10 will be the best choice.

– In some applications, authentication servers may have low performance or there
may be a large number of verification requests to an authentication server. Then
verification becomes a performance bottleneck. BL10 is well suitable for this
type of applications, as it achieves high performance on verification.

– For applications with low security requirements, where security level less than
96-bit is enough, MNT curve is more practical, as it is more efficient than BN
curve at low security levels up to 96-bit.

– BN curve is recommended for high-security applications. When security level
at least 112-bit is needed, above two recommended schemes show better per-
formance using BN curve than using MNT curve.

7 Related Work

There are various publications [8,9,22,38] discussing how to employ DAA on
mobile devices based on smart cards. Bichsel et al. [9] implemented a variant of
BCC04 [11] using a standard JavaCard, which executes the entire computations,
even the host computations in a smart card. As a result, computing a signature
takes about 7.4 s for a 1280-bit modulus, and up to 16.5 s for a 1984-bit modulus.
To increase efficiency, in [38], the computation of a signature is divided between
a smart card and a host, and the on-card execution time for a signature using a
1024-bit modulus is about 4.2 s. However, this approach requires partial trust on
the host. Balasch [8] implemented BCC04 [11] on an AVR micro controller, and
the signing time of his approach is about 133.5 s on an 8 bit micro-controller for
a 1024-bit modulus. Dietrich [22] proposes to implement BCC04 [11] using an
on-board smart card. This approach takes about 4.8 s for computing a signature
using a 2048-bit modulus on card, and it is still a heavy load for an authentication
process.
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Some following publications propose to implement DAA on mobile devices
without using additional hardware. Dietrich [21] presents an implementation of
BCC04 [11] in Java on off-the-shelf mobile phones. The protection of his app-
roach can only be guaranteed by the security properties of the Java virtual
machine and the mobile operating system. To improve security, in [23], Diet-
rich et al. implemented above approach on a TrustZone-based device, and the
protection is achieved by the TrustZone processor extensions. However, these
approaches both realize the RSA-based DAA scheme which is less efficient, and
their implementations use Java which in general is much slower then C. Hence,
Wachsmann et al. [43] propose a design of anonymous authentication for mobile
devices by modifying an ECC-DAA scheme [19] and present their prototype,
which is implemented in C and based on TrustZone. Their scheme “requires a
hardware-protected environment that ensures confidentiality of the secret key”,
but they did not specify how to achieve it in the paper.

8 Conclusion

In this paper, we propose Mdaak, a generic framework that enables cost-effective
deployment of DAA on mobile devices, while ensures the security of user sign-
ing keys and the efficiency of authentication by using ARM TrustZone. The
framework is flexible enough to support various DAA schemes and achieves high
performance by performing security-critical computations on the powerful ARM
processor in secure mode. Furthermore, our framework leverages an SRAM PUF
available in OCM of mobile devices as the root of trust for secure storage to pre-
vent copying and sharing of signing keys. We present a full implementation of
Mdaak on real TrustZone hardware and give detailed performance measurements
of four typical ECC-DAA schemes using different curve parameters. The experi-
ments provide strong evidence that our framework is highly efficient for practical
deployment of DAA on the current generation of mobile hardware. In conclu-
sion, we are confident that our solution is a practical approach to realize DAA
in mobile environment.
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