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Abstract. XOR-based visual cryptographic schemes for non-monotonic
(k, n)-threshold access structures deviate from the fact that the superset
of any collection of k+1 or more participants may not get the secret back
while providing their shares together. In this paper, we generalize this
access structure to non-monotonic t-(k, n)∗-access structure in which t-
essential participants along with any other (k − t) participants can reveal
the secret, 0 ≤ t ≤ k and 2 ≤ k ≤ n. This notion is a generalization
of the non-monotonic (k, n)-threshold access structure in the sense that
if we take t = 0, we get the non-monotonic (k, n)-threshold access struc-
ture. Visual cryptographic schemes for t-(k, n)∗-threshold access structure
based on Boolean “OR” operations are available in the literature. However
the contrast of the reconstructed image is very poor, resulting a very bad
recovery of the secret image visually. In this paper we study the same sce-
nario for the “XOR” based model which provides much better relative con-
trast for the reconstructed secret image. We provide an efficient technique,
based on simple linear algebra, to construct the basis matrices realizing the
XOR-based non-monotone (k, n)-VCS with t many essential parties. The
contrast of the scheme is significantly better than the existing OR-based
schemes. Finally, for some restricted t-(k, n)∗ non-monotonic access struc-
tures, we provide a scheme which not only achieves the optimal relative
contrast but also achieves the optimal pixel expansion.

Keywords: Non-monotone Threshold Access Structure · Essential par-
ticipants · Pixel expansion · contrast · Linear algebra

1 Introduction

A Visual Cryptographic Scheme (VCS) for a set of n participants P =
{1, 2, . . . , n} is a variant of secret sharing, that encodes a secret image SI into
n shares which are distributed by the dealer among n participants in the form
of transparencies on which the shares are photocopied. Such shares have the
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property that only “qualified” subsets of participants can visually recover the
secret image by carefully stacking the tranparencies. A monotone (k, n)-threshold
visual cryptographic scheme consists of two phases:

1. Sharing Phase: During this phase, the dealer D shares the secret among
the n participants. In this phase the dealer sends some information, known
as share, to each participant.

2. Reconstruction Phase: In this phase, a set of parties (of size at least k)
pool their shares to reconstruct the secret.

In the sharing phase dealer wants to share the secret in such a way that satisfies
the following two conditions:

1. Correctness: Any set of k or more participants can reconstruct the secret
by pooling their shares.

2. Secrecy: Any set of k−1 or less participants can not reconstruct the secret.
Moreover, for perfect secrecy, any set of k − 1 or less participants will have
no information regarding the secret.

The first threshold VCS was proposed by Naor and Shamir [11]. This concept
has been extended in [1,2,4,5] to general access structures. In the literature of
(k, n)-threshold VCS most of the constructions are realized by constructing so
called basis matrices. In 1996 Droste [8] gave a brilliant algorithm to construct
basis matrices of any (k, n)-threshold VCS and used linear program for finding
the lower bound of the pixel expansion.

The mathematical operation that lies beneath the physical implementation
of the above mentioned schemes is the Boolean operation “OR”. However the
major problems for any OR-based visual cryptographic scheme are the huge
share size (pixel expansion) and very poor contrast of the reconstructed image.
Several papers have been published to minimize the pixel expansion and to
maximize contrast. One may refer to [6,13] for a quick and detailed survey of
these problems.

Arumugam et al. [3] introduced a VCS for a special type of access structure,
called a (k, n)∗-VCS, to address the scenario where one participant is “essential”.
Guo et al. [7] generalized this concept of (k, n)∗-VCS by considering (k, n)-VCS
with t essential participants.

1.1 An Alternative for “OR” Based VCS

As pointed earlier, OR based visual cryptographic schemes suffer from the low
quality of the reconstructed image. To improve upon the quality (contrast) of the
superimposed image, several attempts were made. Tuyls et al. [14] gave a VCS
based on polarization of light where the underlying mathematical operation was
the Boolean “XOR” operation. The polarization of light is done by inserting a
liquid crystal layer into a liquid crystal display (LCD). The advantange is two-
fold. First, the liquid crystal layer can be driven in an LCD. Secondly, since the
voltage applied to the liquid crystal layer makes it possible to rotate the polar-
ization of light entering the layer over a certain angle, it facilitates a practical
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updating mechanism. Thus unlike OR-based schemes where a participant has to
carry a number of transcripts to update the shares, in a XOR-based VCS a party
has to carry just one dedicated trusted device that has a display. For recover-
ing the secret image the shares i.e., the liquid crystal layers are to be stacked
together. Moreover, due to the rapid advancement of technology these devices
are getting cheaper. It is a reasonable expectation that polarization based visual
cryptographic schemes will be implemented in every light-weight cryptographic
situation. In [15] the authors constructed a XOR based (n, n)-VCS and proved
that a XOR based (2, n)-VCS is equivalent to a binary code. Further research
were carried out and several papers have been published. One for further stud-
ies, may refer to [9,10,16]. All these papers have the common property that all
of them are non-monotonic in nature, i.e., superset of the minimal qualified set
may not get the secret back if all of them stack their shares.

1.2 Our Contribution

In this paper, we not only generalize the notion of XOR-based non-monotonic
(k, n)-threshold access structure to the XOR-based non-monotonic t-(k, n)∗-
threshold access structure, but also provide efficient construction of the scheme
for the latter one with significantly better relative contrast than the existing
OR-based VCS. The rational thinking behind the non-monotonicity is that for
most of the practical scenarios, the access structure is generally a public infor-
mation. That is, the participants have complete knowledge of the qualified sets
and forbidden sets. Therefore if a qualified set of participants come together
then any minimal qualified subset of it may produce the corresponding shares
to reconstruct the secret image. Thus it is sufficient to restrict ourselves to the
collection of all minimal qualified sets corresponding to the access structure.
Based on this observation, we come up with a new XOR-based VCS for the
non-monotone t-(k, n)∗-threshold access structure which is a generalization of
the non-monotonic (k, n)-threshold access structure in the sense that if we take
t = 0, we get the non-monotonic (k, n)-threshold access structure. For the sake of
better presentation and clarity we will denote the VCS for the above mentioned
access structure by t-(k, n)∗-NM-XVCS from now onwards. Here, “NM” stands
for non-monotone and “X” stands for the operation XOR. We define the entire
model for the t-(k, n)∗-NM-XVCS in terms of basis matrices. We provide an effi-
cient technique, based on simple linear algebra, to construct the basis matrices
realizing the t-(k, n)∗-NM-XVCS achieving significantly better relative contrast
than the existing OR-based schemes. Finally, for some restricted t-(k, n)∗ non-
monotonic access structures, we provide a scheme which not only achieves the
optimal relative contrast but also the optimal pixel expansion.

2 The Model and Construction for t-(k, n)∗-NM-XVCS

We follow standard notations and symbols through out. For the sake of complete-
ness we discuss some of the basic notations and tools needed for this paper. Let
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P = {1, 2, 3, . . . , n} denote a set of participants. Without loss of generality, let
the first t participants, namely, 1, 2, . . . , t denote the essential participants whose
shares are necessary to reconstruct the secret image. At this point we want to
emphasize that we work with all those triplets (t, k, n) which are meaningful. For
example, if k = n then it does not make much sense to talk about a XOR based t-
(n, n)∗-VCS. Henceforth, we only consider meaningful triplets (t, k, n). The case
t = 0 with n ≥ k > 1 is the XOR based (k, n)-threshold VCS where no par-
ticipant is essential and any k of them can recover the secret. Let 2P denote
the set of all subsets of P. Let Q ⊂ 2P and F ⊂ 2P , where Q ∩ F = ∅,
respectively denote the set of all qualified sets and the set of all forbidden sets.
The pair (Q,F) constitutes an access structure on P. In this paper, we consider
Q = Qmin = {X ⊂ P : 1, 2, . . . , t ∈ X and |X| = k}, the collection of all
minimal qualified sets of participants. The collection of forbidden sets is denoted
by F , where Y ∈ F if and only if there exists i ∈ {1, 2, . . . , t} such that i /∈ Y or
|Y | ≤ k−1. Note that in this paper, we do not care about any subset Y ∈ 2P such
that X ⊂ Y , for some X ∈ Qmin. This makes the access structure non-monotone.

Example 1. If P = {1, 2, 3, 4, 5, 6}, t = 2 and k = 4 then Qmin consists of
the following minimal qualified subsets of participants B1 = {1, 2, 3, 4}, B2 =
{1, 2, 3, 5}, B3 = {1, 2, 3, 6}, B4 = {1, 2, 4, 5}, B5 = {1, 2, 4, 6}, B6 = {1, 2, 5, 6}.
Note that {1, 2, 3} and {2, 3, 4, 5, 6} are some of the members of F .

Notations: Let S be an n × m Boolean matrix and let X ⊂ P. By S[X] we
denote the matrix obtained by restricting the rows of S to the indices belonging
to X. Further, for any X ⊂ P the vector obtained by applying the boolean XOR
operation “+”, to the rows of S[X] is denoted by SX . The Hamming weight of
the row vector which represents the number of ones in the vector SX is denoted
by w(SX).

We are now in a position to give definition of a t-(k, n)∗-NM-XVCS and then
the definition of the basis matrices realizing it.

Definition 1. Let P = {1, 2, 3, . . . , n} be a set of participants among which
the first t participants are essential. A t-(k, n)∗-NM-XVCS on P is a visual
cryptographic scheme such that the following two conditions hold:

1. Any minimal qualified set of participants can recover the secret.
2. Any forbidden set of participants does not have any information about the

secret image.

Definition 2. (via Basis Matrices) A t-(k, n)∗-NM-XVCS is realized using two
n × m binary matrices S0 and S1 called basis matrices, if there exist two sets of
non-negative real numbers {αX}X∈Qmin

and {tX}X∈Qmin
such that the following

two conditions hold:

1. (contrast condition) If X ∈ Qmin, then S0
X , the “XOR′′ of the rows indexed

by X of S0, satisfies w(S0
X) ≤ tX − αX · m; whereas, for S1 it results in

w(S1
X) ≥ tX .
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2. (security condition) If Y = {i1, i2, . . . , is} ∈ F then the two s × m matri-
ces S0[Y ] and S1[Y ] obtained by restricting S0 and S1 respectively to rows
i1, i2, . . . , is are identical up to a column permutation.

The number m is called the pixel expansion of the scheme. Also αX and αX · m
respectively denote the relative contrast and contrast of the recovered image
reconstructed by the minimal qualified set X.

We now describe an efficient method to construct the basis matrices realizing
a t-(k, n)∗-NM-XVCS. We maintain the same notations described above.

2.1 The Construction

We associate a Boolean variable xi to each participant i for all i = 1, 2, . . . , n. If

X ∈ Qmin then X must contain 1, 2, . . . , t and |X| = k. Thus |Qmin| =
(

n − t

k − t

)
.

We arrange the elements of Qmin in lexicographic order, say B1, B2, . . . , Br,

where r=
(

n − t

k − t

)
. We now pair the consecutive subsets, except for the last

subset Br if r is odd, to form � r
2	 groups. For odd r, the last group consists of

only one set, Br itself. Hence for any r, we have 
 r
2� many groups.

The groups for 2-(4, 6)∗-NM-XVCS as in Example 1 are as follows:
Group 1: (B1, B2); Group 2: (B3, B4); Group 3: (B5, B6).
In general, the i-th group can be described as follows:

ith Group =

⎧⎨
⎩

(B2i−1, B2i), for 1 ≤ i ≤ 
 r−2
2 �, and any n > 2;

(Br−1, Br), for even r > 2 and i = r
2 ;

(Br), for odd r > 2 and i = 
 r
2�.

Let fBj
= 0 and fBj

= 1 respectively denote the linear equations
∑

k∈Bj

xk = 0

and
∑

k∈Bj

xk = 1. For i = 1, 2, . . . , r, let Ci = {i1, i2, . . . , iti}, where

Ci =

⎧⎨
⎩

P \ (B2i−1 ∪ B2i), for 1 ≤ i ≤ 
 r−2
2 �, and any n > 2;

P \ (Br−1 ∪ Br), for even r > 2 and i = r
2 ;

P \ Br, for odd r > 2 and i = 
 r
2�.

Note that Ci may be empty for some i. Further, let FCi
= 0 denote the following

system of linear equations:

xi1 = 0, xi2 = 0, . . . , xiti
= 0.

We consider the following systems of linear equations over the field Z2:
For 1 ≤ i ≤ 
 r−2

2 � and for any r ≥ 3,

fB2i−1 = 0
fB2i = 0
FCi

= 0

⎫⎬
⎭ · · · (i) and

fB2i−1 = 1
fB2i = 1
FCi

= 0

⎫⎬
⎭ · · · (i′)
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For i = r
2 and for even r > 3,

fBr−1 = 0
fBr

= 0
FCi

= 0

⎫⎬
⎭ · · · (r

2
) and

fBr−1 = 1
fBr

= 1
FCi

= 0

⎫⎬
⎭ · · · (r′

2
)

For i = 
 r
2� and for odd r ≥ 3,

fBr
= 0

FCi
= 0

}
· · · (
r

2
�) and

fBr
= 1

FCi
= 0

}
· · · (
r′

2
�)

Let for any r ≥ 3 and 1 ≤ i ≤ 
 r−2
2 �, S0

i denote the Boolean matrix whose
columns are all possible solutions of the system (i). Also, let S1

i denote the
Boolean matrix whose columns are all possible solutions of the system (i′). Sim-
ilarly, for any even (odd) r ≥ 3, S0

r
2

(S0
� r
2 �) and S1

� r
2 � (S1

� r
2 �) denote the Boolean

matrices corresponding to the systems ( r
2 ) ((
 r

2�)) and ( r′
2 ) (
 r′

2 �) respectively.
Let (S0, S1) denote the pair of Boolean matrices obtained by the concatena-

tions:
S0=S0

1 ||S0
2 || · · · ||S0

� r
2 � and S1=S1

1 ||S1
2 || · · · ||S1

� r
2 �.

Fact 1: It is a very well known fact from linear algebra that if we consider two
systems of linear equations Ax = 0 and Ax = b where b = 0, then all possible
solutions of the second system can be obtained by adding (i.e., addition of solu-
tion vectors) one particular solution of the second system to each solution of the
first system. For more details one may refer to [12].

Observation 1: The way we have constructed S0 and S1 it is now easy to see
that each block S1

i can be obtained from S0
i by adding a particular solution of

the system (i′) to each column of S0
i .

Theorem 1. The pair of matrices (S0, S1) obtained by the above algorithm,
constitutes basis matrices of the t-(k, n)∗-NM-XVCS.

Proof: Let m denote the number of columns of the matrices S0 or S1 (i.e.,
m denotes the pixel expansion). In light of Definition 2 we need to prove the
following:

1. If X ∈ Qmin then w(S1
X) − w(S0

X) ≥ αX · m.
2. If Y ⊂ P is a forbidden set of participants, i.e., if Y ∈ Q, then S0[Y ] and

S1[Y ] are identical upto column permutation. Let us denote 
 r
2� by p.

First we prove the second condition viz., the security condition. Let
Y = {i1, i2, . . . , is} be a forbidden set. We want to show that S0[Y ] and S1[Y ]
are identical upto a column permutation. Thus it is sufficient to prove that S0

i [Y ]
and S1

i [Y ] are identical upto a column permutation, for all i ∈ {1, 2, . . . , p}.
We will prove only for S0

1 [Y ] and S1
1 [Y ]. Rest of them follow in the same

manner. Recall that each column of S0
1 and S1

1 was a solution of the systems
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(1) and (1′) respectively such that the variables that are not present in any of
the equations are all set zero. Therefore, if we can prove that there exists a
particular solution of the system (1′), say c = (c1, c2, . . . , cn) such that cj = 0
for j = i1, i2, . . . , is then by Observation 1 , the restricted matrices S0[Y ] and
S1[Y ] are identical upto a column permutation. Now, since Y is a forbidden set
of participants therefore Bi � Y for i = 1, 2 because otherwise, Y would contain
a minimal qualified set and would itself become a qualified set. Suppose μ and
σ be two such indices (that is, participants) such that μ ∈ B1 and σ ∈ B2 but
μ, σ /∈ Y . If μ = σ then cμ = 1 and ci = 0 for all i = μ, admits a particular
solution to (1′). On the other hand if μ = σ then cμ = cσ = 1 and ci = 0 for
all i = μ, σ gives rise to a particular solution to (1′). In both cases cj = 0 for
j = i1, i2, . . . , is and hence the proof follows.
In the same manner we can prove that S0

i [Y ] and S1
i [Y ] are identical upto a

column permutation for all i = 1, 2, . . . , p. Hence the matrices S0[Y ] and S1[Y ]
are identical upto a column permutation.

To prove the first condition that is, the contrast condition let X ∈ Qmin.
Then X = Bj for some 1 ≤ j ≤ r, where the symbols have their usual mean-
ing. For S0[X] let us break it up in S0

1 [X]‖S0
2 [X]‖ · · · ‖S0

p [X] and for S1[X], in
S1
1 [X]‖S1

2 [X]‖ · · · ‖S1
p [X].

Without loss of generality, let X = B1 = {1, 2, 3, . . . , t, t + 1, . . . , k}. Let
us now consider S0[X] and S1[X] that is, we restrict ourselves on the first k
rows of the matrices. It is not hard to see that each restricted column cX say,
(c1, c2, . . . , ck)t of S0[X] is a solution of the system (1) and hence c1 + c2 +
· · · + ct + ct+1 + · · · + ck = 0 where “+′′ denotes addition modulo 2 which is
essentially XOR. Thus it follows that w(S0

1[X]) = 0 and similarly we can prove
that w(S1

1[X]) = 2k−1. Now since X = Bj , j = 1, therefore we argue in a similar
manner as for the security condition to get that S0

j,j �=1[X] and S1
j,j �=1[X] are

identical upto column permutation and hence w(S0
j[X]) − w(S1

j[X]) = 0 for all

j = 1. Taking αX = 2k−1

m it is not hard to see that w(S1
X) − w(S0

X) ≥ αX · m =
2k−1. The above technique works for any X ∈ Qmin. This completes the proof
of the theorem. ��
Remark 1. Note that, the difference value for the above case is 2k−1 but it will
vary for different X depending upon the number of independent variables present
in the corresponding system of equations. It is easy to see that the number of
independent variables in each of the system is at least k − 1. This is illustrated
in Remark 2.

Corollary 1. Let (t, k, n) be a meaningful triplet. Then there exists a t-(k, n)∗-
NM-XVCS with contrast at least 2k−1.

Example 1 (continued..). The basis matrices for the 2-(4, 6)∗-XVCS following
the above construction rule are given by
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S0 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

← Col 1 to 8 → ← Col 9 to 24 → ← Col 24 to 32 →
00001111 0000000011111111 00001111
00110011 0000111100001111 00110011
01010101 0011001100110011 00000000
01101001 0101010101010101 01101001
01101001 0101101010100101 01101001
00000000 0011110011000011 01010101

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

and

S1 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

← Col 1 to 8 → ← Col 9 to 24 → ← Col 24 to 32 →
11110000 1111111100000000 11110000
00110011 0000111100001111 00110011
01010101 0011001100110011 00000000
01101001 0101010101010101 01101001
01101001 0101101010100101 01101001
00000000 0011110011000011 01010101

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

.

Remark 2. The contrast for X = B1 is 23, while the contrast for X = B3 is 24.

3 On the Contrast of t-(k, n)∗-NM-XVCS: Achieving
Optimal Relative Contrast

In the last section we have seen that the construction of basis matrices of a
t-(k, n)∗-NM-XVCS via linear algebraic method admits better contrast, more
precisely at least 2k−1 times more than the contrast of OR-based t-(k, n)∗-VCS as
in [3,7]. Like OR-based VCS, the basic aim for XOR-based VCS is also to reduce
the pixel expansion and to increase the relative contrast. However, one thing that
we must note that the maximum achievable relative contrast for OR-based VCS
is 1

2 , while the same for XOR-based VCS is 1 which is the maximum for any
VCS. As a result, for XOR-based VCS, the qualified set of participants may
get the secret back with maximum possible contrast. Next we put forward two
scenarios where such optimal relative contrast is achieved for XOR-based VCS.

3.1 (k − 1)-(k, n)∗-NM-XVCS

Let us consider a (k − 1)-(k, n)∗-NM-XVCS having k − 1 essential partici-
pants. Here the minimal qualified sets are {1, . . . , k − 1, k}, {1, . . . , k − 1, k + 1},
{1, . . . , k − 1, k + 2},. . .,{1, . . . , k − 1, n − 1}, {1, . . . , k − 1, n}. In this case we
need not restrict ourselves in taking two equations at a time to form groups
of linear equations. We may take all the equations at a time forming only one
group and the values of the variables x1, x2, . . . ,xk−1 determine the values of
the rest of the variables. With an essentially same argument as in Theorem 1 we
can prove that the solutions of system of equations admit the basis matrices of
the (k − 1)-(k, n)∗-NM-XVCS. In this case the pixel expansion is 2k−1 and the
contrast is also 2k−1. Hence we have the following theorem.
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Theorem 2. For a meaningful triplet (k−1, k, n), there exists a (k−1)-(k, n)∗-
NM-XVCS having pixel expansion 2k−1 and optimal relative contrast 1.

Example 2. Let us consider 3-(4, 6)∗-NM-XVCS. Here, Qmin = {{1, 2, 3, 4},
{1, 2, 3, 5}, {1, 2, 3, 6}}. To construct the basis matrices of 3-(4, 6)∗-XVCS, we
consider only the following system of linear equations over the binary field Z2:

⎧⎪⎨
⎪⎩

x1 + x2 + x3 + x4 = 0
x1 + x2 + x3 + x5 = 0
x1 + x2 + x3 + x6 = 0

(1)

⎧⎪⎨
⎪⎩

x1 + x2 + x3 + x4 = 1
x1 + x2 + x3 + x5 = 1
x1 + x2 + x3 + x6 = 1

(2)

Solutions of the above systems admit the following basis matrices

S0 =

⎡
⎢⎢⎢⎢⎢⎢⎣

00001111
00110011
01010101
01101001
01101001
01101001

⎤
⎥⎥⎥⎥⎥⎥⎦

and S1 =

⎡
⎢⎢⎢⎢⎢⎢⎣

11110000
00110011
01010101
01101001
01101001
01101001

⎤
⎥⎥⎥⎥⎥⎥⎦

.

The pixel expansion is 8 and the relative contrast is 1.

3.2 (n, n)-XVCS

As we have mentioned before that the case when t = 0 gives rise to the simple
threshold XOR-based VCS. Let us consider the (n, n)-XVCS. Here the only
minimal qualified set is {1, . . . , n − 1, n}. In this case also we may take all the
equations at a time forming only one group and the values of the variables x1,
x2, . . . , xn−1 determine the values of the remaining variable. We can prove that
the solutions of system of equations admit the basis matrices of the (n, n)-XVCS.
In this case the pixel expansion is 2n−1 and the contrast is also 2n−1. Hence we
have the following theorem.

Theorem 3. There exists a (n, n)-XVCS having pixel expansion 2n−1 and rel-
ative contrast 1.

4 Reducing Pixel Expansion

We have already seen that given any meaningful triplet (t, k, n) there exists a t-
(k, n)∗-NM-XVCS with contrast at least 2k−1. Section 3.1 describes the method
of construction for the basis matrices by taking two equations at a time. Observe
that there are at least k − 1 independent variables in each system of equations
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and thus the pixel expansion becomes at least 2k−1 · 
 r
2� where r =

(
n − t

k − t

)
for

a t-(k, n)∗-NM-XVCS.
We now describe a method that reduces the pixel expansion. The idea is to take
more than two equations at a time whenever it is possible, such that each system
of equations has exactly k−1 many independent variables. The resulting matrices
whose columns are the solutions of the corresponding systems of equations satisfy
the conditions for basis matrices realizing the underlying t-(k, n)∗-NM-XVCS.
Let us consider the following example to illustrate the method.

Example 3. Let us reconsider the 2-(4, 6)∗-NM-XVCS from Example 1. Then
the collection of minimal qualified sets is given by Qmin = {B1, B2, . . . , B6},
where Bis are arranged in the lexicographic order with B1 = {1, 2, 3, 4} and
B6 = {1, 2, 5, 6}. Now we form the groups as follows:
G1 = {B1, B2, B3}, G2 = {B4, B5}, G3 = {B6}. Solving the corresponding
systems of equations we get the following as the basis matrices:

S0 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

← Col 1 to 8 → ← Col 9 to 16 → ← Col 16 to 24 →
00001111 00001111 00001111
00110011 00110011 00110011
01010101 00000000 00000000
01101001 01010101 00000000
01101001 01101001 01010101
01101001 01101001 01101001

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

and

S1 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

← Col 1 to 8 → ← Col 9 to 16 → ← Col 16 to 24 →
11110000 11110000 11110000
00110011 00110011 00110011
01010101 00000000 00000000
01101001 01010101 00000000
01101001 01101001 01010101
01101001 01101001 01101001

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

.

Now it is easy to see that the pixel expansion for this scheme is 3 · 24−1. If
we follow the method described in Sect. 3.1 the pixel expansion is 32 which is
strictly bigger. Thus the pixel expansion is significantly reduced.

We further see that the following columns are common to both S0

and S1 and they may be deleted to reduce pixel expansion further.
S0 3 5 10 11 13 16 18 24
S1 16 10 5 24 18 3 13 11 The resulting matrices, after deleting the common

columns, still satisfy the conditions for basis matrices with pixel expansion 16,
a significant reduction in pixel expansion.

5 Achieving Optimality for both Pixel Expansion and
Relative Contrast

We are now going to describe another XOR-based non monotone VCS model in
which we shall put forward some restricted access structure for which our proposed
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XOR-based VCS not only achieves the optimal relative contrast, namely 1, but
also achieves the optimal pixel expansion, namely 1. As a result, the qualified set
of participants will get the exact secret back while putting their shares together
which is impossible for any classical OR-based VCS. The method that we have
described so far constructs the basis matrices realizing all possible t-(k, n)∗-NM-
XVCS. For some restricted access structures the pixel expansion can be minimized
to its optimum value. In this regard we need to introduce the following definition.

Definition 3. (via Collection of Matrices) Let P = {1, 2, 3, . . . , n} be a set of
participants. Let (Qmin,F) be the access structure corresponding to t-(k, n)∗-
NM-XVCS defined on P. Let m and {hX}X∈Qmin

be non-negative integers sat-
isfying 1 ≤ hX ≤ m. Two collections of n×m binary matrices C0 and C1 realizes
t-(k, n)∗-NM-XVCS , if there exists {αX > 0 : X ∈ Qmin} such that

1. For any S ∈ C0, the “XOR′′ operation of the rows of S[X] for any minimal
qualified set X results in a vector v0 satisfying w(v0) ≤ hX − αX · m.

2. For any T ∈ C1, the “XOR′′ operation of the rows of T [X] for any minimal
qualified set X results in a vector v1 satisfying w(v1) ≥ hX .

3. Any forbidden set Y ∈ F has no information on the shared image. Formally,
the two collections of |Y | × m matrices Dt , with t ∈ {0, 1}, obtained by
restricting each n×m matrix in Ct to rows indexed by Y are indistinguishable
in the sense that they contain the same matrices with the same frequencies.

We now describe an algorithm for one black/white pixel that works for both
the cases (k − 1)-(k, n)∗-NM-XVCS and (n, n)-XVCS. Let (S0, S1) and (T 0, T 1)
respectively denote the basis matrices obtained by the method described in
Sects. 3.1 and 3.2.

Algorithm of share generation for optimal (k − 1)-(k, n)∗-NM-XVCS:

1. The Dealer constructs the basis matrices (S0, S1) as described in Sect. 3.1.
2. If the secret pixel is white then the dealer chooses randomly a column say

wn×1 from S0 and gives to the i-th participant, the i-th entry of the column
wn×1.

3. If the secret pixel is black then the dealer chooses randomly a column say
bn×1 from S1 and gives to the i-th participant, the i-th entry of the column
bn×1.

Thus the pixel expansion becomes 1 and it can be proved that the pair
(wn×1, bn×1) admits (k − 1)-(k, n)∗-NM-XVCS in the sense of Definition 3.

The algorithm for (n, n)-XVCS is the same as described in the above algorithm.
The dealer chooses randomly one column each from T 0 and T 1 and distributes
the shares to the participants.
We now have the following theorem.
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Theorem 4. There exists (k − 1)-(k, n)∗-NM-XVCS that achieves optimality
both in terms of pixel expansion and relative contrast for any 2 ≤ k ≤ n. Also,
there exists (n, n)-XVCS achieving optimality both in terms of pixel expansion
and relative contrast for any n ≥ 2.

6 Conclusion

In this paper we have defined a (Black and White) XOR-based model of the
(k, n)-VCS with multiple essential participants and given a construction method
based on linear algebraic tools to efficiently compute the basis matrices realizing
the XOR-based scheme. The contrast of the XOR-based model is 2|Q|−1 times
larger than that of the existing OR-based schemes for Q ∈ Qmin. We showed
that for certain restricted access structures the optimality in terms of both pixel
expansion and contrast have been achieved. The method described in Sect. 4 to
reduce the pixel expansion can be developed further by deleting the columns
which are present in both S0 and S1, as shown in Example 3. It is an interesting
problem to find the exact value of pixel expansion that can be obtained by this
method.
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