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Abstract. Identity-based encryption (IBE) is an advanced form of pub-
lic key encryption and one of the most important cryptographic primi-
tives. Of the many constructions of IBE schemes, the one proposed by
Boneh and Boyen (in Eurocrypt 2004) is quite important from both
practical and theoretical points of view. The scheme was standardized as
IEEE P1363.3 and is the basis for many subsequent constructions. In this
paper, we investigate its multi-challenge security, which means that an
adversary is allowed to query challenge ciphertexts multiple times rather
than only once. Since single-challenge security implies multi-challenge
security, and since Boneh and Boyen provided a security proof for the
scheme in the single-challenge setting, the scheme is also secure in the
multi-challenge setting. However, this reduction results in a large secu-
rity loss. Instead, we give tight security reduction for the scheme in the
multi-challenge setting. Our reduction is tight even if the number of chal-
lenge queries is not fixed in advance (that is, the queries are unbounded).
Unfortunately, we are only able to prove the security in a selective setting
and rely on a non-standard parameterized assumption. Nevertheless, we
believe that our new security proof is of interest and provides new insight
into the security of the Boneh-Boyen IBE scheme.

1 Introduction

1.1 Background

Identity-Based Encryption. Identity-based encryption (IBE) is an advanced form
of public key encryption. It differs in that it enables one to encrypt a message
for any string (or identity). A user possessing a private key corresponding to the
string can decrypt the ciphertext.

The notion of IBE was first proposed by Shamir [37]. The first realization
of a concrete IBE scheme was proposed in [10] (and independently in [36]).
This scheme uses a bilinear map on elliptic curves. The notion of hierarchical
IBE (HIBE), in which hierarchical key generation is possible, was first proposed
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in [29]. Later, the first HIBE scheme was proposed in [25]. The IBE scheme
proposed by Boneh and Franklin [10] as well as the one proposed in [25] have
been proven secure under the random oracle model. However, there are sev-
eral criticisms of the security proof under the random oracle model [13]. Thus,
a construction proven secure without the random oracle model (i.e., the stan-
dard model) is desirable. The first construction of an (H)IBE scheme proven
secure under the standard model was proposed in [14]. Later, a more efficient
construction was given in [7]. While they were proven secure without using the
random oracle model, they were only proven selectively secure. Subsequently,
(H)IBE schemes with adaptive security in the standard model were proposed in
[8,22,23,32,38,39].

Importance of Tight Security Reduction. When proving the security for a cryp-
tographic scheme, we often have to rely on a number theoretic assumption. In
the security proof, first, an adversary who can break the security of the scheme
with probability ε is assumed, and then an algorithm that has access to the
adversary A and breaks the assumption with probability ε′ is constructed.1 If ε′

is only polynomially smaller than ε, ε′ is negligible assuming ε is negligible. The
latter is true as long as the number theoretic assumption holds. If it is, we can
claim that the scheme is secure. However, this claim is somewhat conditional.
Even though the scheme is secure in an asymptotic sense, the scheme instanti-
ated with specific security parameters would be broken in the real world. This is
because it is possible that ε is very small while ε′ is not very small. We only have
that ε′ is polynomially larger than ε, and this polynomial could be very large
(e.g., ε = 2−λ = 2−128, ε′ = λ152−λ = 2−23 and λ = 128). Thus, a tight security
proof, in which ε′ ≈ ε, is desirable.

Previous Works on Tightly Secure IBE. In the case of IBE, security loss caused
by a reduction is measured using two parameters: the number of challenge queries
to the encryption oracle (= qc) and the number of key generation queries issued
by an adversary in a security game (= qk). Since it is shown by the standard
hybrid argument that single-challenge security (qc = 1) implies security for the
general case, only single-challenge security was considered in most of the previous
work. However, this reduction incurs a security loss of O(qc). Multi-challenge
security captures security against an adversary in the real world who chooses
weak ciphertext as the target to attack from a large number of ciphertexts.
Since qc could be very large, this would lead to significant security degradation
in the real world, as shown by example in [5]. It is thus desirable to construct an
IBE scheme with tight reduction in terms of qc (and of course in terms of qk).

Constructing an IBE scheme for which the reduction cost of the security proof
does not depend on qc and qk is an important remaining challenge. Several IBE
schemes with tight reduction in terms of qk have been proposed and thus provide
partial solutions to the problem. Attrapadung et al. [4] proposed an IBE scheme
with tight reduction in terms of qk in the random oracle model. Gentry [22]
showed such construction in the standard model, but he relied on a less standard
parameterized (or q-type) assumption. Chen and Wee [17] recently proposed an

1 Here, we ignore running time of the adversary and algorithm for simplicity.
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IBE scheme that is almost tightly secure. The reduction cost in their security
proof is a small polynomial in the security parameter and does not depend on
qk. Very recently, Attrapadung [3] showed a security proof for a variant of the
Boneh-Boyen IBE scheme implemented on a composite order pairing group. Its
reduction cost depends only on the number of key extraction queries before the
(single) challenge query. Since all of this previous work considered only single-
challenge security, reductions to fully-fuledged multi-challenge security incurs qc

security loss.

1.2 Our Contribution

In this paper, we give a new security proof for the Boneh-Boyen IBE scheme
[7] rather than constructing a new IBE scheme. The reduction cost is tight and
does not depend on qc. The reason we choose the Boneh-Boyen IBE scheme is
that it is important both from practical and theoretical points of view. First, it
is one of the most practical IBE schemes and has been standardized as IEEE
P1363.3. Second, it is theoretically interesting. The scheme is very simple and
is a base for many IBE scheme with adaptive security [30,32,38] and schemes
based on lattice assumptions [1]. Our new security proof provides new insights
into the security of the Boneh-Boyen IBE scheme and is thus potentially useful.

Unfortunately, we are only able to prove the security in the selective model
in which the adversary outputs a set of challenge identities S� = {ID�

1, . . . , ID
�
q}

at the outset of the security game. This is very difficult to avoid since a proof
for adaptive security of the Boneh-Boyen IBE scheme is not known even under
a loose reduction. Even in the selective model, providing a security proof for
which the reduction cost does not depend on the number of challenge identities
|S�| = q is not straightforward. In particular, the original security proof in [9]
for the Boneh-Boyen IBE scheme under the decisional bilinear Diffie-Hellman
(DBDH) assumption does not work without change. The technique used in the
original security proof depends heavily on the “all but one” simulation paradigm
in which information about the challenge identity ID� is embedded in the public
parameter so that a simulator can generate a private key for any ID �= ID�.
Furthermore, a simulator can generate the challenge ciphertext only for ID�. For
our setting, we should extend the technique to “all but q”. One possible way
to achieve this is to use a (selective) (q, 1)-programmable hash function, which
has been used in previous work [16,27,28]. However, this requires changing the
construction of the IBE. We would like to prove the security without changing
the scheme. Furthermore, such schemes are tightly secure only for an attacker
who outputs S� such that |S�| ≤ q, where q is fixed at the set up of the public
parameter. We want to prove tight security for an unbounded q.2

2 This could be achieved by using a (poly, 1)-programmable hash function, which is a
(q, 1)-programmable hash function for any polynomial q. However, the known con-
struction of the (poly, 1)-programmable hash function [20] uses a multi-linear map
and is thus impractical. Furthermore, there is an impossibility result for construc-
tion of (poly, 1)-programmable hash function for prime order groups with a bilinear
map [26].
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To prove tight security for an unbounded q, we use an “individual randomness
technique”, which has been used to prove the security of unbounded attribute-
based encryption and revocation schemes [3,31,33,35,40–42], instead of using the
(q, 1)-programmable hash approach. The use of this technique requires a non-
standard number theoretic assumption. We introduce a parameterized assump-
tion that we call the truncated q-RW assumption to prove the security. The
assumption is a weaker variant of the q-2 assumption introduced by Rouse-
lakis and Waters (RW) [35] to prove the security of an unbounded key-policy
attribute-based encryption scheme. In our proof, we also require a certain kind
of random self reducibility of the truncated q-RW assumption. We show this fol-
lowing an argument similar to that of [34], who proved random self-reducibility
of the DDH assumption.

To make our proof more modular and clearer, we divide it into two steps.
In the first step, we introduce a new assumption that we call the oracle trun-
cated q-RW assumption and show that this assumption is tightly reduced to the
(seemingly weaker) truncated q-RW assumption. This step essentially shows ran-
dom self reducibility of the truncated q-RW assumption. In the second step, we
show that the multi-challenge security of the Boneh-Boyen IBE scheme is tightly
reduced to the truncated q-RW assumption. Combining these results, we obtain
a tight security proof for the Boneh-Boyen IBE scheme from the truncated q-RW
assumption.

2 Definition of Identity-Based Encryption

2.1 Syntax

Let ID be the ID space of the scheme. If a collision resistant hash function
H : {0, 1}∗ → ID is available, then one can use an arbitrary string as an
identity. An IBE scheme is defined by the following four algorithms.

Setup(λ) → (mpk,msk): The setup algorithm takes as input a security parameter
λ and outputs a master public key mpk and a master secret key msk.

KeyGen(msk,mpk, ID) → skID: The key generation algorithm takes as input the
master secret key msk, the master public key mpk, and an identity ID ∈ ID.
It outputs a private key skID. We assume that ID is implicitly included in
skID.

Encrypt(mpk,M, ID) → C: The encryption algorithm takes as input a master
public key mpk, the message M, and a ciphertext attribute ID ∈ ID. It
outputs a ciphertext C. We assume that ID is implicitly included in C.

Decrypt(mpk, C, skID) → M or ⊥: We assume that the decryption algorithm is
deterministic. The decryption algorithm takes as input the master public
key mpk, a ciphertext C, and a private key skID. It outputs the message M
or ⊥ which means that the ciphertext is not in a valid form.

We require correctness of decryption: that is, for all λ, all (mpk,msk) pro-
duced by Setup(λ), all ID ∈ ID, and all skID returned by KeyGen(msk,mpk, ID),
Decrypt(mpk,Encrypt(mpk,M, ID), ID, skID) = M holds.
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2.2 Security

We now define the security for an IBE scheme Π. This security notion is defined
by the following game between a challenger and an adversary A.

Setup. At the outset of the game, A outputs a set of identities S� = {ID�
1, . . . ,

ID�
q} ⊆ ID. The challenger flips a random coin coin

$← {0, 1}. The challenger
also runs the setup algorithm and gives mpk to A.

Then, A may adaptively make following two types of queries in arbitrary
order and arbitrary many times.

- Key Extraction Queries. A may adaptively make key-extraction queries.
If A submits ID �∈ S� to the challenger, the challenger returns skID ←
KeyGen(msk,mpk, ID).

- Challenge Queries. A may also make challenge queries. If A outputs two
equal length messages (M0,M1) and an identity ID� ∈ S�, the challenger
runs Encrypt(mpk,Mcoin, ID

�) → C� and gives challenge ciphertext C� to A.

Guess. Finally, A outputs guess ̂coin for coin. We say that A succeeds if ̂coin =
coin and denote the probability of this event by PrA,Π . The advantage of A is
defined as AdvPE

A,Π = |PrA,Π − 1
2 |. We say that adversary A (t, q, qk, qc, ε)-breaks

Π if it runs in time t, outputs S� with a size that is at most q, makes at most
qk key extraction and qc challenge queries, and has advantage ε. We say that Π
is secure if ε is negligible for any probabilistic polynomial time A.

We call this security game the (selective) multi-challenge security game to
distinguish it from the ordinary selective security game [7,14]. The ordinary
game is captured as a special case of the selective game in that the adversary
obtains only one challenge ciphertext, and the size of S� is restricted to |S�| = 1.
We call this security notion single-challenge ciphertext security.

Relation to Single-Challenge Security. Note that multi-challenge secu-
rity is implied by single-challenge security, as shown by the standard hybrid
argument. However, this incurs a security loss of O(qc). See AppendixA for a
sketch of the proof.

3 Number Theoretic Assumptions

In this section, we define number theoretic assumptions that will be used in our
security proof for the Boneh-Boyen IBE scheme. We introduce two assumptions
named the truncated q-RW assumption and the oracle truncated q-RW assump-
tion. The former assumption holds in the generic group model and is weaker
than the q-2 assumption introduced by Rouselakis and Waters [35] although it
is parameterized and a non-standard assumption. The latter assumption is more
complicated, but we will see in Sect. 3.2 that it is implied by the simpler former
assumption. In the next section, we show the (multi-challenge ciphertext) secu-
rity of the Boneh-Boyen IBE scheme using the latter assumption. These results
together imply that the scheme is secure under the first assumption. The reason
we introduce the latter assumption is that it makes our proof clearer and more
modular.
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3.1 Definition of Assumptions

Truncated q-RW Assumption. Let x, y, z, b1, . . . , bq
$← Zp and g

$← G
∗. We

define Ψ as

Ψ =

⎛

⎜

⎜

⎝

g

gxzbi , gy/b2i , gbi ∀i ∈ [q]

gxyzbi/b2j , gybi/b2j ∀(i, j) ∈ [q] × [q], i �= j

⎞

⎟

⎟

⎠

We say that an algorithm A (t, ε)-breaks the truncated q-RW assumption on
(G,GT ) if it runs in time t and 1

2 |Pr[A(Ψ, T = e(g, g)xyz) → 0] − Pr[A(Ψ, T =
R) → 0]| ≥ ε where R

$← GT . We say that the truncated q-RW assumption holds
if there exists no algorithm that (t, ε)-breaks the truncated q-RW assumption
with polynomial t and non-negligible ε.

Comparison to Previous Assumptions. This assumption is weaker than the
q-2 assumption introduced and used by Rouselakis and Waters [35] to prove the
security of an unbounded key-policy attribute-based encryption scheme. In the q-2
assumption, compared with the truncated q-RW assumption defined above, algo-
rithm A can obtain extra group elements in addition to Ψ . This is the basis for
name of the truncated q-RW assumption. Since the q-2 assumption holds in the
generic group model, the truncated q-RW assumption also holds in the generic
group model. In AppendixB, we give a direct proof. If q = 1, this assumption
corresponds to the standard decisional bilinear Diffie-Hellman (DBDH) assump-
tion, which roughly states that, given gα, gβ , and gγ , it is infeasible to distinguish
e(g, g)αβγ from a random group element of GT , where α, β, γ

$← Zp. This can be
seen by observing that (gxzb1 , gy/b21 , gb1) is distributed uniformly randomly over
G

3
p and xyz = (xzb1) · (y/b21) · b1.

Next we define the other new assumption used in our security proof. We
show that the assumption is equivalent to the truncated q-RW assumption in
Sect. 3.2.

Oracle Truncated q-RW Assumption. Let y, b1, . . . , bq
$← Zp and g

$← G
∗.

We define Ψ ′ as

Ψ ′ =

⎛

⎜

⎜

⎝

g

gy/b2i , gbi ∀i ∈ [q]

gybi/b2j ∀(i, j) ∈ [q] × [q], i �= j

⎞

⎟

⎟

⎠

We say that algorithm A (t, q̄, ε)-breaks the oracle truncated q-RW assump-
tion on (G,GT ) if it runs in time t, 1

2 |Pr[A(Ψ ′)O0(·) → 0]−Pr[A(Ψ ′)O1(·) → 0]| ≥
ε, and A queries the oracle at most q̄ times. Here, oracle Oβ(·) for β ∈ {0, 1} is
an oracle that takes index τ ∈ [q] as input and returns

(

gs, gsy/b2j ∀j ∈ [q]\{τ}, T ′ = R′
β

)
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to A. Here, s
$← Zp, R′

0 = e(g, g)sy/bτ , and R′
1

$← GT . We emphasize that s and
R′

1 are freshly chosen every time A accesses the oracle. We say that the oracle
truncated q-RW assumption holds if there exists no algorithm that (t, q̄, ε)-breaks
the assumption with polynomials t and q̄ and non-negligible ε.

3.2 Relationship Between Assumptions

Here we show that the oracle truncated q-RW assumption can be tightly reduced
to the truncated q-RW assumption. Essentially, we prove that the truncated
q-RW assumption has random self-reducibility in some sense. The proof is similar
to the one used in [34], where random self-reducibility of the DDH assumption
was proved.

Theorem 1. If there exists A that (t, q̄, ε)-breaks the oracle truncated q-RW
assumption, there exists B that (t′, ε′)-breaks the truncated q-RW assumption
where t′ = t + O(qq̄texp,G) + O(q̄(texp,GT

+ tpair) and ε′ = ε − 1/p. Here, texp,G,
texp,GT

, and tpair are the times needed for one exponentiation in G and GT and
for pairing computation, respectively.

Proof. We construct B that breaks the truncated q-RW assumption with advan-
tage ε′ using an adversary A that breaks the oracle truncated q-RW assumption
with advantage ε. B is given problem instance of truncated q-RW assumption
(Ψ, T ) where T = e(g, g)xyz+δ. Here, δ = 0 or δ

$← Zp and B should guess which
is the case. Then, B gives part of the problem instance Ψ ′ := {g, gy/b2i , gbi ∀i ∈
[q], gybi/b2j ∀(i, j) ∈ [q]× [q], i �= j} to A. As k-th query, A would outputs τ ∈ [q].
To answer the query, B first picks c(k), d(k)

$← Zp and computes

gs(k)
:= (gxzbτ )c(k) · gd(k)

,

gs(k)y/b2j := (gxyzbτ /b2j )c(k) · (gy/b2j )d(k) ∀j ∈ [q]\{τ},

T
′(k) := T c(k) · e(gy/b2τ , gbτ )d(k)

.

These terms can be efficiently computed from Ψ . B gives these group elements
to A. Here, B implicitly sets s(k) = c(k)xzbτ + d(k). At last, A outputs a bit. B
outputs the same bit.

Next, we analyze the view of A. We first observe that Ψ ′ is correctly distrib-
uted. We also observe that s(k) = c(k)xzbτ + d(k) is uniformly distributed over
Zp due to d(k) for all k ∈ [q̄]. We remark that (c(k), d(k)) is uniformly distrib-
uted over Z

2
p under the constraint that s(k) = c(k)xzbτ + d(k). In particular, all

c(k) is information theoretically hidden from A and uniformly distributed over
Zp. More subtle part of the proof is analysis of the distribution of T

′(k). We
have that

T
′(k) = (e(g, g)xyz+δ)c(k) · (e(g, g)y/bτ )d(k)

= e(g, g)y/bτ (xzbτ c(k)+d(k)) · e(g, g)δc(k)

= e(g, g)s(k)y/bτ · e(g, g)c(k)δ
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for all k ∈ [q̄]. If δ = 0, we have T
′(k) = e(g, g)s(k)y/bτ for τ ∈ [q̄] and the

response of B for A’s queries corresponds to that of O0. On the other hand, in
the case of δ �= 0 (which is the case with probability 1 − 1/p if δ

$← Zp), T
′(k) is

uniformly distributed over GT and independent from anything. This is because
c(k) is information theoretically hidden from A. To sum up, in the case of δ = 0,
the distribution of B’s response to the queries made by A corresponds to that
of O0 while it corresponds to O1 if δ �= 0. Thus, we have that

ε′ =
1
2
|Pr[B(Ψ, T = e(g, g)xyz) → 0] − Pr[B(Ψ, T ← GT ) → 0]|

=
1
2
|Pr[AO0(·)(Ψ ′) → 0] − Pr[B(Ψ, T

$← GT ) → 0|δ �= 0]Pr[δ �= 0]

−Pr[B(Ψ, T
$← GT ) → 0|δ = 0]Pr[δ = 0]|

=
1
2
|Pr[AO0(·)(Ψ ′) → 0] − Pr[A(Ψ ′)O1(·) → 0](1 − 1/p)

−Pr[B(Ψ, T
$← GT ) → 0|δ = 0]/p|

≥ 1
2
|Pr[AO0(·)(Ψ ′) → 0] − Pr[A(Ψ ′)O1(·) → 0]| − 1/p = ε − 1/p

as desired.

4 New Security Proof for the Boneh-Boyen IBE Scheme

In this section, we show a tight security proof for the multi-challenge ciphertext
security of the Boneh-Boyen IBE scheme under the truncated q-RW assump-
tion (or equivalently, oracle truncated q-RW assumption). We first review the
description of the Boneh-Boyen IBE scheme [7].

Setup(λ): It chooses bilinear groups (G,GT ) of prime order p > 2λ with g
$← G

∗.
It also picks u, v

$← G and α
$← Z

n
p . It finally outputs the master public key

mpk = (g, u, v, e(g, g)α) and the master secret key msk = α.
KeyGen(msk,mpk, ID): To generate a private key for ID, it chooses r

$← Zp and
outputs skID = (K1 = gα · (uIDv)r,K2 = gr).

Encrypt(mpk, ID,M): To encrypt a message M for ID, it chooses s
$← Zp and

outputs a ciphertext C = (C0 = e(g, g)sα · M, C1 = gs, C2 = (uIDv)s).
Decrypt(skID, C): To decrypt a ciphertext, it first computes e(C1,K1)/e(C2,K2)=

e(g, g)sα and outputs C0/e(g, g)sα = M.

The following theorem establishes the multi-challenge ciphertext security of
the Boneh-Boyen IBE scheme under the oracle truncated q-RW assumption.

Theorem 2. If there is A that (t, q, qk, qc, ε)-breaks the Boneh-Boyen IBE
scheme, there is B that (t′, qc, ε/2)-breaks the oracle truncated q-RW assump-
tion where t′ = t + O(q2qktexp,G) + O(qqc(texp,G + texp,GT

+ tpair)). Here, texp,G,
texp,GT

, and tpair are the times needed for one exponentiation in G and GT and
for pairing computation, respectively.
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Proof. We construct an algorithm B that breaks the oracle truncated q-RW
assumption using an adversary A against the Boneh-Boyen IBE scheme. B is
given problem instance Ψ ′ and has oracle access for Oβ .

Setup. At the outset of the game, the adversary A declares a set of challenge
identities S� = (ID�

1, . . . , ID
�
q). B then picks ũ, ṽ, α̃

$← Zp and computes

u = gũ ·
∏

i∈[q]

gy/b2i , v = gṽ ·
∏

i∈[q]

(gy/b2i )−ID�
i , e(g, g)α = e(g, g)α̃ ·

∏

i∈[q]

e(gbi , gy/b2i )

Note that B implicitly sets α = α̃ +
∑

i∈[q] y/bi. Then B gives master public key

mpk = (g, u, v, e(g, g)α) to A. B also flips random coin coin
$← {0, 1}.

Key Extraction Queries. During the game, A makes key extraction queries
for ID such that ID �∈ {ID�

1, . . . , ID
�
q}. Then, B picks r̃

$← Zp and implicitly sets

r = r̃ −
∑

i∈[q]

bi

ID − ID�
i

.

Since ID �∈ {ID�
1, . . . , ID

�
q}, the denominators ID − ID�

i are non zero and thus
r is well defined. Notice that r is properly distributed because r̃ is uniformly
distributed over Zp. Then, B can computes

K2 = gr = gr̃ ·
∏

i∈[q]

(gbi)−1/(ID−ID�
i )

and

K1 = gα · (uIDv)r

= gα̃ ·
∏

i∈[q]

gy/bi · (

gũID+ṽ ·
∏

i∈[q]

(gy/b2i )ID−ID�
i
)r

= gα̃ · K ũID+ṽ
2 ·

∏

i∈[q]

gy/bi · (
∏

i∈[q]

(gy/b2i )ID−ID�
i
)r

= gα̃ · K ũID+ṽ
2 ·

∏

i∈[q]

(gy/b2i )r̃(ID−ID�
i )

︸ ︷︷ ︸

=Φ

·
∏

i∈[q]

gy/bi

·(
∏

i∈[q]

(gy/b2i )ID−ID�
i
)−∑j∈[q] bj/(ID−ID�

j )

= Φ ·
∏

i∈[q]

gy/bi ·
∏

(i,j)∈[q]×[q]

(gybj/b2i )−(ID−ID�
i )/(ID−ID�

j )

= Φ ·
∏

i∈[q]

gy/bi ·
∏

i∈[q]

(gy/bi)−(ID−ID�
i )/(ID−ID�

i )

·
∏

(i,j)∈[q]×[q]
i�=j

(gybj/b2i )−(ID−ID�
i )/(ID−ID�

j )
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= Φ ·
∏

(i,j)∈[q]×[q]
i�=j

(gybj/b2i )−(ID−ID�
i )/(ID−ID�

j )

where Φ = gα̃ · K ũID+ṽ
2 · ∏

i∈[q](g
y/b2i )r̃(ID−ID�

i ). In the last equation above, prob-
lematic terms gy/bi for i ∈ [q] are cancelled out. It is possible to verify that B can
compute K1 efficiently from the given terms. Finally, B gives skID = (K1,K2) to A.

Challenge Queries. During the game, A outputs a pair of messages M0,M1 and
an identity ID�

τ ∈ S�. B computes challenge ciphertext for ID�
τ as follows. B first

sends τ to its oracle Oβ to obtain group elements {gs, gsy/b2j ∀j ∈ [q]\{τ}, T ′ =
R′

β}. Then B sets C1 = gs and computes

C2 = (uID�
τ v)s

=
(

gũID�
τ+ṽ ·

∏

i∈[q]

(gy/b2i )ID
�
τ −ID�

i
)s

= C
ũID�

τ+ṽ
1 ·

∏

i∈[q]\{τ}
(gsy/b2i )ID

�
τ −ID�

i .

The problematic term gsy/b2τ above is cancelled out. Thus, B can compute C2

efficiently. B then computes C0 as

C0 = e(gs, g)α̃ ·
∏

i∈[q]\{τ}
e(gbi , gsy/b2i ) · T ′ · Mcoin

and gives (C0, C1, C2) to A. If T ′ = e(g, g)sy/bτ , it can be seen that the distrib-
ution of (C0, C1, C2) corresponds to correctly generated ciphertext since

C0 = e(gs, g)α̃ ·
∏

i∈[q]\{τ}
e(gbi , gsy/b2i ) · T ′ · Mcoin

= e(g, g)s·α̃ ·
∏

i∈[q]\{τ}
e(gy/bi , gs) · e(g, g)sy/bτ · Mcoin

= e(g, g)s·(α̃+
∏

i∈[q]\{τ} y/bi) · e(g, g)sy/bτ · Mcoin

= e(g, g)s·(α̃+
∏

i∈[q] y/bi) · Mcoin

= e(g, g)sα · Mcoin.

On the other hand, if T ′ $← GT , C2 is uniformly distributed over GT and the
distribution of (C0, C1, C2) is independent of coin.

Guess. Finally, A outputs ̂coin as its guess for coin. B outputs 0 if coin = ̂coin
and 1 if coin �= ̂coin. Then, we analyze the advantage of B. We observe that B
perfectly simulates security game of IBE for A if the oracle is O0. On the other
hand, A’s view is perfectly independent of coin if the oracle is O1. Thus we have

1
2
|Pr[BO0(·)(Ψ ′) → 0] − Pr[BO1(·)(Ψ ′) → 0]| =

1
2
|Pr[A outputs coin] − 1/2| =

ε

2
as desired. This completes the proof of Theorem 2.
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Combining Theorems 1 and 2, we get the following theorem, which states that
the security of the Boneh-Boyen IBE scheme is tightly reduced to the truncated
q-RW assumption.

Theorem 3. If there is A that (t, q, qk, qc, ε)-breaks the Boneh-Boyen IBE
scheme, then there is B that (t′, qc, ε/2)-breaks truncated q-RW assumption where
t′ = t + O(q2qktexp,G) + O(qqc(texp,G + texp,GT

+ tpair)). Here, texp,G, texp,GT
, and

tpair are necessary time for one exponentiation in G, GT , and for pairing com-
putation, respectively.

Remark. The above proof corresponds to the original security proof for the
Boneh-Boyen IBE scheme given in [7] when q = 1. Recall that the truncated
q-RW assumption (as well as the oracle truncated q-RW assumption, by
Theorem 1) corresponds to the DBDH assumption when q = 1.

5 Discussion

Tightness of Our Reduction. Here, we validate our claim that our proof is tight.
First, we recall a measure called work factor, which was introduced by Galindo
[21] and used in [6]. For an adversary running in time t with advantage ε, the
work factor is defined as t/ε. This quantity can be defined naturally for IBE
and number theoretic assumptions. The work factor can be used to compare the
tightness of reductions. We can say that a reduction is tight if the increase in
the work factor in the security reduction is small.

Theorem 3 says that we can convert an adversary having work factor t/ε
against the Boneh-Boyen IBE scheme into an adversary against the truncated
q-RW assumption that has work factor 2

(

t + O(q2qktexp,G) + O(qqc(texp,G +
texp,GT

+ tpair))
)

/ε. If q, qc, and qk are much smaller than t, which would be the
case in the real world since these quantities are related to the number of on-line
queries that the adversary makes, we have t′ = t+O(q2qktexp,G)+O(qqc(texp,G +
texp,GT

+ tpair)) ≈ ct for some small constant c. (For example, for t = 2100,
q = qc = qk = 230, t′ ≈ 2100 + 290 < 2101). Thus, the increase in the work factor
would typically be very small and could be considered a small constant.3

As mentioned in Sect. 2, single-challenge security implies multi-challenge secu-
rity by the standard hybrid argument. Roughly speaking, this reduction converts
an adversary against the Boneh-Boyen IBE scheme with work factor t/ε into
an adversary against the DBDH assumption with work factor t′qc/ε. Typically,
t′ ≈ t, so the increase in the work factor is about qc, which can be very large.
(In the example above, qc = 230).

Implications of Our Result. While our result gives tight security reduction for
the Boneh-Boyen IBE scheme, we rely on a non-standard parameterized assump-
tion. It is unclear whether tight reduction from a non-standard assumption such
3 While additive factor O(q2qktexp,G) in t′ is rather large, t′ could be much larger than
t for certain parameter choices. However, we believe that our reduction is tight for
most parameters meaningful in the real world.
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as the truncated q-RW assumption is better than loose reduction from a stan-
dard assumption such as the DBDH assumption. It is if the truncated q-RW
assumption is as hard as the DBDH assumption. Otherwise, it is not. A similar
discussion can be found in [22], where the author compares his IBE scheme,
which can be tightly reduced to a parameterized assumption, with IBE schemes
such as that in [38], which can be proven secure under a standard assumption
(such as the DBDH assumption). There are two differences from his setting.
First, we have two types of security proof for the same scheme rather than
two different schemes. Second, while the security assumption used in [22] (deci-
sional augmented bilinear Diffie-Hellman exponent assumption) is vulnerable to
Cheon’s attack [18], it seems that the attack does not break our assumption,
at least without non-trivial modification. Our result is complementary to the
original security proof given by Boneh and Boyen and would lead to increased
confidence in the security of the scheme.

A Single-Challenge Security Implies Multi-challenge
Security

We briefly show that multi-challenge security is implied by the single-challenge
security. We consider a sequence of games. Let S� = {ID�

1, . . . , ID
�
q}. We define

q
(i)
c as the number of challenge queries for ID�

i . Thus, we have q
(1)
c + q

(2)
c + · · · +

q
(q)
c = qc. Game(i,j) for i ∈ [q] and j ∈ {0, 1, . . . , q

(i)
c } is defined as a multi-

challenge ciphertext security game in which an challenge query for ID�
τ such that

τ ∈ [i − 1] is answered with a ciphertext that is an encryption of M0 while an
query for τ ≥ i + 1 is answered with a ciphertext that is an encryption of M1.
For a ν-th challenge query for ID�

τ such that τ = i, the challenger returns a
ciphertext that is an encryption of M0 if 1 ≤ ν ≤ j and M1 if j + 1 ≤ ν. A
challenge query is always answered with an encryption of M1 in Game(1,0) and
with M0 in Game

(q,q
(q)
c )

. We want to show that Pr[A → 0 in Game(1,0)]−Pr[A →
0 in Game

(q,q
(q)
c )

] is negligible for any A. This implies security for multi-challenge
security. Initially, we have Pr[A → 0 in Game(i−1,qc)]−Pr[A → 0 in Game(i,0)] =
0 since Game(i−1,qc) and Game(i,0) are the same. Thus, it suffices to show that
Pr[A → 0 in Game(i,j)] − Pr[A → 0 in Game(i,j+1)] for all (i, j) is bounded by
the advantage of another attacker B against single challenge security of the IBE
scheme. Here, we briefly describe B. B outputs ID�

i as its challenge identity and
queries challenge ciphertext for (M0,M1) to its challenger upon receiving the
j-th challenge query for ID�

i made by A. B can handle key extraction queries
made by A by simply querying the same key for the challenger. Since A makes
only key extraction query for ID such that ID �∈ S�, we have ID �= ID�

i . This
means that B does not make a prohibited key extraction query. Since there are
O(qc) hybrid games, if A’s advantage is ε, B’s advantage is O(ε/qc).
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B Justification of the Truncated q-RW Assumption

Here, we briefly show that the truncated q-RW assumption holds in the generic
group model. The truncated q-RW assumption is an instance of the GT -monomial
assumption defined in [35]. The authors of [35] showed that, to prove that the
GT -monomial assumption holds in the generic group model, it suffices to show
that the pairing result of any two group elements in Ψ does not (symbolically)
give rise to the target element T (Corollary D.4 of [35]). To check this condi-
tion, we have to show that there is no X,Y ∈ Φ such that e(X,Y ) = e(g, g)xyz.
Since the only terms that have z in an exponent are {gxzbi} and {gxyzbi/b2j },
X ∈ {gxzbi}∪{gxyzbi/b2j } or Y ∈ {gxzbi}∪{gxyzbi/b2j } holds. We assume that the
former holds without loss of generality. Since there is no such term as gy/bi or
gb2j/bi for i �= j in Ψ , we can conclude that it is not possible to obtain e(g, g)xyz.
Thus, the assumption holds in the generic group model.
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