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Abstract. The increasing cyber attacks result in an emergent need for Infor-
mation Assurance professionals in the government and private sector. Young
adults’ psychological factors related to the career field of Information Assurance
(IA) remain largely understudied despite Information Assurance Workforce
(IAW) becoming a crucial issue. Gender disparity, in particular, is a concern for
Information Assurance. The first of its kind, this study investigates the gender
gap in the field of IA by examining psychological factors affecting young adults,
including attitudes, interests, self-efficacy, and goals. Our findings on gender
difference in IA from psychological perspectives provide insight for under-
standing gender disparity in the IA field and initiate studies to explore this issue
further. The practical purpose of this study is to contribute information related to
gender differences, understood with regard to psychological aspects, for IA
recruitment strategies to inspire young adults, especially the underrepresented
population of women, to join the IAW.
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1 Introduction

The relative lack of Information Assurance (IA) professionals in the government and
private sector leaves the United States vulnerable to cyber attacks [2]. While increasing
the Information Assurance Workforce (IAW) is of national priority, we know very little
about what psychological factors attract young adults to this field of study. In partic-
ular, the gender disparity in IAW is a concern because women constitute only 10–15 %
of the IAW [20]. Although the IAW’s gender disparity is consistent with the under-
representation of women in the Science, Technology, Engineering, and Mathematics
(STEM) fields, few studies addressed the IAW’s gender gap. The purpose of this study
is to explore gender disparity in the IA field from a psychological perspective. In our
study we focused on students that are majoring in the IA field because we believe that
by understanding those who have already chosen IA as their field of study we can
evolve our understanding of what psychological factors contribute to young adults’
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decision to be in the IA field and if there are gender differences in those factors. In
addition, this understanding will enable recruiting programs to develop the appropriate
framework and target their efforts on the young adults that are more likely to join this
workforce.

To understand young adults’ career choice in the IA field, a study of motivational
and cognitive processes as it relates to gender difference is necessary [9]. Questions
emerge, such as, how do men and women value career goals differently, and do they
believe that an IA career will contribute to achieving their career goals? To investigate
these questions, we surveyed university students majoring in IA. We adopted the goal
congruity theory from social psychology. Our study investigated four psychological
factors: (1) students’ attitudes towards an IA career, (2) students’ interests in an IA
career, (3) students’ perception of whether an IA career fits their interests, and
(4) students’ personal career goals and perception of whether an IA career could fulfill
those goals. The following section describes the psychological factors that were
investigated in our study and how they influence different career perceptions among
men and women.

2 Background

The purpose of this study is to examine gender differences among students majoring in
IA by assessing four psychological factors: attitudes, interests, self-efficacy, and career
goal. Previous studies have pointed out that these factors are influential when it comes
to career choice among men and women. Therefore, we think it is important to
investigate these four factors as a preliminary step toward understanding gender dis-
parity in the IA field. We provide a brief illustration for each factor below.

Attitudes. Attitudes have been defined as judgments influenced by external infor-
mation, past judgments of memory, and prior knowledge [1]. After processing the
relevant information, new judgments are stored in one’s memory and become attitudes,
potentially influencing behavior [14]. Attitudes toward the idea of a career influence
behaviors affecting career choice. In addition, an earlier study has revealed that genders
had different attitudes toward scientific career due to social stereotypes [21]. Therefore,
our first research question is:

RQ1: Are attitudes towards IA career gendered?

Interests. Interests are directly related to work performance due to their influence on
individuals’ educational and occupational choices, as well as efforts for goal
achievement in work settings [7]. In addition, prior studies found that interest can be a
strong predictor of choice of college majors and occupations [11]. Furthermore,
researchers have noted the gender disparity of interest for information technology
careers [15]. Thus, our second question is:

RQ2: Is there gender difference among students’ interests, and is there gender
difference among perceptions about whether interests match the career field of IA?
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Self-efficacy. Self-efficacy in one’s career refers to an individual’s confidence in
pursuing a career-related task [16]. Self-efficacy has been broadly used to explain the
gender differences that affect career choices and career preferences [12]. Also,
researchers found that self-efficacy could predict career options, occupational interests,
and personal effectiveness [4]. Self-efficacy is therefore an essential factor to measure
when assessing career choice. Earlier studies found gender differences related to career
self-efficacy [5]. For instance, women tend to have lower expectations than men for
success in their occupations [5, 12]. In terms of STEM fields, prior studies indicated
that men have significantly higher degrees of self-efficacy towards computers [3, 6].
However, significant gender differences were exhibited only in the completion of
complex computer tasks [3]. This finding suggests that women may have lower con-
fidence toward personal computer skills when encountering a complicated task. Hence,
our third question is as follows:

RQ3: Is there a gender difference in self-efficacy relative to IA careers?

Career Goal. Prior research has revealed that understanding one’s goal is an important
factor for predicting individuals’ motivation and task performance [22]. According to a
goal congruity perspective, goals are often stable and malleable to social roles [9]. As
scholar [9] illustrate, particular social roles lead to social structures that individuals
navigate in the pursuit of their goals. To understand gender differences related to career
goals, we examined two types of goals–agentic goals and communal goals. An agentic
goal indicates interest in pursuing status, power, achievement, and popularity.
A communal goal, in contrast, refers to helping others, working with others, relational
needs, and intimacy [9, 14].

Prior study found that women prefer communal goals, such as helping others and
working with people, which also influences their occupational interests [18]. Further-
more, if a woman valued people-oriented or society-oriented occupations, she also
favored health-related careers [13]. Also, women who considered science to be relevant
to altruism tended to exhibit more interest in scientific careers [8], which corresponded
to the finding that communal goal endorsement was negatively correlated to STEM
interests [9]. Therefore, our fourth question is as follows:

RQ4: Relative to one’s personal goal, is there a gender difference in perceptions of
career goal and career fit?

Utilizing the above literature on gender differences and career choice, we proposed
four research questions to examine gender differences in the IA field. As shown above,
attitudes play an important role in career choice. We further examined the relationship
between each factor and attitudes toward an IA career.

3 Results

Are attitudes towards IA career gendered? Our first question is whether genders
exhibited different attitudes toward IA career. Results did not show significant gender
differences in attitudes toward an IA career. Also, the results found that for both women
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and men, those with a higher interest in an IA career also had more positive attitudes
toward an IA career (women: r = .42, p = .002; men: r = .66, p = .000).

Is there gender difference among students’ interests and perceptions about whe-
ther there is a fit between their interests and the career field of IA? With regard to
personal interest toward an IA career, women and men did not show significant dif-
ference. However, women showed a lower interest fit between personal interest and the
IA field than men (t = −2.13, p = .036). We also explored the relationship between
interests fit and attitudes toward an IA career. The results showed that for both women
and men, those who perceived an IA career to be more fitting for their personal interests
also had more positive attitudes toward an IA career (women: r = .44, p = .002; men:
r = .61, p = .000).

Is there a gender difference in self-efficacy relative to IA careers? We found that
women had lower self-efficacy than men (t = −4.44, p < .00) to work in the IA field,
even though there was no significant gender difference in their GPA performance,
which is similar to prior studies. However, self-efficacy did not show a significant
correlation with attitudes toward IA for both women and men.

Relative to one’s personal goal, is there a gender difference in perceptions of
career goal and career fit? Finally, we examined the gender differences in personal
career goal and the fit between personal goal and an IA career. Our analysis indicated
that women had a higher tendency than men to consider communal goals as a personal
career goal (t = 2.49, p = .015). The results did not exhibit a significant gender
difference as to the fit between personal goals and an IA career. However, we found
that men had higher ratings on the fit between communal goals and an IA career, and
that women had higher ratings on the fit between agentic goals and an IA career. This
finding indicates that men may regard an IA career as a way to fulfill communal goals;
conversely, women may consider an IA career as a way to fulfill agentic goals.
To clarify the influence of career goals for an IA career, we further analyzed the
relationship between career goals and attitudes toward an IA career. The results indi-
cated that women who perceived an IA career as fitting their agentic goals had more
positive attitudes towards an IA career (r = .39, p = .006). Similarly, men who thought
that an IA career could fit their agentic goals also had more positive attitudes toward IA
career (r = .48, p = .002). Notably, men who perceived a career in IA as fulfilling their
communal goals also had more positive attitudes toward the IA field (r = .41, p < .008).

4 Discussion

Our findings suggest gender difference in three of the factors that we assessed: perception
of fit between personal interests and IA career, self-efficacy, and communal goals for
students majoring in the IA field. Our findings were similar to previous studies [3, 6]:
although there was no gender difference relative to GPA performance, women had lower
self-efficacy than men to work in the IA field. One possible explanation is that women’s
lower self-efficacy emerges from gender stereotypes and self-conception of technolog-
ical ability rather than actual performance discrepancy [19]. However, while gender
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differences existed in self-efficacy, it is worth noting that self-efficacy was not correlated
with attitudes toward the IA field.

Furthermore, our study provides empirical evidence that the IA field might be
viewed as having a lower association with fulfilling communal goals. This may account
for women having less interest in pursuing a career in IA [8, 9]. However, for men, an
IA career might fulfill both their communal and agentic goals, which might further
enhance their positive attitudes toward an IA career. These findings indicate two things:
first, women and men may need to receive different recruiting strategies due to their
preferences for career goals; second, if the IA field can be increasingly presented to
young adults in terms of fulfilling communal goals, this may result in more women to
the field [10].

5 Conclusion

To the best of our knowledge, this is the first study to examine the gender difference
from psychological perspectives in the IA field. By examining gender differences with
regard for psychological aspects, we contribute to IA recruitment strategies so that
more young adults, especially women, might join the IAW. For instance, the educa-
tional programs in the IA field may consider adding more communal elements to
courses and enhancing the self-efficacy of young adults, particularly women, in their
mentoring and assessment strategies. Our findings enhance our understanding of
gender disparity in the IA field and, hopefully, initiate future studies to further explore
this issue in the IA workforce.
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