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Abstract. Our best practice approach to pre-employment Real-Time Screening
(RTS) demonstrates how health information technology positively impacts
organizational communication practices, which is essential for effective public
health management. Using user-centered design methodologies has improved the
effectiveness of the background check system in a complex organizational envi‐
ronment under challenging time constraints. Using cutting edge technology and
a user-focused design process the research team has developed a system that
allows users to seamlessly move highly-sensitive, complex information swiftly,
efficiently and securely.

Keywords: Criminal background checks · Real-time screening · Long-term care
health information technology · Usability · User-centered design · Patient safety

1 Introduction

Population growth in the U.S. is slowing and the population is aging and becoming more
diverse. According to U.S. Census projections, the population aged 65 years and older will
increase by 55 % from 2015 to 2030 and by 2050 will comprise 20 % of the population [1].
The group most likely to need long-term care–people over age 85–is estimated to grow from
5.3 million in 2006 to nearly 21 million by 2050. The methods of providing services to this
aging population have evolved over the past two decades to deinstitutionalize care for the
elderly and people with disabilities, and includes more options for home and community
based services. The U.S. Bureau of Labor Statistics reports that the fastest growing occu‐
pations include personal care workers and home health aides, and the need is projected to
increase by 50 % by 2025 [2]. Additionally, elderly and disabled persons in long-term care
(LTC) settings are vulnerable to abuse, neglect, and exploitation necessitating special
protective measures by criminal justice, social services, and healthcare agencies [3, 4]. In
2006, 28.6 % of Michigan households with a family member in LTC reported that person
having experienced one or more forms of abuse including physical, caretaking, verbal,
emotional, neglect, sexual and material exploitation [3, 5, 6].
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Pre-employment background screening of workers plays a significant role in main‐
taining a safe and stable healthcare system [7, 8]. Recently, local and national legislation
has reflected these themes and demanded a broader and stronger pre-employment
noncriminal background checks (Sect. 6201 of the U.S. Patient Protection and Afford‐
able Care Act Pub. L. 111–148, 124 Stat. 119–124, Stat. 1025, enacted March 23, 2010;
Michigan Compiled Laws §§ 330.1134a, 333.20173a, and 400.734b). More specifically,
the legislation highlights the importance of performing noncriminal background checks
on applicants who have direct contact with vulnerable populations.

Fingerprint-based background checks are the most accurate method of linking crim‐
inal history records to an individual. While turnaround time for performing a compre‐
hensive employment fingerprint-based background checks has decreased dramatically
from several weeks to a few days in most cases, often employers face critical staffing
shortages that require immediate action. The decreasing number of workers available
and the increase in the number of people requiring services creates pressure on
employers to meet the demand. While waiting on the fingerprint results and the final
employability determination, Michigan employers can conditionally hire workers for
period of 60 days if they pass an online registry checks, which can be completed in a
matter of minutes. Given that these healthcare workers would then be taking care of
vulnerable adults until the fingerprint results come back, it is crucial that the registry
checking process be straightforward, intuitive, and easy to use to help ensure patient
safety. Real-time screening, designed with significant involvement of the providers
conducting the background checks, would enhance this process by providing the
employers with convenient, automated, and centralized access to a comprehensive set
of online background registries.

2 Program Background

Currently, most states require pre-employment background checks for workers who
have direct access to residents in nursing homes or who provide services to beneficiaries
of federal funding in long-term care. Section 307 of the United States Medicare Prescrip‐
tion Drug, Improvement, and Modernization Act (MMA) of 2003 (PL 108–173) directed
the Secretary of Health and Human Services to establish a program to identify efficient,
effective and economical procedures to conduct background checks on prospective
employees of long-term care facilities and providers of services in recipients’ homes.

Michigan was one of seven states that received funding in 2004 from the U.S.
Department of Health and Human Services, through the Centers for Medicare &
Medicaid Services (CMS), to design and implement an economical, effective and effi‐
cient program of background checks for direct care workers. The Michigan Workforce
Background Check (MWBC) system was developed based on the CMS requirements.
Using the $5.1 million grant award from CMS, Michigan implemented a statewide
training program to prevent abuse and neglect and a statewide background check
program that expanded the existing background check requirements by adding more
facility types, collecting digital fingerprints for all prospective employees, requesting a
state and federal criminal history check, and creating a process for notifying the
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employer in the case of a subsequent arrest or conviction. The MWBC system launched
in 2006 and has remained active since the pilot phase with support from the Michigan
Department of Licensing and Regulatory Affairs in collaboration with Michigan State
University and Yale University. The State continues to provide funding for the MWBC
program. Additionally, Michigan was awarded $1.5 million from CMS under the Patient
Protection and Affordable Care Act (P.L. 111–148) Title IV Subtitle C, Sec. 6201, in
May 2013 to enhance the MWBC system to address issues related to adding personal
care workers, piloting a FBI rap back, designing a national Nurse Aide Abuse registry,
and delivering electronic criminal history records.

3 Michigan Workforce Background Check (MWBC) System
Overview

The MWBC system is designed to improve the process of conducting background checks
by reducing unnecessary costs (waste) and increasing efficiency, while maintaining easy
to use and user-friendly interface. MWBC centralizes the fragmented screening process
for prospective employees in long-term care facilities into a single web-based system.
This system integrates abuse and neglect registries, the Office of Inspector General’s
Medicare/Medicaid exclusion database and state criminal records archives, while
providing secure communication with the fingerprint vendor, the Michigan State Police
(MSP), the Department of Licensing and Regulatory Affairs (LARA) analysts, and the
Department of Human Services (DHS) analysts. (See Fig. 1.) In the initial design of the
MWBC system and subsequently when incorporating new functionality, our research
team utilized systems engineering, humans factors methods, and user experience meth‐
odologies to guide the implementation. Specifically, we conducted multiple focus
groups, heuristic user interface reviews, usability testing sessions with the long-term
care providers and State analysts, in addition to accessibility compliance inspections to
provide valuable input into the design and development process, which was critical for
deploying an efficient, effective, and usable system [9–11].

The Real-Time Screening (RTS) process includes name-based searches in relevant
databases, which contain information that may disqualify a candidate from health care
employment according to federal regulations or local policy, such as the Michigan Public
Sex Offenders Registry (PSOR) and the Michigan Nurse Aide Registry (NAR) abuse
list. Checking applicant names allows for quick and initial assessment that identifies
persons with potential disqualifying convictions in Michigan. Such immediate response
gives employers timely information that may result in discontinuing the hiring process
for that applicant. Provided the applicant successfully completes the initial assessment,
the employer then initiates the more comprehensive fingerprint-based state and federal
(FBI) criminal history checks.

The MWBC system provides a single data entry point for Michigan employers to
check registries for potentially disqualifying information, request fingerprinting
appointments for a state and federal fingerprint-based check of criminal history records,
automatically import results of federal and state fingerprint checks, and download and
print system-generated employment authorization letters from the regulatory agencies.
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Since April 1, 2006, long-term care healthcare employers have used the MWBC system
to screen 949,117 candidates. Of these, 12,236 were immediately screened out due to
criminal convictions involving abuse, illegal delivery and manufacture of controlled
substances, criminal sexual conduct, health care fraud and numerous types of felony
offenses from conditional employment in nursing homes, home health care and other
long term care facilities.

4 Real-Time Screening Process (RTS)

A key feature of the MWBC system is the real-time screening process that combines
data streams from various databases and online registries in an easy-to-use dashboard
decision process (see Fig. 2). The background check begins with entering the applicant’s
demographic data. This is usually done by a human resources specialist or administrator
designated by the employer, who records the applicant’s Social Security Number and
date of birth (having already receiving applicant’s written consent to conduct the back‐
ground check for employment). The MWBC system immediately alerts the provider that
the applicant is ineligible to work when there is a disqualifying record already in the
system from a previous request, which saves the employer time and resources. If the
applicant is not “flagged” by the system as unfit for employment in long term care, the
provider completes a demographic form that collects all the information necessary for
the various registry checks. Having several online registries, which require different
search criteria, integrated into a single system where the demographic information is

Fig. 1. MWBC system overview
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passed to an internal search form that is customized for each data source eliminates
redundant data entry and reduces data entry errors associated with checking each registry
separately manually.

Fig. 2. A high-level flowchart representing the registry check process

Employers then check the results on each of the registries to look for possible matches
(see Fig. 3). The registries include the US Office of Inspectors General’s (OIG) HHS
Medicare/Medicaid Exclusion List, Michigan Sanctioned Provider List, Michigan
Nurse Aide Registry (NAR), Offender Tracking Information System (OTIS), and the
Michigan Public Sex Offender Registry (PSOR). The results of those queries can collec‐
tively be used to make an informed initial hiring decision. The MWBC passes the
required parameters to the registry being searched. The number and the type of param‐
eters depend on the registry search engine requirements. As each registry is being
checked, the system records the date and time. If an applicant match is found, the system
will display and store the appropriate information for that registry. At this point, the
employer reviews the results and determines whether to end the search. Otherwise, the
employer proceeds until all registries have been checked.

The results of the registry queries can collectively be used to make an informed initial
hiring decision. The employer may decide to conditionally hire the applicant, wait for
the results of the background check, or withdraw the applicant from the hiring process.
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This simple “red light, green light” approach is intuitive for employers, many of whom
have limited technology skills. The no-cost registries are placed at the top of the list and
the fee-based registries are placed at the bottom of the list. Similarly, the registries that
are easier to analyze and understand are listed at the top.

After successfully passing the registry checks, applicants must submit fingerprints (a
set of ten rolled live scan images) for a State and FBI records search. When the responses
are received, an electronic notification of a “hit” or “no hit” is sent to the background
check system. If no record is found, the MWBC generates a letter notifying the employer
that is sent by email, letting him or her know that results are available for review and that
a final hiring decision is needed. The employer then indicates whether the applicant was
hired or withdrew from the hiring process. If a criminal history record is found, a “hit”
notice is sent to the system and the applicant record status indicates that the case is
pending analysis. The Department of State Police sends a hard copy of the criminal
history record to the requesting department, where an analyst reviews the record and
makes an employability determination. At that point, the process mirrors the “no hit”
process. An applicant or employee has the right to appeal the decision of the department.

Once a record is established in the system, a compliance officer can track and monitor
the records through rap back system alerts, creating a means of communicating the
results of a search of those records immediately to the State background check unit and
to the employer(s). Taken together, the real-time screening process, the fingerprint-based

Fig. 3. MWBC registry checks screen from the system
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criminal history checking process, and the continuous monitoring after employment
through the rap back, which provides employers with updated information that allows
for informed hiring and employment decisions.

5 User Experience Approach to Redesign

During the redesign of the Michigan Workforce Background Check (MWBC) system
the team adopted a user-centered design approach, gathering user experience feedback
throughout the iterative development process. Usability experts conducted in-depth
interviews with a few experienced users responsible for conducting background checks
at provider agencies on a regular basis. They discussed what was working well and where
improvements would increase the efficiency of the process. Participants expressed the
for a quick preliminary check based on Social Security Number and date of birth to find
out if the applicant is currently ineligible to work in long-term care before filling out the
full demographic form. They also wanted a quick way to access the registries without
creating a new record, e.g. the OIG needs to be checked every month.

The usability researcher also used a structured walkthrough approach of the concept
user interface design prototype. The recommendations resulting from the interviews
were incorporated into user interface requirements for the redesign, as well as a user
interface specification document. For example, these subject matter experts recom‐
mended that the applicant profile page include all actionable information, demographic
information, and documentation related to their employment status at the facility.

After the development team implemented the redesign, the State analysts were
encouraged to test out various use scenarios and their feedback was folded into the
redesign in an iterative fashion. Usability experts also conducted an accessibility inspec‐
tion of the new functionality; ensuring its compliance with Web Content Accessibility
Guidelines, level AA. Finally, before releasing the redesigned system into production,
a formal usability evaluation was performed with representative users from provider
agencies who conducted pre-employment background checks.

5.1 Usability Evaluation Strategy and Methods

The goal of the usability research was to identify usability issues with the MWBC system
before the redesigned web application was released to 7,000 long-term healthcare
providers in Michigan. Usability, as defined by the International Standards Organization
(ISO), refers to how easily a specific task can be accomplished with a specific tool in a
specific context of use. The ISO defines effectiveness as “accuracy and completeness
with which users achieve specified goals,” efficiency as “resources expended in relation
to the accuracy and completeness with which users achieve goals,” and satisfaction as
“freedom from discomfort, and positive attitudes towards the use of the product [12].”

The evaluation was designed to address the following questions:

• What do users like and dislike about the flow of the MWBC user interface, e.g.,
navigation, organization of task flows, and grouping of content?

• Which aspects of the user interface are hard to understand?
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• What are user expectations regarding where the information should be found in the
menus and on the site?

• Which aspects of the process need to be enhanced?

5.2 Procedure

Each one-on-one usability session lasted approximately one hour and included several
components:

• Overview and consent: A description of the study and the order of activities were
read to participants. Each participant was asked to sign the consent form before
participating in the study.

• Demographic questionnaire: A questionnaire was administered to gather back‐
ground information on participants’ age, education level, computing platform,
Internet use, and experience with the MWBC system.

• Task scenarios and ratings: Participants were given six representative tasks, such as
creating new applications, determining employment eligibility for applications with and
without hits, and managing the account. Participants were asked to think aloud and
describe any confusion while performing tasks to aid researchers in identifying areas
of difficulty, as well as patterns and types of participant errors. Participants were also
asked to rate the difficulty of each task before beginning the following task.

• Post-study questionnaire: At the conclusion of a session, each participant completed
a post-study questionnaire to assess their experience.

• Post-study debriefing: Participants were debriefed at the end of the session and
given a hard copy of the usability-evaluation information.

Usability was evaluated in terms of its three constituent components: effectiveness,
efficiency, and satisfaction (defined previously). Effectiveness was measured as the
percentage of tasks completed successfully. Efficiency was measured as the average
time to perform a task and assessed based on issues observed during performance of the
tasks. Satisfaction was measured by user satisfaction ratings (i.e., from post-task and
post-study questionnaires) written feedback on the questionnaires, and verbal comments
from each session. While effectiveness and efficiency measures were quantitative, satis‐
faction was measured qualitatively.

5.3 Participant Profile

Research literature suggests that at a minimum 4–5 users from each group are needed for
conducting a valid usability test [13–15]. It has been shown, for example, that using five
people (from one type of group) for a usability test will uncover approximately 85 % of a
website’s usability issues. However, more recent literature suggests that 10–12 partici‐
pants are generally more appropriate for studies related to problem discovery [16–18].

The current study included six participants, five females and one male, with varying
levels of experience in conducting background checks. Four participants were in human
resources; one was a background check specialist; and one was a licensee of an adult
foster care facility. All participants worked at long-term care facilities in mid-Michigan,
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including skilled nursing, hospice, adult foster care, assisted living, and psychiatric
facilities. All participants conducted applicant background checks as part of their job
responsibilities: Three conducted background checks every day, two participants did
them 1–2 times or less per week, while one rarely performed them.

5.4 Usability Results

Overall, the users were successful in completing the tasks and they had a favorable
impression of the MWBC system. They had little difficulty understanding how to
perform registry checks, locate existing records in the system, updating hiring decisions
for employees or applicants that did not work at the facility anymore. However, they
had some difficulty making the correct eligibility determination when there was a non-
disqualifying hit in a registry, tending to incorrectly mark the findings as non-disquali‐
fying and then continuing with the next registry check. As a result, some applicants
would have been sent for fingerprints when they might have been excluded based on the
registry findings alone. After attempting all of the task scenarios, participants were asked
to use the System Usability Scale (SUS) to rate their experience with the MWBC system.
The SUS, created by John Brooke, is an industry standard used as a quick and reliable
tool for measuring usability that can be used for small sample sizes [19–21]. The SUS
score for the MWBC system was 94.6, which is considered a very high score. Overall,
participant responses were favorable for the redesigned provider user interface, which
has been upgraded to HTML5 coding standards.

Recommendations from the usability evaluation for improving the user experience
included using more on-screen messaging to let users know how to proceed in the system
and what will happen when the system flags an applicant as ineligible, in addition to the
instructions to call their regulatory agency; providing more guidance using on-screen
instructions and/or a link to the Help system to assist providers in interpreting the registry
results correctly; and redesigning the applicant profile page to display all actionable
items near the top of the page. Our user-focused development approach resulted in a
product that is usable, accepted, comprehensive, and efficient.

6 Impact of Pre-Employment Real-Time Screening Process

Our research identified areas for improvement in the existing long-term care workers
hiring process, mainly by automating the name-based background check of relevant
registries to quickly provide a comprehensive view of the worker’s background, and
provide a single and unified interface for employers. Our best practice approach to pre-
employment real-time screening via the Michigan Workforce Background Check
system decreases the risk of conditionally hiring applicants without realizing that they
have a publicly known criminal or abuse history; it helps employers immediately identify
individuals who present a risk to vulnerable citizens, with minimal impact on the
employer’s workflow. Also, pre-employment screening eliminates the ability to circum‐
vent the process through data entry errors, deception, identity theft, and fraud, while
protecting the applicant’s privacy as much as possible.
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For patients and recipients of long term care services, the pre-screening of applicants
online registries and subsequent digital fingerprinting speeds up the hiring process,
which reduces risks and enhances patient safety. Staffing shortages in the long term care
workforce are common, and can place patients in these facilities at higher risk. For
workers, the decreased turnaround time and immediate results of registry checks
increases the opportunity for employment. For employers, the MWBC system reduces
costs by providing a reliable and accurate alternative to the more expensive biometric-
based background checks to conduct the initial screening of potential employees. For
state governments, automating these tasks increases productivity by requiring fewer
resources and allows for real-time reporting.

7 Conclusion

The experience of the MWBC program shows that users are willing to make an initial
investment of time to learn the background check process because they recognize that
decreasing turnaround time for background checks helps to mitigate risk related to
patient safety, since many healthcare workers are conditionally hired. A centralized
automated process that is user-friendly also makes it easier to comply with regulatory
requirements, especially when cost of compliance is an ongoing concern. A deep under‐
standing of the impact of a new system on the diverse group of end users persuaded the
system design team to be flexible in its approach The user-centered design approach
facilitated interfacing with multiple players, bringing disparate entities together. The
resulting RTS system benefits thousands of patients and employers in Michigan, but
could benefit millions of patients, healthcare workers and employers, as well as hundreds
of state government agencies.
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