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Abstract. Revelations that the United States’ National Security Agency imple‐
mented a global surveillance programme with the help of its allies have drawn
increased attention to pervasive monitoring activities in general. With the Internet
Engineering Task Force characterising pervasive monitoring as an advanced
persistent threat, the possibility of modelling pervasive monitoring as a threat
activity has been raised. This paper proposes that pervasive monitoring can be
considered an insider threat, with private or state actors using legitimate network
functions and credentials to exfiltrate the data of governments, corporations, and
end-users. The insider threat model put forth by Nurse et al. is examined and
adapted with the help of pervasive monitoring case studies.
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1 Introduction

Following revelations that the signals intelligence agencies of five anglophone
countries – the United States, the United Kingdom, Canada, Australia and New
Zealand – co-ordinated with each other and with telecommunications firms to imple‐
ment a global mass surveillance programme, pervasive monitoring has increasingly
come to be seen as an advanced persistent threat to the integrity of the internet. This
view has been vocally espoused by the technical community, spearheaded by the
Internet Engineering Task Force (IETF), which in May 2014 released an Internet
Best Current Practice memo characterising pervasive monitoring as ‘a technical
attack that should be mitigated in the design of IETF protocols, where possible’ [1].

Within this memo, the IETF define pervasive monitoring as follows:

Pervasive Monitoring (PM) is widespread (and often covert) surveillance through intrusive
gathering of protocol artefacts, including application content, or protocol metadata such as
headers. Active or passive wiretaps and traffic analysis, (e.g., correlation, timing or measuring
packet sizes), or subverting the cryptographic keys used to secure protocols can also be used as
part of pervasive monitoring. PM is distinguished by being indiscriminate and very large scale,
rather than by introducing new types of technical compromise [1].

By explicitly defining pervasive monitoring as an attack, the IETF have opened up
the possibility of using threat modelling to better understand the motivations behind and
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attack trees for pervasive monitoring. The creation of threat models to better understand
network threats is a common research technique in both the academic community and
the private sector [2, 3]. Given that pervasive monitoring has only recently been iden‐
tified as an advanced persistent threat, existing threat models may prove useful in deter‐
mining the attack characteristics which pervasive monitoring shares with other threats,
as well as in what ways it differs from existing threats.

In this respect, insider threat research is a promising avenue for eliciting a better
understanding of pervasive monitoring as a threat. In Cappelli et al.’s comprehensive
guide to insider threats, malicious insider threats are defined:

A malicious insider threat is a current employee, contractor, or business partner who has or had
authorized access to an organization’s network, system, or data and intentionally exceeded or
misused that access in a manner that negatively affected the confidentiality, integrity, or avail‐
ability of the organization’s information or information systems [4].

While this definition implies that the malicious insider is a person enacting harm
upon an organisation, it is sufficiently broad to cover the case of pervasive monitoring,
wherein a service provider or trusted third party with authorised access exploits a
network in order to exfiltrate the data of governments, corporations, and end-users.

This paper seeks to establish the utility of characterising pervasive monitoring as an
insider threat. The insider threat model recently proposed by Nurse et al. will be exam‐
ined and expanded to cover pervasive monitoring, using case studies gleaned from news
articles. Finally, the possibility of adapting other threat models or creating a new model
specific to pervasive monitoring will also be explored.

2 Background: The Nurse et al. Model of Insider Threat

Detailed in May 2014, the insider threat model developed by Nurse et al. is a compre‐
hensive framework examining ‘which insiders attack, why they attack, the human
factors that lead to accidental threats, how one’s background may impact likelihood of
attack, what behaviour may be exhibited before or during an attack, what the common
attack vectors and steps within an attack are, and what assets and vulnerabilities are
typically targeted’ [5]. The framework uses the traditional conception of an insider as
being an individual taking detrimental action against an organisation.

Figure 1 shows the model, which is divided broadly into four sections: Catalyst,
Actor Characteristics, Attack Characteristics, and Organisation Characteristics. The
first section, Catalyst, contains the Precipitating event which compels the actor to
become an insider threat. Taken together with elements within Actor Characteristics
depicting the actor’s personality, work attitude, motivation and opportunity, the Catalyst
section contributes an understanding of the actor’s propensity to conduct an attack.

Actor Characteristics is a detailed overview of information about the insider. An
insider’s Psychological state at the time of an attack is influenced by their Personality
characteristics, a category which uses a number of established psychological metrics.
[6–8] These two categories together both influence the behaviour of the insider, which
comprises Observed physical behaviour such as physical threats to colleagues as well
as Observed cyber behaviour such as disabling security software in order to download
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files. Historical behaviour also influences the range of behaviours which can be observed
prior to an attack by an insider, as past patterns of behaviour are strong determinants of
future action.

An actor’s Attitude towards work can contribute to their Motivation to attack; for
instance, a dedicated employee passed over for a promotion may have incentive to attack.
This, combined with the actor’s Skill set and Opportunity for initiating an attack, is an
immediate contributor to the launch of an attack. The Skill set of the actor can be directly
related to their Enterprise role or job held within the enterprise, or it may be external to
their role. An actor’s Opportunity to attack is influenced by the Type of actor they are,
such as whether they are a direct employee or contractor, as well as the State of

Fig. 1. Nurse et al. model of insider threat
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relationship the actor has with the enterprise, with actors who are temporary, serving
notice or no longer working for the enterprise posing the greatest threat.

Attack Characteristics examines the anatomy of attacks launched by insiders, with
the actual Attack being influenced by the motivation, skills, and opportunity of the actor.
The Attack objective indicates what the actor hopes to achieve by launching a particular
attack, such as sabotaging the enterprise or exfiltrating sensitive data. To achieve this
objective, the actor undertakes a series of Attack steps with particular Attack step
goals. This section of the model draws from the well-established concepts of attack trees
and intrusion kill chains [9, 10].

Finally, the Nurse et al. model examines Organisation Characteristics of enterprises
which experience insider attacks. This section takes into account commonly-targeted
Assets, such as networks, as well as Vulnerabilities like disabled antivirus software.

3 Pervasive Monitoring as an Insider Threat

Given that the Nurse et al. model devotes significant attention to the psychological state
of what is presumed to be an individual acting as an insider, it is initially hard to draw
a comparison with the case of pervasive monitoring, in which an organisation perpetrates
an attack on a government, another organisation or end-users of a service. However, the
definition of a malicious insider posed by Cappelli et al. includes as insider threats
‘a current employee, contractor, or business partner’ [5]. As the latter two actors can be
organisations rather than individuals, this raises the possibility that the definition of an
insider threat, and hence the model proposed by Nurse et al., can be expanded to cover
cases where an organisation has initiated an attack.

To characterise pervasive monitoring by an organisation upon another organisation
or individual as an insider threat, equally significant attention should be paid to the
characteristics of the offending organisation. Instead of psychological metrics, political,
cultural, or organisational metrics should be used to characterise the actor organisation
[11, 12].

Within this adapted model, the four broad categories are largely the same, although
Organisation Characteristics has been renamed to Victim Characteristics to reflect the
fact that the victims of pervasive monitoring could be either organisations or end-users.
As in the Nurse et al. model, the Catalyst category is comprised of a Precipitating
event. In the case of pervasive monitoring, this event is likely to be political or economic
rather than personal. For instance, in most of the pervasive monitoring case studies
examined, the Precipitating event was the September 11 terrorist attacks, which also
caused other precipitating events such as the conflict in Afghanistan.

The most modified section of the adapted model is the Actor Characteristics section,
as extraneous categories pertaining only to individual actors were removed. These
include Observed physical behaviour and State of relationship. Additionally, the titles
for a number of categories have changed to reflect that organisations rather than indi‐
viduals are being considered, including State of organisational culture, Organisational
characteristics, and Attitude towards mission/work (Fig. 2).
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The State of organisational culture reflects the current operational realities affecting
the working culture within an organisation, such as increased pressure to fulfill a mission.
This in turn is influenced by Organisational characteristics, which comprises the
mission statement, values, and best practices of the organisation actor. Both of these
categories together influence Observed cyber behaviour, which in the case of pervasive
monitoring could include conditions within a provider’s terms of service or known cyber
activities of the organisation, such as the undertaking of signals intelligence work.

Historical behaviour is a particularly important category for predicting the likelihood
of a pervasive monitoring attack, as private-sector firms or government agencies with a
track record of previous law violations are more likely to hold an Attitude towards
mission/work which disregards the applicability of legal standards to their own organi‐
sation. This can particularly be seen in the following section, in which three of the five
case studies examined had the same perpetrator.

Fig. 2. Adapted insider threat model depicting pervasive monitoring attack
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The Type of actor category indicates the type of organisation perpetrating an attack,
such as a government agency or private sector organisation. The actor’s Enterprise role
reflects the relationship between the actor organisation and the victims of its pervasive
monitoring attack. Common examples include intelligence agencies, internet service
providers or telecommunications companies.

While the Motivation to attack and Opportunity categories are largely unchanged,
the Skill set category has been changed to reflect the talent employed by the organisation.
For example, the National Security Agency (NSA) employs a high number of mathe‐
maticians, which has enabled them to break commonly-used internet encryption proto‐
cols [13].

The Attack Characteristics section has remained largely unchanged, with the excep‐
tion of the Attack category, which has been specified to be a pervasive monitoring attack.
Likewise, the Victim Characteristics section, apart from its name, also remains
unchanged, although the type of Assets being targeted and the Vulnerabilites used to
exploit them are different in that end-user data is frequently targeted in a pervasive
monitoring attack.

It is worth noting that in the context of a pervasive monitoring attack, the end-users
of an entire network or service can be considered victims. This is because pervasive
monitoring is often conducted by a service provider, network operator, or trusted third
party such as a government agency, with the intent of exploiting the network or service
under their control to target the data of their end-users. In the case of a state-initiated
pervasive monitoring attack, the scale of the network or infrastructure under state control
has implications for the end-users of the entire internet.

4 Case Studies in Pervasive Monitoring

The following case studies, which were gleaned from news reports, were used to adapt
the Nurse et al. insider threat model to cover cases of pervasive monitoring attacks. They
are listed in chronological order of the time of discovery.

4.1 National Security Agency Stellar Wind Programme

On 16 December 2005, the New York Times published an article detailing a programme
code-named Stellar Wind undertaken by the NSA months after the September 11 terro‐
rist attacks [14]. The NSA colluded with prominent telecommunications firms, such as
Verizon, AT&T, and BellSouth, to pervasively monitor the telephone calls and emails
of ‘tens of millions of Americans’ without a warrant [15]. Initially thought to only affect
international calls and emails, the programme was later revealed to be far more expansive
than the Bush administration had acknowledged.

Stellar Wind shares its Precipitating event, the September 11 terrorist attacks, with
three other case studies examined for this model, although it arguably was the most
directly influenced as its authorisation occurred closest to the attacks and was not
muddied by conflicts in Iraq and Afghanistan. However, the State of organisational
culture within the NSA already predisposed it to pervasive monitoring: in December
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2000, a secret document entitled Transition 2001 detailed the NSA’s desire to ‘master
and operate in the global net of tomorrow’ by ‘[living] on the network’ [16].

4.2 National Security Agency Prism Programme

In an echo of the Stellar Wind controversy, the Guardian published details of a NSA
programme code-named Prism on 7 June 2013 [17]. In operation since 2007, Prism
allowed the NSA to collect a wealth of both metadata and communication content
directly from the servers of major internet firms, such as Google, Facebook, and Apple.
Unlike the Stellar Wind programme which relied on direct collusion with telecommu‐
nications firms, Prism seemed to have gained its access without the knowledge or
consent of the target firms.

Within the context of the model, Stellar Wind is a clear predecessor to Prism, falling
under the categories of Historical behaviour and Observed cyber behaviour. Given that
the NSA is the perpetrator in three of the five examined case studies, its Organisational
characteristics as a non-transparent signals intelligence agency are worth noting. Also
worth noting is that a fourth case study also involves a non-transparent signals intelli‐
gence agency.

4.3 Government Communications Headquarters Tempora Programme

Also revealed by the Guardian in June 2013 was the existence of the Tempora
programme, designed by the Government Communications Headquarters (GCHQ) to
create a temporary internet buffer which the agency and its strategic partners, such as
the NSA, could analyse for intelligence [18]. GCHQ intercepted data on over 200 fibre-
optic cables, some of which were outside of its official jurisdiction. The exfiltrated data,
which potentially reached 21 petabytes per day, could then be stored and sifted by intel‐
ligence agencies. Bulk data was stored for up to three days, with metadata being kept
for up to thirty days.

In this instance, sufficient information was given to list the Attack steps and Attack
step goals of the Tempora pervasive monitoring attack, which can be seen below (Fig. 3).

Fig. 3. Attack steps and goals for Tempora programme
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4.4 Google Email Scanning

On 27 February 2014, Bloomberg revealed a lawsuit against Google over the company’s
use of an algorithm to scan the private email messages of its users in order to display
relevant advertisements [19]. The court case alleges that in 2010, Google began to inter‐
cept and scan emails within its ‘delivery pipeline’ rather than its storage servers, so that
relevant data could be scanned before the receipt of a message. In response to the lawsuit,
Google changed its terms of service to reflect its scanning practices, stating that ‘[our]
automated systems analyze your content (including emails) to provide you personally
relevant product features’ [20].

While the Type of actor in this case study is different from the other four – a private-
sector firm rather than a government agency – Google’s practices are hardly unique
among internet service providers. The Motivation to attack was for financial gain, with
the Asset of customer data being exploited via the Vulnerability of ineffective privacy
protections.

4.5 National Security Agency Somalget and Mystic Programmes

The Intercept revealed the existence of two mobile telephone data collection
programmes, Somalget and Mystic, on 19 May 2014 [21]. While the Mystic programme
was more widely deployed, it merely gathered the metadata of mobile phone calls, such
as the time and destination of calls. But Somalget, which was deployed in two countries,
was able to collect and store the content of every mobile phone call made or received
within these countries. The Intercept named one of these countries as the Bahamas, with
the assertion that Somalget was being deployed there to monitor drug traffickers. The
identity of the second country was redacted at the request of the United States govern‐
ment. However, WikiLeaks issued a statement on 23 May 2014 identifying the second
country as Afghanistan [22].

By the time of these revelations, a clear precedent of Historical behaviour and
Observed cyber behaviour had been set within the NSA. This is a reflection of the NSA’s
Attitude towards mission/work, which privileges the technological superiority of the
NSA and its mandate to execute its mission above other considerations such as civil
rights. Additionally, while the Precipitating event differs between the two countries
monitored, the Motivation to attack is the same – in both instances, a need for actionable
intelligence motivated the launch of a pervasive monitoring attack.

5 Conclusions and Future Work

This is a first attempt to model pervasive monitoring as an attack using an existing insider
threat framework. By expanding the definition of an insider to include organisations
which operate or control services and networks, and by accepting that end-users can also
be victims, pervasive monitoring can be seen as an insider threat and modelled accord‐
ingly. Using an insider threat framework particularly gives insight into the motivating
factors within an organisation which contribute to the launch of a pervasive monitoring
attack.
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Characterising pervasive monitoring as an insider threat could be of particular
interest to the technical community, especially members of the IETF, the Internet Archi‐
tecture Board (IAB), and other organisations overseeing the continued development and
improvement of internet architecture such as network protocols. Those working on
digital privacy issues in the wake of the Snowden revelations may also find the adapted
model useful for informing their own understanding of the attack characteristics of
pervasive monitoring.

Future work could involve refining and verifying this model using further case
studies in pervasive monitoring. In particular, additional work could be done with case
studies involving corporate actors as well as state actors outside of the Five Eyes consor‐
tium, such as the Russian Federation and the People’s Republic of China, both of which
have active pervasive monitoring programmes [23, 24]. Additionally, other threat
frameworks, such as models depicting a man-in-the-middle attack, could be examined
for their applicability to the case of pervasive monitoring. It is also possible that perva‐
sive monitoring may warrant its own threat category, in which case a new model specif‐
ically depicting pervasive monitoring can be developed.

Acknowledgments. The Nurse et al. model was adapted with the permission of the authors of
the original model.
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