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Abstract. This paper presents a methodology and a prototypic software implemen-
tation of a simple system supporting resource management training for crisis man-
agers. The application that is presented supports the execution and assessment of a 
desktop training for decision makers on a tactical and strategic level. It introduces 
elements of turn-based strategic “serious gaming”, with a possibility to roll back in 
time and re-try new decision paths, while keeping the graphical user interface as 
simple as possible. Consequently, the development efforts concentrated on: (1) 
formulating and executing crisis management decisions; (2) assuring responses of 
all simulated entities adhere to natural laws of the real world; and (3) analyzing 
progress and final results of the training exercise. The paper presents the lessons 
learned and discusses the transferability and extensibility of the proposed solution 
beyond the initial scenario involving accidental release of toxic gas in an urban 
area in Israel. 
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1 Introduction 

Organizing realistic trainings which force crisis managers and other training partici-
pants to understand that “there is no ideal solution to a complex crisis” is difficult [1]. 
Trainers, trainees and other stakeholders often oversee the obvious mistakes in both, 
planning of the (field) trainings and assessing the training results. Typical omissions 
include: the unlimited availability of resources, unrealistically fast arrival of resources 
at the scene, instantaneous and unfailable performing of some tasks such as a triage, 
as well as the superhuman endurances of the responders and patients alike.  

The CRISMA project team developed a methodology and a set of software tools 
which can be used to make trainings quite realistic, by keeping most of the training 
organization unchanged and, where needed, taking into account the peculiarities of 
the local crisis management organization.  

Below we start with a presentation of one concrete use case targeted in the “Acci-
dental pollution” application of the CRISMA project. Thereafter, in section 3, we 
introduce the technical implementation of the application and section 4 presents the 
lessons learned in application development and testing, and close with the discussion 
on transferability and extensibility of the proposed solution. 
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2 Decision Support Concept and the Resource Management 
Training Scenario 

The CRISMA project is a European Union funded project focusing on simulation of 
multi-sectorial large scale crisis scenarios with multi-dimensional effects on the socie-
ty. According to the CRISMA architecture [2,3] the aspects of the World we are inter-
ested in must be modelled as a set of representative World State data (WSs) which 
develops in discrete steps (World Transitions), depending on the inherent characteris-
tics of the problem at hand as well as on the users’ decisions (Decision Chain).  

Depending on the selected use case, new WSs may be generated at regular time in-
tervals, following the users decisions (e.g. “evacuate”), or to capture the results of a 
specific model execution (e.g. “ambulance has arrived to the scene”). In most 
CRISMA applications, the user can test the effects of alternative decisions. This re-
sults in distinct Scenarios, i.e. sets of WSs corresponding to unique Decision Chains. 

WSs and whole Scenarios can be compared and assessed using a set of Indicators 
relevant to a problem at hand. In addition to indicators, CRISMA also supports Crite-
ria – a normalized form of the Indicators which take into account the desired values 
of the Indicators (e.g. “evacuating the critical patients in less than 30 min is good”). 
This simplifies the task of analyzing the results and ranking the different Scenarios. 
However, the Criteria are both subjective and extremely sensitive to small changes in 
the problem definition. Consequently, the criteria must be defined separately for each 
training or planning session, e.g. as a part of the training setup. 

The CRISMA decision support concept can thus be summarized as: help the users 
to assess the results of their decisions, but do not suggest a course of action nor im-
pose any particular solutions. 

2.1 Resource Management Training Scenario 

The CRISMA concepts and the software framework have been tested in five pilot 
applications covering various aspects of the crisis management planning and training 
[4]. Two of these applications target the long-term infrastructure and organizational 
planning, one concentrates on the development of operational plans, and the final two 
address the planning, execution and assessment of the resource management trainings. 
Here and now we only concentrate on the resource management training application. 

During an emergency, commanders in emergency organizations have to decide 
which resources (ambulances, fireman, police officers, etc.) to deploy, where to send 
them, and what their tasks should be. In our trainings, the commanders (trainees) are 
confronted with initial crisis situation and have to express their decisions as they 
would do during a real accident. Thereafter, the decisions are entered into the system 
by a steward, the application calculates a new situation, and the result is presented to 
the trainees. At every step, the trainee can issue additional commands or even step 
backwards and revise previous decisions (Fig. 1). 
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Fig. 1. Resource management training workflow 
 

A concrete accident scenario addressed in the resource management training pilot 
deals with an accidental spilling of chemicals (i.e. bromine) from a container in a 
major port. The resulting plume poses a threat to a large number of inhabitants in the 
neighboring city and the severity of the impact depends on the commander’s deci-
sions. The main purpose of the application is to assure the impact of the decisions 
taken by the trainees is realistic, in a sense that the impact is guided by the natural 
laws and peculiarities of the training setup. For example:  

• Resources have to be actively deployed and their arrival to the scene is delayed 
based on their distance from the scene, type of the road, and weather conditions. 

• The condition of the patient will deteriorate based of one’s previous medical histo-
ry, exposure to the contamination and the help received (e.g. decontamination). 

• The condition of resources also changes as result of the interaction between the 
resource and the environment and/or patient. At some point, resources may become 
exhausted and cannot perform additional actions. 

3 Concept and Implementation 

A CRISMA resource management training application is realized by using six generic 
“Building Blocks” (BBs) of the CRISMA framework (Fig. 2). 

• Integrated Crisis Management Middleware (ICMM) is the core CRISMA middleware 
service. It acts as a catalogue of the WSs and Scenarios and also supports the work 
with Indicators and Criteria. Objects of Interest World State Repository (OOI-WS Re-
pository) and the Agents Platform assure that resources of interest for the application 
are represented in a common form and that their state changes over time, similarly to a 
way it would be in ‘real life’. Main OOIs and activities modeled in the pilot are illu-
strated in the Fig. 3. 
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Fig. 2. Functional elements of the resource management training application  

 

Fig. 3. Main Objects of Interest and activities 

• Indicator Service calculates the relevant indicators whenever a new World State 
has been generated by the user or by the agents’ platform. Indicators (e.g. “number 
of dead”, “utilization of resources” or “time required for evacuation of critical  
patients”) are used to analyze the progress and final outcome of the training.  
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• Pub/Sub service provides support for event-driven application designs. In this ap-
plication, all changes to the WS are advertised using the Pub/Sub service. Software 
elements such as the agents’ platform or the indicator service are subscribed to 
these events and automatically activated as needed. 

• Finally, the Wirecloud Mashup Platform provides a flexible platform for imple-
menting the application GUI elements and building mashup applications. 

The following sections provide more information on three central system compo-
nents: OOI-WS repository, Agents platform and the Mashup application. 

3.1 Objects of Interest -World State Repository 

OOI-WSR is a service which enables archiving, querying and manipulation the Ob-
jects of Interest world state data. It provides a central information exchange and data 
storage point for all other BBs which consume and manipulate world state data. 

The repository data is organized in simulation sessions. Each repository session 
corresponds to a distinct training and consists of multiple world state snapshots. Each 
of the snapshots represents the state of the world at specific points (in time) and con-
tains the states of all OOIs relevant for the training. 

The starting properties of all OOIs in the initial world state (e.g. initial positions 
and states of citizens and ambulances) are postulated by a trainer. Subsequent world 
state snapshots are generated by the agents’ platform BB and reflect both the inherent 
model logic and the trainees’ decisions.  

The OOI-WSR provides an easy http based access to data and enables data mani-
pulations for authorized services. It exposes the stored data in a variety of industry 
standard such as REST/JSON and OGC WFS/GML in order to support out-of-the-box 
integration with other web technologies. The repository assures that each OOI is an 
instance of a specific OOI type representing some real-world resource (e.g. “ambul-
ance”). In order to facilitate data analysis, typed OOIs also prevent the trainers from 
instantiating the “impossible” resources as a part of the training setup. 

3.2 OOI Models and Serious Gaming 

The general logic and architecture of CRISMA favor the development of strategic 
turn-based “serious gaming” applications. This type of applications emphasizes mak-
ing strategic and/or tactical decisions by the players, rather than elaborate graphics or 
real time reaction skills. A central concept in serious gaming is that of an “agent”, 
which is understood as a proactive and social entity capable of reasoning [1,5,6,7,8].  

In our training application, each of the OOI types defined in the OOI-WSR has to 
be associated with an active representation (agent) of the same OOI. The properties 
and behavioral models of the software agents corresponding to various OOI types are 
specified as requirements for the agent-based simulation, using the method put for-
ward in [5,6].  

The agent-based simulation runs as an autonomous client-server application, using 
OOI-WSR for obtaining the initial World State (WS0) and recording the consecutive 
intermediate World States (WS1 … WSn) back to OOI-WSR. The consecutive WSs 
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reflect the evolution of the World and the emerging states for each agent as a result of 
interactions between different types of agents (for example, AmbulancesPatients) 
and the impact of the environment (e.g. weather conditions, chemical plume, etc.) on 
these agents. Our agent-based simulation environment supports behavioral models of 
the following two types: 

1. Behavioral models for each agent type, such as Ambulance and Patient; 
2. Scenarios, specifying “what is played” for different games.  

Agent types are designed to be as generic as possible, and the sub-typing (e.g. dif-
ferent ambulances) can be achieved through parameterization at the level of the OOI 
repository. The agents can also communicate with external models via HTTP or some 
other fixed protocol. This feature simplifies the calculation/estimation of the 
agent/environment interactions and also makes agent-based simulation models easily 
expandable, and allows us to solve rather complicated tasks by means of external 
services. 

However, in many cases different games need game-specific agent types because 
each agent type must support the scenario(s) foreseen for the game by having all the 
properties and behavioral models that support realization of the game`s scenarios. In 
addition, the agent types should also be designed to support the calculation of Key 
Performance Indicators (KPIs) required by the application owner for decision(s) mak-
ing for a concrete application. Finally, at the level of scenario, each application of the 
serious game of resource management requires its specific overall agent-based simu-
lation model developed jointly with the application owner. 

3.3 User Interfaces 

 

Fig. 4. Main User Interface Views 

At the level of graphical interfaces, the application implements three of the “views” 
foreseen by the CRISMA architecture (Fig. 4). The views have been realized as web 
mashup applications running on a Wirecloud Platform. As a consequence, the whole 
application is built by “wiring” the simpler GUI widgets which are implemented in 
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JavaScript and HTML5. The application runs in any modern web browser as well as 
many mobile devices, and the further development and improvements can be easily 
achieved by replacing or adding new widgets and re-wiring the mashup.  

The Pre-training View focuses on the initial creation of a training exercise and al-
lows the user to specify details about the incident from a pre-defined set of templates. 
This includes the ability to modify each OOI’s state and availability. Templates are 
set up by an expert and already contain a sample configuration of a training exercise 
but can further be tuned in the pre-training stage. This view is designed to be used by 
the trainer rather than the trainee. 

The Training View allows the trainee to play out decisions such as allocation of re-
sources for the training exercise created during the pre-training step. This is achieved 
by a turn-based approach where the trainee issues any number of orders and then 
receives the information on a new situation at discreet time intervals. At any point in 
time, the trainee can issue new orders if deemed necessary, or go back in time and try 
alternative approaches. 

Finally, the Post-training Analysis View presents the user with indicators that allow 
measuring and comparing individual outcomes generated during the training exercise. 
These comparisons render one or more outcomes as a time series to assess how dif-
ferent decisions played a part in the overall progression. Currently, these statistics 
cover an aggregated view of the health categorization of patients (healthy, injured, 
severely injured, and dead), how this status compares to the initial health (im-
proved/deteriorated), as well as the resource utilization over time, but additional indi-
cators can be easily implemented using the Indicator Service.  

The fact that results are measurable, and can be correlated with decisions is of ma-
jor importance for the trainees, as it enables evaluation of the decision processes and 
not just of the results. In this way, the Analysis View can help the trainees to under-
stand the influence of own decisions on the results. 

4 Transferability and the Path Ahead 

At a time of writing the article (October 2014), the first version of the training appli-
cation has been developed and tested by the end-users, and the work on the second 
application version is underway. Second version of the application is due in March 
2015. 

The v1 application version already incorporated all the functional elements (Fig. 
2), OOIs (Fig. 3) and GUI elements (Fig. 4) which have been introduced in the pre-
vious section, but the implementation is still incomplete. In particular, the v2 applica-
tion will feature: (1) improved patients “life model”; (2) improved interaction be-
tween the OOIs (patients, resources) as well as the interaction between OOIs and the 
environment (e.g. temperature, light conditions, weather, road blocks); and (3) possi-
bility to determine zones with different concentrations and simulate the plume move-
ment during the incident. 

Tests of the v1 application with end-users from Magen David Adom (MDA) have 
confirmed the usability of the application concept and provided a valuable feedback 
concerning the shortcomings of the design of the graphical interface. For example, the 
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way in which the commands are given to resources in the v1 application differs from 
the way such commands are given in the command center and the v2 application will 
be amended accordingly. Nevertheless, all testers agreed that the fully-developed 
application could enhance the learning experience of the crisis managers’ and contri-
bute towards improved preparedness at the MDA. Moreover, the technical develop-
ment team is confident that the current application design can be easily extended and 
transferred to new domains and use cases.  

Wirecloud offers a solid platform for prototyping and the individual widgets can be 
easily embedded in other projects at a later time; ICMM simplifies housekeeping and 
working with indicators and criteria; the Indicator Service simplifies the task of calcu-
lating indicators; and the combination of OOI-repository and the Pub/Sub event bro-
ker assures that application parts can be developed in parallel without undue over-
head. 

At the end of the day, the application flexibility remains essentially limited by the 
functionality of available agent models and by the cost of implementing the missing 
model features. While no “silver bullet” solution to this issue exists, following fea-
tures at least mitigate the issue:  

• new sub-types of agent models can be introduced in the application by defining a 
new subtype of OOIs with specific parameters (e.g. max speed, max transport ca-
pacity, types of patients which can be treated, etc. for ambulances) within OOI-
WSR; and 

• as agents can communicate with arbitrary external models, existing models can be 
easily re-used as is or with small changes where appropriate. 

One of the interesting opportunities for future development is in supporting the trainer 
to choose realistic environmental conditions, e.g. by taking into account past situa-
tions and/or forecasting new ones.  

Another interesting possibility is extending of the software to support the task of 
defining and testing of the operational plans. Related work is already underway and 
the results will be presented in a separate paper later on. 
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