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Abstract. Peer-to-Peer (p2p) networks are common in several areas by
now. Besides the well-known file sharing platforms, p2p overlays also
emerge as a basis for decentralized social networks. In these, the over-
lay is used as robust storage for several kinds of social information. With
gaining relevance, attackers might have an interest in tampering the func-
tionality of the overlay. In this paper we investigate the routing attacks
on the distributed hash table Pastry that we use as basis in our p2p
social network LifeSocial. We determine through simulations the impact
of routing attacks on the performance of the overlay.

1 Introduction

Online social networks (OSNs) are popular nowadays due to the ease of connect-
ing billions of users and allowing them to interact through a set of communication
options. Facebook, as most prominent example, connects around 1 billion users
worldwide. A limitation of the current centralized approaches is given by the sin-
gle operator running the social networking site. This operator is able to censor
content and opinions, read private and confidential messages, market user data
or be shut off in oppressive countries that want to reduce communication on
specific topics, like during the Arab spring. Although the majority of the users
remain unaware of the risks of using centralized OSNs and ignore the possibility
of the communication being overheard, for some users in the world it is crucial
or even vital to have the opportunity to communicate and organize with friends
in a secure and anonymous way.

Peer-to-Peer (p2p)-based networks [21] can be made indestructible, as no com-
ponent is considered crucial. Structured p2p overlays, especially distributed hash
tables (DHTs) like Chord [27] or Pastry [24] offer a key-based routing [4] inter-
face that allows to implement an efficient and fully retrievable simple storage.
Using replication approaches like PAST [6] allow to keep content stored in the
DHT remaining, even in the (expected) failure of the initial content hosting node.
Distributed social networks propose to alleviate the security and censorship risk
of centralized OSN sites.

In previous work, we have presented [16], [11] and [12], which builds a plugin-
based p2p framework for hosting online social networks. LifeSocial aims at solv-
ing the main challenges in p2p based social networking: reliable and flexible data
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storage, security and controlled quality. Pastry [24] is used as basic substrate,
PAST [6] is used for replication, SCRIBE [25] for an integrated publish / sub-
scribe approach. For LifeSocial, we presented a practical access control approach
in [15], which introduces a root of trust, deploys a secure key infrastructure and
allows to cryptographically provide access control for single data elements. For
the control of the quality of the overlay, we created a tree-based monitoring ap-
proach in [13] which is used to capture the current state of the running network.
A further extension to a large-scale distributed control loop has been sketched
in [17] and [18].

Security and especially the proper functionality of the overlay is vital for a
p2p based online social network. As routing is solely performed by participating
peers, routing might be tampered by these due to several reasons, such as free
riding [26] or malicious aims. In this paper, we focus on routing attacks in Pastry
[24] that are relevant in the context of social network. For that we introduce in
Section 2 briefly in the underlying structure of the p2p overlay that we examine
as well as the potential attacks in this overlay. We discuss approaches presented
in literature that address routing attacks in Pastry in Section 3. We then present
the evaluation setup and our simulation results on the impact of malicious nodes
in Pastry in Section 4. Finally we conclude with an summary of our results and
a look-out for future work in Section 5.

2 Background

In this section introduce shortly in Pastry, which has been implemented in FreeP-
astry. FreePastry is popular in the academic community and has been used for
several prototypes. After that we present attacks that can be conducted on a
p2p network using the Pastry overlay. As stated in Section 1, we will limit the
selection to routing attacks.

2.1 Pastry Overlay

P2P networks typically consist of an immense number of participants which often
are referred to as nodes or peers. Those nodes have no hierarchical order and each
have the same role in the network, so there is no centralized organization like
in common client-server architectures. Such networks need certain algorithms to
locate nodes or respectively nodes that are responsible for desired data and for
routing messages to those nodes. Today most p2p networks are implemented as
so called overlay networks which are using some sort of IP based network for
communication

Pastry is an overlay for p2p networks with good performance and high reli-
ability according to [24]. Each node in the Pastry overlay is assigned a unique
identifier, the so-called ”nodeId”, that is uniformly distributed over a 128bit
range. The state of a single node contains a Leaf set, a Routing table and a
Neighborhood set. The Routing table contains a selection of nodes, and its corre-
sponding IP addresses, which pose alternatives for routing of messages. For the



Routing Attacks in Pastry 349

M

B

AA

Fig. 1. Sample trajectory of a lookup-message initiated by the node A with the en-
counter of a malicious node using the DROP strategy. This malicious node M drops
the message that comes from A instead of forwarding it to another node so the message
will eventually reach the destination B.

purpose of routing the nodes in this table are ordered by the length of the shared
prefix of their identifier with the identifier of node that owns this Routing table.
The Leaf set contains nodes, whose identifier are closest to the owning node’s
identifier while the Neighborhood set contains nodes that are closest measured
by a proximity metric. This proximity metric might for example be the number
of IP routing hops or geographic distance. These sets allow the nodes to orga-
nize their connection between each other and to route messages throughout the
network.

There are a few parameters that can be defined by the originator of the
network which affect its overall performance and reliability of the network. One
parameter is b defines the basis of how many bits are considered as one character
in the nodeId. b is typically 4 or 16. The nodeId is represented as a String of
characters and the prefixes are calculated based on characters.

The Pastry overlay implements a DHT. Therefore each node is responsible
for holding a certain range of keys denoted by the distance of the nodes iden-
tifier to the next smaller one. To lookup a value of a certain key that is not
hold by the requesting node, this node sends a request message to a node which
has an identifier closer to the target node. This message is forwarded from one
node to another until it reaches the node that holds the requested key. For
a normal operating network, when N is the number of node in the network,
the destination is reached in �log2b N� steps. In the case a certain node denies
service, the node with the next higher identifier takes over the responsibility
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for that node’s keys. The nodes use their states to find nodes that are close,
determined by the proximity metric, to the destination node.

Since p2p networks consist of many widely distributed nodes and their partic-
ipation is voluntarily, they pose heterogeneous unpredictable environments [1].
Single nodes may fail to forward messages or break down completely. In this case,
near nodes notice these failures since they are no longer able to communicate
with those nodes and propagate the break-down of them to other nodes in the
network. This way the nodes react on turnover in the network and reorganize
themselves to ensure the operation of the network.

2.2 Routing Attacks

In contrary to other types of attacks, routing attacks aim on compromising the
ability of a p2p network to forward messages to designated nodes. That means
that the attacker tries to stall the forwarding of messages so that they reach
their recipients with a maximum delay or not at all.

Routing attacks focus on the forwarding of messages on behalf of other nodes.
In this paper we focus on the attacks Blocking any Request (DROP), Largest
Distance First (LDF) and Approach at Minimum Pace (AMP). The DROP
strategy simply drops all messages to forward, but answers those directed at the
current node. Thus we focus on forwarding routing attacks. In the case of a node
joining, the node picks bootstrapping nodes until it is served. This strategy can
easily be transferred to the Pastry overlay. It is illustrated in Figure 1. When
it comes to countermeasures, this strategy, while it is easy to implement, might
easily be detected and then be ignored. Detected nodes are not able to harm the
network anymore.

The second attack strategy is termed Largest Distance First strategy (LDF).
This strategy is illustrated in Figure 2. Here a malicious node forwards incoming
lookup messages. The malicious approach is that the node does not forward the
message in the direction of the targeted node like a ordinary node would do.
This node estimates the node of those he knows whose identifier has the largest
distance to the targeted node. This has the effect that the message moves away
from instead of moving towards its destination. An implication of this attack
is an increase of the routing hops a message needs to reach its destination.
That increases the number of nodes that are involved in the processing of one
message and therefore increases the load of those nodes. The increase of rout-
ing hops might additionally lead to longer physical distances that the message
has to travel what results in longer transmission delays. While the message is
not dropped and might eventually reach its destination, its processing is being
stalled. This lowers the efficiency of the network.

The last attack strategy that we consider is the Approach at Minimum Pace
strategy (AMP). As shown by Figure 3, a malicious node following this strategy,
also forwards lookup messages. In contrary to LDF, in this strategy as next hop
for a message to be forwarded a node is chosen which is closer to the destina-
tion of the message, such as the neighboring node of forwarding node. While the
distance to the destination does not increase, it decreases at a minimal pace.
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Fig. 2. Sample trajectory of a lookup message with the encounter of a malicious node
using the LDF strategy. The message from A is being forwarded by the malicious
node M. Instead of forwarding the message into the direction of the destination B, M
forwards it to node W, which is the node with the largest distance to B that M knows.

This means that the direct effect of this strategy is not as striking as the LDF s.
Waiving this part of significance might circumvent certain types of countermea-
sures. The node still forwards messages in the correct direction. Therefore, we
suspect the detection of those malicious nodes to be much harder than e.g. those
following the LDF strategy.

In both the LDF - and the AMP strategy we use the distance of the nodeIds.
Pastry however with the Neighborhood set provides another term of distance,
which relies on arbitrary proximity metrics. Because a node can not necessarily
know the distance in terms of the Neighborhood set between to other nodes, it
can not decide if a node has a higher or lower distance to the destination node of
a message than itself. So it is not a reliable basis for the behavior of a malicious
routing strategy.

3 Related Work

Security is a crucial issue of p2p networks and is in focus of several scientific
publications. [5] indicates some open problems including security problems of
today’s p2p networks. They state that the p2p networks suffer from the unreliable
nature of single peers. Secure Routing in organic networks has been addressed
in [22], [23] and [14]. In these papers, networks are considered with multi-hop
routing, in which the forwarding actions of the nodes cannot be directly observed.
The authors propose to maintain a compressed history about the forwarded data
by each peer, which might be occasionally verified publicly.
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Fig. 3. Sample trajectory of a lookup message initiated by the node A. The message
is being sent to the malicious node M that uses the AMP strategy in this example. M
forwards the message into the direction of the destination node B. M chooses the node
W, which is a bit closer to B, but as close to M as possible.

[3] proposes an approach for a reputation-based selection of peers that are used
for routing operations. This enhances the reliability of the network by avoiding
unreliable or faulty nodes. This countermeasure could dampen the effect of the
routing attacks proposed in this paper. Mechanisms that ensure cooperation of
peers in a p2p network are developed by [7]. These prevent peers from taking
advantage of services of a network without contributing into the infrastructure.
Some attacks are being presented by [2] which aim to prevent the attacked p2p
network to fail to route messages properly. The paper also presents countermea-
sures against those attacks. An overview on further countermeasures is given in
[28]. The authors provide a taxonomy on possible solutions, but do not give an
evaluation on their effectiveness in various DHTs, such as Pastry.

A different approach of harming a p2p network, called Index Poisoning, is
presented by [20]. It is stated that p2p file sharing systems are very vulnerable
to this kind of attack. Index Poisoning harms the network by flooding it with
wrong data that makes it difficult to retrieve correct data from it.

In [9], the authors researched the effect of one type of a routing attack on
p2p networks. The paper defines a certain testbed for a simulation and gives the
results of it. The scenario of the simulation is limited to a attack where malicious
peers in a network do not forward any messages which equates to the DROP
strategy that we simulate. Since this simulation is similar to ours, we will take
the experimentation results from this paper in comparison with our results for
the specific kind of attack.
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Table 1. Malicious strategies and corresponding measurements of network perfor-
mance/reliability

Strategy Measurement

DROP ratio of failed lookups
LDF average number of hops per lookup
AMP average number of hops per lookup

0,00% 
10,00% 
20,00% 
30,00% 
40,00% 
50,00% 
60,00% 
70,00% 
80,00% 
90,00% 

100,00% 

0 10 20 30 40 50 
1000 nodes 0,05% 24,57% 45,75% 68,68% 82,79% 89,80% 
10000 nodes 0,08% 32,92% 58,61% 73,93% 85,05% 92,97% 

fa
ile

d 
lo

ok
up

s 

malicious nodes (%) 

Fig. 4. Failed lookups in addiction to malicious nodes

4 Evaluation

For the evaluation of impact of the various attack strategies we used the the event
based p2p network simulator PeerfactSim.KOM1 [19], whose layered architecture
allows easy implementation of different simulation scenarios. An introduction
into the structure and functionality of PeerfactSim.KOM is given in [10] and
[8]. PeerfactSim.KOM offers the advantage that it simulates multiple layers of
a communication system, e.g. the transport layer, the network layer and the
application layer. For each layer it contains multiple standard implementations,
which can be interchanged, when needed.

For each network size we examine the influence of the three different kinds of
attack strategies stated in Section 2.2 on the performance and robustness of the
overlay. For the experiments we use the following scenario: We have Pastry of ei-
ther 1000 or 10000 nodes and for both numbers of nodes we evaluate the effect of

1 http://www.peerfact.org

http://www.peerfact.org
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Fig. 5. Average number of hops per lookup in a network with 1000 nodes

0%, 10%, 20%, 30%, 40% and 50% malicious nodes in the network. A higher per-
centage of malicious nodes does not seem reasonable, because we expect that the
Pastry will barely work with less than 50% of good nodes. The main metrics we
focus on are the average number of hops per lookup and the ratio of failed lookups
which give us insights on the performance and reliability of the overlay under at-
tack. Table 1 shows the used strategies and corresponding measurements.

The process of the simulation is divided in two phases. In the construction
phase, whose duration of 40 simulation minutes, all nodes act normally and build
up the network. The second phase is the operation phase in which the nodes start
lookup operations for keys in the DHT. We set its duration to 80 minutes in
simulation time. For all three strategies we used a preferably realistic Net-Layer,
which is capable of empirical determined latency, bandwidth and packet loss.
The value of b, which is in a way the step size per hop, for the Pastry overlay is
set to 4, as it is proposed in [24].

4.1 Experimental Results

First we present the results of the simulations with the DROP strategy. Figure
4 shows the failed lookups according to the percentage of malicious nodes. As
we can see even a small percentage of malicious nodes leads to a alarming ra-
tio of failed lookups. For larger networks the impact of this strategy is higher.
Especially this is noticeable for a malicious node ratio between 10% and 30%.
This is as with a larger amount of peers the average number of hops per lookups
has to increase, so there is a higher chance that a node on the route is behaving
maliciously. With 50% malicious nodes nearly all lookups fail.
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Fig. 6. Average number of hops per lookup in a network with 10000 nodes

In contrast to this, the impact of the Approach at Minimum Pace- and the
Largest Distance First strategy on the failed lookups is negligible. Even for 10000
nodes and 50% malicious nodes the percentage of failed lookups lays around 1%
for the AMP strategy, for the LDF strategy it is even less. This is due to the
fact that these strategies only prolong the delivery of the messages in order to
be harder to detect.

For these strategies we have a look at the average number of hops per lookup.
The results for a network with 1000 nodes are illustrated in Figure 5. As we can
see, the red line, which shows the impact of malicious nodes with the AMP strat-
egy, has a nearly linear growth, the LDF strategy has a much higher influence on
the average number of hops. This is due to the AMP strategy at least routes the
lookup message in the right direction towards its destination, the LDF strategy
however sends the message to that node (which is known by the current node)
that has the largest distance, in terms of the node identifier, to the destination
node. So with higher probability of malicious nodes, the probability that the
next hop behaves badly is increased. In the worst case for the LDF strategy the
lookup message can get stuck in an infinite loop, while the AMP strategy always
routes the message to its destination. The results for 10000 nodes are shown in
Figure 6 and they are conform to that for 1000 nodes. For both strategies the
impact is just slightly higher.

Another result is, that the average hops per lookup are increasing in time, at
least for the beginning of the construction phase. A graphical representation of
this is given in Figure 7 for a network with 10000 from which 50% are malicious.
The normal development is showed as a reference, too. Why that is the case
might be interesting for future work.
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Fig. 7. Average number of hops per lookup in a network with 10000 nodes over simu-
lation time

5 Conclusion

We simulated malicious nodes with three different strategies in Pastry overlay
networks with 1000 and 10000 nodes. As a result we can state that Pastry is
vulnerable for routing attacks. Nodes that simply drop all messages to forward
effect large damage on the network. Solution are to be found to detect and
isolate these nodes. Assuming that solutions for detecting misbehavior are found,
malicious nodes might still try to modify the route length by sending the message
only a bit forward or as far from the target away as they can. Through our
simulations we show, that especially for big networks a small ratio of malicious
nodes is sufficient to highly decrease the performance of the network. One aspect
that could be interesting to be examined in the future could be why the number
of hops is increasing over time or first in- and then decreasing. Also for these
attacks, solutions need to be found and implemented. On the long term, secure
p2p overlays, such as Pastry, are suitable to implement novel applications on
top, such as online social networks.
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