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Abstract. The Michigan Workforce Background Check (MWBC) system com-
bine data streams from various sources and online registries showing findings 
of abuse, neglect, misappropriation of property and health care fraud. Employ-
ers use MWBC to have an initial determination of the suitability of person for 
employment in Long-Term Care facility. In this paper, we demonstrate how 
management of information and the optimization of the human interface posi-
tively impact the patient safety and workflow, which is essential for effective 
public health management.  
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1 Introduction 

Elderly persons in Long-Term Care (LTC) settings are exceptionally vulnerable to 
abuse, neglect, and exploitation necessitating special protective measures. Often, 
employers face critical staffing shortages that require immediate action [1,2]. The 
turnaround time for a comprehensive background check ranges from several days to 
several weeks. Prospective employers should have the opportunity to conduct a swift 
and efficient preliminary name-based background checks for potential employees. 
The public demand for information has resulted in registries and databases that 
contain information on criminal convictions, State Nurse Aide registries that list 
individuals with substantiated findings of abuse, neglect and misappropriation of 
property, and federal databases containing names of individuals and entities ineligible 
to receive Medicare and Medicaid funds because of program related crimes, abuse 
and/or neglect in a federally funded facility, felony controlled substance convictions 
and other related crimes. 

From September 2004 through September 2007 the State of Michigan participated 
in a national pilot program to enhance background checks for workers in LTC, 
hospice and home health agencies. The U.S. Department of Health and Human 
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Services provided $3.5 million through the Centers for Medicare and Medicaid 
Services to create an efficient and effective background check program, consisting of 
name-based registry checks and fingerprint-based criminal history checks to help 
prevent abuse and neglect of patients and residents and to reduce program fraud. 

Prospective employees, independent contractors and individuals who are granted 
clinical privileges (“applicants”) and who have direct access to a patient or resident, 
their personal property, treatment information or any other identifying information are 
required to undergo a background check that consists of a check of all available 
registries and a state and federal fingerprint-based criminal history check. The laws 
apply to applicants and employees in the following facilities or agencies (“covered 
facilities”): 

• Nursing homes 
• Homes for the aged 
• Hospices 
• Hospitals with swing beds 
• Home health agencies 
• Psychiatric facilities 
• Intermediate care facilities for persons with mental retardation (ICF/MR) 
• Adult foster care facilities 

The background check program relies on the cooperation of many state and federal 
departments and agencies to provide and protect sensitive personal information and 
data. Michigan’s program relies on a state of the art secure online system that 
centralizes the background check process by integrating registries and databases and 
by providing for secure communication. 

The Michigan Workforce Background Check system (MWBC) combines data 
streams from several sources and online registries containing criminal history 
information as well as findings of abuse, neglect, misappropriation of property and 
health care fraud. LTC employers use registry check process of MWBC to make an 
initial determination of the suitability of person for employment in a LTC facility 
before committing resources to obtain fingerprint-based criminal records checks. In 
this paper, we demonstrate how management of information and the optimization of 
the human interface positively impact the patient safety and workflow, which is 
essential for effective public health management. Our research focuses on the use of 
user-centered design (UCD) methodologies to optimize the design and the 
implementation of an effective background check system in a complex organizational 
environment under challenging time constraints. 

2 Background Checks 

In this section, we describe two types of background checks. In Section 2.1 we 
describe the name-based background checks using registries. Then, in Section 2.2, we 
briefly describe the process of obtaining the biometric-based background check using 
fingerprints. 
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2.1 Registry-Based Background Check 

Registries and online databases contain useful information for employers to evaluate 
the fitness of an applicant. Many employers in long-term care are required to check 
State registries and federal databases prior to hiring direct care staff and many take 
advantage of publicly available criminal history information. When conducting a 
name-based background check, employers access each online registry separately. 
Typically, the registry user interface requires the user to manually input the value of 
each search field. Each registry is a different data source and requires different search 
criteria. Once the search is complete, the user can then view result of that check. For 
example, the search of the Office of Inspector General (OIG) Exclusion list could 
return a person’s name and other associated data indicating that they are on the 
exclusion list. The employer can make a determination whether or not to exclude an 
applicant upon the result of registry check. The manual process of checking each 
registry, individually, is time consuming, error-prone, and requires redundant data 
entry. We enhance this process by providing the employers with convenient, 
automated, and centralized access to a comprehensive set of online background 
registries.  

2.2 Fingerprint-Based Criminal History Check  

Upon successful completion of the registry checks, applicants must submit 
fingerprints to conduct a search of State and federal criminal  records. A fingerprint 
vendor or police agency collects a set of ten rolled live scan images for each applicant 
and transmits the fingerprint images and applicant information to the State repository 
for a search through the Automated Fingerprint Identification System. The 
fingerprints are then forwarded to the Federal Integrated Automated Fingerprint 
Identification System for the federal search. When the responses are received, an 
electronic notification of a “hit” or “no hit” is sent to the background check system. If 
no record is found, the MWBC generates a letter notifying the employer that is sent 
by email, letting him or her know that results are available for review and that a final 
hiring decision is needed. The employer then indicates whether the applicant was 
hired or withdrew from the hiring process. If a criminal history record is found, a 
“hit” notice is sent to the system and the applicant record status indicates that the case 
is pending analysis. The Department of State Police sends a hard copy of the criminal 
history record to the requesting department, where an analyst reviews the record and 
makes an employability determination. At that point, the process mirrors the “no hit” 
process. An applicant or employee has the right to appeal the decision of the 
department. 

3 The Registry Check Process  

One of the components of the MWBC system is the registry check process, which 
combines data streams from various databases and online registries. Employers use 
this process to make an initial determination of the suitability of a person for 
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employment in LTC facility before engaging in a lengthy and costly fingerprint based 
background check. In this section, we describe in detail the registry check process and 
how we optimize of the human interface to make it as intuitive as possible without 
disturbing the employer workflow. 

3.1 Description of the Registries  

Our system interfaces and integrates ancillary and external systems such as State and 
Federal systems, registries, and archives. During the development of the MWBC, we 
integrated the system with several of these registries and databases. Examples are 
included in Table 1.  

Table 1. The list of the registries 

No. Registry Name Link Connection Type 

1 U.S. HHS Medicare/Medicaid 

Exclusion List (OIG) 

http://oig.hhs.gov/exclusions/ Downloadable File 

2 Michigan Nurse Aid Registry 

(NAR) 

https://registry.prometric.com/ 

registry/publicMI 

Downloadable File 

3 Michigan Public Sex Offender 

Registry (PSOR) 

http://www.mipsor.state.mi.us Web service  

4 Michigan Offender Tracking 

Information System (OTIS) 

http://mdocweb.state.mi.us/OT

IS2/otis2.html 

Web service  

5 Michigan Internet Criminal 

History Access Tool (ICHAT) 

http://apps.michigan.gov/ICHA

T/Home.aspx 

Web service  

 
The data were accessed by one of two methods.  Some registries provide a real-

time online access to the records of registry using web services. The second type 
provides a downloadable data file that contains the registry information. Once 
downloaded, the file can then be imported into database of the system to be used for 
subsequent searches. The download frequency depends on the frequency in which the 
data in the registry changes. If could be daily, weekly, monthly or as needed. We 
describe some of the registries in details below: 

• Office of Inspector General’s (OIG) Exclusion Database  – The OIG maintains 
the List of Excluded Individuals/Entities for all state and federal health care pro-
grams under the authority of HIPPA and codified at 42USC 1320a-7. Bases for ex-
clusion include convictions for program-related fraud and patient abuse, licensing 
board actions and default on Health Education Assistance Loans. Updated infor-
mation is downloaded as it becomes available. 

• Michigan Nurse Aide Registry (MNAR) – Prometric® provides testing and certi-
fication services for nurse aides in Michigan and maintains a public registry of  
certified nurse aides including findings of abuse, neglect or misappropriation of 
property. Updated database information is integrated as it becomes available. 
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• Offender Tracking Information System (OTIS) – This database contains con-
viction, parole and probation information for individuals who are or have been un-
der the supervision of the Michigan Department of Corrections. The database and 
includes information about current and past prisoners and parolees. The system 
connection provides the most currently available information. 

• Public Sex Offender Registry (PSOR) – This registry is developed and main-
tained by the Michigan State Police and includes conviction information for per-
sons convicted of criminal sexual conduct or crimes against nature in Michigan or 
persons whose conviction occurred in another state and whose residence in Michi-
gan and terms of probation requires them to register. The system connection pro-
vides the most currently available information. 

As a consideration for the cost of preliminary checks, the registries and databases that 
do not charge a fee are placed at the top of the list and the fee-based registries are 
placed at the bottom of the list. Similarly, the registries that are easier to analyze and 
understand will be listed at the top. As shown in Fig. 2, we listed the registries based 
on these rules.  

The Internet Criminal History Tool (ICHAT) registry was originally part of the 
registry check but was subsequently removed. The ICHAT contains Michigan 
criminal history information that meets criteria for public dissemination and is 
required for employers who want to conditionally employ workers while awaiting the 
results of a fingerprint-based check. The search is free for not-for-profit 
organizations; a fee of $10 per search is charged for all others. A link to the ICHAT is 
shown after the employer indicates an intent to conditionally employ the applicant. 

3.2 Data Elements  

When performing a name search, we primarily use the applicant’s first and last 
name. Other demographic data can be used in the search only if the registry 
interface allows a search using additional fields. MWBC automatically maps search 
fields to the corresponding parameters of the registry interface to search for a 
possible match.  

As is the case with any automated search operation, the search fields and the 
content of the registry database will determine the search result. For example, it is not 
required to capitalize the letters of the first and last name of the applicant. However, 
the correct spelling of the name is very critical. Special consideration is needed for 
names that contain punctuations. For example, if the search filed is hyphenated or if it 
contains an apostrophe. Specifically, some registries require that an individual with a 
hyphenated name should be checked under each of the last names in the hyphenated 
name (e.g., John Smith-Doe should be checked under John Smith and John Doe). 
Some of the most common data elements that are used to query the registries are 
listed in Table 2. 
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Table 2. The main data elementes for the registry check 

Field Name Data Type  Comments 
First Name Only alphabetic 

characters  
No spaces, numbers, or special 
characters 

Last Name Only alphabetic 
characters 

No spaces, numbers, or special 
characters 

Date of Birth MM/DD/YYYY Either specific date or date range 
License Number  Alphanumeric Used for verification  

3.3 System Architecture Overview 

In this section we provide an overview of the registry check process design, and will 
delve into some details regarding each of the individual components. Throughout this 
section we provide justification for some of our design choices considering the 
requirements and constraints. 

The flowchart in Fig. 1. gives an overview of the architecture of the registry check 
process. As shown in the flowchart, the high-level flow for the system is as follows. 
The system presents users with a page to input the applicant demographics, such as 
name (including: maiden name, nick name, alias), date of birth (DOB), address, and 
few other fields. Once users complete the data entry, they are presented with the 
verify applicant information page to check for errors. If all fields are correct, users 
can save the data and continue to the “Registry Checks” page. As shown in Fig. 2, 
users can access the results of a registry by clicking the registry name (e.g. Michigan 
Offender Tracking Information System (OTIS)). Based on the registry interface, a 
web services will be called to pass the search parameters to the registry search engine, 
eliminating the need for redundant re-entry of the applicant information.  

3.4 Registry Results  

Once the registry name is clicked, the results of the query are displayed in a separate 
window (or tab, depending on the Web browser of the user). The new window allows 
users to move between the results window and the MWBC easily as they review and 
record the results. The result of a registry search can be grouped in one of the 
following ways: 

No Results Returned. The result window will show "No results returned" if the reg-
istry interface or web service indicates that no match can be found, which indicates 
that the registry does not include any findings that can be linked to the fields being 
searched.  

Results Returned. The result window will show a list containing matching name(s) 
and users must verify that a similar or matching name does or does not belong to the 
applicant. For details users can click on the last name to find additional identifying 
information, such as date of birth, address or a physical description.  
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Fig. 1. A simple flowchart representing the registry check process 

3.5 Reviewing Registry Results 

The result review process will depend on the registry type and the registry database 
content. In this context, we identify two types of registries. Type1: users are checking 
the results of registries (e.g. OIG) that only require users to identify whether the 
applicant name is listed in the result of the inquiry, and Type2: users are checking the 
results of registries (e.g. OTIS) that require users to have a more in-depth analysis to 
the findings to decide whether the results are disqualifying or not. For more 
information on analyzing the results, we created a guide for each registry (\REF) to 
explain the content of the results. If verifying the information confirms that the 
employee appears in the results, users can then choose “Yes” to indicate that 
exclusionary findings exist in the result. Exclusionary findings in the results registry 
mean that the employee is ineligible for employment. If “Yes” is chosen, users will be 
unable to proceed with additional registry checks and will be directed toward the final 
employment determination. 

3.6 Recording the Search Outcomes 

Registry check outcomes are recorded as “Yes”: Disqualified, “No”: Not 
Disqualified. In some cases, we might need to add another outcome “Pending”: 
Pending Review. The pending option is needed for the cases when users are unable to 
make determination or if the registry data are not available. As shown in Fig. 2., after 
each registry is checked, the employer is required to indicate a Yes or No outcome. 
This simple “red light, green light” approach is intuitive for employers (many of 

Start
Entering employee's information  

(e.g. Name, DOB..etc)

Review data entry

Exclusion(s) were found in  
one of the registries.

No exclusion(s) were 
found in all registries.

Stop

No exclusionary findings

Withdrew the employee 
from the hiring process

Initial hiring

A

Registries check
process

Exclusionary findings
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whom have limited technology skills). At this point, the employer can review the 
result to decide whether the results are exclusionary or not. Depending on the type of 
the registry, users will need to select a determination. For Type 1 the choice is simple 
and users only need to decide if the applicant information appeared in the results or 
not.  

For Type 2 the choice is more involved and users must not only decide whether or 
not the applicant information appeared in the results, but also need to analyze the 
findings and decide whether the findings are in fact exclusionary.  

 

Fig. 2. Registry check screen 

The employer reviews the results and determines whether to continue the registry 
search or not. Otherwise, the employer proceeds until all registries have been 
checked. For example, if the employer finds that the applicant is listed in the OIG 
results and choses “Yes”, when answering the question “Does the new hire appear in 
the registry?”, then the tool will give the employer the option to stop the search: 

You indicated that disqualifying information was found in one of the 
registries. Click 'Save & Continue' to continue. 
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However, if the results were not disqualifying then users will precede the search 
the next registry until all registries are checked. At this point, the system will display 
the following and complete the registry check 

You indicated that no exclusions were found in all registries. Click 'Save 
& Continue' to continue. 

Once the search is completed the system will display the results back to users. At 
this point, users must review the results and determine if the findings are 
disqualifying or not. If the employer determines that there is no disqualifying 
information on the registries, a preliminary hiring decision is made. The employer 
may decide to conditionally hire the applicant, wait for the results of the background 
check, or withdraw the applicant from the hiring process.  

4 User-Centered Design Approach to Registries Integration 

During the design and development of the MWBC system we adopted UCD 
approach, which resulted in conducting multiple user experience evaluations 
throughout an iterative development process [3-5]. Usability-oriented focus groups 
were conducted with health care employers to identify their needs and expectations 
for checking the various online registries and managing the results. The feedback was 
used to create user interface requirements, produce user workflows and process 
diagrams for user interfaces, and create user interface prototypes. The prototypes were 
then evaluated in concept usability sessions, which measured the efficiency, 
effectiveness, and user satisfaction with the design approach.  

The user evaluation uncovered valuable insights into how employers expected the 
system to function. For example, the study revealed that less technically-savvy 
employers had difficulty understanding how to go through the registry checking 
sequence. They tended to try to skip some of the registries (if there were too many 
names in the list), access them out of order, or incorrectly mark the findings as non-
disqualifying, and then continue with the next registry check without checking all of 
the secondary windows containing the external registry results. Some users also did 
not understand how to make correct employability determinations based on the 
registry results that were displayed.  

Armed with this critical information, our team was able to make adjustments to the 
screens and the process, requiring the users to check the registries in sequence and at 
least display the secondary registry results window. Additional on-screen help text 
was added, as well as on-screen messages indicating the status of the process. 
Refinements continued throughout the implementation phase, and then a formal 
usability evaluation and Section 508 accessibility compliance inspection were 
conducted on the final design before the Background Check system was released to 
production. User feedback has continued to be a key aspect of post-launch 
maintenance and enhancement activities [1]. By making the design of the MWBC 
user interface a high priority, the health care specialists within the LTC facilities 
assigned to conduct the background check on prospective employees found the 
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system relatively easy to learn and use, which translated into program cost savings 
related to customer support and State analyst staffing levels. 

5 Conclusion  

Our development approach and the focus on applying UCD techniques resulted in a 
product that is usable, acceptable, comprehensive, efficient, and Intuitive. In this 
paper, demonstrated how management of information and the optimization of the 
human interface positively impact the patient safety and workflow, which is essential 
for effective public health management. More specifically, Since April 1, 2006, LTC 
healthcare employers have used registry checks to screen 798,773 candidates. Of 
these, 9,166 were immediately screened due to criminal convictions and numerous 
types of felony offenses from conditional employment in nursing homes, home health 
care and other long term care facilities. 
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