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Abstract. Critical action panels (CAPs) are hardwired safety panels installed in 
control rooms of oil and gas platforms. They are used as redundant backup for 
safe shutdown in cases where software systems fail. The panels of many instal-
lations in the North Sea today do not follow modern standards and regulatory 
requirements, while other installations have not yet implemented CAP panels. 
These use instead large safety matrices, which can cause information overload 
as they are also used for process operation. This paper presents design prin-
ciples for modern CAP design followed by a conceptual CAP design layout. 
The design rationale is primarily based on a study for an operational installation 
on the Norwegian continental shelf. Regulatory demands as well as user  
requirements and needs were followed to create a functional display. The objec-
tive of the design was maintaining the user’s situation awareness while harmo-
nizing with the software-based interfaces in the control room. The CAP design 
was reviewed against requirements and proved acceptable. 

Keywords: Critical action panel, control room, petroleum platform, interaction 
design. 

1 Introduction 

The first Norwegian oil platform began production mid June 1971. Today, this num-
ber has expanded to 76 fields, making it by far Norway’s largest industry. In 2012 it 
represented more than 23 per cent of the country’s total value creation [1]. To main-
tain the safety of a steadily growing number of platforms, operators and workers, new 
standards and regulation are being put in place, requiring improvements of the oldest 
installations.  

Modern oil and gas production process use software-based semi-automated sys-
tems for process monitoring and interaction from the platform’s central control room 
(CCR). The Norwegian Institute for Energy Technology (IFE) in Halden has a long 
history of performing safety oriented research for both the petroleum and nuclear 
industry. Focus areas have been on supporting process overview, production optimi-
zation, plant safety and designing software-based interaction solutions. But what hap-
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pens when software systems fail? How do operators maintain safety, and in a con-
trolled way stop and shut down the plants production systems? 

The main system used for this is the critical action panel, CAP, a simplified safety 
panel primarily used as the last resort to shut the platform down safely [2]. The CAP 
can also be used to restart the main electrical functions on platforms that have been 
completely shut down and possibly even abandoned.  

The panels are hardwired to installation safety functions as a redundant backup 
system, typically wall mounted and ranging in size from A3 to A0. The panel is typi-
cally positioned near the operator’s normal seated position, but not necessary placed 
in normal field of view. Typical CAP designs are shown in figure 1.  

 

 

Fig. 1. Example of CAP designs from other platforms (Source: IFE design)  

Upon failure of electricity or of the normal control and display systems (often 
software based), the operators require access to key functions such as fire and gas 
(F&G), emergency shutdown (ESD), and communication to be accessible on the pan-
el. One of the key challenges is observing and differentiating relevant findings and 
problems in time constrained situations. According to Meshkati [3], the use of deci-
sion and memory aids can minimize failures and human errors during abnormal situa-
tions. These challenges are not domain specific, and can also be experienced for other 
complex fields such as nuclear power plants [4].  

The daily operation of a platform is typically done on operator station (OS) com-
puter screens and large screens displays (LSDs). The LSD is used for a ‘big picture’ 
overview, whereas the OS is used for detailed in depth process interaction. As the 
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CAP is rarely used, the panel design should be harmonized with the daily used OS 
and LSD interfaces, matching their mental models of the problem [3] and aid in mak-
ing correct decisions. One challenge of the CAP design described in this paper was 
visual harmonization to inform operators of structural and functional interrelations as 
suggested by Javaux et. al [5], making the unfamiliar, familiar.  

 

Fig. 2. Example of graphical elements from LSD with which the CAP should harmonize 
(Source: IFE design) 

The rationale of the design presented in this paper is primarily based on a collabo-
ration of CAP development with a Norwegian platform (not named here for commer-
cial reasons). The platform was in use of extended safety matrices for fire and gas, 
and emergency shutdown. The matrices contained most safety depending functions in 
addition to many operational functions, cluttering the panel with too much informa-
tion. Per definition, the contents of operational functions impeded the matrices of 
being labeled a CAP panel. The matrices did not follow all requirements and regula-
tions of modern platforms nor were they consistent with the newer software based 
solutions, e.g. colour coding for different alarms and statuses. The background for the 
project was that no single standard covering human factors of CAP design is currently 
available for the industry. 

This paper is organized in the following way; relevant background material for 
CAP design is identified with a description of the design process. Based on this, de-
sign principles and CAP design is explained by figures and text. Lastly we outline a 
conclusion and suggest topics for further work. 

2 Design Approach: CAP Design Basis   

The following chapter outlines relevant background material for CAP design and 
work method. The project followed a work process as described in ISO 9241-210 [6], 
providing requirements and recommendations for design principles throughout the 
life cycle of computer based interactive systems. Systems designed by use of human 
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computer design (HCD) methods are described as easier to understand and use, more 
productive, and efficient while reducing discomfort and stress [6].  

The method has emphasis on the users, their needs, skills and judgment. Accord-
ing to Nielsen [7] however, this does not mean that the users should be entitled to 
design the panel freely, as users can be coloured by learned habits and behavior and 
don’t like to deviate from current incorporated practice [8]. The project also identified 
human cognitive capacity limitations as important for CAP design. Humans have 
limited cognitive abilities and are prone to make errors; especially when put in situa-
tions they are not used to or feel comfortable in [8]. These limitations emphasize the 
importance of designing for human support and aspects such as situational attention 
drawing, limited memory requirements and intuitive mental perception.  

 

Fig. 3. Interdependence of human centered design activities (Source: ISO 9241-210, p. 11) 

The first step of designing a usable, intuitive panel was however to scope the con-
text of use and identify user needs under relevant situations. Who will be using the 
panel, apart from the operators and in which situations? What safety functions are 
required for a safe shutdown? How can the physical design layout help to prevent 
accidents related to human error? 

2.1 Scoping: Context of Use 

The primary use of the panel is when all software systems fail and the control opera-
tors have to safely and securely shut down the platform, in many cases before aban-
doning the offshore platform. In some cases this can be under heavy seas or loss of 
electricity and work light. The buttons and alarm lights must therefore be constructed 
in a clear and visible manner with safety locks or hatches to prevent accidental activa-
tion. A set of overall functional and ergonomic requirements was set at the start of the 
project to define a common goal for development. This guide for scoping CAP use, 
was used during all project meetings and workshops: 
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1. The CAPs intended use is when the software system fails to safely shut down the 
platform. It’s not designed to maintain production. 

2. The CAP shall be clearly marked in the CCR. 
3. The CAP interface shall be suitable for awareness and actions during emergency 

situations with a simple and clear command structure. 
4. The CAP shall be independent of other control and display systems. 
5. The text should be readable at arm’s length in Norwegian, (here translated to Eng-

lish). 
6. All functions and alarms must have a clear meaning and be consistent with other 

equipment in the CCR such as the large screen display and the operator stations 
software displays. 

As the CAP will not be in daily use, the information on the panel has to be self-
explanatory and logical for the user. They have to perceive the status and dynamics 
happening around them, understand what that information means and its projection in 
the future [9], described as maintaining situation awareness. The operators need to con-
centrate solely on what is going on in those situations, preventing the mind from wan-
dering to render vivid and detailed observations, often referred to as mindfulness [10]. 

2.2 User Requirements and Work Process 

The control room operators are the primary users of the panel, however, there are 
certain electrical aspects such as isolation of various areas and rooms of the platform 
that trained electricians are responsible for and are considered the secondary users of 
the CAP. Another group is the emergency preparedness team, usually situated some-
where near the control room, that require platform situation information without dis-
rupting the operators in their work. This group is in need of read only availabilities. 
Finally, cleaning and technical groups require accessibility for maintenance. 

The project identified user requirements from relevant standards and guidelines. 
They were composed as a combination of acquiring rules and regulations form stan-
dards such as ISO and NORSOK (Norwegian continental shelf competitive position), 
technical requirement reports from the petroleum authority of Norway and interviews 
with the end users. Table 1 shows a short summary of the required safety functions 
extracted from standards and regulations. 

A draft list of all obligatory, recommended and nice to have requirements was 
listed before user involvement. The interviews and conversations with the users were 
performed in groups with all participants present to stimulate ideas and transfer know-
ledge and experience.  Each of the listed requirements were discussed with the opera-
tors and approved or rejected for use on the CAP (where regulations allowed) during 
an extensive workshop. The conclusions resulted in a list of design principles fol-
lowed by multiple design iterations that were repeatedly evaluated against require-
ments and user satisfaction.  

Gestalt principles such as proximity, closure, colour coding, consistency and simi-
larity [13], were used in the design process aiming to formulate the layout and use 
based on input from regulatory specifications and users needs, skills and knowledge.  
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Table 1. Requirements with corresponding proposed design principles for CAP design 

Standard requirements basis Design principles 
Firewater and foam pump sys-
tems 
• Fire fighting release activation 

status 
• Start of fire water (FW) or 

foam pumps called for 
• Selection of FW/foam pumps 

for standby/duty 
• Manual start/stop of FW/foam 

pumps 

 

Firewater pressure in the fire fighting water 
and foam pumps should be displayed with a 
gauge. Relevant limits should be presented. 

A geographical layout of the F&G areas 
should be used to help the operator faster 
comprehend where the alarm was initiated. 

Emergency Shutdown (ESD)  
• Activation of all safe shut-

down levels 
• Activation of blow down (BD) 

 
There shall be a clear grouping offering con-
trol and display functions for isolation and 
shutdown. 

Ergonomic Considerations. The size of the panel is set to 1200x700 mm with all 
functionality included in the current layout. A specific detailed design solution will be 
necessary for each platform as the details of production and safety differs. The project 
identified relevant ergonomic data from guidelines for the related nuclear domain, 
NUREG 0700 [11]. The size fits well in to the typical ergonomic placement guide-
lines of the standard, stating that working panels should be placed no lower than 760 
mm above the floor and no higher than 1930 mm [11].  

 

Fig. 4. Control height recommendations (Source: NUREG 0700, p 424) 
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The buttons of the panel should be big enough to be activated even if the operators 
are wearing gloves approximately 20x20 mm based on NUREG 0700 guideline stat-
ing that legend pushbuttons (illuminated with internal light) should be 19-38 mm 
wide and high [11]. All buttons should be slip resistant and equipped with a safety lid 
to prevent accidental activation. The lid will also allow for safe maintenance and 
cleaning of the panel without shutting down the entire system [12]. 

The alarm lamps are only meant to give information and have been made circular 
and smaller than the push buttons, 8 mm in diameter, not to distract the user with too 
much information at once and to properly differentiate between information given 
(circles) and actions to be performed (square buttons). 

2.3 Harmonizing CAP Design with Software-Based Interfaces 

The software based information systems give detailed picture of the overall process 
state and afford in-depth details. The CAP however, only presents main critical func-
tions, primarily fire and gas, and emergency shutdown. The CAP panel has partly 
automated functions, and will shut down certain high danger systems, even if opera-
tors have given no input action. The operators have to be able to distinguish what 
functions (1) are activated because they have to or have been automatically activated 
by the system, (2) require a release or activation, (3) contain errors or (4) have been 
blocked. The project identified for this reason the following as important characteris-
tics supported by the CAP panel: mental models, consistency principles, colour  
coding and recognition of software functions will help the operators determine what 
information is important to attend to in what order. 

3 Results: Design Principles and CAP Design 

This chapter presents the paper’s contribution of proposed design principles for CAP 
design followed by the actual design layout with corresponding design rationale. 

3.1 Design Principles for CAP Design 

The following are the proposed design principles for CAP design for Norwegian pe-
troleum platforms: 

• All text on the CAP shall be in Norwegian and terms should be written as used in 
daily life. It should be readable at arm’s length and be in a sans serif font. 

• Groupings of control and display function shall be used, based on relatedness and 
arranged in order of performance and use. 

• A geographical layout of the F&G areas shall be used to help the operator faster 
comprehend where the alarm has been set. 

• The contents of CAP groupings shall be organized from left to right and top to 
bottom, e.g., first the alarm lamp, followed by function, execution, confirmation 
and potential blockings, also with corresponding confirmation of blocking action, 
based on sequences of use. 
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• Alarm lamps for display functions shall differ in shape and size from the action 
implementing buttons. The action button shall be placed before any confirmation 
lamps. 

• The alarm lamps’ colours shall be consistent with the software-based systems. 
• Similar alarms placed together shall be distinguishable in appearance. 
• All buttons and rotary knobs should have prevention against accidental activa-

tion. The more important button functions should have additional colour coding 
for easier recognition. 

• All buttons should be made as a latch on/off in order for the operator to both 
activate and cancel actions. The light in the button shall be turned on and off. 

• Less important buttons such as “Lamp test” and “Acknowledge alarm” should be 
placed outside the main area of sight.  

• The CAP and control functions on it shall be positioned in accordance with 
NORSOK S-002 [2] (standard for technical safety) and a commonly used human 
factors standard such as NUREG 0700 [11] or the applicable standard at the time 
of detailed design, to allow reach by all expected operators. 

3.2 CAP Design 

One of the main issues of the design was to give the operators a good visual interpre-
tation of the overall safety related functions on the platform, as well as details over 
certain critical areas. On the operator stations this is possible by browsing through 
multiple pictures. This was on the CAP solved by grouping together all similar func-
tions and buttons, and arranging them in close proximity to each other by level of use 
and physical placement on the platform following Gestalt principles [13]. The opera-
tors can take a step back to see the overall situation of the platform or immerse them-
selves in a certain aspect of the process, a group of functions. The illuminated alarm 
lamps will be seen in the peripheral vision and the alarm colour will determine 
whether the operator needs to change task focus or continue what he’s working on.  

Different functionalities based on actions and alarms are grouped together and se-
parated by distance and the use of a dull grey colour background. The layout and 
outline closure of the platform itself with deck-based functions is perceived faster in a 
more logical manner. The layout is also recognizable from the software based visual 
interfaces of the large screen and operator stations, see figure 2, and helps the opera-
tors maintain a mental picture of situation placement [10]. 

The groups are placed top to bottom, left to right based on frequency of use. The 
functions most often used are in the users primary eye level, with less critical func-
tions placed to the left and most critical to the right.  

The principle of mental modeling [8, 13] has also been used regarding visual inter-
pretation of pressure measurements. In the pictures on operator stations, pressure is 
primarily displayed as a number. When the number reaches a high or low, an alarm 
will initiate, drawing the operator’s attention. On the CAP however, it is of less im-
portance to know the exact number, as when running the process, but rather is there 
enough pressure for firewater to reach all areas of the platform? A gauge going from a 
normal state, in the middle, to a low red area on the left will quickly indicate potential 
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danger if a fire would occur. If the pressure goes beyond warning, a red level-1 alarm 
will initiate. 

 

Fig. 5. The CAP design as specified by requirements and design principles (Source: IFE de-
sign) 

 

Fig. 6. Pressure gauges are a good mental model for detecting early signs of failure 

Consistency and design affordances with the software systems have been main-
tained also by the use of colour coding of alarms and general information given by the 
software. The use of colour has been used conservatively to avoid bringing the users 
attention to things that are of less importance. The human eye can only process and 
distinguish a limited number of colours at a glance, depending on the design [13]. The 
design presented in this paper only uses 4; (1) red for alarm level 1, (2) yellow for 
alarm level 2, (3) blue for blockings, and (4) white for initiated sequences and func-
tions that have to or should be activated. The figures show how the panel will look 
when the alarms are active and illuminated, the worst-case scenario. During normal 
state operation the colours will be less bright and attention demanding.  
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Fig. 7. Example of Gestalt principles where similar functions are grouped vertically while item-
related functions are displayed in one horizontal line 

In some cases it is not enough to differentiate between functions solely with the 
use of colour if many alarms are located in too close proximity. Fire and gas alarms 
on the different decks are placed close together and are even displayed with two level-
1 alarm lights, one for detected fire or gas alarm and the other for confirmed. The 
difference of which is important because it allows the operators to decide the next 
step in fire fighting more directly. Figure 8 shows a geometric symbol around the 
alarm lights. The circle indicates a fire while the triangle indicates gas making them 
easily distinguishable. These symbols are also used on the large screen display and 
therefore easily recognizable by the users, see figure 2. In addition, the positioning of 
detection and confirmation alarms, on top of or next to each other, will help minimize 
human errors and wrong functionality activation. 

 

Fig. 8. Colour coding alone isn’t enough to differentiate all alarms 

The design presented in this paper differs strongly from safety matrices used to 
maintain normal operation and many other CAPs in the concise way information is 
observed by the user and given to the system. All information displaying alarms and 
notifications are shaped like circular lamps and all tangible interactive measures are 
shaped like square buttons. The buttons are also equipped with a light to confirm that 
a function has been activated. When the action is deactivated, the light will illuminate. 
This consistency does not apply for all panels in use today, see figure 2. 

All the information is consistently presented when reading from left to right. 
Faults and alarms are placed to the far left, followed by the name or placement of the 
alarm. Next comes actions, confirmation of activation, and finally any blockings or 
stops of functions. 
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Fig. 9. Examples of special buttons, such as stop functions 

Certain functions and buttons are more important to recognize, particularly when 
it comes to actions that should be stopped or terminated. The buttons are displayed 
with a coloured frame.  Stop of ballast pumps and valves that are used to regulate the 
ballast and horizontal orientation of the platform in the water is marked with a red 
frame (see figure 9 left). If the platform starts to tilt above a certain angle, the big 
movements may hurt people and equipment onboard. Similarly, stop of pumps and 
valves in the process can have severe after effects and cause injuries. These stops and 
shutdowns will have a different effect on the platform that is easier to stabilize; they 
are marked with a black frame (see figure 9 right, stop of automatic blow down - BD).  

4 Conclusion and Further Work 

This paper presents CAP design principles with a corresponding conceptual CAP 
design. The contribution is an interface design focusing on maintaining users situation 
awareness and mindfulness during highly stressful situations of emergency prepared-
ness. This was accomplished partly through harmonization with the known software-
based interfaces of the control room. 

The results presented in this paper were developed based on a design development 
performed for a Norwegian oil and gas platform in the North Sea. The functions were 
determined based on standard requirements and regulatory demands as well as the 
feedback from a user group of operators from the platform in question. The safety 
functions have been reviewed against the requirements and design guidelines pro-
posed in the project, and proved acceptable.  

We suggest performing studies comparing the operator performance of the newly 
developed CAP versus the old safety matrices. This would be beneficial before instal-
ling the CAP design, to verify the added value of the panel. This study can be per-
formed using a large interactive touch screen for verification of functionality and 
usability. 

Following the prototype production there is also a need for further user testing in a 
real setting, located in a control room, preferably under simulated stressful situations. 
Measured quantitative performance data would be beneficial for such studies. 

Finally, before CAP detailed design, operators should go through simulator train-
ing not only to learn how the panel works, but also to be reassured that all safety re-
lated functionality has been included in the new panel and is in fact responding to 
actions in the desired manner. 

Even though the CAP design presented here is developed for Norwegian plat-
forms, some of the proposed applied principles and conceptual design is of generic 
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value also for other domains. However, detailed clinical CAP design should be taken 
in consideration for each individual installation’s functionality and requirements. In 
this project, we found it valuable following an iterative user centered design method, 
to aid in mitigating installation’s specific needs. We therefore suggest this as an ap-
propriate method for other installations along with performing user studies and design 
verification before the panel is installed in the control room. These actions could help 
prevent and minimize problems in the CAP detailing phase. 
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