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Abstract. On the one hand, an access control mechanism must make a
conclusive decision for a given access request. On the other hand, such
a mechanism usually relies on one or several decision making processes,
which can return partial decisions, inconclusive ones, or conflicting ones.
In some cases, this information might not be sufficient to automatically
make a conclusive decision, and the access control mechanism might have
to involve a human expert to make the final decision. In this paper, we
formalise these decision making processes as quantitative access control
systems, which associate each decision with a measure, indicating for
instance the level of confidence of the system in the decision. We then
propose to explore how nudging, i.e., how modifying the context of the
decision making process for that human expert, can be used in this con-
text. We thus formalise when such a delegation is required, when nudg-
ing is applicable, and illustrate some examples from the MINDSPACE
framework in the context of access control.

1 Introduction

An access control mechanism (ACM) takes as input an access request, and re-
turns a decision describing whether this request should be performed or not.
We consider here an access request to contain all information that can be re-
quired to make the decision, following the attributed-based access control ap-
proach [22,23,7]. For instance, an RBAC request [9] would contain the user, the
object, but also the roles of the user, the potential role hierarchy, the permis-
sion associated with the object, etc. In general, the final decision needs to be
conclusive, i.e., either accept or deny, since the request either goes through or
not.

In general, an ACM relies on one or several decision making processes, which
indicate what decision should be made. Typically, an access control policy is a
structured document associating each request with a decision, ranging from an
access matrix [14] to sets of XACML policies [18]. Other decision processes can
also be used, such as Machine Learning approaches [21,17] or Markov Decision
Processes [15]. However, these decision processes do not always return a conclu-
sive decision to the ACM, for instance: a policy might not be applicable to the
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request, thus yielding the decision na [18]; missing attributes can create inde-
terminacy, and return a set of all possible decisions instead of a single one [7];
different decision processes can return conflicting decisions [2].

In such situations, the access control mechanism might be able to still make
a conclusive decision, for instance by using resolving algorithms (such as the
XACML permit-unless-deny and deny-unless-permit algorithms, which, by defi-
nition, can only return a conclusive decision), otherwise it might be required to
involve a human expert, who will make the final decision.

In this paper, we introduce the notion of quantitative access control system
(QACS), which represents a decision process, such that each decision is associ-
ated with some quantity, for instance indicating the weight of one decision over
another. We then postulate that when no conclusive decision can be made au-
tonomously, it might be possible to use the quantitative information to know in
which direction the human expert should be nudged, following the observation
that the way the information is presented to a decision maker has an influence
on the final decision made [25]. Intuitively, if the access control mechanism be-
lieves that a request should be accepted more than it should be denied, but is
not confident enough to make an autonomous decision, then the human expert
can be nudged into accepting the request. This approach relies on the assump-
tion that the human expert is more apt to resolve the uncertainty, and thus can
ignore any nudge if needed, but could benefit from being provided with a choice
architecture [24], i.e., a structured context in which the choice is made.

The main contribution of this paper are the following ones: we propose a gen-
eral notion of access control mechanism, instantiated with several examples from
the literature (Section 2); we describe the nudging approach in the context of
access control (Section 3); and we propose an evaluation strategy for nudging,
identifying the possible choices and their consequences, and we illustrate our
approach with an example inspired from conference reviewing (Section 4). This
paper is exploratory in nature, and focuses on presenting the different concepts
within a common architecture, hopefully accessible to computer scientists, se-
curity experts and psychologists, with the intent to open the discussion on this
research problem, rather than to bring a concrete solution for a specific problem.

2 Quantitative Access Control Mechanisms

We consider here the set of decisions D = {accept,deny,na}, and given a
set of requests R, a quantitative access control system (QACS) is a function
κ : R → (D → [0, 1]), i.e., given a request, returns a function δ : D → [0, 1].
In other words, a QACS associates each possible decision with a quantity, such
that δ(accept) + δ(deny) + δ(na) ≤ 1.

Our notion of QACS is inspired to some extent by subjective logic [13], which
has been used, among others, in trust networks [12]. Indeed, in subjective logic,
a truth value is given by a triple (b, d, u), where b represents the level of belief,
d the level of disbelief and u the level of uncertainty, such that b + d + u = 1.
However, our approach differs in that we do not impose the sum of all quanti-
ties to equal 1, and we consider the difference between this sum and 1 as the
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measure of uncertainty. In other words, we could represent the function δ as a
tuple (a, d, na, u), representing the quantities for accept, deny, na and for the
uncertainty, respectively, such that a+ d+ na+ u = 1. We do not consider here
the composition of quantitative access decisions, and we leave for future work a
further exploration of subjective logic, and other fuzzy logic in general, in the
context of QACS.

We now present some concrete examples of QACS, based on majority-voting
[20], Markov Decision Process [15] and machine learning [17]. These examples
do not aim at representing an exhaustive list of such systems, but rather to
illustrate their diversity.

2.1 Majority Voting Policy

Ni et al. propose in [20] the D-Algebra to encode the semantics of an access con-
trol model, where the underlying logics is not necessarily limited to the classical
one, and can for instance be the �Lukasiewicz one, which comes with a rational
number interpretation. Hence, given a policy consisting of several sub-rules, the
evaluation of this policy can be defined as true (or permit) if there are more
rules evaluating to true than rules evaluating to false.

In particular, they propose an encoding of XACML [18], where each rule can
evaluate to one of the following: P, D, NA, P-NA, D-NA, where P stands for
Permit, D for Deny and NA for Not-Applicable1, and given a policy consisting
of several, respectively associate the values v0, v1, v2, v3 and v4 for the number
of rules evaluating for each decision. A policy evaluates to:

– P if v0 > v1 + v4, i.e., when the number of permit is higher than the sum of
deny and possible deny,

– D if v1 > v0 + v3,
– P-NA if v0 ≤ v1 + v4 and v0 + v3 > v1 + v4,
– D-NA if v1 ≤ v0 + v3 and v1 + v4 > v0 + v3,
– NA otherwise.

We can define a quantitative access control system as the function

δ(d) =

⎧
⎪⎨

⎪⎩

v0 + v3/2 if d = accept,

v1 + v4/2 if d = deny,

v2 + v3/2 + v4/2 if d = na,

More recently, Huth et al. introduced the Peal language [6,11], in which ac-
cess control decisions are made based on numerical evidence, such as trust. In
other words, each basic target identifying a condition of interest is associated
with a quantity, which can be easily aggregated and selected through numerical
operators. Although Peal somehow abstracts the different quantities in the final
decision by using some thresholds, we could easily use them to define a QACS.

1 This interpretation of the XACML decision set is somehow slightly between the
standard set of XACML 2 and the extended set of XACML 3, but this discussion
is outside of the scope of this paper and not particularly relevant for the notion of
majority voting.
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2.2 Markov Decision Process

A Markov Decision Process (MDP) [1] is a state machine, transitioning from
one state to another through actions, such that transitions are probabilistic
(i.e., given one state and one action, we know the probability of reaching each
other state) and are associated with rewards. In this context, a policy is a func-
tion deciding which action to take in each state, and the optimal policy is that
maximising the expected reward.

Martinelli and Morisset extended this notion in [15] with that of Access Con-
trol Markov Decision Process (AC-MDP), which, roughly speaking, is an MDP
where each state contains both all relevant security information (levels of secu-
rity, access matrix, roles, etc) and each action corresponds to a decision. For the
sake of conciseness, we do not recall here the formal definition of an AC-MDP,
but it is worth pointing out that Bellman’s equations [1] allow us to return the
expected reward of each decision in each state.

In general, the values of decisions as calculated by an AC-MDP need to be
normalised in order to define a QACS, since they do not necessarily belong to
[0, 1]. An interesting question is whether the normalisation should be done for
each state or for the entire model. In the former case, we ensure that the sum
of the values of all decisions equal 1, while in the latter case, the highest and
lowest possible values in the entire model are likely not to be reachable in all
states, meaning that the sum of the values of all decisions might not equal 1,
which could account for uncertainty and/or non-applicability.

2.3 Classifier Based

Roughly speaking, a classifier can be seen has an hyper-plane, separating a set
of data points into two distinct classes. Once this classifier is built, any new
point is mechanically on one side or the other of the plane, and thus classified,
assuming of course that the way the new point should be classified is somehow
similar to the way the previous points have been classified.

Such an approach has been used in the context of access control policies [21],
where a Role-Based Access Control policy is learned using different techniques.
This approach is later refined in [17], showing that the distance to the hyper-
plane can be used as a measure of uncertainty, the closer to the plane the higher
the uncertainty. Following this idea, we could define a QACS which would return,
for each decision, its normalised distance to the hyper-plane. Note that this
approach is mostly tailored for only two decisions, accept and deny.

An important common aspect of the three examples described above is that
they do not directly integrate an explicit notion of uncertainty, i.e., the sum of
all decisions should normally equal 1. However, some of these examples could be
extended to include such a notion, for instance, a majority-voting based QACS
could consider any policy that could not be retrieved or evaluated at all as
uncertain, or an MDP based QACS could compute the variance of the values of
each decision in order to represent some notion of uncertainty, with the intuition
that the higher the variance, the higher the uncertainty.



344 C. Morisset et al.

3 Nudging

Thaler and Sunstein define in [24] the notion of choice architect, who, in a system
where its users have the choice between several options, has the responsibility
for organizing the context in which these users make decisions. They give the
example of a doctor, who must describe the alternative treatments available to
a patient. In this case, the doctor does not make the decision for the patient,
but presents the characteristics of each possible treatment, often by including
some probabilities of success or failure. However, the way the probabilities are
framed, i.e., emphasising the positive or negative side, can have an impact on
the final decision made by the user [25]. For instance, presenting the survival
rate of surgery rather than the mortality rate (one being simply the opposite of
the other) often leads patients to prefer surgery to other treatments [19].

In the context of access control systems, the choice architect is the entity
responsible to present the different possibilities when a decision has to be dele-
gated. This entity is likely to be a human being with a good knowledge of the
system, apt to understand the consequences of allowing or denying a given re-
quest. As described above, this decision maker is prone to bias, and might be
influenced by the way the delegation is presented.

In this context, a nudge is “any aspect of the choice architecture that alters
peoples behavior in a predictable way without forbidding any options or sig-
nificantly changing their economic incentives” [24]. Some examples of nudges
provided in this book include: Give More Tomorrow, where people tend to agree
to increase donations in the future; Filters for air conditioners; the helpful red
light, which proposes to have a red light notifying when the filter of an air con-
ditioner should be changed; or The Civility Check, which would prompt the user
with a warning when an email appears to be rude or inappropriate, in order to
save the user from regretting to have sent it after a few hours or days.

A particularly important point of a nudge is the behavorial effect it uses in or-
der to effectively influence people, and Dolan et al. define in [8] the MINDSPACE
framework, recalled in Table 1, which presents nine classes of behavorial effects,
based on the reason why each effect works.

Selecting a nudge requires a precise methodology [5], and we do not main
here at defining which nudges or behavorial effects are the most relevant. How-
ever, intuitively speaking, some effects could be particularly worth exploring.
For instance, consider the case where the decision is made by composing sev-
eral sub-policies and by using a majority voting strategy (see Section 2.1), but
a conclusive decision cannot be made autonomously because some sub-policies
fail to evaluate. In order to influence the decision maker towards a decision, we
could, according to the Messenger effect, indicate who issued the sub-policies
returning that decision, assuming these entities are somehow trusted by the
decision-maker.

Similarly, uncertainty in XACML can be due to missing attributes in the
request, and XACML comes with an optional mechanism to identify which are
those attributes. Returning these attributes to the decision maker, emphasizing
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Table 1. The MINDSPACE framework for behavior change [8]

MINDSPACE cue Behaviour

Messenger We are heavily influenced by who communicates information to us
Incentives Our responses to incentives are shaped by predictable mental

shortcuts such as strongly avoiding losses
Norms We are strongly influenced by what others do
Defaults We go with the flow of pre-set options
Salience Our attention is drawn to what is novel and seems relevant to us
Priming Our acts are often influenced by sub-conscious cues
Affect Our emotional associations can powerfully shape our actions
Commitments We seek consistency with our public promises, and reciprocate acts
Ego We act in ways that make us feel better about ourselves

their salience, could help justify why there is uncertainty about the request, and
whether a conservative approach might be needed.

On a different aspect, Molloy et al. suggest in [16] to use market mechanisms in
access control policies, showing that the Incentive effect can be used to enhance
the decisions made by employees. This effect can be used at two different levels:
the decision maker can receive some incentive to make the best decisions, possibly
by adapting the incentive to the impact of the request, and the decision maker
can take into account the incentive of the user for making the original request.

Another way of influencing the decision maker could be through the Norm
effect, i.e., to compare how other decision makers would behave in the same situa-
tion. Such an approach has been proposed for instance in theorem-proving [3,10],
by offering a user stuck with a proof the possibility of seeing different strategies
followed by experts. In a similar fashion, a decision maker could be informed
that in similar situations, known experts would accept or deny the request.

An important point to consider is that quite often, the choice architecture is
not neutral to start with. For instance, the Defaults effect indicates that when
facing different options, the one offered by default is more likely to be selected.
Hence, proposing the decision maker with a pre-selected decision is not neutral.
In addition, the Salience of the information plays an important role. It could for
instance be the case that, when presenting an attribute request, the attributes
presented first have an impact on the decision, e.g., presenting the attribute Se-
cret first might lead the decision maker to be more conservative, while presenting
the attribute Urgent first might lead the decision maker to be more flexible.

Clearly, the examples above are only intuitions of which nudges and effects
could be useful, based on the idea that the decision maker is, in the end, a human
being who needs to make a decision, and could be therefore influenced. It is
also worth mentioning that nudges are often studied over an entire population
rather than for a single individual, and little guarantee can be provided that
a particular nudge will work for a given individual. Nevertheless, we believe
that involving human decision makers in security mechanisms is required by the
complexity of existing systems, especially when dealing with uncertainty, and
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that any approach aiming at helping or influencing such a decision maker is
worth exploring.

There is however a very important ethical aspect to consider. Indeed, it could
be argued that if we merely provide the decision maker with more information,
then we simply help making a rational decision; on the other hand, we can also
influence the decision making process by adding, removing or changing some in-
formation. For instance, informing a decision maker that 90% of known experts
would accept a particular request is very likely to have an impact, whether it is
true or not. Highlighting or hiding some particular pieces of informationmight not
be considered as lying, but can nevertheless highly influence the decision maker.

4 Nudging for Quantitative Decisions

Let δ be a function returned by a QACS for a given request. There are up to two
choices to be made: first, whether the final decision can be made autonomously
or should be delegated to the decision maker, and in the latter case, whether the
decision maker should be influenced in some way.

4.1 When to Delegate

Perhaps the simplest case is when δ(accept) = 1 or δ(deny) = 1, i.e., when
the QACS is effectively behaving as a regular ACM, and provides a conclusive
decision, with no uncertainty. In this case, the QACS can make the decision
autonomously, and there is no particular need for nudging.

Otherwise, the QACS could not reach a conclusive decision with certainty,
in which case, it is hard to generalise whether the decision should be delegated
to a human expert or not. For instance, consider the case δ(accept) = 0.99,
δ(deny) = 0 and δ(na) = 0.01: one could argue that the decision accept can
be taken autonomously. For instance, thresholds can be used to decide when the
measure of a decision is good enough, in a similar way than when dealing with
risk-based access control [4]. However, we could equally argue that in case of
doubt, the decision should be delegated, especially if the impact of making the
wrong decision is important.

4.2 Nudge Selection

Once we have decided that the decision should be delegated, the next question
is to know whether the choice architecture of the decision maker should be
organised in order to influence the outcome. For instance, if δ(accept)+δ(na)+
δ(deny) = 1, then there is no uncertainty (i.e., there is no missing information)
and if δ(accept) = δ(deny), then the QACS does not favour any particular
conclusive decision. In this case, no particular nudge needs to be enforced, but it
might be however worth notifying the decision maker that there is no uncertainty,
meaning that there is just no helpful rule encoded in the QACS, or that there
are equal chances of both decisions to be correct.
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Table 2. Influenced Decision Maker (IDM) Versus Neutral Decision Maker (NDM)

NDM correct NDM incorrect

IDM = NDM Non-blocking Ineffective
IDM �= NDM Counterproductive Effective

On the other hand, if δ(accept)+ δ(na)+ δ(deny) = 1 and either δ(accept)
or δ(deny) is strictly maximal, i.e., the value for a conclusive decision is strictly
higher than the others, then it might be worth nudging the decision maker
towards that decision. In particular, the value of each decision can be used to
select a nudge with an appropriate “strength”, i.e., with an appropriate chance
of effectively influencing the decision maker.

For instance, in the case described above, δ(accept) = 0.99, δ(deny) = 0
and δ(na) = 0.01, the confidence that the request should be accepted is quite
high, and for instance, a strong financial incentive could be offered as a nudge
to the decision maker. On the other hand, in a case where δ(accept) = 0.51,
δ(deny) = 0.49 and δ(na) = 0, we could simply make sure that accept is the
first decision proposed to the decision maker. Clearly, such a flexibility in the
nudge selection requires a detailed study of the effect of a catalogue of nudge
proposed for a particular decision maker.

Finally, if δ(accept) + δ(na) + δ(deny) < 1, then there is some uncertainty
in the QACS. In this case, in addition to nudging to the maximal conclusive
decision, if any, it could also be worth highlighting this uncertainty, which could
denote some problems in the system, such as an ongoing attack.

4.3 Evaluation of Nudging

Applying nudging in the context of access control naturally leads to the question
of the evaluation of the approach, and whether we improve the situation or not.
In order to define an evaluation model, let us assume an oracle, able to decide
(possibly afterwards) if the final decision was correct or not2.

In addition, we need to consider two different decision makers: the Neutral
Decision Maker (NDM), who represents how the decision maker would have be-
haved without explicit nudging (we abuse the term neutral here, since, as we
said above, defining a bias-free environment is not an easy task), and the Influ-
enced Decision Maker (IDM), who represents how the decision maker behaves
after being influenced by one or several nudges. In the following, we say that an
IDM or an NDM are correct whenever they behave as the oracle. For the sake of
simplicity, we also assume that the oracle returns a single decision, meaning that
when two decision makers behave differently, at most one of them is correct.

Table 2 summarises the different possibilities when nudging. Note that this
table does not directly depend on the actual decision taken by a decision maker,

2 Clearly, such an oracle would not be available at run-time, otherwise it would be
used in lieu of the ACM.
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but rather on wether the IDM behaves similarly to the NDM, and whether the
NDM was correct in the first place.

Roughly speaking, when the IDM behaves similarly to the NDM (first row),
the nudge had no direct effect on the decision maker. Hence, two cases are
possible: either the NDM was right in the first place, in which case the nudge
is non-blocking, or the nudge is ineffective, as it failed to prevent the NDM
from making the wrong decision. Two reasons can lead to the latter case: either
a nudge leading to the correct decision was used but ignored by the decision
maker, indicating that the nudge was not powerful enough, or the nudge was
coinciding with the decision of the NDM, meaning that the QACS did not return
a quantitative decision allowing to predict the correct decision. In either case,
nudging is not worse than the neutral approach.

The main impact of nudging comes when the IDM behaves differently than
the NDM (second row). Here again, two cases are possible: if the NDM was
correct in the first place, then by assumption, the IDM is not correct, meaning
that the nudge was counterproductive, or the NDM was incorrect, and therefore
the IDM is correct, making the nudge effective. The second case is clearly the
reason why we want to nudge in the first place, to help the decision maker to
make the best decision. However, the first case is not to be ignored, and as with
inefficient nudges, two reasons can lead to counterproductive nudges. First, the
nudge could have been in the right direction, but confusing to the decision maker,
who thus went against his own intuition and chose the incorrect decision (for
instance by displaying an unexpected message box). Second, the QACS could
have been wrong in predicting the decision, leading to intentionally nudging the
decision maker away from his original decision, even though it was correct.

4.4 Example

As an example of our approach, let us consider a special case of access control
policy with the reviewing mechanism of a conference: a paper submitted to a
conference is eventually either accepted or denied, usually by considering quan-
titative decisions made by several reviewers, which fits with the idea of QACS.

For the sake of simplification, let us consider that each paper is reviewed by
four different reviewers, each of them having up to 0.25 points to give for the
paper, in a form of a triple (a, d, na), where a represents the number of points
given to accept the paper, d the number of points given to reject the paper and
na the number of points given to indicate that the reviewer is not apt to review
the paper. A sum a + d + na below 0.25 indicates some uncertainty from the
reviewer. For instance, a review (0.1, 0.1, 0.05) might indicate that the paper has
both good and bad points, but that the reviewer is not a top expert in the field
but has a good confidence; a review (0.1, 0, 0.1) might indicate that the reviewer
is not particularly confident, but found some good points; a review (0, 0, 0) might
indicate that the paper was not understood at all by the reviewer, etc.

In order to make a final decision, the triples returned by all the reviewers
for each paper are added in a point-wise way, which creates a triple (a, d, na)
corresponding to the final score of the paper. By construction, we have a+ d+
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na ≤ 1, and therefore we can consider this score as returned by a QACS (note
that a missing review would be automatically considered as a triple (0, 0, 0),
thus denoting full uncertainty). The Programme Committee Chair (PCC) of
the conference sets up the rule that any paper with a score such that a ≥ 0.8
is automatically accepted while any paper with a score such that d ≥ 0.8 is
automatically rejected; any other paper has to be processed by the PCC.

Neutral decision. If a = d, meaning that the paper has received an equal number
of points for accepting and denying it, then no particular nudge is applied to
influence one or the other decision, and the paper is presented in a neutral format
(e.g., black text over white background). In addition, the names of the reviewers
can be omitted, in order to remove Messenger influencer. If a + d + na < 0.5,
then there is a lot of uncertainty about the paper, perhaps indicating that it
is not well written, and an automatic spelling check could be performed, thus
providing a quantitative indicator of the poor quality of the writing, if there are
indeed many errors. If na > 0.5, it could be the case that the paper is off-topic
for the conference, and the keywords of the paper could be highlighted, together
with a comparison of the key-phrases of the paper (as Easychair [26] offers) with
the call for papers of the conferences.

Nudging towards acceptance/rejection. If a > d (and conversely when a < d),
then the paper is presented in a positive format, for instance with a green back-
ground, and the names of the reviewers who accepted the paper are highlighted
to the PCC. To some extent, Easychair is already using different colours to
represent different potential decisions during the programme committee phase.
Papers are also put in a by-default category, such that if no action is taken, the
paper is accepted automatically. Finally, if the number of accepted papers is at
this point lower than that of the previous edition of the conference, then the
PCC can be reminded that the conference normally accepts more papers.

Altogether, one could argue that we are simply presenting the PCC with the
most relevant information to make a final decision, without forcing her hand to
accept or reject a paper, which is the general approach of nudging: organising
the context in which the choice is made while leaving freedom of choice. It
could be equally argued that, in practice, the PCC is influenced by multiple
biases, some intentional (e.g., the colours of the options), some perhaps less
(the order in which papers are presented can have an impact), and our approach
could also provide a frame aiming at removing such unintentional biases. Finally,
other aspects could be integrated in the nudging process, such as favouring more
submissions coming from some countries, to encourage diversity, or even to favour
less submissions coming from members of the programme committee.

5 Discussion

We have presented an abstract approach for nudging in the context of quantita-
tive access control systems (QACS). This approach is based on two observations:
human beings might be involved in the security decision making process, and
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human beings can be influenced. The notion of QACS introduced in Section 2 is
general enough to cover several kind of systems, and illustrates why a conclusive
decision might not always be made autonomously, thus requiring the interven-
tion of a human expert. We have seen in Section 3 that it could be possible
to nudge the behaviour of this expert, using different techniques, for instance
following the MINDSPACE framework, and we have discussed in Section 4 when
nudging should be used and how to evaluate a nudging approach.

An initial observation can be taken from this discussion: a nudge can be
inefficient or counterproductive both when the QACS is not accurate enough
(and thus predicts the wrong decision) and when the nudge is not followed by the
decision maker. Hence, nudging is not necessarily the best approach, and needs
to be properly evaluated before being deployed. The example of the conference
reviewing system could serve as an interesting basis for a study, especially since
it is data that is often accessible to academics. However, this is not strictly
speaking a security policy, and the effect of nudges in one context might not be
applicable to others.

In addition to conducting several rigorous studies to evaluate nudging ap-
proaches in specific context, several leads are interesting to explore further. If
the effects of a nudge can be quantified, then we can design an MDP to calculate
the optimal decision at each step. However, the repeated usage of nudges leads
to the habituation of this nudge for a user, and it might be worth considering
using a nudge only when it is worth it, which could be done by integrating a
notion of value in the above MDP. Finally, it could be worth studying how larger
sets of decisions (e.g., including obligations) can impact the nudging approach,
since the decision maker has more than two options to choose from.
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