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Abstract. Passwords are the most commonly used mechanism in controlling 
users’ access to information systems. Little research has been established on the 
entire user password management lifecycle from the start of generating a 
password, maintaining the password, using the password to authenticate, then to 
the end of the lifespan of the password when it needs to be changed. We 
develop a cognitive-behavioral framework depicting the cognitive activities that 
users perform within each stage, and how the stages interact with the human 
information processor, i.e. memory and attention resources. Individual factors 
are also represented in the framework such as attitudes, motivations, and 
emotions that can affect users’ behaviors during the password management 
lifecycle. The paper discusses cognitive and behavioral activities throughout the 
lifecycle as well as the associated economics. We show the importance of a 
holistic approach in understanding users’ password behaviors and the 
framework provides guidance on future research directions. 
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1 Introduction 

Text-based passwords are the most commonly used mechanism in controlling users’ 
access to information systems. Arguably, passwords are currently the best fit for 
many authentication needs as passwords allow access from anywhere assuming only a 
simple browser and revocation is as simple as changing passwords [1]. Users often 
possess multiple account-password pairs for work, school and private use. For 
example, it is reported that an average user has 25 web accounts requiring passwords 
[2], and employees of organizations have about 4 [3] to 9 passwords [4] at work. 

Users are often viewed by IT security professionals as the weakest link of cyber 
security [5,6]. Users are also blamed for employing insecure behaviors such as 
selecting bad and simple-easy-to-guess passwords, reusing passwords, writing down 
or sharing their passwords, and, whenever possible, not changing their passwords on a 
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regular basis. For example, in a recent major security breach in which 150 million 
user accounts were compromised, “123456” was used the most as the password by 
over 2 million users, followed by a little more complicated password “123456789”, 
and the word “password” ranked 3rd used by 345,000 users [7].  

On the other hand, for users, usability of passwords is their main concern. Users 
have to juggle multiple passwords for work, school or personal use and often are 
forced to comply with password policies that they view as burdensome [4,8]. 
Frustration with login problems such as forgetting or mistyping passwords increase 
greatly with the number of passwords that users must manage [1,4]. Users perceive 
that security measures hinder their productivity and sometimes use workarounds to 
break the security protocol [4,8]. 

Research focusing on human factors and usability of passwords has been 
challenging the view that users are the primary cause for cyber security issues and 
pointing out that security policies are often imposing unreasonable requirements and 
pushing users’ cognitive limits. For example, a typical enterprise password policy can 
require its employees create complicated passwords, not write down or store them, 
change passwords every 90 days, and not reuse the last 10 passwords. It is almost 
impossible for employees to comply with this stringent policy especially with 
multiple passwords as there are fundamental limitations on human memory (e.g. 
limited memory span, memory decay, recognition vs. recall, and memory 
interferences) as summarized by Sasse et al. [9]. Many studies have investigated the 
construct of users’ selection of “good” or “bad” passwords [10-12]. Researchers also 
challenge the necessity and true effectiveness of using aggressive password policies 
for security and sacrificing usability that forces users to adopt insecure practices and 
may eventually compromise security [13-15]. 

As shown, studies are abundant on password usability and its implications on cyber 
security. However, little research has been established on the cognitive and behavioral 
aspects of the entire user password management lifecycle, i.e. from the start of 
generating a password to the end of the lifespan of the password when it needs to be 
changed due to events such as forgetting, expiration, or compromise. While 
performing research on a particular stage of the lifecycle provides valuable insight on 
users’ experiences during that stage, it does not offer complete understanding of the 
entire process and could miss opportunities for identifying potential interactions and 
interdependencies among various stages during the password management lifecycle. 
This paper focuses on the holistic view of the end-to-end password management 
lifecycle and proposes a framework connecting the dots of users’ activities during the 
lifecycle. This framework serves as a foundation in guiding future research directions. 

2 The Cognitive-Behavioral Framework 

We develop a framework to represent the cognitive process and user behaviors in the 
end-to-end password management lifecycle and to guide our future research. The user 
password management lifecycle consists of three stages: Generation, Maintenance, 
and Authentication. The framework depicts the cognitive activities that users perform 
within each stage, and how the stages interact with the human information processor, 
i.e. memory and attention resources. In addition, individual factors such as attitudes, 
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motivations, and emotions are also included that can affect users’ decision-making 
and behaviors during the password management lifecycle. The framework is 
illustrated in Figure 1 and each stage in the user password management lifecycle is 
described in detail in the sections below. 

 

Fig. 1. A Cognitive-Behavioral Framework of User Password Management Lifecycle 

2.1 Password Generation 

In the first stage of the password management lifecycle, i.e. Generation, users have to 
generate a plausible text string by combining various characters to satisfy the 
requirements for accessing the associated account or system. The requirements, 
known as composition rules, are a common organizational approach aimed at forcing 
users to select stronger passwords. The contents and wordings of those composition 
rules vary greatly from system to system, but they generally consist of rules on: 
password length (minimum and/or maximum), use (allowed or prohibited) of certain 
characters (uppercase or lowercase alphabets, numerical digits, special characters), 
use (allowed or prohibited) of common names, dictionary words, birthdays or other 
personal information. Composition rules can be presented as just password selection 
guidelines in some systems, whereas for other systems, the rules can be 
programmatically enforced such that users have to create compliant passwords in 
order to gain access to the systems. 
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This password generating and composing process is similar to a writing process that 
usually starts with the writer setting up the goals of the writing, understanding the 
constraints (e.g. grammar, target audience), generating ideas, selecting and arranging 
words, constructing text, and finally refining the written text [16]. This process, in 
essence, is a problem solving process that includes higher mental functions and creative 
thinking [17]. Password composition progresses in a similar way with the user first 
setting the goals of what account/system the password is for, understanding the 
constraints, choosing characters, then refining the text string to meet the password 
requirements. The constraints to the password generation problem can be categorized 
as: (1) Environmental – such as composition rules, platforms (e.g. desktop and/or laptop 
computers, and/or mobile devices), account/system type (e.g. web, application, or 
hardware access); (2) Cognitive – such as memory load and attention resources, rule 
comprehension ability; (3) Individual – such as attitudes, motivation, and perception of 
the criticality and sensitivity of the account and potential security threats.  

This stage can be iterative as the user tries to find the best combination of characters 
that satisfies the password requirements while taking into account other environmental 
constraints, human-information process constraints (e.g. attention deficit, memory 
capacity) and individual factors (e.g. attitudes, motivations, and emotions).  

This stage can also be a purely decision making stage without involving password 
composition or only involving composition partially. This happens when the user 
decides to reuse or make minor changes to an existing password as the best approach 
in the solution space while meeting the password requirements and the user’s 
individual needs. 

2.2 Password Maintenance 

Once the user generates a satisfactory password for a specific account/system, the 
password moves into its second stage of the lifecycle, Maintenance. The user makes 
decisions on how he/she will keep track of the newly generated password, by 
memorizing or storing using some mechanism; and he/she also needs to decide how 
best to organize – mentally or physically – the newly generated password along with 
other existing and active passwords to minimize memory interferences at a later stage. 
If the user decides to memorize the password, he/she needs to employ some strategies 
(e.g. mnemonic device, rote rehearsing, or typing multiple times to establish muscle 
memory) to make sure the password has been encoded properly into the long-term 
memory. If the user decides to store the password, he/she needs to decide the storage 
mechanism, for example, writing down (in its entirety, partially, or disguised), 
recording electronically (file, devices, etc.), or utilizing some password management 
software. Sometimes, there may be an organizational policy on how passwords should 
be maintained by limiting maintenance options to users. For example, “Passwords 
should never be written down or stored on-line without encryption.” is the most 
common policy set by many organizations. 

It should be noted that there can be interactions and interdependencies between the 
Generation and Maintenance stages as the user may hold an a priori preference on 
whether to memorize or to store the password which can impact the user’s password 
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composing process with the thought that he/she has to memorize the text for later use. 
Also, the memorability of a text string can impact the user’s decision on how to 
maintain the password.  

2.3 Authentication 

The last stage in the lifecycle is Authentication in which the password is used to gain 
access to the associated account/system. The authentication stage is repetitive as the 
password will be used multiple times for its entire lifespan until a change event occurs 
such as forgotten, expiration, password compromised, or user’s desire to synchronize 
multiple passwords for different accounts. In each authentication instance, the user 
needs to retrieve the correct password either by recalling from memory or by looking 
up from stored media that matches the associated account/system for access, at the 
same time struggles with forgetting due to memory decay or interferences from other 
passwords, and needs to enter the password correctly which requires attentions, motor 
skills, muscle memory, and hand-eye coordination.  

There are many factors that can affect a user’s authentication experience with a 
password such as authentication frequency, how the password is maintained, 
memorability and type-ability of the account/password pair, or interferences from 
other passwords. The authentication experience (positive or negative) can then 
influence how the user creates new passwords when he/she moves out from the 
authentication stage and starts the next password management lifecycle. 

3 Holistic Research Approach on User Password Behaviors 
Guided by the Framework 

The framework serves as a constant reminder in research approaches to always 
consider users’ password behaviors in a holistic manner that, at any point of time, the 
users are going through a stage in the password management lifecycle and their 
behaviors are a reflection of the interactions among stages in the lifecycle, the 
capabilities and limitations of the human information processor, and the individual 
factors. 

In the following sections, we discuss the importance of employing a holistic 
approach and some misconceptions in the literature on user password behaviors 
research. We also review relevant research and point out areas for further research. 

3.1 Password Generation – More than a Selection Task 

The most common misconception of password generation in the literature is the 
notion of users’ selecting passwords. It is often described that users select bad and 
insecure passwords [11,18,19]. However, generating passwords is more than a 
selection task in that the word “selection” implies choosing from a set of readily 
available password options. Users only select passwords when they decide to reuse 
existing passwords. In password generating tasks, users employ high-level cognitive, 
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problem-solving tasks when they are faced with the task of composing text strings to 
satisfy password requirements of combining and arranging various characters with 
length limits while trying to make sense of the text strings and meeting their own 
personal needs.  

3.2 Password Composition – Problem Solving 

As noted earlier, password composition is in essence problem solving in that it 
involves goals defining, ideas searching/planning, and refining/finalizing. There have 
been few studies investigating password generation under restrictive composition 
rules [11,20,21]. However, those studies focused only on the outcomes of the 
password generation, i.e. the characteristics of the passwords generated, and the 
impacts of the restrictions, but did not investigate the entire generation process.  

Password research has seldom recognized that composition is not a trivial task. There 
is a need for research on how users solve the “password generation” problem from the 
beginning when users first encounter and perceive the problem domain; comprehend the 
constraints (Environmental, Cognitive, and Individual); explore the solution space; 
verify solution feasibility; refine/narrow solution space; and make decisions on the best-
fit solution. By researching password generation as a problem solving effort with the 
framework, it enables us to investigate topics such as the differences among  
the “problem solvers” (e.g. experts vs. novices); the impacts of password constraints on 
the solution space; the most important factor(s) leading to the best-fit solution; and the 
influences of the maintenance decision on password generation. 

3.3 The Economics – Password Management Lifecycle 

The cost of passwords appears low at a glance from the service providers’ perspective 
as deploying a functional password system is relatively simple compared to other 
authentication alternatives such as biometrics or smart cards. From the users’ 
perspective, it doesn’t seem to cost much, either, since passwords allow instantaneous 
account setup and are readily understood [1]. However, there are significant costs 
associated with the password authentication mechanism for both the service providers 
and the end users. It is shown qualitatively [15] that an unusable password policy can 
degrade employees’ productivity, and ultimately affect the organization’s overall 
productivity. It is reported that more than 30% of IT support center calls were related 
to password resets [22]. On average, each call lasts about 5 minutes and the cost of 
support per incident is $ 251 on average [23]. In addition to the support center cost, 
there are also costs associated with a user’s time and productivity loss when making 
calls to the support center.   

Of the three stages in the user password management lifecycle, Generation and 
Authentication are the most effort- and time-consuming stages for the users. It is 
imperative for researchers to start investigating the associated costs for these two 
stages from the users’ perspective. 

                                                           
1 All cost estimates in this paper are based on the United States dollar, i.e. USD or US$. 
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The Cost of Password Generation 
Besides composition rules, organizations often include other requirements such as 
password expiration, password reuse limitations, and password uniqueness in their 
organizational policies. It will be difficult to quantify the direct impacts of the 
password policies on users’ cognitive activities and behaviors and translate the 
impacts into associated costs. One way to estimate the costs is to look at the number 
of passwords generated and the time it takes to generate those passwords.  

In the study performed by Choong et al. [4], it is reported that an employee has on 
average 9 work-related passwords. An organizational password policy commonly 
looks like: 

─ Password must be 
o Changed at least every 60 days 
o At least 12 characters long 
o Consistent with the complexity requirements (mixed-case characters, 

numbers, and special characters) 
─ Password must not 
o Be written down or stored on-line on non-organization systems 
o Reuse any password of the last 24 prior passwords 
o Use the same password on multiple systems, applications or websites 

If a new employee acquires his/her 9 passwords in the first months on the job, by 
following the policy, it means that the new employee will have to generate 54 unique 
passwords within the first year of employment, which means that a unique and 
complex password is generated on average every week throughout the year. The 
constant password generation task puts a huge amount of burden on employees who 
only see managing passwords as a secondary task enabling access to their primary 
task [24]. This estimate does not take into account other password generation events 
outside of the regular changing cycle due to unplanned incidents such as forgotten 
passwords or password compromises. 

It is also reported that the longest time it takes to generate passwords for work is, 
on average, 98.5 minutes for frequent passwords and 86.6 minutes for occasionally 
passwords [4]. The worst scenario: if every password takes the longest time to 
generate, an employee can spend 18.6 hours (or 2 ¼ business days) at a 60-day cycle 
each year generating passwords for their work. If the average annual wage of $81,704 
(or $39.15/hour) of federal civilian workers is used [25], we can estimate an annual 
cost of $728.19 per employee being pulled away from work to generate passwords. 

The Cost of Authentication 
Users interact with authentication systems on a daily basis for work, school, or for 
personal use. As shown in Figure 1, each authentication instance involves retrieving 
the correct password (from memory or from stored media) and typing the password to 
gain access. This authentication instance can be iterative in itself if any step fails in 
the sequence, e.g. incorrect password retrieved – forgetting or interferences, typing 
errors, or system failure.  
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Research investigating real-life user authentication experience includes diary studies, 
e.g. [15,24,26,27], and longitudinal studies, e.g. [2,28]. The number of authentication 
instances varies greatly in those studies, ranging from typing 8.11 passwords per day 
[2], 75 password events in a two-week span [27], to 23 authentication events in a day 
with 46.9% (~11 times) being password logins [24]. Users expressed frustration and 
time wasted from various login problems such as mistyping passwords, forgetting 
passwords, mismatching account and password, and getting locked out [4]. When 
entering passwords from memory, it is reported that the most common error is incorrect 
capitalization (shifting), followed by missing character(s) [29].  

While it is difficult to estimate the full costs of users’ authentication experience with 
passwords, we can start with a simplified way to calculate the costs associated with 
password entry. In the diary study done at the National Institute of Standards and 
Technology (NIST) [24], employees entered passwords about 11 times in a day and the 
NIST’s password policy requires passwords being 12 characters or longer. As reported 
in [21], it takes roughly14 seconds to type a password of 8 characters long. Estimating 
conservatively (as the NIST required passwords are longer than 8 characters), a typical 
full-time employee can spend 10.27 hours a year on typing passwords for 
authentication 2 . The estimate should be doubled, i.e. 20.54 hours, as a complete 
authentication often includes typing the user name besides the password. Using the 
same wage information (i.e. $39.15/hour) in [25], the annual cost per employee on 
entering user name and password pairs for authentication is roughly $804.14. 

For an organization with 100 employees, a rough estimate of $153,000 annually 
can be spent on employees’ basic password management activities (Maintenance not 
included), i.e. Generation ($728.19) and Authentication ($802.58), aside from 
productivity. For large organizations with 1,000 employees or more, this cost of basic 
password management can be more than $ 1,500,000 each year.  

Hidden Costs 
Beyond the two costs for basic password management demonstrated earlier, there are 
other hidden costs associated with the password management lifecycle. For example, 
it is not uncommon for organizations to enforce timeouts and screen locking to 
mitigate opportunistic misuse of an unattended computer [15,24]. It creates constant 
task interruptions and requires users to recover from interruptions that will also 
translate to productivity loss.  

More and more users’ computing experiences happen on mobile devices such as 
laptop computers, tablets, and smart phones. The cognitive and behavioral framework 
will provide us a foundation to explore the impacts on password entering experience 
with different keyboards and layouts. It will also allow us to investigate the potential 
interferences on users’ muscle memory of a well-practiced password and the increase 
on recall errors or typing errors due to transitioning from one platform to another or 
having to switch back and forth between platforms. Research is needed to understand 
the associated costs of users’ mobile authentication experience. 

                                                           
2  Total of 240 workdays assuming 5 days a week, 52 weeks, and minus two vacation weeks 

and 10 federal holidays. 
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3.4 Positive Attitudes = Better Security Behaviors and Less Frustration? 

In general, users are concerned with security, but they often are forced to develop less 
secure coping strategies (e.g. reuse passwords, or write down passwords) when they 
are unable to comply with password policies that are too restrictive and inflexible to 
match users’ capabilities [15]. 

However, in a large-scale survey study [4], the researchers found that users’ 
attitudes toward organizational password requirements are related to their password 
behaviors and experiences across all three stages in the password management 
lifecycle. Users holding positive attitudes toward password requirements value more 
in creating compliant and strong passwords, write down passwords less often, feel 
less frustration with authentication problems, better understand and respect the 
significance of security, as compared to users with negative attitudes. 

The findings on attitudes lead us to more research questions on searching for 
plausible means to encourage positive user attitudes and to provide user support 
addressing the negative thoughts.  

4 Conclusion 

Are cyber security and usability two parallel lines that never meet? Or, are they cross 
roads where the intersection is yet to be reached? We believe that, though it may not 
be easily seen, the intersection does exist among the theoretical, technical, and 
usability aspects of cyber security. It requires collaboration from researchers and 
practitioners with multi-disciplinary backgrounds in finding the right balance to reach 
that intersection that will provide acceptable security and usability.  

More research is needed on users’ cognitive and behavioral activities regarding 
interrelationships among the three stages in the password management lifecycle. What 
can be done more on the technology side to ensure security and protect information 
assets, and alleviate the burden on users so they will think more positively about 
security measures? Future research should use a holistic approach with the goal of 
providing data to enable the policy makers to make informed decisions on security 
policies that are both secure and usable, and to provide guidance in user support and 
education to promote positive attitudes.  
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