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Abstract. Any multi-user cryptographic primitives need revocation
since a legitimate user may quit the organization, or may turn to be
malicious, or the key may be leaked. In the group signature context,
usually group manager publishes the revocation list that contains revo-
cation tokens. Since signers/verifiers need to obtain the revocation list
in each revocation epoch for generating/verifying a group signature, a
small-size revocation list is really important in practice. However, all
previous revocable group signatures require at least O(r)-size revocation
list, where r is the number of revoked users. In this paper, we propose
the first revocable group signature scheme with the constant size revo-
cation list from identity-based revocation (IBR) techniques. We use an
IBR scheme proposed by Attrapadung-Libert-Panafieu (PKC2011) as a
building block. Although the maximum number of the revoked users
needs to be fixed in the setup phase, however, the maximum number
of group members is potentially unbounded (as in IBR). This property
has not been achieved in the recent scalable revocable group signature
schemes, and seems to be of independent interest.

Keywords: Revocable Group Signature, Identity-Based Revocation.

1 Introduction

1.1 Group Signature and Revocation

Group signature, proposed by Chaum and van Heyst [12], is a famous cryp-
tographic primitive that enables signer anonymity. The group manager (GM)
issues a signing key to a user, and the user makes a group signature on a cer-
tain message. A verifier can verify the signature by a group public key only, i.e.,
without using any user-dependent value. Therefore, no verifier can identify who
the actual signer is, though the validity of signatures can be verified.
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Any multi-user cryptographic primitives need revocation since a legitimate
user may quit the organization, or may turn to be malicious, or the key may
be leaked. In the group signature context, usually GM publishes the revocation
list that contains revocation tokens.1 Nakanishi et al. [28] proposed the first
(pairing-based) group signature schemes with constant signing/verification costs
in the random oracle model. However, their scheme requires O(

√
N)-size public

key, where N is the maximum number of users. Fan et al. [15] also proposed a
group signature scheme with constant signing/verification costs in the random
oracle model. Though they achieve constant-size group public keys, GM needs
to publish O(N) size values at each revocation. Therefore, the revocation list
size of the Fan et al. scheme is O(N).

Libert, Peters, and Yung (LPY) [25] proposed scalable group signature
schemes with revocation in the standard model by applying broadcast encryp-
tion (BE) techniques, where no signing key update is required, the verification
cost does not depend on the number of (revoked) users, and the size of public
key is also small. Their main idea for implementing the revocation functionality
in an efficient way is to apply subset cover framework (proposed by Naor, Naor,
and Lotspiech (NNL) [30]) which is explained as follows. The set of authorized
users S is partitioned into disjoint subsets S1, . . . , Sm, and an encryption key is
associated with each subset. There are mainly two ways for making partitions
called Complete Subtree (CS) and Subset Difference (SD). Here, m = O(r) (SD)
and m = O(r · log(N/r)) (CS). A public key setting of subset cover framework
is proposed in [14], where CS and SD settings can be implemented by using
identity-based encryption (IBE) and hierarchical IBE (HIBE), respectively. In
the LPY schemes [25], denoted as the LPY1(SD) scheme and the LPY2(CS)
scheme, respectively, each user has a decryption key of IBE(CS) or HIBE(SD)
issued by GM in the join phase. Moreover, in each revocation epoch, GM pub-
lishes the revocation list which containsm NNL ciphertexts as revocation tokens.
In the signature generation phase, a signer proves the decryption ability of a NNL
ciphertext in order to prove that the signer has not been revoked. They use the
Boneh-Boyen-Goh (BBG) HIBE [8] for SD and the Boneh-Boyen IBE [6] for CS
as building blocks. One may think that the Boneh-Gentry-Waters (BGW) BE
scheme [10] should be applied, since the BGW scheme supports the constant-size
ciphertext and it may lead to an efficient construction. It might be true, but the
size of public key becomes linear of N , and therefore there is no improvement
form the Nakanishi et al. scheme [28] though random oracles can be removed.

Libert, Peters, and Yung also proposed another SD-based revocable group sig-
nature scheme with the constant-size certificate [24] by applying concise vector
commitments [27] instead of HIBE. We denote this scheme the LPY3 scheme.
In order to show that a signer belongs to one of the SD subsets, the signer
proves that certain equality and inequality relations of identities against pri-
mary/secondary roots of the corresponding SD subset. See [24] for scheme

1 Actually, the revocation list contains a set of the revoked users, however, this can be
represented as at most N bits. So, we estimate the overhead size of the revocation
list, i.e., the size of tokens, as in [24] and BE schemes.
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details, but the crucial point is the revocation list containsm structure-preserving
signatures (such as the Abe-Haralambiev-Ohkubo (AHO) signature [1,2]) for
anonymously proving the equality and inequality relations.

Problem Statement: Though three LPY schemes [25,24] achieve not only ef-
ficient signing/verification costs but also small-size group public key and user
certificate, the group public key and certificates need to be obtained only once.
Whereas signers and verifiers need to obtain the revocation list in each revoca-
tion epoch for generating/verifying a group signature, and therefore a small-size
revocation list is desired in practice. That is, there is room for argument on the
size of the revocation list. However, as explained before, the set of authorized
users is partitioned into disjoint subsets S1, . . . , Sm, and revocation list contains
NNL ciphertexts/signatures in the LPY schemes, since m subsets are required
for covering all non-revoked users.

It is to be noted that the efficiency of the LPY schemes, in terms of the public
key size and signing/verification costs, are realized from the BE technique, but
this technique itself brings on O(r)-size revocation list. So, for reducing the size
of revocation list without detracting benefit points taken from BE, we need to
not only investigate another methodology of BE but also this methodology also
covers the above outcome of the BE technique.

1.2 Our Contribution

In this paper, we propose the first revocable group signature scheme in the
standard model with the constant-size revocation list. We compare our schemes
and (pairing-based) revocable group signature schemes which are secure in the
standard model [26,24,25,29] in Table 1. As the underlying one-time signature
(OTS) scheme of these group signature schemes, we use the Groth OTS scheme
[17] (which is existential unforgeable under the discrete logarithm assumption
in the standard model), where the verification key consists of 3 group elements
and the signature consists of 2 group elements.

Our Main Idea: Revocable Group Signatures from IBR Techniques:
In Identity-Based BE (IBBE), a user with ID can decrypt a ciphertext if ID ∈ S,
where S is the set of authorized users. In contrary, in Identity-Based Revocation
(IBR) [23], a user with ID can decrypt a ciphertext if ID �∈ S. In the group
signature context, the set S can be seen as IDs of revoked users, say R, and only
a non-revoked user can prove that ID �∈ R by showing the decryption ability of a
ciphertext associated with R. We apply the Attrapadung-Libert-Panafieu IBR
(ALP-IBR) scheme [4,3] as a building block.

It is particularly worth noting that only one ciphertext (corresponding to
R) needs to be contained into the revocation list, whereas m ciphertexts for
each subset S1, . . . , Sm and signatures thereof needs to be contained in the
LPY1(SD)/LPY2(CS) schemes [25]. That is, revocation tokens contained in the
revocation list can be described as in informally for now:
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Table 1. Comparison between Pairing-based Revocable Group Signatures in the Stan-
dard Model. Let N be the maximum number of users, T be the maximum number
of revocation epochs, T ′ be the parameter of the accumulated value in [29], r be the
number of revoked users, and R be the maximum number of revoked users. We denote
the number of group elements contained in a group signature on () in Signature size. ♦
stands for this scheme can be modified to have O(1)-size group public keys. † stands for
this complexity is only invoked at the first signature of each revocation epoch. Bounded
means that the maximum number of users N needs to be fixed in the setup phase.

Schemes Group PK Sig. Membership Rev.
size size cert size list size

LV [26] O(T )♦ O(1) (47) O(1) O(r)
LPY1(SD) [25] O(logN)♦ O(1) (96) O(log3 N) O(r)
LPY2(CS) [25] O(1) O(1) (96) O(logN) O(r · log(N/r))
LPY3 [24] O(logN) O(1) (144) O(1) O(r)
NF [29] O(T ′ logN) O(1) (143) O(T ′) O(r/T ′)
This work O(1) O(1) (98) O(R) O(1)

Schemes Sig. Verif. Rev. Num. of
cost cost cost Max. Users

LV [26] O(1) O(r) O(r) Bounded

LPY1(SD) [25] O(logN)† O(1) O(r · logN) Bounded
LPY2(CS) [25] O(1) O(1) O(r · log(N/r)) Bounded
LPY3 [24] O(1) O(1) O(r) Bounded
NF [29] O(T ′)† O(1) O(r · logN) Bounded

This work O(r)† O(1) O(r) Unbounded

LPY1(SD)/LPY2(CS): RL = {(Enc(S1), . . . ,Enc(Sm)}, where Enc is IBE or
HIBE, S1, . . . , Sm are subsets, and m = O(r) (SD) and m = O(r · log(N/r))
(CS). More precisely, RL contains m (structure-preserving) signatures on
each Enc(Si) for i ∈ [1,m].

Ours: RL = {Enc(R)}, where Enc is IBR of ALP and R is the set of revoked
users. More precisely, RL contains a signature on Enc(R). Note that no
structure-preserving signature is required here.

Since the ALP-IBR ciphertext is constant size, we can achieve the revocation
list containing the O(1)-size revocation token. Moreover, in our scheme, a signer
is not required to hide such information since all signers share one ciphertext,
whereas in the LPY1(SD)/LPY2(CS) schemes, a signer needs to hide which
subset is chosen, so as to achieve anonymity. This is the reason why no structure-
preserving signature is required for establishing RL, and a structure preserving
signature is used for hiding a membership certificate only in our scheme.

As another benefit point to apply IBR, the maximal number of group mem-
bers is potentially unbounded (as in IBR). Though this property has been



A Revocable Group Signature Scheme from IBR Techniques 423

achieved in the (non-revocable) dynamic group signature context and revocable
group signature scheme applying the revocation methodology introduced in [9],2

whereas scalable revocable group signature schemes (introduced in Table 1) do
not achieve this property, since these schemes apply BEs, vector commitments,
or accumulators.

Moreover, a revocable group signature with constant-size public key can be
constructed, though it is required to be obtained only once. That is, in IBR con-
text, R-size public key is published in order to compute a ciphertext, whereas in
group signature context, ciphertexts need to be computed by GM only,3 and sign-
ers/verifiers do not use the IBR public key for signing/verification algorithms.
So, the IBR public key can be contained into the GM secret key, and can be
removed from the group public key.

We achieve the constant-size revocation list as expense of the size of member-
ship certificate. Our scheme can be viewed as pre-computing offline components
(certificate) so as to achieving optimal-size online components (revocation to-
ken). Though a signer is required O(r) computations for signing, however, this
procedure is only invoked at the first signature of each revocation epoch as
in [25],4 and no signing key update is required.

Concurrent Work: Independent of our work, recently Nakanishi and Funabiki
(NF) [29] also consider to reduce the revocation list size by using a completely
different method, namely extended accumulators based on [5]. Briefly, they re-
duce the number of structure-preserving signatures of the LPY3 scheme [24]
from m to �m/T ′�, where GM accumulates T ′ subsets in the SD method, and
makes �m/T ′� signatures. Their scheme can be seen as a trade-off scheme, where
they can reduce the revocation size as expense of the size of public key and
membership certificate.

Improvement of the NF Scheme: We observe that the NF scheme also can
achieve the constant size revocation list by setting T ′ ≥ R though this fact is
not mentioned in the NF paper [29]. However, the signature size is longer than
that of our scheme (see Table 1). That is, our scheme is more efficient than this
variant of the NF scheme.

2 RL contains signing keys of revoked users, and non-revoked users update their sign-
ing keys using these values. Moreover, GM also updates gpk according to the current
RL. This methodology can be used for [13,16].

3 The same thing occurs in the LPY1(SD) scheme [25], where the HIBE public key,
say mpkBBG in their notation, can be removed from the group public key. Note that
the LPY3 scheme [25] requires O(logN)-size group public key since signers need to
compute vector commitments. Similarly, the NF scheme [29] requires O(T ′ · logN)-
size group public key since signers need to compute accumulators. Moreover, even if
a revocable group signature scheme is constructed from the BGW-BE scheme whose
public key size is O(N), it seems hard to reduce the public key size since a decryptor
of a BE ciphertext needs to use the public key.

4 Similarly, in the LPY1(SD) scheme [25], signers need to derive their HIBE secret
key before computing a group signature.
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2 Preliminaries

In this section, we give definitions of complexity assumptions, and introduce
cryptographic tools which are applied in our construction. Let PPT means prob-

abilistic polynomial time, and x
$← X means that an element x is chosen at

uniformly random from a set X . We use bilinear maps e : G × G → GT over
groups of prime order p, where e(g, h) �= 1GT iff g, h �= 1G.

2.1 Complexity Assumptions

Definition 1 (The Decision Linear (DLIN) assumption [9]). We say that
the DLIN assumption holds in G if for all PPT adversary A, AdvDLIN

A (λ) :=
|Pr[A(g, ga, gb, gac, gbd, gc+d) = 0]−Pr[A(g, ga, gb, gac, gbd, gz) = 0]| is negligible,
where g

$← G and a, b, c, d, z
$← Z∗

p.

Definition 2 (The q-Strong Diffie-Hellman (SDH) assumption [7]). We

say that the q-SDH assumption holds in G if for all PPT adversary A, Advq-SDH
A (λ)

:= Pr[A(g, ga, ga
2

, . . . , ga
q

) = (g
1

a+x , x)] is negligible, where g
$← G, a

$←∈ Z∗
p, and

x ∈ Zp.

Definition 3 (The q-Simultaneous Flexible Pairing (SFP) assumption
[2]). We say that the q-SFP assumption holds in G if for all PPT adversary

A, Advq-SFPA (λ) := Pr[A(gz , hz, gr, hr, a, ã, b, b̃, {(zj, rj , sj, tj , uj , vj , wj)}qj=1) =

(z∗, r∗, s∗, t∗, u∗, v∗, w∗)] is negligible, where gz, hz, gr, hr, a, ã, b, b̃
$← G, z∗ �= 1G,

and z∗ �= zj for all j = 1, . . . , q. Note that for all j = 1, . . . , q, e(a, ã) = e(gz, zj)

e(gr, rj)e(sj , tj) and e(b, b̃) = e(hz, zj)e(hr, uj)e(vj , wj) hold, and (z∗, r∗, s∗, t∗,
u∗, v∗, w∗) also satisfies these equations.

Next, we newly define a static complexity assumption (flexible Parallel Bilinear
Diffie-Hellman, flexible PBDH) as follows. The flexible PBDH assumption can
be considered as a variant of the Bilinear Diffie-Hellman Exponent (BDHE)
assumption [8,10]. We give the analysis of the flexible PBDH assumption over
bilinear generic group model in the full version of this paper due to the page
limitation, where it belongs to the uber-assumption family [8,11].

Definition 4 (The q-Computation Flexible PBDH assumption). We say
that the flexible q-Flexible Parallel Bilinear Diffie-Hellman (q-flexible PBDH)

assumption holds in (G,GT ) if for all PPT adversary A, Advq-F-PBDH
A (λ) :=

Pr[A(g, {g
a
bi , gbi}i∈[1,q], {g

abi
bj }i,j∈[1,q],i�=j) = (gy, g

y( a
bi

(b1+···+bq)))∧i ∈ [1, q]∧y ∈
Z∗
p] is negligible, where g

$← G and a, b1, . . . , bq
$← Zp.

2.2 Groth-Sahai Proof Systems

Here, we introduce Groth-Sahai proof systems [19] as follows. Let A,B be equal-
dimension vectors or matrices containing group elements. Then A � B denotes
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their entry-wise product. Let f := (f1,f2,f3) ∈ G3 × G3 × G3 be a common

reference string (CRS) s.t. β1, β2, ξ1, ξ2
$← Z∗

p, f1 = gβ1 , f2 = gβ2 , f1 = (f1, 1, g)

and f2 = (1, f2, g). In the perfectly sound proof setting, f3 = f1
ξ1 � f2

ξ2 where
ξ1, ξ2 ∈ Z∗

p. To commit a group element X ∈ G, compute commitments C =

(1, 1, X)� f1
r � f2

s � f3
t with r, s, t

$← Z∗
p, which is a ciphertext of the Boneh-

Boyen-Shacham linear encryption scheme. In the witness indistinguishability
(WI) setting, f1,f2,f3 are linearly independent. Then, C is a perfectly hiding
commitment. To commit a scalar x ∈ Zp, compute C = ϕx � f1

r � f2
s with

r, s
$← Z∗

p. In the perfectly sound proof setting, ϕ = f3 � (1, 1, g) where f3 =

f1
ξ1 � f2

ξ2 for ξ1, ξ2 ∈ Z∗
p. Then ϕ,f1,f2 are linearly independent. In the WI

setting, ϕ = f1
ξ1 � f2

ξ2 for ξ1, ξ2 ∈ Z∗
p.

Groth-Sahai proofs prove that the committed values satisfy pairing-product
equations

∏n
i=1 e(Ai,Xi) ·

∏n
i=1 ·

∏n
j=1 e(Xi,Xj)

ai,j = tT for variables X1, . . . ,Xn

∈ G, constants tT ∈ GT , A1, . . . ,An ∈ G, ai,j ∈ Zp for i, j ∈ {1, . . . , n}.
Groth-Sahai proofs also follow multi-exponentiation equations

∏m
i=1 A

yi

i ·
∏n

i=1

X bj
j ·

∏m
i=1 ·

∏n
i=1 X

yiγij

j = T for variables X1, . . . ,Xn ∈ G, y1, . . . , ym ∈ Zp, and
constants T,A1, . . . ,Am ∈ G, b1, . . . , bn ∈ Zp and γij for i ∈ {1, . . . ,m} and
j ∈ {1, . . . , n}. Proofs for quadratic equations require 9 group elements, proofs
for linear equations require 3 group elements, and proofs for linear
multi-exponentiation equations require 2 group elements.

2.3 The Abe-Haralambiev-Ohkubo Structure-preserving Signatures

In this section, we introduce the AHO signature [2]. Let pp = ((G,GT ), g) and
n ∈ N be an upper bound on the number of group elements that can be signed
altogether. In our group signature, we set n = 3.

KeyGen(pp, n) : Choose Gr, Hr
$← G, γz, δz

$← Zp, and γi, δi
$← Zp for i =

1, . . . , n. Compute Gz = Gγz
r , Hz = Hδz

r , Gi = Gγi
r , and Hi = Hδi

r for

i = 1, . . . , n, and compute αa, αb
$← Zp, A = e(Gr, g

αa), and B = e(Hr, g
αb).

Output pk = (Gr , Hr, Gz , Hz, {Gi, Hi}ni=1, A,B) ∈ G2n+4 × G2
T and sk =

(αa, αb, γz, δz, {γi, δi}ni=1).

Sign(sk, (M1, . . . ,Mn)) : Choose ζ, ρ, τ, ν, ω
$← Zp, and output a signature σ =

(θ1, . . . , θ7) where
(
θ1 = gζ , θ2 = gρ−γzξ ·

n∏

i=1

M−γi

i , θ3 = Gτ
r , θ4 = g(αa−ρ)/τ ,

θ5 = gν−δzξ ·
n∏

i=1

M−δi
i , θ6 = Hω

r , θ7 = g(αb−ν)/ω
)
.

Verify(pk, σ, (M1, . . . ,Mn)) : Check the equationsA = e(Gz , θ1)e(Gr, θ2)e(θ3, θ4)∏n
i=1 e(Gi,Mi) and B = e(Hz, θ1)e(Hr, θ5)e(θ6, θ7)

∏n
i=1 e(Hi,Mi). If both

equations hold, then output 1, and 0 otherwise.

The AHO signature is existential unforgeable under the q-SFP assumption.
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3 Definitions of Revocable Group Signature

In this section, we give the syntax and correctness definitions of revocable group
signature. We use the LPY definitions [24,25] which are modified from the
Kiayias-Yung (KY) model [21,20] to match the revocation functionality. We use
R to the Setup algorithm as its input, instead of the maximal number of group
membersN , due to our construction. Though we need to fix R in the setup phase,
however, the maximal number of group members is potentially unbounded (as
in IBR).

A revocable group signature schemeR-GS consists of 6 algorithms (Setup, Join,
Revoke, Sign,Verify,Open) as follows:

Definition 5 (Revocable Group Signature).

Setup(λ,R) : This algorithm takes as inputs a security parameter λ ∈ N and
a maximal number of revoked users R ∈ N, and outputs a group public
key Y, the group manager (GM) private key for revocation SGM, and the
opening authority (OA) private key for opening SOA. Moreover, the algorithm
initializes a public state St comprising a set data structure Stusers = ∅ and a
string data structure Sttrans = ε.

JoinGM,Ui : This interactive protocol between GM and a user Ui (whose iden-
tity is IDi) involves two interactive Turing machines Juser and JGM which
execution is denoted as [Juser(λ,Y), JGM(λ, St,Y,SGM)]. Ui obtains a mem-
bership secret seci and a membership certificate certi which contains IDi. If
the protocol is successful, GM updates Stusers ← Stusers ∪ {IDi} and Sttrans ←
Sttrans||〈i, transcripti〉.

Revoke(Y,SGM, t,Rt ⊂ Stusers) : This algorithm takes as input Y, SGM, a revoca-
tion epoch t, and a set of revoked users Rt ⊂ Stusers, and outputs an updated
revocation list RLt which contains Rt.

Sign(t, RLt, cert, sec,M) : This algorithm takes as input a time t, RLt, cert,
sec, and a message M to be signed, and outputs ⊥ if ID ∈ Rt, and a group
signature Σ, otherwise.

Verify(Σ, t, RLt,M,Y) : This algorithm takes as input Σ, t, RLt, M , and Y,
and outputs 1 or 0 which mean valid or invalid, respectively.

Open(M,Σ,Y, t,SOA, St) : This algorithm takes as input M , Σ, Y, t, SOA, and
St := (Stusers, Sttrans), and outputs i such that IDi ∈ Stusers ∪ {⊥}, where ⊥
is a symbol indicating an opening failure.

Next, we define correctness. Let St be a public state, and St is said to be
valid if it can be reached from St = (∅, ε) by a Turing machine having oracle
access to JGM. A state St′ is said to be extended anther state St if it can be
reached from St. As in [21,20,24,25] we use certi �Y seci to express that there
exist coin tosses � for JGM and Juser s.t., for some valid state St′, the execution
of [Juser(λ,Y), JGM(λ, St,Y,SGM)](�) provides Juser with 〈i, certi, seci〉.

Definition 6 (Correctness). A revocable group signature scheme R-GS is
said to be correct if:
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1. In a valid state St = (Stusers, Sttrans), the condition |Stusers| = |Sttrans| holds,
and no two entries of Sttrans can contain certificates with the same tag. Note
that in our scheme, tag is (ID, X).

2. If [Juser(λ,Y), JGM(λ, St,Y,SGM)] is honestly run by both parties and 〈i, certi,
seci〉 is obtained by Juser, then certi �Y seci holds.

3. For each t andany 〈i, certi, seci〉 satisfying condition 2,Verify(Sign(t, RLt, certi,
seci,M), t, RLt,M,Y) = 1 holds if IDi �∈ Rt.

4. For any 〈i, certi, seci〉 resulting from the interaction [Juser(·, ·), JGM(·, St, ·, ·)]
for some valid state St, any t s.t. IDi �∈ Rt, Open(M,Σ,Y, t,SOA, St) = i
holds where Σ = Sign(t, RLt, certi, seci,M).

Nextwe introduce three securitydefinitions,misidentification, non-frameability,
and anonymity. Before that, we introduce variables and oracles as follows:

stateI : This is a data structure which is initialized as stateI = (St,Y,SGM,SOA)
← Setup(λ,R). This structure represents the state of the interface as the ad-
versary invokes the various oracles, and includes a counter t which indicates
the number of user revocation queries so far (i.e., the current revocation
epoch).

n = |Stusers| : This is the current cardinality of the group.
Sigs : This is a set of signatures Sigs created by the signing oracle. Each entry

is represented as (IDi, t,M,Σ), where Σ is a group signature on M signed
by Ui on t.

Ua : This is the set of corrupted users who were introduced by the adversary A
via an execution of the join protocol.

U b : This is the set of honest users who were added in the system by the join
protocol with the adversary A who acts a dishonest GM. A can obtain the
transcript of the join protocol, but A cannot obtain sec.

Qpub, QkeyGM, and QkeyOA : When these oracles are invoked, the interface looks
up stateI , and returns Y, SGM, or SOA, respectively.

Qa-join : This is the join oracle for a corrupted user. On behalf of GM, the in-
terface runs JGM in interaction with Juser which is run by the adversary. If
this protocol successfully ends, the interface increments n ← n + 1, add
IDn to Ua, and updates St s.t. Stusers ← Stusers ∪ {IDn} and Sttrans ←
Sttrans||〈n, transcriptn〉.

Qb-join : This is the join oracle for an honest user. On behalf of a user, the in-
terface runs Juser in interaction with JGM which is run by the adversary. If
this protocol successfully ends, the interface increments n ← n + 1, add
IDn to U b, and updates St s.t. Stusers ← Stusers ∪ {IDn} and Sttrans ←
Sttrans||〈n, transcriptn〉. Moreover, the interface stores certn and secn in a
private part of stateI .

Qsig : This is the signing oracle. Given (i,M), the interface checks whether the
private area of stateI contains (certi, seci) or not, and also checks IDi �∈ Rt,
where t is the current revocation epoch. In no such (certi, seci) with IDi �∈
Rt exist or IDi �∈ U b, then return ⊥. Otherwise, the interface runs Σ ←
Sign(t, RLt, certi, seci,M), updates Sigs ← Sigs||(IDi, t,M,Σ), and returns
Σ.
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Qopen : This is the opening oracle. Given (M,Σ), the interface runs Open(M,Σ,
Y, t,SOA, St) using the current state St, and returns its output result.

Q¬S
open : This is the restricted opening oracle. Let S be a set with the form
(M,Σ, t). Given (M,Σ, t) the oracle returns the result of Open(M,Σ,Y, t,
SOA, St) if (M,Σ, t) �∈ S.

Qread and Qwrite : These are reading and writing oracles, respectively, in order
to read/write stateI . Qread outputs the whole stateI but the public/private
keys and the private part of stateI where membership secrets are stored after
Qb-join queries. The adversary can modify stateI via Qwrite at will as long as
it does not remove or alter elements of Stusers, Sttrans, or invalidate the public
state St.

Qrevoke : This is the revocation oracle. Given an index i ∈ N such that IDi ∈
Stusers, the interface checks whether IDi is contained in the appropriate user
set (i.e., either Ua or U b) or not, and whether 〈i, transcripti〉 s.t. IDi �∈ Rt is
contained in Sttrans or not, where t is the current revocation epoch. If not,
then return ⊥. Otherwise, the interface increments t ← t+1, adds IDi to Rt,
and updates RLt. We assumed that the adversary only revokes one user per
query to Qrevoke. However, it can be easily extended to allow multiple users
revocation at once.

Moreover, we define the IsRevoked algorithm. This algorithm takes as input
(sec, cert, RLt), and outputs 1 if a user who has (sec, cert) is contained in RLt,
and 0 otherwise.

Nextwe introduce three securitydefinitions,misidentification, non-frameability,
and anonymity. Briefly, misidentification guarantees that no adversary (who does
not have SGM) can produce a valid group signature whose opening result is in
outside of the set of non-revoked adversarially-controlled users. Non-frameability
guarantees that no adversary (who can corrupt GM and OA) can produce a group
signature whose opening result is an honest user. Anonymity guarantees that no
adversary (who does not have SOA) can distinguish whether signers of two group
signatures are the same or not.

Definition 7 (Misidentification). Let A be an adversary and C be the chal-
lenger. C runs stateI = (St,Y,SGM,SOA) ← Setup(λ,R). A is allowed to access
Qpub, Qa-join, Qrevoke, Qread, and QkeyOA. Finally, A outputs (M∗, Σ∗). We say
that A wins if (1) Verify(Σ∗, t∗, RLt∗ ,M

∗,Y) = 1, where t∗ is the challenge re-
vocation epoch, and (2) for ID ← Open(M∗, Σ∗,Y, t∗,SOA, St

′), ID �∈ Ua \ Rt∗ .
Let Advmis−id

A (λ) := Pr[A wins]. We say that R-GS is secure against misidenti-

fication attack if for all PPT A, Advmis−id
A (λ) is negligible.

Definition 8 (Non-frameability). Let A be an adversary and C be the chal-
lenger. C runs stateI = (St,Y,SGM,SOA) ← Setup(λ,R). A is allowed to access
Qpub, QKeyGM, QkeyOA, Qb-join, Qrevoke, Qsig, Qread, and Qwrite. Finally, A outputs
(M∗, Σ∗, t∗, RLt∗). We say that A wins if (1) Verify(Σ∗, t∗, RLt∗ ,M

∗,Y) = 1,
and (2) for ID ← Open(M∗, Σ∗,Y, t∗,SOA, St

′), ID ∈ U b and (ID, t∗,M∗, ∗) �∈
Sigs. Let AdvnfA(λ) := Pr[A wins]. We say that R-GS is secure against misiden-
tification attack if for all PPT A, AdvnfA(λ) is negligible.
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Definition 9 (Anonymity). Let A be an adversary and C be the challenger.
C runs stateI = (St,Y,SGM,SOA) ← Setup(λ,R). A is allowed to access Qpub,
QKeyGM, Qrevoke, Qopen, Qread, and Qwrite. A outputs (aux,M∗, t∗, RLt∗ , (cert

∗
0,

sec∗0), (cert
∗
1, sec

∗
1)). For d ∈ {0, 1}, if (cert∗d �Y sec∗d), IsRevoked(sec∗d, cert

∗
d,

RLt∗) = 0, and cert∗0 �= cert∗1, then C chooses b
$← {0, 1}, computes Σ∗ ←

Sign(t∗, RLt∗ , cert
∗
b , sec

∗
b ,M

∗), and sends Σ∗ to A. Then A is allowed to access
Qpub, QKeyGM, Qopen, Qread, and Qwrite, with one exception that A is not allowed
to send (M∗, Σ∗, t∗) to Qopen. Finally, A outputs b′ ∈ {0, 1}. Let AdvanonA (λ) :=
|Pr[b = b′] − 1

2 |. We say that R-GS is anonymous if all PPT A, AdvanonA (λ) is
negligible.

4 Attrapadung-Libert-Panafieu Identity-Based
Revocation

For the sake of clarity, in this section we introduce the Attrapadung-Libert-
Panafieu Identity-Based Revocation (ALP-IBR) scheme [4,3]. Before that, we
introduce the underlying idea for constructing ALP-IBR as follows: Let R =
(ID1, . . . , IDr) be the set of unauthorized users, and then the polynomial fR(Z) =
(Z − ID1) · · · (Z − IDr) = a0 + a1Z + · · ·ar−1Z

r−1+Zr and its coefficients yR =
(a0, a1, . . . , ar−1, 1) are uniquely determined. Let X ID := (1, ID, ID2, . . . , IDr).
Then, ID �∈ R ⇐⇒ fR(ID) �= 0 ⇐⇒ yR ·X ID �= 0 hold. Let (r+1)× r matrix
MID be

MID :=

⎛

⎜
⎜
⎜
⎜
⎜
⎝

−ID −ID2 · · · −IDr

1 0 · · · 0
0 1 · · · 0
...

...
. . .

...
0 0 · · · 1

⎞

⎟
⎟
⎟
⎟
⎟
⎠

=

(
−ID −ID2 · · · −IDr

Ir

)

where Ir is the r × r identity matrix, and let M1 be the first row of MID,
i.e., (−ID,−ID2, . . . ,−IDr). Let ω = (a1, . . . , ar−1, 1). Then, ωM

T
1 = −(a1ID +

a2ID
2 + · · · + ar−1ID

r + IDr). Now fR(ID) �= 0 ⇐⇒ −(a1ID + a2ID
2 + · · · +

ar−1ID
r + IDr) �= a0 holds. That is, ID �∈ R ⇐⇒ ωMT

1 �= a0 holds. The
ALP-IBR scheme is constructed by using this relation.

Next, we introduce the ALP-IBR scheme. An IBR scheme IBR consists of
4 algorithms (Setup,KeyGen,Encrypt,Decrypt). Briefly, a user whose identity is
ID has a secret key skID. A ciphertext which is associated with a set of revoked
user R can be decrypted by skID if ID �∈ R. In the following scheme, gα :=
(gα1 , . . . , gαR+1) for α = (α1, . . . , αR+1) and for A = gα, Az = (gα)z = g〈a,z〉,
where 〈·, ·〉 is the inner product.

Setup(1λ, R) : Here λ is a security parameter and R is the maximum number
of revoked users. Choose a bilinear group G of prime order p > 2λ with

a random generator g
$← G. Choose α, α1, . . . , αR+1

$← Z∗
p, and set α :=

(α1, . . . , αR+1). Output pkALP = (g, gα,A = e(g, g)α) and mskALP = α.
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KeyGen(ID,msk, pk) : Let MID be a (R+1)×R matrix defined as in the above.

Choose u
$← Z∗

p, and compute D0 = gu, D1 = gα+uα1 , and K = guM
T
IDα,

and output skID = (D0, D1,K), where K = guM
T
IDα = (gu(−IDα1+α2), . . . ,

gu(−IDRα1+αR+1)) ∈ G
R.

Encrypt(R,M, pk) : For a set of revoked user R = (ID1, . . . , IDr), let yR =
(a0, a1, . . . , ar−1, 1) is the vector of coefficients of fR(Z) = (Z− ID1) · · · (Z−
IDr), where R = {ID1, . . . , IDr} is the set of identities of revoked users.

Choose s
$← Z∗

p, and compute C0 = M · As, C1 = gs, and C2 = gs〈yR,α〉.
Note that C2 = gs〈yR,α〉 can be computed without knowing α from gα and
yR. Output a ciphertext C = (C0, C1, C2).

Decrypt(C,R, skID, pk) : Let M1 be the vector of the first row of MID. Let yR =
(a0, a1, . . . , ar−1, 1) as in the Encryption algorithm. If ID ∈ R, then ωMT

1 =
a0 holds, where ω = (a1, . . . , ar, 1), and output ⊥. Otherwise, if ID �∈ R,
then ωMT

1 �= a0 holds. Let Kr be the vector of the first r components of
K, i.e., Kr := (gu(−IDα1+α2), . . . , gu(−IDrα1+αr+1)) ∈ Gr. Then,

Kω
r = gu(α1ωMT

1 +〈yR,α〉−α1a0) = guα1(ωMT
1 −a0)gu〈yR,α〉,

e(C2, D0)

e(Kω
r , C1)

=
e(gs〈yR,α〉, gu)

e(guα1(M1ω−a0)gu〈yR,α〉, gs)

=
e(gu〈yR,α〉, gs)

e(guα1(M1ω−a0), gs)e(gu〈yR,α〉, gs)

= e(g, g)−suα1(M1ω−a0), and

e(D1, C1) = e(gα+uα1 , gs) = e(g, g)αse(g, g)suα1 holds. Therefore,

C0

e(D1, C1)
(

e(C2,D0)
e(Kω

r ,C1)

) 1
M1ω−a0

= M · As/e(g, g)αs = M holds.

5 Proposed Revocable Group Signature Scheme from
Identity-Based Revocation

General Idea: In this section, we give our revocable group signature. In or-
der to explain our construction methodology, first we give a big picture which
gives our intuitive idea as follows. Assume that GM has a (long term) signature
signing/verification key (gsk, gpk), and a (structure preserving) signature sign-
ing/verification key (skGM, vkGM). Let (upk, usk) be a public/secret key pair of

a user, OT S = (G,S,V) be an OTS scheme, (Sign(i),Verify(i)) for i = 1, 2 be
signature schemes, IBR be an IBR scheme, and Tag be a tag-based encryption
scheme [22]. For an element X , we denote by X as its corresponding variable in
the proof system, and denote comX as the corresponding commitment.

User Signing Key: cert = (ID, upk, IBR.skID, σ = Sign
(1)
skGM

(upk, IBR.skID)) and
seci = usk.
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Revocation Token: IBR.Enc(R,M) and σrevoke = Sign
(2)
gsk(IBR.Enc(R,M)).

Group Signature: (SK,VK) ← G(λ). Commit upk, IBR.skID, and σ to com =
(comupk, comIBR.skID

, comσ). Compute a proof Π that the committed values
satisfying the following:

IBR.Dec
(
IBR.skID, IBR.Enc(R,M)

)
= M (1)

Verify
(1)
vkGM

(
(upk, IBR.skID), σ

)
= 1 (2)

Tag.Enc
(
pkOA,VK, upk

)
= C (3)

Compute SSK(C, com,Π) = σOTS. A group signature is Σ = (VK, σOTS, C,
com,Π).

Verification : Verify proof Π, σOTS, and Verify
(2)
gpk(IBR.Enc(R,M), σrevoke) = 1.

Open : Tag.Dec
(
skOA,VK, C

)
= upk.

That is, a signer (whose identity is ID) has (upk, usk), and has a decryption key of
IBR IBR.skIDwhich is issuedbyGM.GMalso issues a signatureσ of (upk, IBR.skID).
The signer proves that (1) ID �∈ R by showing that IBR.Enc(R,M) can be de-
crypted by IBR.skID, (2) (upk, IBR.skID) are issued by GM by showing the posses-
sion of σ on (upk, IBR.skID), and (3) C is a ciphertext (with tag VK) of upk.

Techniques Towards Our Construction: In the actual scheme, usk = x and
upk = X := gx and (skGM, vkGM) is a key pair of the AHO signature scheme.
Moreover, we use the Kiltz tag-based encryption [22] for Tag.Enc. Note that we
do not have to prepare a full IBR ciphertext. Actually, for each revocation epoch
t, GM computes a (de-randomized) ALP-IBR ciphertext Ct = g〈yR,α〉 instead of
IBR.Enc(Rt,M), where Rt := (ID1, . . . , IDr) is the set of current revoked users.

GM signs Ct as an evidence that Ct is made by GM (Sign(2) in the big picture).
Unlike the LPY schemes, the signer does not have to hide Ct, since it is shared
by all signers, and therefore GM does not have to use any structure preserving
signature for signing Ct (this is the reason why we need to setup just one AHO
signature key pair whereas the LPY schemes require two AHO signature key
pairs), and a signer does not have to compute a commitment of Ct and the
corresponding Groth-Sahai proof.

For proving the decryption ability, we use the following (modified) decryption

equation. Let y := M1ω, A := e(g, g)α, Γ1 := guω
TMT

IDα, Γ2 = gy, Γ3 := gu,
and Γ4 := gα · guα1 . Here, IBR.skID = (Γ3, Γ4), and Γ1 can be computed from

K = guM
T
IDα and ω as in the ALP-IBR scheme. Then, from the equation e(gα ·

guα1 , g) = e(g, g)α
(

e(Kω,g)

e(g〈yR,α〉,gu)

) 1
y−a0

, we have

e(Γ4, g) = A ·
( e(Γ1, g)

e(Ct, Γ3)

) 1
y−a0

= A · e(Γ
1

y−a0
1 , g)

e(Ct, Γ
1

y−a0
3 )

= A · e(σy,1, g)

e(Ct, σy,2)
(4)
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where σy,1 = Γ
1

y−a0
1 and σy,2 = Γ

1
y−a0
3 are Boneh-Boyen short signatures [7]. In

order to prove that these are valid short signatures on y with the verification
key ga0 , we use the following equations

e(σy,1, Γ2/g
a0) = e(Γ1, g), e(σy,2, Γ2/g

a0) = e(Γ3, g)

From these equations, y �= a0 is guaranteed. This technique has been considered
in the LPY3 paper [24] for proving an inequality relation. Note that Γ3 and Γ4

(and upk = X also) are signed by GM by using the AHO signature, and the
signer also proves that the possession of an AHO signature on (X,Γ3, Γ4). One

may think that g
1

y−a0 and C
1

y−a0
t are enough to prove the decryption ability. As

the reason, the equation (4) is linear since g and Ct are constant values. This
helps to reduce the signature size since the corresponding Groth-Sahai proof con-
tains just 3 group elements, whereas for a quadratic equation the corresponding
Groth-Sahai proof contains 9 group elements.

As another part of a group signature, a signer encrypts its identifier X , and
prove that a plaintext X is signed by GM. To do so, the signer makes a commit-
ment of X and also makes commitments of the AHO signature of X , and make
Groth-Sahai proofs that a plaintext X is signed by GM. For achieving CCA -
anonymity, where an adversary is allowed to issue open queries in the anonymity
game, we use the Kiltz tag-based encryption scheme [22], as in the Groth group
signature scheme [18] and the LPY schemes.

Note that all components of an AHO signature do not have to be commit-
ted by applying the ReRand algorithm [2]. That is, for an AHO signature σ, let
{θ′i}7i=1 ← ReRand(pkAHO, σ) be a result of re-randomization. Then, {θ′i}i∈{3,4,6,7}
are independent of the corresponding signed message, and therefore {θ′i}i∈{3,4,6,7}
can be directly included into a part of a group signature. That is, the size of group
signature can be reduced by avoiding to compute commitments of {θ′i}i∈{3,4,6,7}
thanks to the ReRand algorithm. This technique also has been considered in LPY
schemes [25,24].

OurProposed Scheme: Each user Ui has a long term signature signing/verification
key (usk[i], upk[i]) which is registered in some PKI. Moreover, GM also has a long
term signature signing/verification key (gsk, gpk) which is also registered in some
PKI.We assume that each user has a unique identity ID ∈ Zp (chosen byGM), and
IDi �= IDj for all i �= j.

Construction 1 (Revocable Group Signature from IBR).

Setup(λ,R):
1. Choose (G,GT ) of prime order p > 2λ, where 〈g〉 = G.
2. Generate a key pair (skAHO, pkAHO) for the AHO signature in order to

sign three group elements.
– pkAHO = (Gr , Hr, Gz , Hz, {Gi, Hi}3i=1, A,B)
– skAHO = (αa, αb, γz, δz, {γi, δi}3i=1)

3. Setup the ALP-IBR scheme, and obtain (pkALP,mskALP). Parse pkALP =
(g, gα,A = e(g, g)α).
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4. Select a CRS for NIWI proof system: f := (f1,f2,f3) ∈ G3×G3×G3 s.t.

β1, β2, ξ1, ξ2
$← Z∗

p, f1 = gβ1 , f2 = gβ2 , f1 = (f1, 1, g), f2 = (1, f2, g),

and f3 = f1
ξ1 � f2

ξ2 . ϕ = f3 � (1, 1, g) is also defined.

5. Choose U, V
$← G (for the Kiltz Tag-based encryption scheme).

6. Choose a strongly unforgeable OTS scheme OT S = (G,S,V).
Output Y = (g,A, pkAHO, gpk, f ,ϕ, (U, V ),OT S), SGM = (pkALP,mskALP,
(skAHO, gsk)), and SOA = (β1, β2). Note that (g,A) is a part of pkALP.

JoinGM,Ui:

User : Choose x
$← Zp, compute X = gx, and send X to GM.

GM :

1. If X already appears in some entry transcriptj, then abort and return
⊥. Otherwise, choose IDi ∈ Zp.

2. Choose u
$← Z∗

p, and compute gu, gα · guα1 and guM
T
IDi

α, where

MIDi
:=

(
−IDi −ID2

i · · · −IDR
i

IR

)

is a (R + 1)× R matrix, IR is the R × R identity matrix, and T is
transpose of matrix.

3. Generate an AHO signature σ = (θ1, . . . , θ7) on (X, gu, gα · guα1) by
using skAHO.

4. Send (gu, gα · guα1 , guM
T
IDi

α) to User.

User : If these keys arewell-formed, then compute sigi = Signusk[i](X ||(gu, gα ·
guα1 , guM

T
IDi

α)) by using the long-term key, and send sigi to GM.

GM : If Verifyupk[i](X ||gu, gα ·guα1 , guM
T
IDi

α), sigi) = 1, then send σ to User,
and store transcripti = (IDi, X, σ) in Sttrans. Moreover, update Stusers ←
Stusers ∪ {IDi}.

User : Set certi = (IDi, σ,X, (gu, gα · guα1 , guM
T
IDi

α)) and seci = x.

Revoke(Y,SGM, t,Rt ⊂ Stusers):

1. Let Rt := (ID1, . . . , IDr) ⊂ Stusers be the revocation list on time t. For a
variant Z, define the revocation polynomial fRt(Z) := (Z− ID1) · · · (Z−
IDR) = a0 + a1Z + a2Z

2 + · · ·+ ar−1Z
r−1 + Zr, and let yRt be a set of

coefficients (a0, a1, . . . , ar−1, 1).
2. Compute a (part of) de-randomized IBR ciphertext Ct = g〈yR,α〉 from

yRt and gα = (gα1 , . . . , gαr+1).
3. Generate a signature Θt on (Ct, g

t) by using gsk.

Output RLt = (t,Rt, Ct, Θt). Note that we estimate the size of RLt without
considering IDs as in the estimation of the certificate-size in [24].

Sign(t, RLt, cert, sec,M):

1. Parse cert = (ID, σ,X, (gu, gα · guα1 , guM
T
IDα)) and sec = x.

2. (SK,VK) ← G(λ) (OTS).
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3. Let ω := (a1, . . . , ar−1, 1) and M1 = (−ID,−ID2, . . . ,−IDr) (the first

row of MID). Set y := ωMT
1 and compute Γ1 = guω

TMT
IDα and Γ2 = gy,

set Γ3 = gu and Γ4 = gα · guα1 , and compute σy,1 = Γ
1

y−a0
1 and σy,2 =

Γ
1

y−a0
3 .

4. Compute {θ′i}7i=1 ← ReRand(pkAHO, σ).
5. Compute Groth-Sahai commitments comX and {comθ′

i
}i∈{1,2,5}, and com-

pute a NIWI proof πσ which provides evidence that

A = e(Gz , θ
′
1)e(Gr, θ

′
2)e(θ

′
3, θ

′
4)e(G1, X)e(G2, Γ3)e(G3, Γ4)

B = e(Hz , θ
′
1)e(Hr, θ

′
5)e(θ

′
6, θ

′
7)e(H1, X)e(H2, Γ3)e(H3, Γ4)

Since {θ′i}i∈{3,4,6,7} are constants, the above equations are both linear
and require 3 elements each. That is, πσ contains 6 group elements.

6. Compute Groth-Sahai commitments {comσy,i}2i=1 and {comΓi}4i=1, and

compute a NIWI proof πΓ which provides evidence that A · e(σy,1,g)
e(Ct,σy,2)

=

e(g, Γ4), e(σy,1, Γ2/g
a0) = e(Γ1, g), and e(σy,2, Γ2/g

a0) = e(Γ3, g). Since
the first equation is linear, and the second and third equations are
quadratic, πΓ requires 21 group elements.

7. Encrypt X by the Kiltz tag-based encryption scheme [22] (tag: VK),

where z1, z2
$← Zp and (Ψ1, Ψ2, Ψ3, Ψ4, Ψ5) = (fz1

1 , fz2
2 , X · gz1+z2 , (gVK ·

U)z1), (gVK · V )z2)).
8. Generating a NIZK proof that comX and (Ψ1, Ψ2, Ψ3) are

Boneh-Boyen-Shacham linear encryptions of the same value X.
comX � (Ψ1, Ψ2, Ψ3)

−1 can be represented as comX � (Ψ1, Ψ2, Ψ3)
−1 =

(f τ1
1 f τ3

3,1, f
τ2
2 f τ3

3,2, g
τ1+τ2f τ3

3,3). Compute Groth-Sahai commitments

{comτj}3j=1 and proofs {πeq−comj
}3j=1 that (τ1, τ2, τ3) satisfies the above

three relations. Since these are linear equations, each πeq−comj
requires

2 group elements, and {πeq−comj
}3j=1 requires 6 group elements in total.

9. Compute σVK = g1/(x+VK) and compute a Groth-Sahai commitment
comσVK

and compute a NIWI proof πσVK
that the committed value σVK

and X satisfy e(σVK, X · gVK) = e(g, g). Since this equation is quadratic,
πσVK

requires 9 group elements.
10. Compute σOTS = SSK(M,RLt, Ψ1, Ψ2, Ψ3, Ψ4, Ψ5, Ω, com,Π)),

where Ω = {θ′i}i∈{3,4,6,7}, com =
({comΓi}4i=1, comX , {comσy,i}2i=1, {comθ′

i
}i∈{1,2,5}, {comτi}3i=1, comσVK

),
and Π = (πΓ , πσ, πeq−com1

, πeq−com2
, πeq−com3

, πσVK
).

Output the group signature Σ = (VK, Ψ1, Ψ2, Ψ3, Ψ4, Ψ5, Ω, com,Π, σOTS).
Verify(Σ, t, RLt,M,Y):

1. If V(VK, (M,RLt, Ψ1, Ψ2, Ψ3, Ψ4, Ψ5, Ω, com,Π), σOTS) = 0, then return
0.

2. Return 0 if e(Ψ1, g
VK) �= e(f1, Ψ4) or e(Ψ2, g

VK) �= e(f2, Ψ5).
3. Return 1 if all proofs properly verify. Otherwise, return 0.
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In the verification, a verifier uses (Ct, g
t) which is signed by GM. This can

be checked by Θt and gpk. We assume that the verifier always uses (Ct, g
t)

certified by GM.
Open(M,Σ,Y, t,SOA, St):

1. Return ⊥ if Verify(Σ, t, RLt,M,Y) = 0.

2. Otherwise, compute X̃ = Ψ3 · Ψ1−/β1

1 Ψ
−1/β2

2 .
3. Find a record (ID, X, σ) in Sttrans such that X = X̃. If no record exists,

return ⊥. Otherwise, return ID.

Duo to the page limitation, we give the security proofs of the following theo-
rems in the full version of this paper.

Theorem 1 (Misidentification). The proposed group signature scheme is se-
cure against misidentification attack under the qa-SFP assumption and the qa-
flexible PBDH assumption, where qa is the maximal numbers of Qa-join queries.

Theorem 2 (Non-frameability). The proposed group signature scheme is se-
cure against framing attack under the qb-SDH assumption and OT S is a strongly
unforgeable one-time signature scheme, where qb is the maximal numbers of
Qb-join queries.

Theorem 3 (Anonymity). The proposed group signature scheme is anony-
mous under the DLIN assumption and OT S is a strongly unforgeable one-time
signature scheme.
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