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Abstract. The Internet of Things promises to connect different kinds of devices,
allow for new ways of interaction, and make our lives easier. But, we need to be
able to trust that the Internet of Things will protect our security and privacy. It
should also be universally designed so that anyone can use it regardless of ability.
We applied a user-centered approach to looking at user-centered trust in the In-
ternet of Things, including universal design issues. We conducted an evaluation
with 85 participants of a security assistant that can present security and privacy
information to users. The evaluation included participants who were either el-
derly, had vision impairment, or had dsylexia. Participants found the information
useful, but there was confusion about how the UI worked. We present an updated
security assistant and future areas for research in trust and the Internet of Things.

Keywords: Internet of Things, trust, universal design, usability, accessibility, se-
curity, privacy.

1 A Promising Future

As more devices gain the ability to communicate with each other, we are presented with
a new idea, the Internet of Things (IoT), where objects will automatically exchange
information and help make it possible to live more efficiently, collaborate more easily,
and live independently for longer. The IoT gives us an opportunity for ensuring these
new interaction methods and services are universally designed so the greatest amount
of people benefits. Yet, these objects will be entrusted to gather data about their users
and their users’ habits. The IoT can also make it much easier for anyone to find out
more about where we go, what we do, and who we do it with. To realize the benefit of
the IoT, users need to trust that their data will be treated safely and that the objects will
function correctly.

How do we create this trust? What sort of guidelines can one follow to present this
information in an accessible and usable way that can be understood by as many people
as possible? We have examined trust issues in the IoT with a user-centered approach,
particularly in the area of smart homes, smart offices, and e-voting.

First, we examine the IoT and the definition of trust that we used during our inves-
tigation. Next, we look at a security assistant that can help users in presenting security
and privacy information. We will also document how this information was made acces-
sible to people with different disabilities like dyslexia and vision impairment and how
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we evaluated the security assistant. Then, we look at the results from a user evaluation
in a smart home apartment. Finally, we conclude with an updated security assistand and
possible areas for future research in trust and collaboration systems.

2 The Internet of Things, User-centered Trust, and Universal
Design

The Internet of Things (IoT) was first used by Ashton [1] in 1999 to refer to the idea of
uniquely identifiable objects (things) and their virtual representations in an Internet-like
structure. The idea of how the IoT will be implemented depends on the technology. For
example Bassi and Horn [2] describe how RFID technology can be used to create an IoT
for tracking objects, and Vermesan, Harrison, Vogt, Kalaboukas, Wouters, Gusmeroli,
and Haller [3] presents the argument of the IoT being an integral part of the future
Internet, with things being involved in everything from the power grid to your clothing.
We went with the latter definition as it gave us a broader base for potential users to
understand the implications of the IoT.

Trust is another term that has different meanings in different disciplines. In our in-
vestigations, the two disciplines where we had the most conflict, was between computer
science and social sciences. In information security, Quirin, Fritsch, Husseiki, and Sam-
son [4] point out that the ITU-T X.509 standard defines trust as an entity functioning
the way it is expected to. Further, Quirin et al. state trust in information security is al-
ways, “. . . the correct function of a technical component that is important for the system
security.” From a user’s perspective, this manifests itself in the authenticity of hardware
or a service and usually involves some sort of certification or public key infrastructure.
This means looking at the areas of online transactions and banking [5, 6]. In other areas
of computer science, Yan, Kantola, and Zhang [7] try to lay out a theoretical approach
for describing trust in human-computer interaction.

In social sciences, a focus area is interpersonal trust, which is not only about the
expectation that things will do what they claim, but also the risk involved for the person
required to trust (trustor). Mooradian, Renzl, and Matzler [8] examine how personality
can affect the willingness to trust someone and share knowledge. Bansal, Zahedi, and
Gefen [9] discuss how an individual’s perception of risk in providing health information
online can affect the success of a healthcare websites.

Since we were working in a cross-discplinary investigation, we struggled to find a
definition of trust that could be accepted by the different disciplines. After much dis-
cussion, we settled on the definition presented by Döbelt, Busch, and Hochleitner [10,
p. 23], “A user’s confidence in an entity’s reliability, including user’s acceptance of
vulnerability in a potentially risky situation.” The focus on the user being willing to
take the risk and use an object emphasized our focus on user-centered trust, but we
still highlighted the technical component from computer science that the other entity
should function as advertised. Döbelt et al. try to make a distinction between trust and
trustworthiness. A user trusts something, but an object does not trust; it is instead trust-
worthy if it is trusted by the user.

The concept of universal design was introduced in the mid-1980s by the architect
Ronald Mace, and has since then been adopted in many fields, including the design of
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ICT [11]. Many think of universal design as design for people with disabilities. Yet,
the general intention of universal design in ICT is to design an object so that it can be
used by as many people as possible, i.e., mainstream technology for everyone, includ-
ing the elderly and people with disabilities. The emphasis is on avoiding unnecessary
special solutions and to provide equality and equal opportunities to participate in the
society [12]. For ICT, this normally means adding bits of semantic information so it is
accessible via assistive technology (AT) without extra set up.

Finally, the concept of universal design has two aspects: a process and a result. That
is, universal design denotes (a) a design process or an approach and (b) a design that
can be used by as many people as possible.

3 User Evaluations

In the past, we have examined how users perceive trust in the IoT by designing a model
[13] and in virtual reality environments [14, 15]. This work was combined with a study
on presenting trust information and resulted in a set of guidelines [16] for an interface
for presenting trust information (Fig. 1) called the security assistant. The security assis-
tant is divided into multiple layers. Layer 1 is a high-level assessment of the situation
coded into four different levels: 1 (lowest) to 4 (highest). The security level is also con-
veyed by using colors. Layer 2 provides a simplified explanation of the levels along
with a recommendation if the user should proceed or not. Layer 3 is targeted at users
desiring more information about what factors and state have determined the security
level. Layer 4 is for users that are curious about different terms in information security
and want to find out their meaning. The idea is to provide users with the security level
at a glance, but allow users to check the resulting layers to find out why this security
level was chosen to build their trust in the security assistant.

After the general layout of the security assistant had been decided, we began looking
at ways to make it more accessible, especially to AT. We made sure that no essential
information was conveyed by one only modality. For example, the colors are used as an
aid to display the security level, but this information is also presented as numbers that
can be read and interpreted by AT. However, the security level number needs to be pre-
sented to the AT in a usable way. While a sighted user has the position and highlighting
to see the indicated security level, this context is not sent to AT by default. Instead, an
AT like a screen reader only says “1. 2. 3. 4.” We added context so that the security
level instead read, “Security Level 4 of 4, Excellent Security.” This matches the intent
of what the graphics are showing.

Normally, people in the IoT are interested in accomplishing some task and security
and privacy are only a secondary goal. We wanted to make sure that the security assis-
tant’s information was understandable to as many people as possible. Graf et al. [16]
found that the term “security” was most understandable term when discussing privacy,
security, and trust issues with the potential users. In addition, we went through the text
presented in the Layer 2 recommendation so that it was easy to understand for the ma-
jority of users, and we worked to reduce the amount the text so that people with dyslexia
could easily read it.

We wanted to test the security assistant in a variety of environments and decided
to perform the evaluations in a smart home, smart office, and e-voting environment.
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Fig. 1. The security assistant showing the first two layers of security information (left) and the
detailed information (right)

So, we needed to make these environments and prototypes accessible for people with
disabilities. We went through the different mobile applications and devices that were
under development and made adjustments as was done with the security assistant itself.
To help ensure that things worked with accessible technology, an accessibility expert
worked with the developers at a two-day workshop where everyone worked with the
prototypes and AT to find deficiencies.

We performed a user evaluation of the security assistant with 85 participants in Ger-
many, Austria, and Norway. The tests in Germany used a virtual reality setting where
users navigated the environment using a Kinect. The tests in Austria used a laboratory
environment, and the tests in Norway were conducted in a smart home apartment.

Before beginning the evaluation, participants were surveyed about their general feel-
ings about technology, trust, and privacy. Then, participants performed nine different
tasks in the smart home and smart office environments using a phone or tablet and other
objects in the environment depending on the task. Half of the participants received a
low security environment and half received the high security environment. As they per-
formed each task, participants were asked to evaluate their opinion of trust, both in the
environment and in what was presented by the security assistant. Participants were then
asked to provide their overall opinion of the security assistant. Finally, in Austria and
Norway, participants finished the evaluation by participating in an e-voting scenario for
a housing cooperative.

We evaluated 23 participants in Norway (Fig. 2). The participants consisted of five
visually impaired using TalkBack (Android’s screen reader application), seven visually
impaired depending on text enlargement (either via software or a magnifying class) and
good contrast, five with reading and writing difficulties, and six elderly.
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Fig. 2. A participant testing out the medicine cabinet in the bedroom of the smart home apartment
in Norway; photo source: Aftenposten/Robert McPherson [17]

After the evaluations were completed, the answers to the surveys were compiled to
understand participants’ opinions on trust in the different situations and their opinions
on the security assistant. For looking at accessibility, we entered the notes from each
user session into a digital system. These notes included observed behavior and com-
ments from the participants. We used an open-code process, often used during the first
steps of a qualitative analysis as described by Crang and Cook [18, p. 137] to group
these observation and comments into different themes. These themes were then used as
the basis for determining the accessibility of the security assistant.

4 Participants’ Feelings on Trust and Accessibility

This is a summary of the participants opinions on using the security assistant and their
experiences with the accessibility features. Detailed findings information for trust and
universal design is provided in a separate report report [19].

Participants generally accepted the advice that they were given during the tasks,
regardless of whether or not they are in a high security or low security environment.
Most of the participants only looked at the first two layers of the security assistant (the
security level and recommendation); few bothered to look at the details in Layer 3. One
of the reasons for this could be that participants had to swipe the screen to the left to
get access to the third and fourth layers. The hint that more information was available
via this gesture was not obvious and few users recognized this.

Trusting the security assistant was an issue for some participants. They would ask,
“where does the security assistant get this information?” and “how does the security
assistant know this?” This indicates that even if the information provided by the se-
curity assistant is accurate, a user needs to trust the source of the information and its
messenger.

Some participants misunderstood how the security assistant worked. The security
assistant reports on security, but some participants would tap on the security level to
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change it. Changing the security level was not intended (and didn’t work), but it could
be that the user interface for showing the security level (Fig. 1) may have been mistaken
for buttons. None of the participants that used TalkBack to access the security assistant
had this problem. This indicates TalkBack gave enough contextual information.

After it was understood that they could not change the security level from the security
assistant, they were able to complete tasks. Most participants understood the concept
of the security assistant, but felt they needed help to learn how it worked. The assistant
helped some to realize the flow of information and how much implicit trust they were
giving the objects around them. Others complained about being interrupted by the secu-
rity assistant during the different tasks. Since we were evaluating the security assistant,
it was necessary to be interrupted, though some participants tapped through for the final
tasks.

Almost all participants with disabilities were able to complete the tasks in the eval-
uations and were able to get the information from the security assistant. Testing in the
real world environment revealed issues with contrast and text size that we didn’t not
discover during development. Even though we attempted to use good color contrast and
a large text size, the resolution of a screen, its color gamut, and glare due to its position
in the environment resulted in less contrast and smaller text than we expected. Part of
this could have been prevented by getting a higher quality display and making sure that
text is a minimum physical size (i.e., measuring the size in millimeters not points or
pixels), but sometimes the screen needs to be tested in the environment it’s intended for
to see how well it works.

Participants using TalkBack had problems using was the medicine cabinet. The
medicine cabinet had a built-in screen that used its own version of TalkBack. How-
ever, this version of TalkBack was different than the one on the phones and tablets. It
couldn’t be upgraded and used a much different metaphor for interaction that made it
difficult to use; participants using TalkBack had to give up and move on.

There were also some differences in using TalkBack between the phone and tablet
that were used during the evaluation, but this did not stop the participants from com-
pleting the tasks. However, we found that the order of the information could have been
presented in a more optimal way. First, TalkBack reads the security level (Layer 1).
Then, TalkBack would read information about the security level and the recommenda-
tion (Layer 2) before going to the buttons to continue or cancel the action. This matches
the visual layout of the security assistant (Fig. 1), but it did not match how many non-
TalkBack participants used the security assistant; most looked at the security level and
then pushed one of the buttons at the bottom of the screen. It probably would have been
better for TalkBack to read buttons after the security level, curious users could then be
informed that additional information was available.

5 Summary and Future Work

Overall, there are some issues with the security assistant, but the evaluation shows that
the security assistant is a tool that can present privacy, security, and trust information in
different situations to a varied group of users. In addition, the focus on universal design
made it possible to uncover deeper accessibility issues due to placement or set up of
information and highlights the value of real world testing by people with disabilities.
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We used the information from the evaluation to improve the design of the security
assistant (Fig. 3). For example, we changed the design of the security level indicator to
make it more obvious that it is presenting information and not a control for changing the
security level. Besides the swipe gesture, we have also added a button to make it more
obvious that information in Layers 3 and 4 can be accessed. This will help determine
if users need the progressive disclosure of information or are satisfied with only the
first two layers. We also made the Cancel and Accept buttons change size depending
on what the assistant recommended. For example, the Cancel button would take more
space if the assistant felt one should not continue.

Fig. 3. The updated security assistant

For future research, work needs to be done to indicate that people can trust the se-
curity assistant. Our evaluation showed that sometimes the security assistant got in the
way. How and when should the security assistant show its info? Also, the IoT has the
potential to be ubiquitous, and we may not always have a device like a smartphone with
us; what other methods and objects might be effective for conveying the security and
trust information?

We created a set of guidelines [20] for creating new interfaces in the IoT. The guide-
lines provide principles based on usability heuristics and experience from past usability
projects, and they detail how we created the final version of the security assistant. There
is also information about designing accessible applications for Android mobile devices
and how to include universal design throughout a project. The document is written to
be applicable in areas outside the IoT.
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User-centered trust and universal design can be applicable in other areas. For exam-
ple, collaborative and learning environments need users to exchanging information and
determine what they should do with it. Yet, the environment still needs to respect users’
security and privacy, and it should be possible to use it regardless of ability. Everyone
can benefit from having a safe environment for exchanging ideas and working together.
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