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Abstract. As decision support systems have developed more advanced algo-
rithms to support the human user, it is increasingly difficult for operators to  
verify and understand how the automation comes to its decision. This paper de-
scribes a design methodology to enhance operators’ decision making by provid-
ing trust cues so that their perceived trustworthiness of a system matches its  
actual trustworthiness, thus yielding calibrated trust. These trust cues consist of 
visualizations to diagnose the actual trustworthiness of the system by showing 
the risk and uncertainty of the associated information. We present a trust cue 
design taxonomy that lists all possible information that can influence a trust 
judgment. We apply this methodology to a scenario with advanced automation 
that manages missions for multiple unmanned vehicles and shows specific trust 
cues for 5 levels of trust evidence. By focusing on both individual operator trust 
and the transparency of the system, our design approach allows for calibrated 
trust for optimal decision-making to support operators during all phases of  
mission execution. 
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1 Introduction 

As decision support systems have developed more advanced algorithms to support the 
human user, it is increasingly difficult for operators to verify and understand how the 
automation comes to its decision. It is therefore harder for users to diagnose the true 
reliability of the system and to calibrate their trust appropriately in the recommenda-
tion made by a decision-aid based on both its reliability and the mission context [1].  
If users trust automation too much, they risk becoming complacent and can miss criti-
cal mistakes made by recommendations, especially when advice is unreliable [2]. 
Conversely, users have been shown to have high self-reliance on their own decisions 
even if automation performance is superior to their own [3]. Additionally, if operators 
trust automation too little, they may spend too much time verifying the accuracy of 
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the aid, which can be costly in time-critical situations [4], [5].  Consequently, the 
challenge is to ensure calibrated trust in the automated aid – that is, for users to tune 
their trust to the aid’s true capability. 

Figure 1 illustrates the key issue of trust calibration.  If operators are calibrated, 
their trust as shown on the y-axis will match the trustworthiness of the automated  
aid as shown on the x-axis [6]. That is, calibrated operators have trust proportional  
to actual automation capability, as shown by the dotted line. When operators trust 
automation more than it deserves, they are over-trusting the system. Operators who 
trust automation less than it deserves, are classified as under-trusting the system. 
Over-trust and under-trust are associated with misuse and disuse of automation [7]. 

 

Fig. 1. Trust calibration with calibrated (green) and mis-calibrated zones (red) 

We propose that providing more contextual information to the operator about the 
automation can lead to calibrated trust. Visual cues to diagnose the actual trustworthi-
ness of the system by showing the risk and uncertainty of the associated information 
can support increased understanding of the automation. This strategy involves provid-
ing trustworthiness cues to the operator directly. By providing more information 
about the automation to the operator it is likely that calibration in the automation will 
increase [3], [6]. The effectiveness of this strategy has been shown empirically. For 
instance, one study showed that pilots were able to calibrate their trust in an auto-
mated aid that detected the possibility of icing conditions [8]. This automated aid 
showed its confidence level in its ability to estimate the likelihood of the icing condi-
tion. As a result, pilots relied on the aid more selectively and this led to improved 
landing performance.  

The goal of this paper is to describe a trust cue design methodology to promote ca-
librated trust within operators. Specifically, we propose that the use of trust cues will 
cause over-trusting operators to reduce their trust and under-trusting operators to in-
crease their trust into the automated system. Appropriate trust will lead to more ap-
propriate reliance on automated systems, which will ultimately lead to better mission 
performance.   
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2 Trust Cue Design Methodology 

A trust cue is any information element that can be used to make a trust assessment 
about an agent. In order to understand how an effective trust cue may be designed, we 
must first examine the trust process.  We first outline five steps of a typical trust 
process, derive a trust cue design taxonomy based on this analysis, and describe how 
a trust cue may be effectively designed.  

2.1 The Trust Process 

The trust process can be likened to a person’s attempt to construct an ad-hoc theoreti-
cal model about another human being, or generally, an agent. This process is not unlike 
the theory of mind abilities attributed uniquely to humans [9]. The process is updated 
continually over time in a loop, which can be likened to a Bayesian updating process. 
We have identified five steps that encompass the trust decision-making process.  

Step 1: Who is to be trusted? The first step in the trust process is to consider who is 
to be trusted. An initial belief is formed about the object to be trusted, which has been 
termed dispositional-based trust [10]. During this step information is collected about 
the other object and is driven by both the characteristics of the trustor [10], [11], be-
liefs/biases about the source to be trusted. In this context, trust can be seen as a perso-
nality trait which can be measured as the propensity to trust [11], [12]. Traits of the 
trustor, or individual trust differences, can explain up to 52% of the variance [12]. 
Other biases may come from experiences, culture, etc. that have shaped general be-
liefs in the trustor. Knowing the source is a second great way to derive information 
which can, in part, explain the differences in judging machines [13], organizations 
[11], and interpersonal relationships [14]. Both pieces of information set the initial 
belief in the trustor. 

Step 2: What information is available about the agent? The second consideration 
is what information needs to be considered to make a trust judgment. Much theorizing 
and classification has focused on the this step of the trust evolution, which has been 
labeled history-based trust [10]. The second step pertains to the evidence that is  
actively sampled from the trustee. As Lee and See [6] note, this can be done at vari-
ous levels of abstraction using three general categories: 1) performance, which refers 
to the actions that are performed, 2) process, which is the consistency of those actions 
over time, and 3) purpose, which is the positive or negative disposition of the trustee 
towards the trustor. Most trust evidence can be broken down according to these  
dimensions. Barber [15] calls them competence, predictability, and responsibility. 
Mayer et al. [11] calls them ability, integrity, and benevolence. Rempel et al. [16] call 
them predictability, dependability, and faith. It is apparent that these different dimen-
sions give different levels of information about the object and have different value. 
The order of sampling this information may occur randomly. People could start with 
determining the purpose, which is often the case when people are introduced to auto-
mation [6]. In such a case, one can set up their theoretical model and automatically 
make more assumptions then necessary which are then easily violated when observing 
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real behavior. In addition, information can be sampled at different levels of detail. 
With regard to automation, an entire system can be observed or just a sub-system. 
This has also been referred to as the trust resolution of a system [1]. 

Step 3: How to judge the available information? The third step is to evaluate and 
judge the presented information. This step involves calculating the belief based on the 
prior information and the collected information to produce a final ‘posterior” trust 
belief, as in a Bayesian updating process. This trust belief is then evaluated 
(weighted) based on the constraints of the situation (completeness of information, 
time constraints, etc.). Lee and See [6]  propose three process dimensions, including 
analytical, analog, and affective processes. This process can be seen as analogous to 
how people assess risk in general. Analytical approaches mirror the rational economic 
based approach. Analog processes are also called category-based trust and follow 
rules, expectations and contracts that have been made according to which judgments 
can be made. Third, the trust belief can be evaluated affectively based on affective 
tagging of the belief as generally favorable or unfavorable according to the risk-as-
feelings, and affect heuristic paradigms [17], [18]. 

Step 4: What is the situation like?. The fourth step is to determine the benefit/utility 
of trusting the trustor compared to other alternatives (self-reliance, another person, 
etc.). Factors that have been found to influence this decision are self-confidence, task 
load, amount of effort needed, perceived risk, and exploratory behavior. This value is 
combined with the belief value to arrive at the utility of relying on the person to be 
trusted. If this value is regarded as positive, the decision will be to rely on the trustee. 
If it is regarded as negative, no such reliance will be observed. 

Step 5: What is my reliance decision? The final step is to decide whether to rely on 
the automation or to seek more information. Steps one through five describe the trust 
decision making process. Several authors have recognized that this process is a perpe-
tual process and repeats itself over many cycles [6], [19], [20] This has also given rise 
to many other classification schemes. For example, Rousseau et al. [20] propose three 
phases of trust including the building phase, the stability phase, and the dissolution 
phase. Others have proposed a dichotomous classification of trust and distrust which 
has been useful in classifying different sampling behaviors of evidence [19], [21]–
[23]. Finally, there is an observed time phenomenon known as the inertia of trust. Lee 
& Moray [24] found that it took time for people to adjust their trust after experienced 
faults, showed residual effects over time, and found slow trust repair. In contrast to 
this finding, some have proposed that swift trust can be established rather quickly 
with a team of experts who know to look for a certain level of expertise [25]. 

2.2 The Trust Cue Design Taxonomy 

To date there have been limited efforts to classify all information that could lead to a 
possible cue for trust. Typical trust dimensions are ability, integrity, and benevolence 
in the human-human trust literature and performance, process and purpose in the hu-
man-automation literature [6]. These bases of trust classify what task an agent is per-
forming and how well, how the task is being performed, and the purpose/disposition 
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of the agent towards the trustor. These are course classifications and do not form a 
good basis to identify information that can lead to specific design of trust cues. There 
is a need to develop a rigorous taxonomy of trust cues.  

Figure 2 shows our trust cue design taxonomy, with levels of trust evidence shown 
in the first column. With reference to the taxonomy: Intent is the overall current goal of 
the automation and why certain tasks are being executed. Performance is what and how 
well the automation is executing a particular task.  Process is how an agent is executing 
a particular task. Expressiveness is the mode of interaction in which the automation 
communicates with the operator. Origin is the background information and reputation 
of the system. These levels of evidence include those identified in the literature as well 
as our own developed dimensions. In the columns are the classic information 
processing stages important for human performance in most tasks, including percep-
tion, comprehension, projection, decision, and execution [26]. Together these present a 
complete overview of the types of information that can serve as a trust cue.   
 

 
Fig. 2. Trust cue design taxonomy 

2.3 Trust Cue Design 

Given a typical trust process and our trust design taxonomy, we can now provide a 
procedure for designing trust cues for a specific case. The procedure is as follows: 

1. Select a scenario that involves trust in a cognitive agent 
2. Conduct a task analysis to identify critical trust related tasks 
3. Identify key pieces of information for operator decision making 
4. Verify pieces of information against the trust cue taxonomy 
5. Construct a visual display representing this information 

In the next section we show the results of applying this procedure to a scenario in 
which an automated aid assists with the management of multiple unmanned vehicles.  
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3 Case Study: Trust Cue Library for Unmanned Vehicle 
Control 

3.1 Case Study: UAV Scenario 

Our use case involves an On Station Operator (OSO), as a representative multi-
Remotely Piloted Aircraft (RPA) operator. The OSO exercises supervisory control 
over all unmanned air platforms. The three main tasks of the operator include plan-
ning missions for unmanned aerial vehicles, monitoring those missions as they are 
executed, and reviewing these missions upon completion. Automation assistance is 
provided for each of these tasks and can either be fully automated or manually ex-
ecuted based on the level of automation [26], [27]. 

Since each of these tasks can be automated in our paradigm, the operator can su-
pervise the automation performing each of these tasks. Different types of cues can be 
provided indicating whether the automation is succeeding in each of these tasks. In 
our scenario, a Situation Awareness Mixed Initiative (SAMI) module is presented as 
an agent acting as a subordinate mission planner that guides mission planning, execu-
tion, monitoring, and re-planning functions [28], [29]. Previous research has shown 
that cognitive agents can foster relationships between humans and automation [30]. 
Operators are first presented with a library of missions from which they can select a 
mission of interest. When a mission is selected, a brief description of the mission is 
provided to explain the actions of each UAV and the goal they will execute. 

Table 1 summarizes our designs for trustworthiness cues developed according to 
the trust dimensions of the trust cue taxonomy and applied to the automated agent 
example. We elaborate on the more complex cues of performance and process in the 
following sections.  

Table 1. Trustworthiness cue designs for each trust evidence dimension 

Trustworthiness Cue Design 
Intent Goal Indicator 
Intent is the overall current goal of the automa-
tion and why certain tasks are being executed. 
The goal indicator shows the overall current 
goals of the agent in question. Sharing the goals 
of automation with a user has been shown to be 
an effective way to increase the trustworthiness 
of an adaptive cruise control system [31]; in this 
study, merely showing the goals of the auto-
mated agent and the user goals had the desirable 
effect [31]. 

S.A.M.I. Goal 

Mission success 

 Safety 

 Fuel efficiency 

 Speed 

 Accuracy  
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Table 1. (Continued.) 

Performance DICON 
Performance is what and how well the automa-
tion is executing a particular task.  The Decision 
Information Icon (DICON), a dynamic confi-
gural display, shows decomposition of uncer-
tainty about how well the agent is performing. 
Showing performance feedback has been shown 
to increase trust and performance [8].  

 
Process Mission Model 
Process is how an agent is executing a particular 
task. The mission model visualization module 
shows how SAMI executes a model step-by-
step and provides valuable insight into the 
complex mission models created by the SAMI 
automation (see Table 1). Conveying the mode 
of automation has been shown to increase un-
derstanding of the automation and subsequent 
trust [32].  

Expressiveness Etiquette Module 
Some have argued that one of the reasons for 
the trust mis-calibration with automation is that 
the behavior of an automated device does not 
conform to human-human etiquette [33], [34]. 
Increasing etiquette has also been shown to lead 
to better performance, reduced situation aware-
ness, and improved trust [34]. Scripted avatars 
are a way of providing a rich user interface to 
communicate with operators through facial 
communication like gaze. 

 

Origin Reputation Module 
Origin is the background information and repu-
tation of the system. Certificates and back-
ground information are another method to 
establish credibility and foster trust. This is a 
heuristic people often use to determine whether 
an agent can be trusted. The reputation module 
is designed to provide more background infor-
mation about the automated agent. Providing a 
rationale and background for automation system 
has been shown to increase trust [3].  
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3.2 Performance: DICON 

Figure 3 shows the Decision Information Icon (DICON), a dynamic configural dis-
play for: (1) an “at a glance” representation of uncertainty about a hypothesis, and (2) 
a decomposition of the uncertainty surrounding that hypothesis into three different 
types based on distinctions among task input-output relationships. The DICON uses 
distinctive colors and locations of triangles to differentiate the performance (green), 
completeness of data (black), and conflict (red) components of uncertainty and uses 
the geometric configuration formed by the triangles to represent their current relation-
ships. In particular, increasing incompleteness of data or team participation reduces 
the significance of internal variability (e.g., conflict in evidence or disagreement on 
the team) as well as discrimination (the preponderance of evidence or opinion in one 
direction or the other). These relationships are reflected in dynamics that change the 
size of one triangle as a function of the size of the others. Figure 3 shows how the 
DICON display updates over time to confirm or disconfirm the hypothesis that an 
automated agent is performing well. 
 

 

 

Fig. 3. The Decision Information Icon (DICON) dynamic changes over time 

3.3 Process: Mission Model 

The mission model visualization module is comprised of several components as 
shown in Figure 4. These components are: 

1. Mission Phases. The top row of the mission model shows the phases or segments 
of each mission. Users can click on each phase to see the detailed task structure.  

2. Mission Role Timeline Tracks. The mission role column shows the roles for the 
mission and which actor fills this role. In this particular mission, there are 4 roles 
including the operator, the intelligent automation SAMI, and two UAVs. 

3. Decision Nodes. Operator decisions are displayed using a special operator decision 
node (purple) for the mission visualization. The node can be set to either accept the 
automation recommendation or reject the automation recommendation.  
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4. Task Status. Petri-net transitions and arcs are shown on the timeline tracks. These 
elements indicate which part of the plan is currently being executed (orange), 
which parts have been successfully completed (green), and which parts still need to 
be completed (blue).  

 

 

Fig. 4. The Mission Model Visualization 

4 Discussion 

The goal of this paper was to describe a trust cue design methodology for trust cali-
bration in advanced automated systems. We provided background on the trust 
process, provided a guide for trust cue design, and gave example cases of trust cue 
designs.  

Our focus in this paper was to describe a trust taxonomy that is domain and task 
independent. The trust process itself is a general process used by people on a daily 
basis. Most of the differences in trust is driven by the characteristics of the task and 
the variation in agents that assist in this task. By applying the general framework to a 
specific task, trust cues can be developed for any domain or task, which we believe is 
the strength of our approach.  

The current paper described mainly visual trust cues. Our taxonomy can be applied 
to cover other modalities as well. Previous research has shown how best to cue  
humans using a cognitive-agent spectrum that varies primarily on human machine 
characteristics has yet to be defined [30]. These machine characteristics vary greatly  
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in both the real world and in studies of trust. It may thus be more useful to classify 
machines on a cognitive agency spectrum in which some machines are more like  
humans and others are closer to the traditional machine. Various trust cueing dimen-
sions of this spectrum are visual appearance, audition, motion, and personality. 

Adaptively presenting trust cues to a user could further enhance our trust calibra-
tion approach. Trust varies significantly from individual to individual. By measuring 
trust in real-time and adaptively showing relevant trust cues, an individual may be 
better able to adjust and calibrate their trust. Further research is needed to test and 
validate the effectiveness of this approach.  

5 Conclusion 

With this general trust cue design methodology, novel trust cues can be designed to 
assist with understanding and transparency with advanced automation for various 
domains. These types of designs will become increasingly important with the devel-
opment of advanced automated systems. This work presents a guideline with specific 
examples to develop such designs.  
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