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Abstract. Cyberbullying is a phenomenon that involves aggressive behaviors 
performed through Information and Communication Technologies (ICT) with 
the intention to cause harm or discomfort to victims. Researchers have meas-
ured the incidence of cyber-bullying by presenting participants with a list of  
behaviors and determining whether they have experienced those behaviors or 
the frequency of their occurrence. However, those measures do not take into ac-
count a victim’s perspective of those behaviors. This study draws on the Trans-
actional Theory of Stress and Coping and introduces the concept of perceived 
cyber-bullying severity to measure a victim’s appraisal of cyberbullying. This 
study also proposes a set of antecedents to perceived cyber-bullying severity, 
which will be validated using a survey-based study and structural equation 
modeling techniques.  
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1 Introduction 

Cyberbullying can be defined as hostile or aggressive behaviors performed through 
information and communication technologies (ICT) (e.g. Internet applications, mobile 
phones) that are intended to harm or inflict discomfort on others [1]. Although this 
definition is adopted here, it is important to note that (i) there is a lack of an agreed 
upon definition of cyberbullying in the literature [2]; and (ii) there is a debate about 
the elements from the definition of traditional bullying that should be in-
cluded/excluded in/from the definition of cyberbullying (e.g. power imbalance be-
tween bullies and victims) [3]. Cyber-bullying is a phenomenon that can have varied 
consequences on the victim, such as low academic scores, social anxiety, social isola-
tion, self-harm, low self-confidence, and depressive symptoms [4-6]. In extreme cas-
es, those consequences can lead the victim to commit suicide [7]. Between 2012 and 
2013, at least 9 cases of teenage suicides have been linked to cyber-bullying [8]. 

Studies in cyber-bullying in the area of Information Systems (IS) have focused 
mainly on the prevalence of this phenomenon [9-10] and the potential motivations 
and antecedents of online aggression (e.g. gaining social status) [11]. Researchers  
in other areas (e.g. psychology, healthcare) have also explored (i) the outcomes of 
cyber-bullying (e.g. psychosomatic problems, depression) [2,12], (ii) the relationship 
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between cyber-bullying and traditional bullying [13] and (iii) strategies used by vic-
tims to deal with cyber-bullying incidents (e.g. deleting unwanted messages, changing  
e-mail address) [14-15]. 

Researchers have used different measures of cyber-bullying, relying mainly on 
providing specific behavioral examples of what this phenomenon entails and asking a 
global question as to whether individuals have experienced cyber-bullying [16].  
Furthermore, some measures have been developed to specifically measure cyber-
victimization [17-18] and those are concerned with the frequency at which certain 
behaviors (e.g. insulting language in e-mails) occur. In general, cyber-bullying meas-
ures used to date are concerned with the incidence of specific behaviors and do not 
consider that the victims’ perception of those behaviors may vary (e.g. the same be-
havior may be interpreted as harmless by some people and rather hurtful by others) 
[19]. Moreover, there is a lack of research studying the degree to which victims perce-
ive cyber-bullying as being harmful [20]. 

This study addresses the above gap by introducing the construct of perceived cy-
ber-bullying severity to measure a victim’s evaluation of cyber-bullying. In addition, 
this study proposes a set of factors that may affect a victim’s perception of cyber-
bullying severity. 

2 Theoretical Background 

Lazarus and Folkman (1984) proposed the Transactional Theory of Stress and Coping 
(TTSC). They defined psychological stress as a relationship between a person and the 
environment that is seen by the person as taxing her resources or threatening her well-
being [21]. Embedded in this definition is the fact that although there may be objec-
tive conditions that can be considered as stressors (e.g. natural disasters, having an 
argument with a loved person), individuals will vary in the degree and type of reac-
tion to these stressors. In order to understand the individuals’ varied reactions when 
facing the same stressful situation, it is necessary to understand the cognitive 
processes that take place between the stressor and the reaction [21].  

TTSC proposes cognitive appraisal as the mediating factor, which reflects the 
changing relationships between individuals with certain characteristics (e.g. values, 
thinking style) and an environment that must be predicted and interpreted [21]. Spe-
cifically, the theory outlines a primary appraisal of the stressor and a secondary  
appraisal of the coping mechanisms available to deal with the stressor [22]. In the 
primary appraisal phase, individuals determine if and how the situation is relevant to 
their goal attainment or well-being. When the situation affects negatively goal attain-
ment and/or well-being (i.e. it is stressful), individuals determine the extent to which 
the situation is harming, threatening, or challenging [23]. Harm refers to damage that 
has already occurred and threat refers to a future potential damage, while challenge 
produces a positive motivation in individuals to overcome obstacles [24]. After the 
primary appraisal phase, individuals move to the secondary appraisal phase where 
they evaluate their options in terms of coping with the stressful situation [24]. 
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The appraisal of a stressful situation is affected by some situational characteristics. 
In particular, TTSC identifies three factors that can affect individual’s assessment of a 
situation as harming, threatening, or challenging that are relevant in the context of this 
study. The first factor is novelty, which refers to situations with which the individual 
has no experience. Completely novel situations are rare since individuals may have 
information about situations from others. However, if an individual has not expe-
rienced a situation yet (i.e. a novel situation), she will consider it as stressful if it is 
previously associated in her mind with harm or danger (e.g. based on others’ expe-
riences). The second factor is uncertainty, which refers to an individual’s confusion 
about the meaning of the situation. Uncertain situations are considered highly stress-
ful. The final factor is duration, which refers to how long a stressful event persists. 
Enduring or chronic stressful situations may affect an individual psychologically and 
physically [21].  

TTSC offers a suitable framework to study victim’s assessment of a cyber-bullying 
episode. A cyber-bullying episode may constitute one action (e.g. posting a comment 
on a public forum) or several actions related to the same issue (e.g. sending several 
threatening text messages over a certain period of time). Cyber-bullying episodes are 
situations that may be appraised as harmful or threatening to certain extents, 
depending on the characteristics of the situation (i.e. the message received by the 
victim, the medium through which the message is sent, the bully’s characteristics, and 
the audience witnessing the episode) and the characteristics of the victim (e.g. 
neuroticism and self-esteem). The appraisal of these episodes as stressful may affect 
negatively the victims (e.g. negative emotions, depressive symptoms) and may affect 
their experience with information and communication technologies through which 
cyber-bullying occurs (e.g. Facebook). 

3 Research Model and Hypotheses 

The proposed research model is shown in Figure 1. The constructs and hypotheses 
included in the model, along with their appropriate support, are described below. 

3.1 Perceived Cyber-bullying Severity 

Perceived Cyber-bullying Severity (PCS) is a new construct introduced to measure a 
victim’s appraisal of a cyber-bullying episode (a stressful situation), as per TTSC. 
The assessment of a cyber-bullying episode varies by the context of the situation (i.e. 
message, bully, medium, and audience) and the victim characteristics [19] as  
explained below (see section 3.2). The degree of variability of the assessment of a 
specific episode by a victim is consistent with the primary appraisal involved in TTSC 
[21], whereby victims evaluate whether the cyber-bullying episode is relevant to their 
goals or well-being.   

Although some studies have explored victims’ perceptions of the harshness of  
cyber-bullying compared to traditional bullying [16], a measure for the victim’s per-
ception of the severity of a cyber-bullying episode has not been developed. Studying a 
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victim’s appraisal of cyber-bullying is important in pursuing a rigorous understanding 
of the cyber-bullying phenomenon and its impacts, as the victims’ perspective is criti-
cal to understand the impacts of the episode on their psychosocial functioning [25]. 
 

 

Fig. 1. Research model 

3.2 Factors That Influence PCS 

According to TTSC, it is the appraisal of a particular situation as harmful or threaten-
ing that triggers the need to manage or cope with the situation [21]. This highlights 
the importance of understanding how variables that are relevant to the cyber-bullying 
context may affect the appraisal process of the cyber-bullying episode (i.e. percep-
tions of cyber-bullying severity). Past research on cyber-bullying suggests an initial 
set of factors that are deemed to be relevant in the appraisal of the severity of a cyber-
bullying episode. These sets of factors are explored below, where the most relevant 
characteristics of each are discussed.  
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Message Harshness. Four characteristics of the message(s) the cyber-bullying victim 
receives are explored. The first characteristic is saliency, which refers to “an attribute 
of a particular stimulus that makes it stand out and be noticed” (p. 1) [26]. The misuse 
of pictures and videos (i.e. a more salient message) is more stressful for victims than 
other forms of cyberbullying such as insults using written messages [27]. The second 
characteristic is the sensitivity of the message. Disclosing secrets (i.e. privacy viola-
tion) or embarrassing aspects of the victim’s life is more stressful for victims of cy-
ber-bullying than messages that do not involve aspects of the victim’s real world (e.g. 
name calling on a chat room) [27]. The third characteristic is frequency, where the 
occurrence of several acts in a cyber-bullying episode is posited to increase the vic-
tim’s PCS compared to a single act [28]. The last characteristic is offensiveness, 
where receiving vulgar, angry messages, or threats of real injuries is more stressful for 
victims compared to more benign messages [29]. The saliency, sensitivity, frequency, 
and offensiveness of the message speak of the harshness of the message content and 
are posited to collectively heighten victims’ perceptions of severity in a cyber-
bullying episode. Thus, we hypothesize that: 

H1: Message harshness is positively related to PCS 

Medium Characteristics. Two characteristics of the cyber-bullying medium are 
explored. The first one is the perceived importance of the cyber-bullying medium for 
the victim. Individuals prefer to use certain forms of electronic communication in 
order to maintain their social lives [30] and thus, it is expected that victims will per-
ceive a cyber-bullying episode as being more severe if the cyber-bullying medium is 
among their preferred communication media. The second characteristic is victims’ 
awareness of provision of recourse mechanisms available to them through the cyber-
bullying medium. Researchers have found that online buyers rely on institutional 
mechanisms such as credit card guarantees for reducing their perception of risk [31]. 
In the same vein, technology providers have mechanisms built into their platforms 
(i.e. the cyber-bullying medium) that can be used by victims to deal with cyber-
bullying episodes (e.g. reporting a bully on Facebook). It is expected that the victim’s 
awareness of such recourse provisions will reduce her/his perception of severity of a 
cyber-bullying episode. Thus, we hypothesize that: 

H2: Perceived importance of the cyber-bullying medium to the victim is positively 
related to PCS 

H3: Awareness of provision of recourse mechanisms is negatively related to PCS 

Victim Characteristics. Two individual characteristics deemed relevant in explaining 
victim’s perceptions of bullying [32] are explored. Neuroticism refers to a personality 
trait characterized by insecurity, anxiousness, and hostility [33]. Individuals high in 
neuroticism tend to appraise ambiguous situations in a negative manner and perceive 
threats in situations where others would not [34]. Self-esteem is the subjective percep-
tion of one’s worth [35]. Individuals with low self-esteem tend to have less confi-
dence to overcome any problems they are faced with, leading them to experience 
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higher stress in such situations [36]. In light of these arguments, it is expected that 
confronted with the same cyber-bullying episode, individuals with low self-esteem or 
high neuroticism will perceived it as more severe than others. Thus, we hypothesize 
that: 

H4: Neuroticism is positively related to PCS  

H5: Self-esteem is negatively related to PCS 

Bully Characteristics. Two characteristics of the bully are explored. In terms of 
power differential, the victim may be afraid of denouncing or taking revenge on a 
person that holds more power than she/he does (e.g. the bully may be more popular 
among victim’s peers) [3].  The bully may even hold a position of power over the 
victim and her/his peers (e.g. coach). The second characteristic is relationship 
strength, which refers to the degree of closeness between the bully and the victim. 
The perception of severity can be aggravated if the victim is close to the bully, be-
cause the bully may have better access to the victim’s information and the victim may 
feel betrayed by someone she/he is close to [27].  

H6: Power differential between the victim and bully is positively related to PCS 

H7: Relationship strength between the victim and bully is positively related to PCS 

Audience Characteristics. Three audience characteristics are explored: size, sensitiv-
ity, and reaction. A cyber-bullying episode may be targeted only at the victim (e.g. 
private e-mail, text message) or may involve posting material that others can see or 
copy and distribute (e.g. posting a comment on Facebook wall). Past research sug-
gests that the presence of larger audiences makes the victim perceive a cyber-bullying 
episode as being more serious [37]. A second characteristic to be considered is the 
type of audience witnessing the cyber-bullying episode (i.e. audience sensitivity). 
Research on embarrassment suggests that a person will feel a more severe embar-
rassment when the audience of the embarrassing situation is comprised of individuals 
whose opinions are important to that person (e.g. high-status individuals, friends) 
[38]. In light of these arguments, it is expected that the number of individuals witness-
ing a cyber-bullying episode and their importance to the victim (i.e. audience sensitiv-
ity) will affect a victim’s perception of cyber-bullying severity. Thus, we hypothesize 
that: 

H8: Audience size is positively related to PCS 

H9: Audience sensitivity is positively related to PCS 

The third characteristic of the audience is its reaction to the cyber-bullying episode. 
There are four roles among bystanders involved in a cyber-bullying episode: (1) assis-
tants, who distribute the material in order to bully the victim further; (2) reinforcers, 
who cheer the bully on; (3) outsiders (the most common role), who watch without 
distributing the material; and (4) defenders, who try to help the victims [39]. Past 
research suggests that a supportive audience may help victims reduce their perception 
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of severity of a cyber-bullying episode [3]. Considering audience reaction as varying 
from assisting the bully to defending the victim, it is proposed that a more supportive 
audience reaction to the victim will negatively impact a victim’s perceived cyber-
bullying severity. 

H10: A more supportive audience reaction is negatively related to PCS 

4 Methodology 

The proposed research model will be validated with a survey-based quantitative 
study. Participants will be university students that experienced a complete cyber-
bullying episode on Facebook (i.e. the episode is finished by the time of data  
collection) within the past twelve months. Facebook is chosen in this study as the 
cyberbullying medium, because it is one of the most utilized media for cyberbullying 
[40]. Data will be collected at one point in time using an online survey. This type of 
survey offers anonymity to participants, which may help them feel safe and increase 
their willingness to share their experiences given the sensitive nature of the data col-
lected [20]. During the survey, participants will be asked to recall the most recent 
cyber-bullying episode they experienced on Facebook (if more than one was expe-
rienced). Demographic information (i.e. age, gender, and years at school) will also be 
collected, as well as the period of time that participants have had an active Facebook 
account and other types of similar social media applications they use. Open ended 
questions will be used to gather details about the cyber-bullying episode in question: 
nature of cyber-bullying (e.g. someone posted embarrassing photos of the participant), 
relationship between the victim and the bully, duration of the episode, previous expo-
sure to cyber-bullying, and exposure to bullying at school at the same time the cyber-
bullying episode was occurring. Ethics approval will be sought from the authors’ 
university prior to the beginning of any data collection. 

4.1 Measurement Instrument 

In order to ensure content validity, and wherever possible, this study will adapt previ-
ously validated instruments to measure constructs in the proposed research model. 
Table 1 summarizes the constructs and items that will be used in this study.  

Table 1. Summary of constructs and sources for their scales 

Construct Source Items 
Perceived 
importance 

Ross et al. (2009) 
[41] 1. Facebook was part of my everyday activity 

2. I was proud to tell people ‘I’m on Facebook’ 
3. I dedicated a part of my daily schedule to Facebook 
4. I felt out of touch when I haven’t logged on to   Face-

book for a while 
5. I felt I was part of the Facebook community 
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Table 1. (Continued.) 

Construct Source Items 
Awareness of 
provision of 
recourse 

McKnight, 
Choudhury, and 
Kacmar (2002) 
[42] 

1. Facebook had enough safeguards to make me feel com-
fortable using it 

2. I felt assured that legal and technological structures 
adequately protected me from problems on Facebook 

3. I felt confident that privacy protection and other  tech-
nological advances on Facebook made it safe for me to 
use it   

4. In general, Facebook was a safe environment to com-
municate with others 

Neuroticism McCrae and Costa 
(2010) [43] 

Items not listed for copyright reasons 

Self-esteem Rosenberg (1979) 
[35] 1. On the whole, I am satisfied with myself 

2. At times I think I am no good at all 
3. I feel that I have a number of good qualities 
4. I am able to do things as well as most other people 
5. I feel I do not have much to be proud of 
6. I certainly feel useless at times 
7. I feel that I’m a person of worth, at least on an equal 

plane with others 
8. I wish I could have more respect for myself 
9. All in all, I am inclined to feel that I am a failure 

10. I take a positive attitude toward myself 

Power 
differential 

Felix et al. (2011) 
[25] 1. The bully was more popular compared to me 

2. The bully was smarter at school work compared to me  
3. The bully was emotionally stronger compared to me 

Relationship 
strength 

Pierce, Sarason, 
and Sarason 
(1991) [44] 

1. My relationship with the bully was significant in my 
life 

2. I depended on the bully 
3. I expected to have a close long-term relationship with 

the bully  
4. The bully played a positive role in my life 
5.  I felt responsible for the bully's well-being 
6. I would have missed the bully if we could not talk or 

see each other for a month 

Audience 
reaction 

Salmivalli, 
Voeten, and 
Poskiparta (2011) 
[45] 

1. The people that received/viewed the cyberbullying 
message comforted me or encouraged me to tell 
someone about the cyberbullying episode 

2. The people that received/viewed the cyberbullying 
message told the bully to stop cyberbullying me 

3. The people that received/viewed the cyberbullying 
message tried to make the bully stop cyberbullying me 
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Table 1. (Continued.) 

Construct Source Items 
Perceived cyber-
bullying severity

Johnston and 
Warkentin (2010) 
[46] 
Moss-Morris et al. 
(2002) [47] 

1. The cyberbullying episode was a serious situation 
2. The cyberbullying episode had major consequences on 

my life 
3. The cyberbullying episode did not have much effect on 

my life 
4. The cyberbullying episode strongly affected the way 

others see me 
5. The cyberbullying episode had serious consequences 

for me 
6. The cyberbullying episode caused difficulties for those 

who are close to me 
7. The cyberbullying episode was severe 
8. The cyberbullying episode was significant 

 
For the remaining constructs included in the model (i.e. message harshness - speci-

fied as a formative construct, audience size, and audience sensitivity) new scales will 
be developed and validated by following the methodology outlined by Lewis, Tem-
pleton, and Byrd [48]. Briefly, this methodology includes three sequential stages: (i) 
establishment of constructs’ domain, (ii) producing and refining construct scales, and 
(iii) evaluation of the measurement properties of the scales. A pilot study will be con-
ducted to refine the measurement scales for all the constructs used in the model. All 
the appropriate validity tests (e.g. convergent validity, divergent validity) will be con-
ducted. 

4.2 Model Validation, Sample Size and Post Hoc Analyses 

PLS Structural Equation Modeling (SEM) will be used to validate the proposed 
model, as it is suited for exploratory research like the proposed research under this 
study [49]. A minimum sample size of 120 participants is required to validate the 
model in PLS, following Gefen, Straub, and Boudreau’s [49] guideline of 10 times 
the greatest number between (i) the items of the most complex construct (i.e. neuroti-
cism, 12 items) and (ii) the largest number of paths directed at a particular dependent 
variable (i.e. 10 antecedents of PCS). However, and accounting for possible spoiled 
surveys, 150 participants will be recruited. Two post hoc analyses will be conducted: 
(i) ANOVA to explore differences in victim’s PCS based on demographics (e.g. gen-
der); and (ii) a qualitative analysis with the information obtained from the open ended 
questions to strengthen our quantitative findings through triangulation [50]. 

5 Potential Contributions and Limitations 

From an academic standpoint, this paper will contribute to the advancement of the 
cyber-bullying literature by validating a perceived cyber-bullying severity construct 
and by understanding the factors that influence victims’ perceptions of cyber-bullying 
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severity. This construct and its antecedents can provide a baseline for researchers to 
use when analyzing the varied responses to cyber-bullying episodes. From a practical 
perspective, results from this study can help individuals that interact with cyber-
bullying victims (e.g. parents, professors, and university staff) understand better the 
factors that affect victims’ assessments of cyber-bullying episodes. 

This study has some generalizability limitations. The factors that affect university 
students’ evaluation of a cyber-bullying episode may not be extended to (i) adoles-
cents, who face identity issues and physical changes [1] or (ii) adults, whose appraisal 
of a cyber-bullying episode may be determined by other variables (e.g. organizational 
culture, if the cyber-bullying episode occurs at work). Additional factors that may be 
relevant for these groups should be studied in future research.  
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