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Abstract. We generalize Boneh-Rubin-Silverberg method [3] to con-
struct ordinary elliptic curves with embedding degree one, which pro-
vides composite order groups for cryptographic protocols based on such
bilinear groups. Our construction is more efficient and almost optimal for
parameter setting. In addition, we analyze the non-degeneracy of sym-
metric pairing derived from the reduced Tate pairing on such curves, and
prove that its non-degeneracy only relies on the existence of distortion
maps. Based on this observation, we propose a new method for comput-
ing the reduced Tate pairing on ordinary curves with embedding degree
one. Compared with previous methods, our formulae provide faster com-
putation of the reduced Tate pairing on such curves, which also implies
that the reduced Tate pairing may be preferred to use as symmetric
pairing instead of the modified Weil pairing in certain cases.

Keywords: Elliptic Curve, Complex Multiplication, Symmetric
Pairing.

1 Introduction

The idea of using composite order groups in pairing-based cryptography comes
from Boneh, Goh, and Nissim [2] for partial homomorphic public key encryption,
and now it has been used in a number of other important applications including
group signatures [5], ring signatures [23], non-interactive zero-knowledge proofs
[10], traitor tracing [4] and so on. Though there exist generic techniques to
translate protocols from composite-order to prime-order groups [17], some prop-
erties cannot be achieved in the prime-order setting [22]. Thus composite-order
pairing-friendly elliptic curves remain interesting.

The construction [2] of composite pairing-friendly groups is based on super-
singular elliptic curves. Boneh, Rubin and Silverberg showed that it is possible
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to obtain composite groups from ordinary elliptic curves [3]. So elliptic curve
E/Fq which has small embedding degree k with respect to a composite num-
ber N (e.g. an RSA modulus) is considered for such cryptographic applications.
Freeman et al. [8] deduced that pairing-friendly curves of composite order should
have ρ-values (ρ = log q/ logN) and embedding degrees k chosen to minimize
ρ ·k. They also concluded that both k = 1 ordinary curves and k = 2 supersingu-
lar curves provided the minimum possible value for ρ ·k and are thus optimal for
such cryptographic setting. Koblitz [16] described a security weakness for such
cryptographic setting when k > 2.

Since the cryptographic applications mentioned above need symmetric pair-
ings on such curves, faster pairing computation is required. The computation
of symmetric pairing on desired curves has been considered in several papers.
Koblitz and Menezes [15] examined the efficiency of the modified Weil pairing as
opposed to the modified Tate pairing. Zhang and Lin [30] gave an optimal Omega
pairing based on the Weil pairing which would halve the length of Miller loop.
Zhao et al. [31] and Wu et al. [29] proposed faster computation of self pairing
(some kind of symmetric pairing) based on the Weil pairing. Their work con-
centrated on ordinary elliptic curves with embedding degree k = 1 and complex
multiplication discriminant D = −3 or D = −4.

This work concentrates on ordinary elliptic curves with embedding degree
one. We generalize Boneh-Rubin-Silverberg method to construct composite or-
der ordinary elliptic curves with embedding degree one. Our construction is very
efficient and reaches almost optimal parameter setting. Since the cryptographic
applications mentioned above need symmetric pairings on such curves, we con-
sider the use of the reduced Tate pairing, whose non-degeneracy only relies on
the existence of distortion maps. We give formulae under Jacobian coordinate for
the computation of the reduced Tate pairing on desired curves, with 8M + 10S
for each doubling step and 12M+5S for each addition step. It is shown that our
method achieves better performance than the previous methods for the reduced
Tate pairing computation.

Our manuscript is organized as follows. Section 2 gives some basic knowl-
edge of ordinary elliptic curves. In Section 3 we review Boneh-Rubin- Silverberg
method for constructing composite order ordinary elliptic curves with k = 1, and
propose our generalized method. In Section 4 we analyze the non-degeneracy of
symmetric pairing derived from the reduced Tate pairing on the desired curves,
and propose faster computation formulae for such pairing. At last in Section 5
we conclude this work.

2 Preliminaries

2.1 Ordinary Elliptic Curve with CM

Let E be an elliptic curve defined over Fp with p ≥ 5, and End(E) be its
endomorphism ring. E is said to be ordinary if it satisfies any of the following
equivalent conditions [24, Theorem V.3.1]:
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1. E[pm] ∼= Z/pmZ for all positive integers m;

2. End(E) is an order in a quadratic imaginary extension of Q;

3. The dual of the p-th power Frobenius endomorphism π is separable;

4. The trace of π (denoted by t) is co-prime to p.

If E is not ordinary, then E is said to be supersingular.
The complex multiplication (CM) method [1] is very important for construct-

ing elliptic curve. Let D be a negative integer, and p be a prime such that
4p = t2 − Ds2, where t, s ∈ Z. Then the CM method generates an elliptic

curve E/Fp with #E(Fp) = p+ 1 − t, and the Frobenius map π = t+s
√
D

2 . Let
K = End(E)⊗Q and OK be its integral closure, then D = m2Disc(K) for some
m ∈ Z, where Disc(K) denotes the discriminant of K.

2.2 Pairings on Elliptic Curve

Let r be a prime integer dividing #E(Fp) = p+ 1− t, and k be the embedding
degree with respect to r, that is, the smallest positive integer such that r|pk− 1.
Let P ∈ E(Fp)[r], Q ∈ E(Fpk) and O∞ be the identity element of E(Fp). For
any m ∈ N, let fm,P be the rational function on E such that div(fm,P ) =
m(P )− ([m]P )− (m− 1)(O∞). Assume that DQ is a divisor which is equivalent
to (Q)− (O∞) with its support disjoint from div(fr,P ). Let μr denote the group
of the r-th roots of unity in Fpk . The reduced Tate pairing [7] is a bilinear map

t : E(Fp)[r]× E(Fpk)/rE(Fpk)→ μr, t(P,Q) = fr,P (DQ)
(pk−1)/r.

Let P,Q ∈ E[r], P �= Q, DP , DQ be two divisors which are respectively equiv-
alent to (P ) − (O∞) and (Q) − (O∞). Assume that fr,P , fr,Q are two rational
functions satisfying div(fr,P ) = rDP and div(fr,Q) = rDQ. The Weil pairing
[18] is a bilinear map

e : E[r]× E[r]→ μr, e(P,Q) = fr,P (DQ)/fr,Q(DP ).

Both pairings can be efficiently computed viaMiller’s Algorithm [19]. Let l[m]P,[n]P

and v[m+n]P be the rational function with div(l[m]P,[n]P ) = ([m]P ) + ([n]P ) +
(−[m+ n]P )− 3(O∞) and div(v[m+n]P ) = ([m+ n]P ) + (−[m+ n]P )− 2(O∞)
respectively, then for any m,n ∈ N, the Miller iteration is

fm+n,P = fm,P · fn,P · l[m]P,[n]P/v[m+n]P .

There are some variants derived from the above two basic pairings. These
pairings usually are not symmetric, but under certain conditions they can be
modified to be symmetric with the help of distortion map . The distortion map
ψ is an endomorphism which maps a point P ∈ E(Fp) to ψ(P ) ∈ E(Fpk), ψ(P ) �∈
〈P 〉 [28]. Distortion map always exists on supersingular elliptic curves, but only
exists on ordinary curves with k = 1 [28].
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3 Constructing Ordinary Elliptic Curves with k = 1

3.1 Boneh-Rubin-Silverberg Method

Let N be a positive integer (e.g., an RSA modulus) or a large prime. Below is
the method given by Boneh, Rubin and Silverberg [3] for constructing ordinary
composite order elliptic curves with embedding degree 1.

1. Choose a negative integer D suitable for the CM method and

p =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

1−DN2 if D ≡ 0, 2 mod 6,

1− 4DN2 if D ≡ 3, 5 mod 6,

(1 −N)2 −DN2 if D ≡ 1 mod 6,

(1 − 2N)2 −DN2 if D ≡ 4 mod 6.

such that p is prime.
2. Use the CM method to construct an elliptic curve E over Fp with

#E(Fp) =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

−DN2 if D ≡ 0, 2 mod 6,

−4DN2 if D ≡ 3, 5 mod 6,

(1−D)N2 if D ≡ 1 mod 6,

(4−D)N2 if D ≡ 4 mod 6.

3.2 Our Construction

Let N be a positive integer (e.g., an RSA modulus or a large prime), D be a
negative integer and gcd(N, [OK : End(E)] ·D) = 1.

Lemma 1. Let p be an odd prime where 4p = t2 −Ds2 for some t, s ∈ Z, and
E/Fp be the elliptic curve with #E(Fp) = p+ 1− t. Then the embedding degree
of E/Fp with respect to N is 1 if and only if t ≡ 2 mod N, s ≡ 0 mod N .

Proof. Since Verheul’s condition [28] for E of embedding degree 1 with respect
to N can be given by

t ≡ 2 mod N,

#E(Fp) =
(t− 2)2 −Ds2

4
≡ 0 mod N,

thus it must have t ≡ 2 mod N and s ≡ 0 mod N . ��
If we let t = 2 + 2uN, s = 2vN (usually we choose u, v very small compared

with N), the parameters for the desired curves are set by

p = (1 + uN)2 −D(vN)2,

#E(Fp) = (u2 −Dv2)N2.
(1)
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Theorem 1. Let the parameters of elliptic curves be set as Eqn.1. If
gcd(N, [OK : End(E)]Disc(K)) = 1, then E[N ] ⊆ Ker(π − 1) = E(Fp), i.e.,
the embedding degree of E/Fp with respect to N is 1.

Proof. Since π − 1 = N(u+ v
√
D) ∈ N · End(E), then [π − 1](E[N ]) = {O∞},

and thus E[N ] ⊆ Ker(π − 1) = E(Fp). ��

To generate ordinary composite order elliptic curves with embedding degree
1, we describe our method as the following algorithm.

Algorithm 1. Generating Elliptic Curve

Input: CM discriminant D and positive integer N .
Output: Elliptic curve E/Fp.
1. Choose proper integers u, v such that p = (1 + uN)2 −D(vN)2 is prime;
2. For two special cases:
(1) If D = −3, choose a proper b ∈ F

×
p such that the elliptic curve E/Fp : y2 = x3 + b

satisfying #E(Fp) = (u2 + 3v2)N2;
(2) If D = −4, choose a proper a ∈ F

×
p such that the elliptic curve E/Fp : y2 = x3+ax

satisfying #E(Fp) = (u2 + 4v2)N2;
3. For the other cases:
(1). Compute the Hilbert class polynomial HD of Q(

√
D);

(2). Compute a root j ∈ Fp of HD mod p;
(3). Let m = j/(1728 − j), choose a proper c ∈ F

×
p such that the elliptic curve E/Fp :

y2 = x3 + 3mc2x+ 2mc3 satisfying #E(Fp) = (u2 −Dv2)N2.

The main expenditure step in Algorithm 1 is the computation of Hilbert
class polynomial HD. Current computational power admits the above algorithm
when |D| < 1013 and the class number h(D) < 106 [26]. Under the assumption
of Generalized Riemann Hypothesis, Algorithm 1 has an expected running time
of O(|D|1+ε).

Remark 1. Algorithm 1 provides parameters with log p ≈ 2 logN which is al-
most optimal for embedding degree 1 ordinary curves as mentioned in [8]. The
curve given by Koblitz and Menezes (D = −4) [15] and the curve given by Hu et
al. (D = −3) [11] can be viewed as special cases in our construction. Moreover,
the Verheul’s theorem [28] (usually considered as an evidence for the difficulty
of pairing inversion) could be generalized to such curves with embedding degree
k = 1, answering an open problem given by Moody [20].

Example 1. We choose a 1024-bit RSA modulus N = p1p2 used in [14] as

p1 = 102550118092248893727190813122670715255234271983317876509247

657836689461959140199046574489670155654489279127517821498649

07464901841782492454031263306824711,
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p2 = 108718831815908172189458574055378426263115188527869467799928

712852298197898426665821768850627019231743455793936091347027

76143459315515232095349365641880549.

For D = −3, u = 7 and v = 5, p = (1 + 7N)2 + 3(5N)2 is a prime number. The
elliptic curve is E/Fp : y2 = x3+3, with #E(Fp) = 124N2. For D = −4, u = 16
and v = 2, p = (1 + 16N)2 + 4(2N)2 is a prime number. The elliptic curve is
E/Fp : y2 = x3 + 4x, with #E(Fp) = 272N2.

Example 2. Let N be the RSA challenge number RSA-2048 (bit) [21], for
D = −7, u = 5 and v = 17, p = (1 + 5N)2 + 7 · (17N)2 is a prime number. The
elliptic curve is E/Fp : y2 = x3−35x+98, with #E(Fp) = 2048N2. When we run
the Boneh-Rubin-Silverberg method, the output D with the smallest absolute
value is D = −1893. For randomly selected RSA modulus N in our experiments,
we can usually find much smaller |D| by our method to meet the desired setting
than that given by Boneh et al. [3], and thus reduce the computation of Hilbert
class polynomial. Therefore, our method is more efficient.

4 Symmetric Pairing Based on the Reduced Tate Pairing

4.1 Non-degeneracy of the Reduced Tate Pairing

Previous non-degeneracy symmetric pairing on desired curves are usually derived
from the Weil pairing e and a distortion map [τ ]. Let E/Fp be an ordinary
elliptic curve with embedding degree k = 1 as generated by Algorithm 1, r be a
prime factor of N and P ∈ E(Fp) of order r, then {P, [τ ]P} generates E(Fp)[r]
and thus the modified Weil pairing ê : 〈P 〉 × 〈P 〉 → μr ⊂ F

×
p , ê([a]P, [b]P ) =

e([a]P, [b][τ ]P ) is non-degenerate.
In this section, we analyze the non-degeneracy of symmetric pairing based

on the reduced Tate pairing t and distortion map τ . Obviously, at least one of
t : 〈P 〉 × 〈P 〉 → μr and t : 〈P 〉 × 〈[τ ]P )〉 → μr must be non-degenerate (t(P, P )
can be alternatively computed by t(P, P+R)/t(P,R) for some R ∈ E(Fp)). Note
that the first pairing is degenerate for any elliptic curve with embedding degree
k > 1 [9, Lem. IX.13]. However, we have the following result:

Theorem 2. Let E/Fp be the curve generated by Algorithm 1. Let t : 〈P 〉 ×
〈P 〉 → μr be the reduced Tate pairing, where P ∈ E(Fp) has order r. Denote ( ··)
as the Legendre symbol.

1. If (Dr ) = −1, then t is non-degenerate for any non-trivial P ∈ E(Fp)[r];

2. If (Dr ) = 1, then t is non-degenerate for non-trivial P belonging to all but
two subgroups of E(Fp)[r] having distortion maps.

Proof. Let F̄p be the algebraic closure of Fp. Since E[r] ⊂ E(Fp), by [24, VIII.
§1, §2] we can define two isomorphisms

δE : E(Fp)/rE(Fp)→ Hom(GF̄p/Fp
, E[r]), δE(P )(σ) = σ(Q)−Q,
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where Q ∈ E(F̄p) is chosen so that [r]Q = P , and

δFp : F×
p /F

×
p
r → Hom(G

F̄p/Fp
, μr), δFp(b)(σ) = βσ/β,

where β ∈ F̄
×
p is chosen so that βr = b. By [24, Thm. X.1.1], we have e(δE(P ), P )

= δFp(t(P, P )).
Let End(E) = Z[τ ] and π be the Frobenius map, π can be represented as

π = 1 + r(m+ nτ) for some m,n ∈ Z and n �≡ 0 mod r. In the above let σ = π,
then by Hilbert’s Theorem 90, we have

t(P, P ) �= 1⇔ e(δE(P ), P ) �= 1⇔ δE(P ) = π(Q)−Q �∈ 〈P 〉.
⇔ ∀s ∈ Z/rZ, [m − s+ nτ ](P ) �= O∞.

Therefore, by the above result and [6, Thm. 2] we deduce that

1. If (Dr ) = −1, then [τ ] acts on E(Fp)[r] as a distortion map, and hence
[m− s+ nτ ]P �= O∞ for any non-trivial P ∈ E(Fp)[r];

2. If (Dr ) = 1, then [τ ] acts on all but two subgroups of E(Fp)[r] as a distortion
map, and hence t(P, P ) �= 1 for all non-trivial P ∈ E(Fp)[r] except these two
subgroups.

��
Remark 2. Interestingly, Ionica also gave a similar result in [13] for the non-
degeneracy of self pairing but used a different proof. By Theorem 2 we can use
t : 〈P 〉 × 〈P 〉 → μr as symmetric pairing if there exists a distortion map [τ ] for
P , even we do not know the explicit form of [τ ]. To avoid attack for Subgroup
Decision Problem [2], we usually require (Dr ) = −1 for any prime factor r of N ,
which implies that distortion maps always exist. From Algorithm 1 and Theorem
2 if we choose η = (u+v

√
D)/ gcd(u, v) ∈ End(E)\Z, then π = 1+N gcd(u, v)η

and π(Q)−Q ∈ 〈[η]P 〉, therefore t(P, [η]P ) = 1 for any P ∈ E(Fp)[r]. Represent
η = u1 + v1τ for some u1, v1 ∈ Z. If chosen D very small, [τ ] can be efficiently
computed by Vélu formula [27] or Stark algorithm [25]. Thus [η]P can also be
efficiently computed if D, u, v are very small.

Example 3. Let E/Fp be the curve defined in Example 1 with D = −3, u =
7, v = 5. Define [ζ](x, y) = (ζx, y), where ζ ∈ Fp and ζ2 + ζ + 1 = 0. Set
η = 12 + 10ζ, then for any P ∈ E(Fp)[pj ], j = 1, 2, the reduced Tate pairing
t(P, [η]P ) = 1; Also, let E/Fp be the curve defined in Example 1 with D =
−4, u = 16, v = 2. Define [i](x, y) = (−x, iy), where i ∈ Fp and i2 + 1 = 0. Set
η = 8 + 2i, then for any P ∈ E(Fp)[pj ], j = 1, 2, t(P, [η]P ) = 1.

4.2 The Computation of the Reduced Tate Pairing

For D = −3,−4, Zhao et al. [31] and Wu et al. [29] defined some self pairing
on ordinary elliptic curve with embedding degree k = 1 based on the Weil
pairing, where they accelerated the pairing computation by using the technique
of denominator elimination or numerator elimination respectively. Moreover, if
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(Dr ) = 1, we could use the technique given by Zhang and Lin [30] to halve
the Miller loop length of the Omega pairing based on the Weil pairing. But for
D < −4, the computation of the reduced Tate pairing is usually faster than that
of the Weil pairing, since the latter usually needs two Miller loops.

For P,Q ∈ 〈P 〉 (P = Q also known as self pairing) we usually can not compute
t(P,Q) directly but use an alternative method as t(P,Q) = t(P,Q+R)/t(P,R)
for some R ∈ E(Fp). Koblitz and Menezes [15] chose R = (0, 0) for the case
D = −4. By Remark 2, suppose t(P, [η]P ) = 1 for some distortion map [η],
we can choose R = [η]P which can be pre-computed, and then t(P,Q) =
t(P,Q+R) = fN,P (Q+R)(p−1)/N . Let I, M and S denote the cost of inversion,
multiplication and squaring in Fp respectively. Based on the work of Zhao et
al. [31], we analyze the cost of the doubling and addition steps for computing
t(P,Q) in Miller’s algorithm [19].

Doubling Step: Suppose E has short Weierstrass form E : y2 = x3 + ax +
b, a, b ∈ Fp, usually we choose a very small. Let Q + R = (xQ+R, yQ+R), T =
(xT , yT ) and 2T = (x2T , y2T ) in affine coordinate systems. The function lT,T and
v2T correspond to the tangent line at the point T and the vertical line through
2T , respectively. For each bit of N we do

λ =
3x2T + a

2yT
, x2T = λ2 − 2xT , y2T = λ · (xT − x2T )− yT ,

lT,T (Q +R) = yQ+R + y2T − λ · (xQ+R − x2T ), v2T (Q+R) = xQ+R − x2T ,
f1 ← f2

1 · lT,T (Q +R), f2 ← f2
2 · v2T (Q+R).

It needs 1I + 5M + 4S to compute the doubling step in affine coordinates. We
also consider the operation count for the doubling step in Jacobian coordinates.
A point (X,Y, Z,W = Z2) in the modified Jacobian coordinates corresponds
to the point (x, y) in affine coordinates with x = X/Z2, y = Y/Z3. Let T =
(XT , YT , ZT ,WT = Z2

T ) and 2T = (X2T , Y2T , Z2T ,W2T = Z2
2T ), the following

formulae compute a doubling in 8M + 10S.

B = X2
T , C = Y 2

T , E = C2, F =W 2
T , S = 2((XT + C)2 −B − E),

M = 3B + aF, X2T =M2 − 2S, Y2T =M · (S −X2T )− 8E,

Z2T = (YT + ZT )
2 − C −WT , W2T = Z2

2T , G =W2T · xQ+R −X2T ,

lT,T (P +R) = Z2T ·W2T · yQ+R + Y2T −M ·G,
v2T (P +R) = Z2T ·G, f1 ← f2

1 · lT,T (Q+ R), f2 ← f2
2 · v2T (Q+R).

Addition Step: Let P = (xP , yP ), Q + R = (xQ+R, yQ+R), T = (xT , yT ), and
T + P = (xT+P , yT+P ). The function lT,P and vT+P correspond to the line
through the points T, P and the vertical line through T + P , respectively. The
formulae for the addition step can be given by

λ =
yT − yP
xT − xP , xT+P = λ2 − xT − xP , yT+P = λ · (xP − xT+P )− yP ,

lT,P (Q+R) = yQ+R − yP − λ · (xQ+R − xP ), vT+P (Q+R) = xQ+R − xT+P ,

f1 ← f1 · lT,P (Q+R), f2 ← f2 · vT+P (Q +R).
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The total cost of the operation for the addition in affine coordinates will be
1I + 5M + 1S. Consider the operation count for the addition step in Jacobian
coordinates. Let T = (XT , YT , ZT ,WT = Z2

T ), and T+P = (XT+P , YT+P , ZT+P ,
WT+P = Z2

T+P ), the following formulae compute an addition in 12M + 5S.

U = xp ·WT , S = yp · ZT ·WT , H = U −XT , H2 = H2, I = 4H2, J = H · I,
L = S − YT , M = 2L, L2 = L2, M2 = 4L2, V = XT · I, XT+P = M2 − J − 2V,

YT+P = M · (V −XT+P )− 2YT · J, ZT+P = (ZT +H)2 −WT −H2,

WT+P = Z2
T+P , M3 = (L+ ZT+P )

2 − L2 −WT+P ,

lT,P (Q+R) = WT+P · (yQ+R − yP )−M3 · (xQ+R − xP ),

vT+P (Q+R) = WT+P · xQ+R −XT+P ,

f1 ← f1 · lT,P (Q+R), f2 ← f2 · vT+P (Q+R).

We summarize the computational costs of basic doubling and addition steps
for the reduced Tate pairings on desired curves into the following table.

Table 1. Comparison of Computation for the reduced Tate pairings on Desired Curves

Coordinate System Method Doubling Step Addition Step

Affine coordinate [31] 1I+8M+4S 1I+8M+1S
This work 1I+5M+4S 1I+5M+1S

Jacobian coordinate [15] 13M+ 9S –
[12,31] 10M+10S 18M+3S
This work 8M+10S 12M+5S

Remark 3. Note that in Table 1, the cost estimations for [15,12] are only ap-
plicable for D = −4, while our result is applicable for various D. Moreover,
for D = −3 and P = Q (self pairing), we could choose proper R such that
yP = yP+R, then the cost of addition step would be reduced to 11M + 5S.

5 Conclusion

We propose a very efficient method to construct composite order ordinary el-
liptic curves with embedding degree one, and analyze the non-degeneracy of
symmetric pairing based on the reduced Tate pairing, which provides the cryp-
tographic bilinear pairing for protocols mentioned in [2,4,5,10,23]. We also give
faster computation for the reduced Tate pairing on desired curves, and see that
the reduced Tate pairing may be preferred to use as symmetric pairing instead
of the modified Weil pairing in case with D < −4.
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