
HOTFRED: A Flexible Hotel Fake Review
Detection System

Michael Möhring1(&), Barbara Keller1, Rainer Schmidt1,
Matthias Gutmann1, and Scott Dacko2

1 School of Computer Science and Mathematics, Munich University
of Applied Sciences, 80335 Munich, Germany

{michael.moehring,barbara.keller,

rainer.schmidt}@hm.edu
2 Warwick Business School, Warwick University, Coventry, UK

scott.dacko@wbs.ac.uk

Abstract. The importance to cope with online fake reviews in Tourism
becomes more and more evident. In the hotel sector hoteliers as well as guests
often struggle with the challenges to separate true and fake reviews from each
other. Therefore, our research introduces HOTFRED - a flexible hotel fake
review detection system - as part of an on-going research project. By combining
different analytical approaches, the HOTFRED system indicates via an aggre-
gated probability whether a review is true or fake. As the evaluation of the
prototypical implementation showed, this approach can support to detect fake
reviews. Many different stakeholders in the Tourism sector can profit from this
automatic tool. Thus, hoteliers can take measures to safe their reputation, guests
can benefit in their decision-making process and research might use the tool as
an initial starting point for future research in the area of fake information.
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1 Introduction

Online reviews are an important information source for decision making, for instance
prior booking a hotel room [1]. However, not all of the information provided via online
platforms is reliable. Online reviews at sites like Tripadvisor, Yelp or Google Places are
not always written by real customers with a real experience of the hotel. Thus, some of
the reviews are fictious and subsequentially fake. Fake reviews with false information
may lead to wrong decisions by tourists [1, 3]. In general, it is not easy for tourists to
detect fake reviews [4]. They are not able the evaluate how trustworthy the provided
information is. Additionally, both fake reviews with a negative as well as positive
valence can be posted by a fake review writer [1].

In general, there are two ways tourists can detect hotel fake reviews before booking.
They are typically either reviewing it manually based on different heuristics (e.g., [5])
or using software tools (e.g., [1, 6]). Due to sparse research on a combination and
flexible implementation of different approaches for automatic fake review classifica-
tion, the presented research aims to create a new system following the design science
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research method [7]. Thus, this short paper is part of an ongoing research project
addressing the research question “How can a flexible hotel fake review detection system
be designed?”. In the following a short and comprehensive theoretical background
section is given before the proposed solution approach is presented.

2 Background

Besides manual checks by tourists [5] different automatic approaches can be used to
detect fake reviews in online environments. Past research showed different approaches
on specific samples.

First, meta data of the behavior of the reviewer can be used to check the fake
probability of reviews [2, 6, 8, 9]. For instance, if the reviewer writes a lot of hotel
reviews in a short time period, this might help to identify fake reviews. Besides meta
data, a fake detection can be carried out for example by investigating the writing style,
grammar, spelling etc. [10]. Special data sources for training of fake classification
models are provided by Yelp.de and through research using crowdsourcing approaches
to write fake reviews [4, 10]. Furthermore, research focuses on the comparison of
different textual styles between fake and non-fake classified texts [2, 4, 11]. The
specific use of some phrases or special spelling issues can lead to the detection of fake
reviews, too. Further, there are some online platforms (e.g., reviewmeta.com) providing
assistance to identify fake reviews from Amazon. However, flexible hotel review-
specific approaches applying different approaches with a scientifical base are still
missing. Thus, the research wants to address this gap by providing a flexible fake
detection system based on different adjusted approaches.

3 Design of the System

A design science research approach was chosen [7, 12] to create a hotel fake review
detection system with the aim to answer the proposed research question. Regarding the
recommendations, the problem of fake review detection and need of a software solution
were identified in Sect. 1 and 2 of the paper. Previous published research work (e.g., [2,
6, 8, 9, 11]) as well as setup several design workshops with several participants were
reviewed to collect the relevant objectives of the solution. The primary objective of the
system is to determine the probability of fake reviews for a given hotel using several
analytical approaches. The system should gather data of the individual reviews col-
lected from online review sites as well as information about the reviewers and the hotel
itself. It should have the capability to integrate more analytical approaches stepwise
over the time to improve accuracy and integrate current research results. Furthermore,
components should be selectable and de-selectable case by case. Based on these
objectives, a hotel fake review detection system based on different components has
been created. At first, online hotel reviews and related meta data (such as hotel name,
reviewers, etc. [2]) have to be collected through a web crawling tool [21] from online
review sides like TripAdvisor. These data should be stored in a central database. Thus,
central and fast accessible place for data access for the analytical components is shared.
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In the following, the analytical components (here: (1) text mining-based classification
and (2) spell checker) can fall back on the needed data to calculate the probability of
fake reviews for a given hotel in a related time frame. The text mining-based classi-
fication (1) will use already classified hotel fake review data to calculate the probability
of a fake by evaluating textual similarities. The spell checker (2) will calculate a
probability based on the amount spelling and grammar issues. Furthermore, the
reviewer behavior checker uses data (e.g. timings, hotels, etc. [2]) about the last written
reviews of the reviewer to infer on fakes. The hotel environment checker uses data
about the hotel to identify fake or incorrect information (e.g., location, stars, facilities).
After all components (1 and 2) are analyzed, a scoring system [17] uses the individual
probabilities to determine the final probability of fake reviews for a given hotel. The
scoring system can run a weighted or unweighted average of the different probabilities.
The weights can be adjusted based on trained models and validation after system use.
The system architecture is summarized in the following Fig. 1 and allows analytical
extensions in the future. Dotted components (reviewer behavior checker, hotel envi-
ronment checker) are not implemented currently, but will follow up as a part of future
research. For a first demonstration a prototype was implemented as explained in the
following section.

4 First Prototype Development and First Evaluation

Prototypical Implementation: A flexible hotel fake detection system - called
HOTFRED - was implemented within a first prototype according to general recom-
mendations coming from previous research [13]. The prototype focuses on the main
components to collect data on two major analytical components (1) text mining-based
classification and (2) spell checker as well as the scoring system to provide the user
(here: Tourist) an aggregated, comprehensive information. A web crawler tool [21] was

Fig. 1. Architecture of hotel fake detection system
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developed in Python to collect the review data from tripadvisor.com. The web crawler
has to collect different data of the hotel (e.g., name, URL, class) and the review (e.g.,
date, review text, points) to run a proper fake review detection and related analysis.
After data receiving via HTTPS, it is stored for further analysis within a MySQL
database. As a first analytical component (1) a text mining-based fake detection
approach was implemented according to the general text pre-processing recommen-
dations [14]. Following, classified fake review data from Yelp was used as a data
source for training the classification model [2]. This data set consists of pre-labeled
examples regarding the filtered fake characters of hotel reviews written in English.
Approximately, 14% of the data can be seen as filtered fake reviews. Existing research
already used and validated this data source for e.g. validations [2]. After the evaluation
of different classification algorithms (e.g., Support Vector Machines, Naïve Bayes
Classifier, KNN), the Support Vector Machine has been chosen as a good fake review
classifier based on the accuracy of the classification (e.g., combined metrics like pre-
cision, recall, F-score, etc.). For the second analytical component, (2) a spelling
checker software tool was developed. This detection component of the system rec-
ognizes spelling mistakes based on the ideas of the Levenshtein Distance [15]. The
software was programmed in Python. Therefore, the Python library pyspellchecker was
used. The scoring system component can use the individual results of the finished
analytical components to show a summarized view about the fake probabilities of the
reviews for the given hotel.

Testing and Evaluation of the Prototype: For the demonstration of the detection sys-
tem a touristic region in Italy was chosen. Thus, a full sample for all 3 stars and 4 stars
hotels in Sorrento/Italy was selected. The sample contained N = 35370 reviews for 79
hotels from 3570 different users. For N = 12 hotels we found a high probability for
having fake reviews within the given timeframe (examples are provided by the authors
on request). This stands also in line with previous research, that states about 10%–20%
of fake reviews on Yelp [16]. Furthermore, already recognized approaches were used
and combined via a flexible scoring model. The accuracy of the trained models was
ensured by quality metrics recommended in the literature. Furthermore, some work-
shops with researchers and potential users were performed based on the results to
discuss the progress and application of the HOTFRED prototype of the proposed
flexible system. For technical software testing and evaluations of system components
(1) and (2), a Swagger interface through a FastAPI [18] deployment is currently under
development. The system as well as its components (with deployment possibilities as
microservices [20]) can be reachable via a user interface as well as a REST-API call.
This function is also currently under development. Furthermore, HOTFRED is to be
designed as a scalable system with a fast data processing.

5 Conclusion and Discussion

The detection of hotel fake reviews is an important topic for research and practice as
well. On the one hand, tourists are afraid of taking unfavorable or wrong decisions
based on fake reviews. On the other hand, hoteliers are afraid that fake reviews harm
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their reputation. Therefore, the flexible HOTFRED fake detection system was imple-
mented to cope with the challenges of fake reviews. This approach extends past
research (e.g. [2, 4, 9]) in different ways. HOTFRED is designed as a flexible and open
tool which enables review detection through different components and allows a case by
case selection of these. Therefore, in practice different detection components can be
used depending on a use-case specific evaluation. The components can be reached
through a defined REST-API, which will be extended and in a currently on-going
development project. At the moment, a combined detection approach using a new
classified fake detection text model (1) as well as a spell checker (2) is used. In that
components, in comparison to other approaches (e.g. [2]), we are using a spell checker
focusing on grammar and a classified Yelp dataset not only for validation reasons but
also to build a good textual classification model upon it. Additionally, further analytical
components as depicted in Fig. 1 are under development. Research as well a practice
can benefit from presented research.

Tourists can use the tool to evaluate easily and fast the probability of fake reviews
for a given hotel. Business users (like hotel owners) can use HOTFRED to acquire fake
review detection capabilities or to develop existing ones; this stands in-line with the
current research discussion focusing on fake reviews (e.g., [19]).

Research can benefit from the new architecture which enables a fast as well as
broad fake review detection system. At the moment, two interesting fake review
detection components (textual and spell checker) are implemented some first prelimi-
nary evaluations for the prototype have been run. Additionally, considerations for
further needed components have been done to enlarge the system in the future and
enhance its predictive power. Research can build upon the results and use it for studies
in different fields such as Tourism, information systems and machine learning.

No research is without limitations. First, not all possible detection algorithms could
have been implemented and evaluated so far. This aspect is going-to be addressed in
future research. Furthermore, it is technically not feasible to have a system with 100%
correctness. Aiming to reduce the failure rate, the flexible fake detection system uses
different analytical components at the same time. The system is implemented by a
prototype. In the future it has to be tested more and confronted with new and original
classified fake data to ensure a good evaluation and accuracy. In general, it is hard to
get actual fake data to evaluate several systems. Due to the on-going research project, it
is planned to further evaluate and extend our detection system by the following steps.
At first, more analytical components will be integrated (e.g., hotel environment
checker, reviewer behavior checker as recommend also in the literature (e.g. [2])) as
well as several software tests will be run. Also, more complex models and combina-
tions of it (e.g. through neural networks) are well-suited opportunities for future
improvements and adaptions. Additionally, a qualitative evaluation of the system with
experts from the hospitality sector as well as different tourist groups are intended.
Furthermore, it is considered to extend the tool to collect review data from different
review platforms like Yelp and Google Places and show a combined analysis and
results view. After extensions, it is planned to make the tool public for research and
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practice as well and collect further feedback to expand promising future research
directions.
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adaptation, distribution and reproduction in any medium or format, as long as you give appro-
priate credit to the original author(s) and the source, provide a link to the Creative Commons
license and indicate if changes were made.
The images or other third party material in this chapter are included in the chapter’s Creative

Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly
from the copyright holder.
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