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Abstract. Service compositions are implemented through the interplay
between actors of diﬀerent organizations. Many composition systems use
a middleware, which coordinates the service calls according to speciﬁed workﬂows. These middlewares pose a certain privacy issue, since
they may read all the exchanged data. Furthermore, service compositions may require that only selected subsets of data that was initially
supplied by the user are disclosed to the receiving actors. Traditional
public key encryption only allows encryption for a particular party and
lack of the ability to eﬃciently deﬁne more expressive access controls for
a one-to-many communication. Besides privacy-preserving requirements,
it may be necessary for participants in service compositions to be able to
verify which actor has modiﬁed or added data during a process to ensure
accountability of performed actions. This paper introduces a concept
for eﬃcient, privacy-preserving service composition using attribute-based
encryption in combination with outsourced decryption as well as collaborative key management. Our concept enables end-to-end conﬁdentiality
and integrity in a one-to-many communication using ﬁne-grained access
controls, while minimizing the decryption eﬀort for devices with low calculation capacity, which enables to use smartphones at the client side.
The feasibility of the proposed solution is demonstrated by an implemented proof-of-concept including a performance evaluation.
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Introduction

Service composition is the combination of multiple atomic services to achieve a
more complex service. These atomic services can be oﬀered by the public or private sector. The advantages of service composition stem from the services’ modularity: Atomic services that can be reused in various use cases, which reduces
the complexity of building new process ﬂows or adapting existing ﬂows. Furthermore, some use cases dictate that multiple services need to be integrated, e.g.,
if the involved data is governed by diﬀerent organizations. Our work focuses on
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service orchestrations where a middleware coordinates requests to sub-services
within the process ﬂow. Forwarding the users’ requests through a middleware
raises privacy concerns, as this middleware is able to read the requests’ data
content or learns from it. Additionally, in many cases, not all actors of a composite service need access to the whole data-set of an initially transmitted request
because they only require selected parts. Finally, end-to-end integrity generally
represents a challenge in service compositions, as sub-services within the process
ﬂow or the middleware in service orchestrations itself could alter message parts.
A fully trusted middleware may evaluate privacy policies and only selectively
disclose necessary attributes to the diﬀerent services (c.f. Ma et al. [1]). This
enables ﬁne-grained access controls by the middleware and thus enhances the
users’ privacy with respect to information exposed to the sub-services. However, this approach requires full trust in a central party (i.e., the middleware),
which still learns the users’ (sensitive) data. Alternative work aims to reduce
risks of a curious middleware by providing end-to-end security through applying public-key cryptography (c.f. Singaravelu and Pu [2]). In this approach, a
sender encrypts message ﬁelds for each service. Disadvantages of this concept are
the required knowledge about recipients and their public keys, poor eﬃciency, a
high number of needed encryption keys and message overhead by having multiple
encryptions of the same attribute for diﬀerent services.
Contribution. In this paper, we propose a service composition architecture that tackles the before mentioned issues by leveraging the capabilities
of Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [3] in combination
with collaborative key management as well as outsourced decryption [4]. Our
main contributions are:
– Our proposed architecture preserves the users’ privacy against both, the
diﬀerent sub-services as well as the middleware, by applying advanced cryptographic mechanisms (c.f. CP-ABE) to our service composition protocol.
This end-to-end encryption further reduces trust requirements into the
middleware, as it only handles ciphertext.
– Additionally, our proposal enhances ﬂexibility for service composition.
With attribute-based encryption, the sender does not need to know the identity (e.g., public key) of all receiving participants of the service composition.
Instead, the sender encrypts message parts for attributes that can be derived
from the message’s content (e.g. sensitivity), while the middleware can combine and replace sub-services holding suﬃcient decryption rights to fulﬁll the
use case.
– The applied cryptography enables eﬃcient one-to-many communication,
as the decryption policy of one message part may be satisﬁed by multiple
receivers. In contrast to other approaches, our architecture is eﬃcient in the
sense of computational eﬀort (e.g., outsourced decryption) as well as message
size overhead (e.g., no duplicate encryption of the same message part for
diﬀerent receivers).
– This work further supports end-to-end integrity and accountability by
integrating digital signatures into the service composition protocol.
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– To evaluate our proposed concept, we present a case study that describes
a possible use-case within an e-Health context. In this case-study, we deﬁne
the actors and show in detail the interactions as well as the data ﬂows including cryptographic computations. In addition, we have implemented and
benchmarked a proof-of-concept, which not only demonstrates the feasibility of our concept but also highlights its eﬃciency in real-world scenarios.
The remainder of this paper is structured as follows. Sections 2 and 3 provide information about the related work as well as the cryptographic background applied in our proposed concept. Section 4 describes the system model
including the involved actors and our deﬁned security objectives. The novel
privacy-preserving service composition protocol is introduced by Sect. 5. Finally,
Sect. 6 provides an evaluation of an implemented proof-of-concept, followed by
a conclusion in Sect. 7.

2

Related Work

Privacy in Service Compositions. Recent work has focused on solving privacy concerns towards the diﬀerent services that receive and process data. The
work of Ma et al. [1] tries to solve privacy concerns by introducing a PrivacyProxy Service (PPS), which is a fully trusted middleware that receives all the
user’s data and only discloses the needed data to the services. Even though
this work solves privacy concerns regarding data receiving services there are
still privacy and trust concerns towards the middleware. In contrast, the work of
Khabou et al. [5,6] addresses privacy concerns in service compositions by proposing a framework that deﬁnes privacy models and policies. This work introduces
services that agree on a privacy model and policy between a client and data
processing services via a middleware. Therefore, these concepts raise privacy
concerns regarding the middleware. The work of Carminati et al. [7] solves this
privacy issue of an untrustred broker in service compositions. However, this concepts uses public keys of actors for encryption, which requires a sender to know
the recipients. We want to guarantee encryption, where senders do not need to
know anything about recipients at message generation time, to enable a highly
ﬂexible composition in the background. Our proposed concept tackles privacy
concerns towards a centralized trusted party or a set of trusted parties as well
as towards data processing services by utilizing CP-ABE.
Policy Language and Systems. In the past, the OASIS eXtensible Access
Control Markup Language (XACML) [8] was speciﬁed aiming to increase privacy.
The work of Kaehmer et al. [9] deﬁnes an Extended Privacy Deﬁnition Tool
(ExPDT) trying to solve privacy concerns by using a policy language. Several
issues emerge with the use of policies to achieve stronger privacy such as the
policy enforcement, required knowledge of recipients as well as the inﬂexibility
with respect to changes of the service composition ﬂow by adding, removing
or replacing services. Our proposed system tackles these issues by utilizing a
novel combination of CP-ABE outsourced decryption and a collaborative key
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management system. With the utilization of these cryptographic primitives, our
system reﬂects a privacy-preserving system, which simultaneously provides high
ﬂexibility in terms of deﬁning the process ﬂows and involved services.
End-to-End Integrity. The work of Singaravelu et al. [2] focuses on end-to-end
integrity within service compositions by applying public-key cryptography. In
this concept, diﬀerent message parts are encrypted for various service providers
intended to decrypt them. This approach requires the client to know the included
service providers and their corresponding public keys as well as their required
data parts. This way, data that is transmitted to multiple receivers are contained
in a service request redundantly, since the same data are encrypted for diﬀerent
service providers. Consequently, this approach suﬀers from issues regarding the
required knowledge of involved service providers as well as an increasing message
size overhead. We tackle these issues by using Ciphertext-Policy Attribute-Based
Encryption in our concept, which does not require the client to have knowledge
about involved service providers and their public keys and does not transfer data
redundantly.
Cryptographic Primitives. Bethencourt et al. [3] ﬁrst introduced CiphertextPolicy Attribute-Based Encryption (CP-ABE), which enables the deﬁnition of
access control policies through a set of attributes. While this cryptographic primitive enables a client to deﬁne complex access rules, it still raises concerns especially regarding the key revocation, key escrow and poor performance, because
it is based on expensive bilinear pairings. This ineﬃciency becomes problematic,
especially for client devices with limited computational power such as smartphones. To solve the performance problem in CP-ABE, concepts integrating
outsourced decryption [10–12] were proposed. Lin et al. [4] proposed a solution for many of the issues related to CP-ABE by introducing a collaborative
key management protocol. This protocol tackles the key escrow and key exposure
problem and additionally reduces the decryption overhead of clients signiﬁcantly
through the application of outsourced decryption.

3

Background

Our concept for privacy-preserved service composition relies on cryptographic
mechanisms. This section provides a description of applied technologies to understand the proposed solution.
3.1

Attribute-Based Encryption

Sahai and Waters [13] ﬁrst introduced Attribute-Based Encryption (ABE), which
represents an encryption mechanism that goes beyond traditional one-to-one
public key encryption types. Instead of using the public key of a party to encrypt
a message, a sender only has to know the attributes of the receiver in an ABE
system. This way, the sender can encrypt a message, which is only decryptable
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by receivers owning the speciﬁed attributes. The main advantage over conventional one-to-one encryption is that ABE enables one-to-many encryption. There
are two types of ABE: Firstly, in Key-Policy Attribute-Based Encryption (KPABE) [14], the trusted authority attaches policies (i.e., access structures) to
the issued keys, while the senders specify a set of attributes when encrypting
the message. A ciphertext can only be decrypted if the key’s access structure is
satisﬁed by the ciphertext’s attributes. Secondly, in Ciphertext-Policy AttributeBased Encryption (CP-ABE) [3], the user deﬁnes the access policy and attaches
it to the ciphertext during the encryption process. The trusted authority assigns
a set of attributes when issuing the key material to users. As we want the client
to be able to determine access policies, we use CP-ABE for our concept and give
background information below. When encrypting a message, the user speciﬁes
an associated access structure over attributes of a given attribute universe U.
These access structures are deﬁned by attributes using conjunctions, disjunctions and (k, n) threshold gates, which means that k out of n attributes must
be present. For example, let us assume an attribute universe U = {A, B, C,
D, E}, a private key PK1 to the attributes {A, B, C} and a second private key
PK2 to the attributes {D, E}. A ciphertext that was encrypted with the policy
(A∧B)∨(A∧E) would only enable the PK1 to decrypt it.
Deﬁnition 1 (CP-ABE). We recall the deﬁnition of CP-ABE as suggested by
Rouselakis and Waters [15]. CP-ABE consists of several algorithms deﬁned as
follows:
Setup(1κ ) → (params, MSK): The setup algorithm only takes the security parameter κ ∈ N as input1 . The output of this function is represented by the public
parameters params containing a description about the attribute universe U
and a master secret key MSK.
KeyGen(MSK, S) → PK: The key generation algorithm takes the master secret
key MSK as well as an attribute set S as input and outputs a private key
PK corresponding to the given attribute set S. The generated private key
can be used to decrypt a ciphertext, if its corresponding attribute set is an
authorized set of S.
Encryption(λ, params, m, A) → CT: The algorithm to encrypt a message requires
as input the security parameter λ, the public parameters params, a message
m, and a corresponding access structure A on the attribute universe U and
generates a ciphertext CT.
Decryption(PK, CT) → m: The decryption algorithm takes the private key PK
and the ciphertext CT. Finally, it outputs the message m in plain text.
A CP-ABE scheme is correct if a decryption private key on the attribute set S
correctly decrypts a given ciphertext of an access structure A according to the
decryption algorithm, when the attribute set S is an authorized set of access
structure A.
1

Algorithms of CP-ABE take as input the security parameter κ (unary representation), which represents an input size of the computational problem indicating the
complexity of cryptographic algorithms.
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Outsourced Decryption and Collaborative Key Management

A collaborative key management protocol for Ciphertext Policy Attribute-Based
Encryption (CKM-CP-ABE) has been introduced by Lin et al. [4] to extend upon
CP-ABE. In this model, an actor’s private key is split into three key parts: 1) for
the key authority (KA), 2) for a re-encryption server (RS), and 3) for the client
(CL). Using these key parts, the key authority and re-encryption server can
reencrypt and partially decrypt a ciphertext for the client, thereby performing
the most expensive calculations. Finally, the client applies her private key part
to decrypt the prepared ciphertext, which usually requires less computational
eﬀort. Their model also allows for updates of the key material by using attribute
group keys, which represent a collection of actors sharing the same attribute.
If an attribute has been revoked from an actor, this actor is removed from the
respective attribute group. The reencryption algorithm in this concept takes all
attribute group keys and a ciphertext as input and updates decryption keys in
case of a revocation. Below, we recall the cryptographic deﬁnitions from Ziegler et
al. [16], which we slightly adapted for readability. We omit the public parameters
params ← {paramsbase , paramsKA , paramsRS } as input for the algorithms.
Deﬁnition 2 (CKM-CP-ABE). Collaborative key management protocol in
CP-ABE (CKM-CP-ABE) consists of the following algorithms:
BaseSetup(1κ , S) → paramsbase : This algorithm takes a security parameter κ
and a an attribute set S as input and outputs the base system parameters
paramsbase .
KASetup(paramsbase ) → paramsKA : This algorithm takes the base system parameters and outputs the key authority parameters paramsKA .
RESetup(paramsbase ) → paramsRS : This algorithm takes the base system parameters as input and outputs the reencryption parameters paramsRS .
KeyCreation(S) → IKKA : This algorithm takes a client’s attribute set S as input
and generates the initial key IKKA .
KeyUpdate(IKKA ) → (PKKA , PKRS , PKCL ): Given the initial key IKKA of a user,
this algorithm outputs an updated version of a user’s three private key parts
for the corresponding actors, (PKKA , PKRS , PKCL ).
Encryption(A, m) → CTinit : To encrypt a message, this algorithm takes an access
structure A as well as a message m as input. It outputs an initial ciphertext
CTinit .
ReEncryption(CTinit , [KeyAG ]) → CTre : This algorithm, given an initial ciphertext CTinit and a collection of attribute group keys [KeyAG ], generates a reencrypted ciphertext CTre .
PartialDecryption(CTre , PKKA , PKRS ) → CTulti : Given a reencrypted ciphertext
CTre and the private key parts of the key authority PKKA and the reencryption server PKRS , this algorithm partially decrypts CTre and creates a ﬁnal
ciphertext CTulti .
Decryption(CTulti , PKCL ) → m: The decryption algorithm takes the ﬁnal ciphertext CTulti and the private key part of the client PKCL as input. This algorithm
outputs the plaintext message m.
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System Model

This section describes the involved actors including their related trust assumptions as well as the data ﬂow of a composite service in our service composition architecture. Based on this trust model, we derive several security objectives, which serve as motivation for our proposed composition architecture and
protocol.
4.1

Actors and Data Flow

The system architecture for our service composition system consists of the actors
explained in the following paragraphs.
Client. The client represents a device used by a user, who wants to consume
a composite service. The client does not need to know anything about actors
participating in a composition to deﬁne a conﬁdentiality policy. Hence, it is
not required to know recipients at message generation time, which enables a
highly ﬂexible service composition in the background. Since smartphones must
considered at client side, also devices with limited computational power have to
be considered. One-time transmissions of data-sets reduce the communication
steps for clients in service compositions. Therefore, clients must be able to protect
the privacy of their data in a one-to-many communication.
Middleware. The middleware consists of several engines providing the functionality needed to coordinate the service calls and to handle the cryptographic
mechanisms (e.g., reencryption and partial decryption of ciphertexts). As the
coordination of service requests is performed by the middleware, it acts as a
service registry and deﬁnes the workﬂows of composite services. Therefore, the
middleware also provides the functionality to register services of service providers
in the composition network by collaborating with the key authority. To protect
the privacy of the users’ data, it must be impossible for the included engines to
read any data contents, which are exchanged in a composition. The middleware
is semi-trusted and only receives encrypted messages.
Service Provider. Service providers are actors providing one or more services
that can be used for service compositions. Each service provider has to perform
an initial authentication against the key authority in order to participate in
the service composition network. In the course of this authentication, a service
provider can apply for a set of desired attributes. On a successful authentication
and validation of authorizations, these attributes are assigned to the respective
applicant. To guarantee conﬁdentiality in our system model, service providers
must not be able to read data contents, which are not intended for them. Additionally, since an initial data set may be altered by any service provider in a
process sequence, every actor in a composition must be able to verify which
party has modiﬁed data. This is necessary to be able to attribute responsibilities to actors regarding the output of a service.
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Key Authority. The key authority (KA) is a semi-trusted component and
responsible for the creation and update of decryption keys together with the
reencryption server and a client. Furthermore, it is also responsible for the registration of new actors who want to participate in the service composition network.
However, the type of authentication itself is not in the focus of this work. During
registration, every applicant has to generate an asymmetric key-pair needed for
signing. After successful registration, the KA issues a certiﬁcate for the public
key of an applying actor, which is based on a PKI. The KA is authorized to grant
or revoke attributes and is allowed to add attributes to the existing attribute
universe. Furthermore, the KA must agree on updating a decryption key of any
actor and is primarily responsible for key revocation management. In most of
the concepts for ABE [3,4,17], the KA requires full trust, as it is able to generate
any decryption key on its own and is, therefore, able to decrypt every ciphertext.
To ensure the privacy of exchanged data in our system model, the KA must not
be able to read any data contents. Thus, the KA must not be able to generate
decryption keys on its own. For this purpose, we apply collaborative key management, where the KA cannot create decryption keys alone and is only able
to create a decryption key together with a decryption server and a client. This
way, full privacy can be ensured against the KA as well, even if this component
is compromized by any adversary, which decreases the required trust. Even if
the decryption server and the KA collude, they are not able to fully decrypt a
ciphertext, as the client must also be included. When creating a decryption key,
neither the KA nor the decryption server gets access to the ﬁnal decryption key,
they only contribute to its generation.
4.2

Security Objectives

This section summarizes our security objectives in the following paragraphs
based on our system model and the actors’ trust assumptions.
Objective 1: End-to-End Conﬁdentiality. Intermediate actors such as the
middleware or the key authority in our introduced system model are not suﬃciently trusted to read the users’ data. Therefore, the ﬁrst security objective is
end-to-end conﬁdentiality between communicating actors.
Objective 2: End-to-End Integrity. In service compositions, the output of
one service may serve as input for another service in a sequence. Hence, an (intentionally) incorrect result of a service may aﬀect subsequent service and may cause
a critical impact on a user (e.g., prescribed wrong medication). Attackers could
try to change the output of a previous service to manipulate the ﬁnal outcome of
a composite service. For this purpose, every actor must be able to verify which
data has been modiﬁed or added by which actor during a process to ensure
end-to-end integrity. Also, this makes it possible to clarify accountabilities.
Objective 3: Fine-Grained Access Control. The actors (e.g., service
providers) have diﬀerent information requirements and are also only trusted to
learn diﬀerent subsets of the data. Therefore, every actor in our system model
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must only be able to read data contents, which are intended for them. Our system model empowers clients to determine authorizations of actors to read desired
message parts. This can be achieved by separating a message into several parts
and encrypting them into ﬁne-grained access rules. As clients in our system
model do not necessarily need to know the actors of a composite service, it must
be possible to encrypt message parts without knowing the speciﬁc recipients at
message generation time.
Objective 4: Secure One-to-Many Communication. Parts of the same
message might be required by multiple service providers. By applying one-to-one
encryption to achieve conﬁdentiality, such message parts need to be encrypted
multiple times, for diﬀerent recipients, which leads to a transmission overhead.
Thus, our fourth security objective is encryption for one-to-many-communication
to reduce the communication overhead by only transmitting an encrypted dataset once, where message parts are protected by individual access controls.

5

Composition Architecture and Protocol

This section describes architectural components and introduces our protocol
for service compositions, which demonstrates the interplay between actors and
achieves our deﬁned security objectives.
5.1

Components

The middleware consists of the following four components:
Orchestration Engine. The orchestration engine (OE) coordinates the
sequence of service requests. Information about available services is collected in a
service registry. The OE determines the workﬂow of a composite service depending on the desired use case. Since this middleware receives all data transmitted
by actors of a composite service, these data must be end-to-end encrypted.
Reencryption Server Engine. The reencryption server engine (RSE) reencrypts the ciphertext using the reencryption algorithm introduced in Sect. 3.
Besides, the RSE is also needed for the generation of the system parameters and
transmits its part of the user’s private key to the decryption server engine to
enable partial decryption. Since the RSE only receives and outputs ciphertext
without learning the plain text intermediately, the privacy of sensitive data is
guaranteed.
Decryption Server Engine. The decryption server engine (DSE) provides the
functionality to partially decrypt ciphertexts. For the partial decryption, the
DSE requires two parts of the user’s private key: one part of the key authority
and another of the reencryption server engine. It performs the computationally
expensive operations of the decryption algorithm and outputs a ﬁnal ciphertext.
This ﬁnal ciphertext requires less computational eﬀort at client-side. The DSE
only receives encrypted information and is not able to fully decrypt a ciphertext.
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Service Registration Engine. This Service Registration Engine (SRE) is necessary to provide a registration mechanism for service providers applying to participate in the service composition network. The key authority informs the SRE
after successful registration of a service provider about the approved attributes
and transmits the issued certiﬁcate for the signing key material. The SRE validates the certiﬁcate and adds the respective services to the service registry.
5.2

Protocol for Privacy-Preserving Service Composition

This section describes a novel privacy-preserving service composition protocol
oﬀering end-to-end conﬁdentiality and integrity. In this protocol, a user initially
sends a request to the orchestration engine that forwards this request in sequence
to multiple service providers (SP1 , ..., SPn ), which operate on the received data
and modify the data for the next actor. This process continues until the service
composition is ﬁnally completed, and (optionally) a response for the user is
generated. Below, we describe the protocol’s steps as an iteration from a sender
i to a receiver i + 1, which becomes the next sender and starts the iteration
again.
1 The sender i splits the message mi into multiple message parts mi,j ,
if diﬀerent requirements regarding the conﬁdentiality for distinct message ﬁelds are necessary. The sender encrypts the message parts mi,j for
an appropriate attribute set Ai,j which produces a ciphertext CTinit
i,j ←
{Encryption(Ai,j , mi,j ) : ∀j}. Next, a session key SymKey is generated for the
creation of a HMAC for each message part HM AC(mi,j , SymKey), which are
added to the message parts and signed with the private signature key SKi of
the pre-registered key-pair of the sender σi,j ← Sign(SKi , mi,j , HM ACi,j )∀j.
The HMAC avoids that the signature of the individual message parts gives
any oracle about the plain text, which is especially important if data inputs
can only embrace limited values. The sender also encrypts the session key
CTSymKey ← {Encryption(A, SymKey)}. Also, another signature is generated
for the whole initial data set σinitData ← Sign(SKi , mi ). CTinit
i , CTSymKey and
the signatures σinitData , σi,j are transmitted to the orchestration engine.
2 The orchestration engine receives the service request including all parameters
and forwards CTinit
i,j together with information about the next actor i + 1 to
the reencryption server engine to perform a reencryption of the ciphertext.
3 The reencryption server engine receives the initial ciphertexts CTinit
i,j and
performs the reencryption algorithm. With multiple message parts mi,j , this
reencryption process is performed for each individual part, resulting in the
init
reencrypted ciphertexts CTre
i,j ← {ReEncryption(CTi,j )∀j}. Next, the reencryption server engine veriﬁes, if the next actor of the composite service is still
authorized to possess her attribute set, or if any attribute has been revoked
for this actor. In case of revocation, the reencryption server engine updates
the corresponding set of attribute group G keys. For reencryption, we used
the attribute group-based algorithm of Hur [18]. Thereafter, the reencryption
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server engine returns the reencrypted ciphertext CTre
i to the orchestration
engine.
The orchestration engine receives the reencrypted ciphertext CTre
i and forwards it to the decryption server engine.
The decryption server engine receives the decryption query with CTre
i from
the orchestration engine. First, it retrieves two of three private key parts
RS
of the receiver, i.e., PKKA
i+1 and PKi+1 from the key authority and the reencryption server engine, respectively. With those key parts, the decryption
server engine partially decrypts the individual ciphertext parts CTulti
i,j ←
re
KA
RS
PartialDecryption(CTi,j , PKi+1 , PKi+1 ). The reencryption server engine outputs the ﬁnal ciphertext CTulti
i , which is returned to the orchestration engine.
together with
The orchestration engine forwards the ﬁnal ciphertext CTulti
i
all the received signature values to the next actor according to the process
sequence.
and applies
The next actor receives the partially decrypted ciphertext CTulti
i
to
ﬁnally
decrypt
the
message
parts
mi,j ←
her private key part PKCL
i
CL
Decryption(CTulti
,
PK
).
If
the
user
has
suﬃcient
attributes,
she
is
able to
i,j
i
successfully perform this decryption. Next, she veriﬁes the signature value
of each message part Verify(VKi , σi,j , mi,j ) as well as the signature of the
whole message Verify(VKi , σi , mi ). This way, she can verify changes of message parts. Afterwards, she performs her business logic on the plaintext, giving
mi+1 . This actor may now take on the role of the sender and repeat the process with the next actor, which is coordinated by the orchestration engine. If
the actor changes or modiﬁes any data of a message part mi+1,j , she has to
sign this message part with her pre-registered private signature key SKi+1 ,
giving σi+1,j ← Sign(SKi+1 , mi+1,j ). Furthermore, she also has to generate a
signature for the whole data set to enable a veriﬁcation against integrity for
the following actor σi+1 ← Sign(SKi+1 , mi ).

6

Evaluation

This section illustrates a case study for a telemedical service, presents a proofof-concept implementation, evaluates the performance, and discusses various
aspects.
6.1

Case Study

To demonstrate the feasibility of our proposed concept, let us assume an example
use-case representing a telemedical service that oﬀers an alert system, as shown
in Figure 1. This composite service consists of three web services:
A The ﬁrst service validates a heart rate against abnormalities and veriﬁes
motion-data to detect unusual movements. If the heart rate is abnormal and
the movement is unusual (e.g. patient fell down), it adds a validation result
indicating a case of emergency. This service is provided by a health service
provider.
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Fig. 1. Use-case of a medical drug prescription service

B The second service veriﬁes the validation result and transmits an emergency
call including all information to any available doctor in case of emergency.
This service is operated by a hospital.
C The ﬁnal service sends a conﬁrmation to the client, when the emergency call
has been received. This service is operated by an emergency doctor.
The attribute universe U for this scenario includes the following attributes: U =
{Low, High, Health Service Provider, Hospital, Doctor}, whereby the attributes
‘Low’ and ‘High’ indicate a security level. The initial message transmitted by the
client consists of the name, location, heart rate and motion-data of the patient,
which are transmitted to the client device by sensors. The data set is split into
two message parts and encrypted to diﬀerent conﬁdentiality policies as given
by Fig. 1. Service A extends the initial message by adding the validation result
based on the heart rate and motion-data. This services has to ensure authenticity, integrity and conﬁdentiality of the added message ﬁeld. Thus, this service
provider signs the respective data ﬁeld and encrypts it. In this use-case, any
service provider encrypts a received message part to the same access structure,
which was required to decrypt it.
6.2

Implementation and Performance

We have implemented the introduced use-case with Java-based web services as
well as an Android app. These actors are based on the collaborative key management protocol for CP-ABE introduced by Lin et al. [4]. We have implemented this
cryptographic scheme by using the IAIK Java Cryptography Extension (IAIKJCE)2 as well as the IAIK ECCelerate elliptic curve library (See footnote 2),
2

https://jce.iaik.tugraz.at.
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which provides cryptographic functionality for bilinear pairings. For our evaluation, we choose a security parameter of λ = 256 bits, providing long-term
security according to NIST’s recommendation [20].
Table 1. Execution times in milliseconds (ms) (“–” denotes unnecessary operations)
Sender → Receiver Setup Key Creation Message Part Encryption ReEncryption Partial
Decryption

Decryption

Client ↓ HSP

–

HSP ↓ Hospital

Hospital ↓ Doctor

26

47

1

18

95

140

2

24

101

102

15

1

–

–

–

14

2

24

111

106

13

3

19

104

118

–

1

18

115

135

15

2

26

109

116

13

3

29

106

142

18

Message Format. To encode the messages, we have chosen JSON Web Tokens
(JWT). The sender (i.e., user or service provider) ﬁrst structures the data as
JSON documents and then attaches a signature generated with its private signing
key. If an actor modiﬁes the payload of a JWT or adds a new message part, it
has to sign the token again, which enables to trace who has edited data. Finally,
all the JWTs are encrypted to a desired access structure A. The use of JWT
allows for lightweight communication, which oﬀers suitable performance for our
use case.
Test Setup. The collaborative key management protocol algorithms are performed by three web services running on a Lenovo Thinkpad T460s, which has
an Intel i5-6200U dual-core processor and 12 GB RAM. Since we also want to
consider smartphones at client-side, we use a HTC U11, which has a Qualcomm
Snapdragon 835 quad-core processor with 2.45 GHz each and 4GB RAM.
Performance for Case Study. The smartphone starts the process by initially encrypting the two generated JWT with diﬀerent symmetric 256-bit AES
session-keys. Afterwards, these keys were encrypted to diﬀerent conﬁdentiality
policies as deﬁned in Sect. 6.1. One web service represents the orchestration
middleware and takes over the service call coordination and performs the reencryption algorithm. The second web service performs the partial decryption algorithm, which is normally performed by a powerful decryption server. To provide
reliable results, we have conducted the test 50 times and used the median of
these performance values. Message parts that are not decrypted by an actor
do not need to be encrypted, reencrypted or partially decrypted for the next
actor in the sequence. These unnecessary operations are denoted as “–” in Table
1. The test results demonstrate that our choice of cryptographic mechanisms
provides practically-eﬃcient execution time for service compositions. Especially,
the needed execution time for decryption at client-side demonstrates a perfectly
suitable approach to be used on devices with limited computational power such
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as smartphones. The execution time of the partial decryption can be further
decreased by using of powerful hardware for the decryption server, rather than
our Lenovo Thinkpad T460s.
General Performance of CKM-CP-ABE. According to Ambrosin et al.
[19], a reasonable scenario in ABE comprises about 30 attributes, which can
lead to highly complex policies. Ziegler et al. [16] performed a comprehensive
evaluation of CP-ABE with outsourced decryption. They investigate the execution times for a varying number of attributes as well as the impact of diﬀerent
security levels with security parameters of λ = 80 bits to λ = 512 bits. Their
results show, that applying CKM-CP-ABE to a service orchestration system
enables practical eﬃciency.
6.3

Discussion

Fine-Grained Access Control. By applying ciphertext-policy attribute-based
encryption to our concept, senders are to deﬁne ﬁne-grained access controls to
message parts. During encryption, the sender speciﬁes a conﬁdentiality policy
based on attributes. Only receivers who hold attributes that satisfy this policy
are able to decrypt the message parts.
Flexibility. The use of attribute-based encryption enables actors to encrypt
data without requiring any speciﬁc knowledge about the intended recipients.
This improves ﬂexibility regarding the composition in the background, because
the service registry can change workﬂows by simply replacing a service and
does not need to inform actors in the service composition system about any
alterations.
Reducing Trust Requirements. By employing a collaborative key management protocol, our proposed system avoids a common problem of ABE systems:
Even the key authority in our concept is not able to create decryption keys on
its own in order to fully decrypt a ciphertext, which ensures privacy against this
party and represents a major advantage compared to other ABE systems.
Eﬃcient One-to-Many Encryption. Our concept also supports eﬃcient as
well as secure one-to-many communication, as multiple services may hold suﬃcient attributes to decrypt the same message parts. Such one-to-many communication reduces the communication overhead in comparison to systems that have
to encrypt the same message multiple times for diﬀerent receivers.
Performance. The integration of outsourced decryption in combination with
a collaborative key management protocol represents a suitable mechanism to
ensure suﬃcient performance on smartphones. Although we did not perform
the partial decryption on a powerful server, the algorithm’ execution time was
already satisfying and can be further reduced by using more powerful hardware.
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Conclusion

In this paper, we have introduced an architecture and protocol for eﬃcient,
ﬂexible, and privacy-preserving service composition. The proposed concept
enables end-to-end encryption and ﬁne-grained access controls in a one-tomany communication by combining ciphertext-policy attribute-based encryption
with outsourced decryption and a collaborative key management protocol. Such
attribute-based encryption also improves ﬂexibility, as senders do not need to
know the ﬁnal recipients, which allows middlewares to change or replace the services within the process ﬂow on demand. While secure one-to-many communication reduces the transmission overhead, little computational eﬀort is required of
clients (e.g., smartphones) as outsourced decryption enables to outsource large
parts of the decryption eﬀorts to powerful servers. Additionally, our protocol
oﬀers end-to-end integrity for exchanged messages, which allows to trace modiﬁcations to the message parts and therefore provides accountability. The feasibility of this concept is highlighted by a proof-of-concept implementation, which
demonstrates practical eﬃciency of the used cryptographic mechanisms.
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