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Abstract. We retrieve the ephemeral private key from the power trace
of a single scalar multiplication in an ECDSA signature generation and
from that the signing private key using an online template attack. The
innovation is that we generate the profiling traces using ECDSA signa-
ture verification on the same device. The attack can be prevented by
randomization of the (projective) coordinates of the base point.
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1 Introduction

Template attacks are a very powerful type of side channel attacks, typically
featuring two phases: profiling and key recovery [5]. In the profiling phase, the
device’s leakage is characterized as a probability distribution to make optimally
use of the information present in each time sample of a leakage trace. In the
attacking phase, the key is identified using the maximum likelihood principle. In
the public-key cryptography application scenario, template attacks can be used
to extract a private key from a single power consumption or electromagnetic
emanation trace of a device performing an exponentiation of scalar multiplica-
tion [15].

In this paper we concentrate on the scalar multiplication with a known base
point and a secret scalar. The goal of the adversary will be to extract the latter
one. Typically, an attacker derives some bits of the secret scalar based on some
well-defined positions in the trace and thereafter recovers the remainder of the
scalar via lattice reduction techniques. The first phase of the attack (profiling)
requires the generation of templates and for that the attacker ideally must be
able to take traces from the same device, running scalar multiplications with
chosen scalars. We call those profiling traces.

With classical template attacks, the required number of profiling traces to
perform a successful attack can be large, depending on the noise level, set-up,
implementation characteristics etc. An important innovation in this respect was
the technique of the Online Template Attack (OTA) [1] that reduces the number
of profiling traces to less than two times the number of scalar bits.

In real-world attack scenario’s it rarely happens that an attacker can get
profiling traces from the device that contains the target key. For that reason,
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one often obtains the profiling traces from a device of the same type running the
same software. This is, for instance, the case if the target device is a JavaCard
used for banking or used as an ID card, assuming that the attacker is able to
obtain an open JavaCard from the same type. However, profiling traces obtained
from a device different than the target device are not necessarily accurate due to
variations between individual chips. This is the so-called issue of portability that
has received wide coverage in many papers the last few years [3,6]. For dedicated
security products such as smart cards it is often even infeasible to obtain an open
device similar to the target device and profiling is simply out of the question.

In this paper we make use of a simple observation to generate profiling traces
using the target device itself, thereby completely bypassing the portability dis-
cussion and the non-availability of open devices. This observation is the fol-
lowing: products that support the Elliptic Curve Digital Signature Algorithm
(ECDSA) algorithm typically support both signature generation that includes
a scalar multiplication with an ephemeral private key and signature verifica-
tion that includes two scalar multiplications with scalars that are provided to
the device and can hence be chosen by an attacker. The idea is simply to use
scalar multiplications in the signature verification to generate profiling traces.
There are still some obstacles: the scalar multiplications in signature generation
and verification may make use of different algorithms. In a way, the issue of
portability between devices is now replaced by a portability problem between
algorithms. In this paper, we report on an attack that overcomes the difference
in algorithms and succeeds in extracting the private ephemeral key from a single
ECDSA signature generation trace using profiling traces from ECDSA signature
verification traces on the same device.

The remainder of the paper is structured as follows. We discuss related work
in Sect. 1.1 and summarize the contributions of this paper in Sect. 1.2. We pro-
vide the necessary background in Sect. 2. Section 3 focuses on the vulnerability
identified and how it might actually be exploited and in Sect. 4 we introduce the
actual exploitation process itself.

1.1 Related Work

There are two research directions that should be considered as relevant previous
work. The first one is on portability and the other one is the work on online
template attacks.

Considering the importance of portability, Elaabid and Guilley [9] show that,
when precharacterized templates are outdated, the consequence can be as dras-
tic as ranking the correct key last. The work of Choudary and Kuhn focuses on
differences between devices when performing portable template attacks (consid-
ering mainly DC offset caused by temperature changes) [7]. Bhasin et al. recently
compared different machine learning techniques on the efficacy with respect to
portability [3]. A common point in all those works is they identified the problem
and try to amortize the penalty due to portability.

Online template attacks are an adaptive template-attack technique that can
recover a complete scalar from only one power trace of a scalar multiplication
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using this scalar [1]. The attack is characterized as online, because the templates
are created after the acquisition of the target trace. The attack is not a typical
template attack; i.e. no pre standard profiling template-building phase is neces-
sary. The attack is demonstrated by acquiring one target trace from the device
under attack and comparing patterns of certain identical operations from this
trace with templates obtained from the attacker’s device that runs the same
implementation. Our work examines another dimension of online templates, as
we address the portability issue at the same time by applying OTA on the same
device. This strategy requires the templates creation phase to use another algo-
rithm than the one which implementation we attack. This minor but subtle
difference requires some creativity with the new attack we propose as the tem-
plates to compare and identify within the actual trace are not readily available.
Our strategy is initiated by a common scenario in real-world applications where
one often has only one device available and it solves the portability problem.

1.2 Contributions

In this work we show the feasibility of OTA using a single device, so templates
collection and the key recovery are performed in identical conditions. This use
case puts the portability discussion in perspective. We successfully extract the
ephemeral private key from a single power consumption trace of an ECDSA sig-
nature generation implemented on an 8-bit microcontroller. We use the ECDSA
signature verification on the same device for the online templates. The fact that
the scalar multiplication in signature verification uses another algorithm than
the one in signature generation does not prevent our attack.

2 Background

In this section we discuss some principles needed to understand our attack: the
ECDSA signature scheme, the relevant scalar multiplication algorithms and the
principle of OTA.

2.1 ECDSA

By now it is almost twenty years ago that Johnson et al. proposed the elliptic
curve variant of the Digital Signature Algorithm [13]. Next to RSA [18] and
Ed25519 [2] it is one of the most commonly used signature algorithms. We specify
the ECDSA signing algorithm in Algorithm1 and its verifying counterpart in
Algorithm 2, along with the symbol clarification in Table 1.

In the context of side-channel analysis, in relation to elliptic curves, scalar
multiplications are the standard go-to, especially if the scalar is a secret value.
Namely, in the case of ECDSA, if an adversary somehow learns the value for
k by exploiting some side channel during the scalar multiplication on line 3 of
Algorithm 1, he can compute the private key d via line 8 of Algorithm 1 since it
is the only unknown variable left.
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Table 1. Symbol clarification for ECDSA related algorithms.

Symbol Meaning Element of

B Base point The elliptic curve

l Order of base point N

k Ephemeral private key Z/lZ

d Long-term private key Z/lZ

D Public key (D = [d]B) 〈B〉
H(...) Hash of input Z/lZ

M Message {0, 1}∗

(r, s) Signature (Z/lZ,Z/lZ)

Algorithm 1: ECDSA signature generation.
Input: d, l, B,M
Output: (r, s)

1 z ← H(M)
2 while true do
3 k ← create nonce(1, l − 1)
4 (x, y) ← [k]B
5 r ← x mod l
6 if r == 0 then
7 continue // new k needed

8 end
9 s ← k−1(z + rd) mod l

10 if s == 0 then
11 continue // new k needed

12 end
13 break

14 end
15 return (r, s)

Algorithm 2: ECDSA signature verification.
Input: l, r, s, B,D,M
Output: signature accepted

1 signature accepted ← 0
2 z ← H(M)
3 w ← s−1 mod l
4 u1 ← zw mod l
5 u2 ← rw mod l
6 (x, y) ← [u1]B + [u2]D
7 if x == r mod l then
8 signature accepted ← 1
9 end

10 return signature accepted
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2.2 Double-and-Add

One of the simplest fast methods for scalar multiplication is the double-and-add
algorithm, see Algorithm 3.

This algorithm iterates over the scalar k, starting from the most significant
bit, doubles the intermediate result in every round and conditionally adds the
elliptic curve point if the scalar bit processed equals 1.

Algorithm 3: Double-and-add algorithm.
Input: (kn−1, kn−2, ..., k0), P
Output: Q = kP

1 Q ← O
2 for i ← n − 1 down to 0 do
3 Q ← 2Q
4 if ki == 1 then
5 Q ← Q + P
6 end

7 end
8 return Q

However, this procedure is insecure to use in a cryptographic setting when
k has to be kept private if a side-channel vector exists in the form of time due
to the conditional statement in line 4. If different rounds within the execution
of the algorithm can be distinguished from one another the secret scalar can be
reconstructed bit by bit. This is not necessarily trivial. Nevertheless, to prevent
such time-based attacks, one should avoid branching on secret data altogether.

2.3 Montgomery Ladder

An alternative for the double-and-add algorithm is the Montgomery ladder [16],
as specified in Algorithm 4. Peter Montgomery invented it back in 1987 to speed
up factorization using elliptic curves and it offers resistance against the type of
side-channel attacks as discussed above.

Due to the regular structure of the algorithm, and therefore the lack of
branches, the scalar multiplication occurs in constant time and even provides
protection against some power analysis techniques, such as simple power analy-
sis [14].

Still, the algorithm needs to somehow distinguish between 0 and 1 scalar bits
being processed. It does so by working with two shares, X0 and X1. Based on
the key bit, the shared a swapped in constant time by the function cswap. The
value shares are swapped if a bit is set.

Algorithm 4 only gives a high level overview of the Montgomery ladder. In
the last few decades quite some research has been done in optimizing it for
speed and/or memory usage and improving its resistance against side-channel
analysis. For the remainder of the paper we refer to the Montgomery ladder
implementation done by Hutter et al. [12].
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Algorithm 4: Montgomery ladder.
Input: (kn−1, kn−2, ..., k0), P
Output: Q = kP

1 X0 ← O
2 X1 ← P
3 for i ← n − 1 down to 0 do
4 X1 ← X0 + X1

5 X0 ← 2X0

6 (X0, X1) = cswap(X0, X1, ki)

7 end
8 return X0

2.4 Online Template Attack

OTA [1] can be seen as a combination a template attack [5] and doubling attacks
as introduced for the scalar multiplication operation on an elliptic curve [10].

The main difference between a standard template attack and OTA is that
the latter requires at most two power traces per scalar bit to recover, while in
the former case it easily can be hundreds or thousands. Additionally, with OTA
the process of template generation and matching can be interleaved per bit to
recover. So, OTA is faster in template generation building and matching and
uses significantly less storage in comparison to a standard template attack.

When looking at Algorithm3, the key idea of OTA is the following: based on
the bit value of kn−2, Q will equal 2P or 3P before the doubling operation at the
start of the third round of the for loop. That is because the most significant bit
kn−1 will equal 1. Although an adversary does not know which case occurred,
he can create his own profile trace, a template, for both cases. Assuming that
he has access to a power consumption trace of a target doing the secret scalar
multiplication and is able to identify a single doubling operation of an elliptic
curve point, he can apply correlation analysis techniques to derive the correct
scalar bit. That is, he compares how similar the doubling operation in the begin-
ning of the third round of the for loop is with both of his templates in terms of
power consumption. Depending on the scalar multiplication and the hardware
used, it might even be possible to only generate one template and accept the
corresponding correlation value based on a certain threshold value, which has to
be determined empirically.

Once the value of kn−2 has been identified, the whole process can be repeated
to determine the next bit of the scalar. The only matters that require updating
are the possible input values for the doubling operation on line 3 of Algorithm3
and the location of the doubling operation in the target trace. For example,
assuming that kn−2 = 0, the template traces will represent 4P and 5P .

Note that by itself it is overkill to apply OTA to the double-and-add algorithm
because a simple power analysis technique will already suffice. However, in the
next section we grasp the key idea of OTA and apply it to an implementation
of the Montgomery ladder.
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3 Spotting the Attack Vector

This section focuses on the vulnerability identified and how it might actually be
exploited.

3.1 Finding the Similarity

As introduced before, for the attack to succeed, we need to find some key depen-
dent operation in the ECDSA signing procedure, that can be mimicked with its
verifying counterpart. If such a relation can be found, it allows an adversary to
generate templates of that operation, one where the bit of the scalar is 0 and
one where it is equal to 1.

In side channel analysis of ECDSA the typical method to achieve key extrac-
tion is to use the scalar multiplication of the ephemeral private key k with the
base point B, see line 3 of Algorithm 1. If k can be reconstructed, the extraction
of the private key is trivial. During the ECDSA verification procedure there are
two scalar multiplications taking place as well, so those can serve as an entry
point. However here arises a problem: the scalar multiplication method used dur-
ing signing is the Montgomery ladder, while its counterpart uses the standard
double and add algorithm. Not only do their internal computations differ, so
do their coordinate systems. In our scenario we assume the usage of standard
projective coordinates for the Montgomery ladder and Jacobian coordinates for
the double and add algorithm. So in order to find our targeted key-dependent
operation we have to dig deeper and look at the underlying field arithmetic in
both cases. Once again, solving this kind of issues is the core novelty of this
paper since it makes the portability discussion redundant by introducing the
new OTA-like method.

Signature generation and signature verification use different scalar multipli-
cation algorithms, thus we are not able to create templates of the whole double-
and-add iteration. Instead, we aim to find an operation that is computed in both
algorithms. Our requirements are: 1) In the signature generation algorithm the
input value of the operation should depend on the key and 2) in the signature
verification we should be able to control the input value.

The point that is doubled in the iteration depends on the key bit of the
previous iteration, namely 2P or 2P +1 (see line 4 and 5 of Algorithm 4) will be
doubled. We locate an operation in that step to create templates of the key bit
used in the previous iteration. For the point doubling operation, the x-coordinate
is squared. In the signature verification algorithm, there is also a squaring of the
x-coordinate. Since the x-coordinate is part of the public key D, an attacker can
control it. Therefore, this value of the x-coordinate and the squaring operation
is a good candidate for the generation of templates.

For each key bit, two templates are created, one for the case where 2P is
doubled and one where 2P + 1 is doubled, with P the resulting point of the
previous round in X0. The template consists of a power trace of the squaring
operation from the corresponding point doubling. To determine which key bit
was most likely in the target trace, the Pearson correlation [4] is computed with
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each template where the template with the highest correlation value corresponds
to the correct key bit.

3.2 Preparing the Input

Now that we have found our attack window, the question becomes how to get
meaningful data as input for the identified squaring operation so that we can
build our wanted templates. A first problem to overcome is to compute the
possible intermediate values for X0 in the Montgomery ladder which may serve
as input for the squaring operation in the Jacobian doubling.

The issue can quite easily be solved by implementing our own Montgomery
step function in SageMath1. After all, the input values for this step function are
known, except for the secret scalar itself of course, hence two possible values for
X0 which make up the template.

However, a more serious problem arises with our values just calculated.
Namely, when looking at line 6 of Algorithm 2, it only makes sense to feed our
template values for X0 via the public key D, since it is not likely that an outside
adversary can manipulate the base point B to use during a signature verifica-
tion. However, the complication that now arises is that typically in an ECDSA
signature verification implementation as a first step a check is made whether the
given D is really a public key, that is, whether the point D lies on the curve.
The issue here is that it is quite feasible that both computed values for X0 are
indeed not representing a point on the curve.

To circumvent this problem, Papachristodoulou [17] came up with the idea to
introduce bit flipping on the least significant bit of X0. By flipping it, effectively
a new value for X0, say x′, is computed. Together with its y′ component the
coordinate (x′, y′) might lie on the curve and hence pass the test that D is
a valid public key. If (x′, y′) is still not a point on the curve, the bit flipping
is reversed and instead the second least significant bit is flipped. This process
continues just as long until a point on the curve is found. Based on experiments
of Papachristodoulou and ourselves, a maximum of five tries are needed to find
an elliptic curve point that actually lies on the curve.

Since we now know how and what to fill in for D in Algorithm 2, we can focus
on the scalar u2. Looking at Algorithm3, we can think of line 3 as our Jacobian
doubling with our desired squaring operation. In order to get our calculated
values for X0 into the doubling, we need the most significant bit of u2 to be 1 so
that in the beginning of the second round in the for loop our wanted operation
happens. It does not really matter what happens afterwards, we only care about
the power trace of the squaring operation. u2 itself is depending on the signature
tuple (r, s). So, by some simple brute forcing of either of the values we should
have some random value for u2 for the most significant bit equals 1.

Today’s applications typically do not implement a simple double-and-add
algorithm and execute it two times to get both scalar multiplications during
ECDSA verification. Typically, they apply some kind of optimization, such as

1 http://www.sagemath.org.

http://www.sagemath.org
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Non-Adjacent Form (NAF) [11] or the Straus-Shamir trick [19]. It is important
to note that also these implementations are affected, because the vulnerability
identified resides inside the underlying finite field arithmetic and not on the
higher level scalar multiplication algorithm.

Furthermore, also realize that when creating our templates, the correspond-
ing signature verification results do not have any meaning. It is a logical conse-
quence of taking an intermediate result of one algorithm and use it as input for
another in a different coordinate system. The takeaway here is that the verifica-
tion results are irrelevant, we only care about the retrieved power traces.

4 Exploiting the Attack Vector

Now that we have introduced the entry point of our attack, we will discuss our
measurement setup, after which we describe the procedure of bit extraction. We
will finish with an effective countermeasure against OTA.

4.1 Measurement Setup

For a total overview of the measurement setup, see Fig. 1 and Table 2 for the
symbol clarification.

The device used for our online template attack is the ChipWhisperer-Lite
Classic (CWLC). It uses the Atmel Xmega 128D4 8-bit processor which runs
at 32 MHz. Actually, the CWLC board consists of two parts: one with Xmega
target and one main board which communicates with the target. We access the
Xmega target via the main board via a USB-cable. On our computer we run
Jupyter notebook to interact with the board within a specially prepared virtual
machine2 provided by the manufacturers of the CWLC.

The board itself is connected to the Waverunner 8404M-MS from Teledyne
LeCroy which uses a sample rate of 25 Msamples/s in order to get a power trace.
Besides that, there is also wiring from the board to the oscilloscope to plot
any trigger mechanisms used. Even though the Xmega target runs our code in
constant time, the triggering makes the identification process of the squaring in
the trace a bit more convenient. However, it is not a necessity to use it. Finally,
the oscilloscope itself is connected to another computer which runs Inspector3,
a side-channel analysis tool we will discuss in the next section.

On a completely different note, it should be mentioned that the execution
time of a 256 bit elliptic curve scalar multiplication on a 8-bit architecture is a
costly endeavor: approximately 60 s. In contrast, a typical home computer does it
in the order of milliseconds. Additionally, the oscilloscope used can capture up to
128 Msamples. With our sampling rate of 25 Msamples/s this means that around
5 s of the signature generation can be captured. After doing some experimenting
with this setup we found out that one single round of the Montgomery ladder

2 https://github.com/newaetech/chipwhisperer.
3 https://www.riscure.com/security-tools/inspector-sca/.

https://github.com/newaetech/chipwhisperer
https://www.riscure.com/security-tools/inspector-sca/


332 N. Roelofs et al.

takes 192 ms and that the squaring we are interested in happens at a constant
offset of 111.5 ms from the start of a round and takes 10.8 ms. So, this means that
we can recover around 20 scalar bits with our setup. Remember, the scalar used
with ECDSA signing is different and randomly chosen for every single execution
so it is useless to take another target trace. However, this problem can simply
by bypassed by using an oscilloscope which has bigger storage capabilities. On
top of that, an adversary could try to lower the sampling rate. However, we did
not test such a scenario.

4.2 Bit Extraction

Once both profiling traces have been taken for the second most significant bit,
the post-processing can start. Realize that we start with the second bit, because
the most significant bit will always be 1.

The basic idea is to calculate the Pearson correlation coefficient between a
profile trace and every single offset of the target trace. To increase the speed of
these calculations we applied the principle of window resampling with a window
size of 20 with an overlap of 0.15, which leads to a sample reduction of factor
17. In our case window resampling means that the average is taken of 20 sam-
ples, which serves as 1 new sample, and that the last 3 samples of a window
are reused in the next window. These numbers have been chosen empirically
and are a balance between computation time and still being able to distinguish
between different templates. Namely, creating the windows too big in size effec-
tive leads to a situation where every window starts to look similar which gives
as a consequence that further analysis is not possible.

Table 2. Number clarification for OTA setup Fig. 1.

Number Meaning

1 CWLC Xmega target

2 CWLC main board

3 Micro-USB connector

4 Measuring cable to oscilloscope

5 Wiring for triggering to oscilloscope

6 Computer running Jupyter notebook

7 Waverunner 8404M-MS oscilloscope

8 Processing power trace with Inspector

The concept above can be implemented quite easily with the tool Inspector
from Riscure. If done so separately for both templates, we are given Fig. 2, where
(a) represents the correlation analysis when the second most significant bit of
the scalar equals equals 0 and (b) when it equals 1.
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Fig. 1. Overview of the OTA attack setup.

The x-axis of both subfigures captures the time of one complete Montgomery
ladder step, 192 ms. The parts in the figure marked in red refer to the area where
the correlation coefficient between our template and our targeted squaring in the
Montgomery ladder in the target trace should be. And indeed, there is a peak
at an offset of 111.5 ms. The other correlation peaks in the figures represent
points in time where either another squaring or multiplication operation in the
Montgomery ladder occurs. Based on the implementation of Hutter et al. [12],
we should have the eleventh peak, which is indeed the case (note the peak at an
offset of 0 ms).

As a final step, the only thing that is now left to do is to compare the
correlation peak values at the offset of 111.5 ms: (a) gives a correlation of 0.88
and (b) 0.61. Therefore, the conclusion can be drawn that it is more likely that
the second most significant bit of the scalar equals 0. And indeed, when creating
our setup we set the most significant byte of the scalar to 0 × 97, which gives in
binary 10010111.

From here on onward, the whole procedure can be repeated for the third
most significant bit and thereafter the fourth et cetera. For every scalar bit to
recover new values have to be computed for X0. They will serve as input for
the templates to generate. Hereby it is important to realize that these values for
X0 depend on the previously scalar bits identified. Additionally, when trying to
derive to value for the nth bit, one should look at the correlation peak at an
offset of (n − 2)192 + 111.5 ms.
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In total, we repeated this procedure sixteen times and we were able to derive
the scalar bit every single time without error, once we applied the appropriate
window resampling parameters. Nevertheless, even if somehow a wrong bit would
get chosen, the correlation values would significantly drop in successive rounds
thereafter, clearly indicating that somewhere something went wrong.

Fig. 2. Correlation results second most significant bit templates. (a) represents bit 0
and (b) bit 1.

4.3 Countermeasures

As demonstrated above, simply implementing the elliptic curve scalar multiplica-
tion in a time constant way does not provide protection against OTA. However,
as Coron wrote in his influential paper [8], there are some countermeasures that
can be taken in order to prevent certain types of power analysis side-channel
attacks on elliptic curve cryptosystems.

One of those countermeasures described also protects against OTA: the con-
cept of randomized projective coordinates. It is based on the concept that the
projective representation of an elliptic curve point is not unique. See Eq. (1)
where λ is a random scalar in Fp, the finite field with modulo p.

(X,Y,Z) ← (λX, λY, λZ) (1)

When this concept is applied on the base point while signing, an adversary
can no longer create any meaningful templates for OTA. After all, it becomes
impossible to calculate the intermediate computation value of X0 in the Mont-
gomery ladder which he wants to serve as input for the squaring operation during
the verification process because the value is randomized.

A big advantage of this countermeasure is that it is very cheap to implement
in terms of speed: it only takes three finite field multiplications. In contrast, a full
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Montgomery ladder consists of several thousands of such operations. However,
there is one big assumption that must not be overlooked: we assume that a
device has the capability to generate randomness, an operation that by itself is
far from trivial and definitely not implemented on every device out there in the
world.

5 Conclusion

In this paper we demonstrated the feasibility of extracting a secret scalar used
in the ECDSA verification procedure via its verifying counterpart, which does
not use any secret values by itself. By itself, this is nothing the new. However,
the novelty lies in the fact that a single device is used for both collecting the
target trace and building the profile traces, while different scalar multiplication
algorithms with different coordinate systems are used during ECDSA signing
and verification.

Although we showed a rather simple but effective attack, so is its counter-
measure of randomizing the coordinates of the base point. Granted, hereby we
assume that the device has the ability to generate random numbers, which is
definitely not always the case.
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