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CHAPTER 8

Mapping the Business Value of the Internet 
of Things

Pierangelo Rosati and Theo Lynn

Abstract The impacts of enterprise investments in technological infra-
structure for the Internet of Things (IoT) go well beyond the technical 
domain and require significant changes in an enterprise’s operations, strat-
egy and approach to market. This chapter presents a framework for map-
ping the business value of IoT investments which aims to support managers 
in their decision-making process by providing an overview of how specific 
resources need to be linked together in order to generate business value. 
The presented framework is also used as a point of reference for identify-
ing current research gaps which may represent avenues for future research.
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8.1  IntroductIon

Digital transformation is causing a strategic shift in organisations. Driven 
by key enabling technologies—big data analytics, cloud computing, 
mobile and social technologies—IT spending has been on the increase 
worldwide and forecasts to reach $6 trillion by 2022 (IDC 2018). While 
each of these technologies generates business and economic value on their 
own, they create much greater benefits when combined in to innovative 
solutions such as the Internet of Things (IoT) (Rosati et al. 2017).

Haller et al. (2009, p. 15) define IoT as “a world where physical objects 
are seamlessly integrated into the information network, and where the physi-
cal objects can become active participants in business processes. Services are 
available to interact with these ‘smart objects’ over the Internet, query their 
state and any information associated with them, taking into account security 
and privacy issues.” Even though the idea of connecting physical objects to 
the digital worlds is not completely new, the decreasing cost of sensors and 
computing resources, improvements in computing power and network 
infrastructures, and the flexibility and agility provided by cloud computing 
have made it possible for organisations to operationalise large IoT solu-
tions (Agrawal et al. 2011; Ji et al. 2012; Sagiroglu and Sinanc 2013).

While most of the academic discussion has focused on the technical 
aspects of IoT, it should be noted that it also generates significant business 
opportunities (Côrte-Real et al. 2019; Wolf et al. 2019). Recent studies 
have investigated how IoT impacts organisations’ business model (e.g., 
Fleisch et al. 2015; Dijkman et al. 2015; Metallo et al. 2018; Wolf et al. 
2019) and how specific aspects of IoT may affect business value creation 
and extraction (e.g., Karkouch et  al. 2016; Côrte-Real et  al. 2019). 
However, clear methodologies for mapping, and indeed measuring, the 
business value of IoT are still missing.

This chapter aims to fill this gap by introducing a framework for map-
ping the enterprise business value of IoT and exploring the main cost and 
value drivers associated with IoT investments. The remainder of this chap-
ter is organised as follows. Next, we introduce the typical IoT architecture 
and provide some exemplar use cases. Then we introduce the proposed 
mapping framework and discuss the main cost and value components. 
Finally, we conclude the chapter with a discussion and avenues for future 
research.
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8.2  the Internet of thIngs

As discussed in Chap. 1, the term “IoT” is often used as an umbrella term 
for describing various aspects related to the extension of the Internet in to 
the physical world through “smart” devices (Miorandi et al. 2012). From 
a business perspective, IoT can be seen as an innovative hybrid construct 
which consists of two elements, the “thing” and the digital service, that 
are strictly interconnected in order to generate value (Fleisch et al. 2015). 
These two elements are brought together through a complex, modular, 
multi-layered architecture similar to the one represented in Fig. 8.1.

In the device layer, sensors and actuators transform real-word events in 
to digital signals (Ji et al. 2012). The network layer provides the network 
structure that allows a high number of connected devices to send informa-
tion securely and with low latency (ITU 2012). The support layer pro-
vides the main functions related to data processing while the application 
layer provides the user interface of specific IoT application (ITU 2012).

According to recent estimates, worldwide hardware and software IoT 
spending is projected to grow, from $726 billion in 2019 to $1 trillion in 
2022 (IDC 2019), and IoT solutions are expected to generate $4.6 tril-
lion in value for the public sector and another $14.4 trillion for the private 
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sector by 2023 (Cisco 2013a, b). Most of the value generated by IoT is 
linked to increased productivity and efficiency, cost reduction, better cus-
tomer/citizen experience, faster innovation and new revenue streams 
(Cisco 2013a, b; Lynn et al. 2018).

Smart factories, for example, leverage data generated by different types 
of sensors to track the location of materials, machines, and other moveable 
assets in real time therefore enabling self-organising production lines, 
seamless synchronisation of production schedules and just-in-time supply 
chain management (Bansal 2019). The reduced number of people required 
to manage similar factories, lower inventories, and improved production 
quality could increase manufacturing efficiency by 27 per cent and add 
between $500 billion and $1.5 trillion in value to the global economy by 
2022 (Capgemini 2017). Similarly, sensors embedded in a number of 
small connected devices enable remote monitoring of energy optimisation 
for smart buildings (King and Perry 2017).

Smart cities also represent a focus area with regard to IoT applications. 
In the context of smart cities, not only smart buildings, but also smart 
mobility and connected cars play a critical role (Singh 2016). Sensors can 
be used to map, for example, available parking slots throughout the city 
therefore reducing driving times and increasing the quality of life of citi-
zens. Similarly, connected vehicles can provide better integration between 
different transport services and represent a breakthrough for the adoption 
of more efficient Mobility-as-a-Service solutions (Lennert et  al. 2011; 
OECD 2019).

8.3  A VAlue MAppIng frAMework for the Internet 
of thIngs

While the technological infrastructure of IoT has attracted most of the 
attention from industry and academia (Del Giudice 2016), this is only part 
of the organisational ecosystem that enterprises have to build around their 
IoT offering. In this section, we discuss three parts of the IoT business 
value ecosystem—the value creators and generators, investment, and value 
generation and monetisation. We bring these together by adapting and 
extending Mikalef et al.’s (2019) value mapping framework for business 
data analytics.
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8.3.1  Value Creators and Consumers

Mapping business value in IoT depends heavily on the perspective taken. 
The five main categories of actors for whom the IoT can generate value are 
(1) computing infrastructure providers, for example, hyperscale cloud ser-
vice providers, (2) network infrastructure providers e.g. telecommunica-
tions companies, (3) application developers and providers (e.g. SAP), (4) 
device manufacturers or providers (e.g. Bosch or Apple), and (5) end 
users, whether organisations or consumers. Actors can play more than one 
role and indeed may create value together, for example, through co- 
creation. Regardless, to generate and capture the value from IoT, these 
actors must make investments.

8.3.2  Investment

Smart devices range from simple sensors with limited storage and process-
ing power to relatively more advanced and complex devices such as smart-
phones. These devices are key enablers of big data as they generate constant 
streams of data that then get processed and analysed in order to return 
better services/products to the final user (Chen et  al. 2012; Chanson 
et al. 2019). The expectation is that the IoT infrastructure enables these 
devices to interact with each other and with other systems with minimal 
latency regardless of their location or local computing power (Lynn et al. 
2018). The traditional cloud computing paradigm where all the data is 
sent to a centralised (remote) cloud infrastructure, processed and sent 
back to the local device was not designed to meet the requirements of the 
IoT world.

The new infrastructure paradigm requires a continuum of computing 
resources activity from the cloud to the “thing” (C2T) where computing 
resources are located in the cloud, at the thing (edge computing), and/or 
somewhere in between (fog computing). As such, IoT is effectively driving 
the transformation of cloud computing in to a decentralised service architec-
ture. Some of these new computing paradigms—fog computing, edge com-
puting and dew computing are defined in Chap. 1. In this new technological 
landscape, the success or failure of an enterprise IoT service depends on the 
quality of the service provided by both cloud service providers and network 
operators, who have to decide where best to locate compute and storage 
resources along the cloud-to-thing continuum in order to meet Quality of 
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Service and Quality of Experience (QoE) requirements. The IoT assumes a 
multi-layered operational context with long IT value chains, where multiple 
actors have to work in sync in order to manage system complexity, while 
delivering an agreed QoE to the final user. In this context, the availability 
and quality of in-house IT “know- how” and “know-why” is almost as 
important as the “know-who” (Rennie 1999; Uden and He 2017). While 
the implications of IT investments on human capital and human resources 
available within the organisation are relatively simple to foresee, the strategic 
benefits of relational capital1 (the “know who”) or the resources required to 
improve it can be easily overlooked (Zardini et al. 2015).

The scale and complexity of data generated by smart end-points in the 
IoT is so complex, it is no longer realistic for IT teams to cost-effectively 
foresee and manage manually the infrastructure underlying the IoT or the 
data generated by the IoT on a detailed level due to high levels of dyna-
mism and dependencies across the cloud-to-thing continuum (Domaschka 
et al. 2020). It is therefore necessary for enterprises to invest in organisation- 
wide analytics capability to realise value from the data generated by smart 
devices (Gupta and George 2016; Wamba et al. 2017) but also to manage 
the infrastructure and service chain underlying the IoT. As such, data ana-
lytics skills and resources are on the must-have list for enterprises that want 
to leverage IoT. However, given the high demand and scarcity of such 
resources, it is unsurprising that organisations are increasingly investing in 
algorithmic intelligence, one such example being AI/Ops—machine 
learning and artificial intelligence for IT operations (AI/Ops). It has also 
become evident that organisations must adopt a perspective that goes 
beyond the technical side when considering the effects and deployment of 
analytics (Mikalef et al. 2018). Skills and resources availability though is 
not enough to extract value from IoT. Enterprises have to find their way 
to combine all skills and resources in order to create unique capabilities 
which are aligned with the strategic objectives and allow them to adapt to 
the ever-changing competing landscape (Côrte-Real et  al. 2019). 
Implementing a strategic approach to IoT and data investments and 
creating routines for faster development and deployment may represent 
key enablers of faster innovation and higher value creation.

1 Relational capital can be defined as “all relationships—market relationships, power rela-
tionships and cooperation—established between firms, institutions and people, which stem 
from a strong sense of belonging and a highly developed capacity of cooperation typical of 
culturally similar people and institutions” (Capello and Faggian 2005, p. 75).
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8.3.3  Value Generation and Monetisation

Irrespective of whether an enterprise adopts IoT for serving internal or 
external customers, the investment is justified only if the value generated 
exceeds the investment required. For a comprehensive investment evalua-
tion of IoT though, the concept of value needs to be expanded to include 
the total value generated for all stakeholders (e.g. investors, employees, 
customers and suppliers) (Wolf et  al. 2019). According to Haller et  al. 
(2009), there are two main sources where enterprises can generate busi-
ness value from the IoT: real world visibility and business process decom-
position. Real word visibility is related to the fact that IoT bridges the gap 
between the physical and the digital words. In so doing, IoT provides 
enterprises with real-time insights in to what is happening in the real world 
thus enabling more effective optimisation, and better decision making. 
Business process decomposition relates to the fact the distributed nature 
of the IoT infrastructure enables more decentralised business processes 
therefore increased scalability, performance, and innovation.

Unfortunately, creating value is not enough. In an enterprise context, 
value is only relevant when captured and somehow monetised (Osterwalder 
et al. 2005; Zott et al. 2011), either directly (tangible benefits) or indi-
rectly (intangible benefits). Hui (2014) provides a comparison between 
the main drivers of value creation and value capture of traditional and IoT 
products (Table 8.1).

Table 8.1 Mindset for the IoT industry. (Adapted from Hui 2014)

Value creation Traditional product mindset IoT mindset

Customer needs Solve for existing needs and 
lifestyle in a reactive manner

Address real-time and emergent needs 
in a predictive manner

Offering Standalone product that 
becomes obsolete over time

Product refreshes through over-the-air 
updates and has synergy value

Role of data Single point data is used for 
future product requirements

Information convergence creates the 
experience for current products and 
enables services

Value capture
Path to profit Sell the next product or device Enable recurring revenue and increase 

efficiency
Control points Potentially includes commodity 

advantages, IP ownership, and 
brand

Adds personalisation and context; 
network effects between products

Capability 
development

Leverage core competencies, 
existing resources and processes

Understand how other ecosystem 
partners make money
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With regard to value creation, data and information availability and 
faster time-to-market clearly play a central role. Valuable IoT solutions 
combine and integrate “thing”-based functions with IT-based functions 
(Fleisch et al. 2017) and separate the information flow generated by the 
device from its physical attributes (Wolf et al. 2019). As such, informa-
tion (data) generates value in itself as it enables data-driven service inno-
vation, real-time interactions with customers and to better predict 
future or emerging customer needs (Bohli et  al. 2009; Bucherer and 
Uckelmann 2011; Holler et  al. 2015). The IT-based function of IoT 
products is arguably the one that adds most value and the fact that each 
device is connected to the network, and to each other, allows providers 
to implement updates and introduce additional features “over the air”. 
This dramatically reduce the time-to-market of innovation and it is par-
ticularly important for physical products with a longer lifecycle than 
software. A typical example comes from the automotive industry where 
Tesla Motors introduced the Autopilot function in to tens of thousands 
of cars already sold overnight through a software update (Kessler and 
Buck 2017).

IoT solutions also enable the creation of digital platforms where mul-
tiple actors can benefit from the unprecedented amount of information 
generated by connected devices. The value of information is non- 
exhaustive. On the contrary, it increases with use (Bohli et al. 2009). The 
amount of information available in the IoT world makes it the perfect 
environment for the nurturing inter-organisational collaborations and 
innovation, and for leveraging network effects which would ultimately 
benefit all stakeholders (Mejtoft 2011). IoT also allows enterprises to shift 
from unit-based revenue streams to value-based pricing which are more 
flexible and based on the value of service and information provided to the 
final user (Kindström 2010). However, this implies that the service pro-
vider is able to measure the value parameter associated with specific ser-
vices and provide customers with transparent and clear value proposition 
(Kindström 2010).

Finally, IoT investments should ultimately provide the enterprise with 
the basis for creating a competitive advantage. This is easier said than 
done; in the IoT world, success lays on the edge between open innovation 
and collaboration, and internal knowledge management (Santoro et  al. 
2018). This is even more challenging when the competitive and 
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technological landscape is in a constant state of change. Teece et al. (1997, 
p. 5) suggest that organisations should develop their dynamic capabilities 
“to integrate, build, and reconfigure internal and external competences to 
address rapidly changing environments”. However, potential configura-
tions are contingent upon the specific environment in which an organisa-
tion operates (Pavlou and El Sawy 2010). This implies that managers 
should develop and evaluate their own strategic approach to IoT as the 
impacts of technology investments permeate the entire business model 
and go well beyond the technical components.

8.3.4  Bring It All Together: A Value Mapping Framework 
for the Internet of Things

Figure 8.2 provides a graphical overview of our value mapping framework 
for the Internet of Things adapted an extended from Mikalef et al. (2019) 
for IoT. This framework is specifically designed to support managers when 
assessing the value of complex IoT investments.
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Fig. 8.2 Value mapping framework for the Internet of Things. (Adapted and 
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8.4  towArds A reseArch AgendA on the BusIness 
VAlue of Iot

The value mapping framework presented in Fig. 8.2. Table 8.1 can also be 
used as a point of reference for developing a research agenda on different 
aspects of the business value of IoT. As IoT is situated at the intersection 
of a number of technologies, this research agenda may present avenues for 
future research across a number of disciplines such as information systems, 
computer science, and management.

IoT is a key enabler of Big Data analytics as sensors allow enterprises to 
collect constant streams of data of various types to obtain real-time insights 
into the real world. While data is mostly perceived as a valuable asset. 
However, storing massive volumes of data may have significant implica-
tions from a business and IT perspective; data is only valuable as long as it 
generates business outcomes (Sivarajah et al. 2017). This last step is not 
always straightforward and in fact organisations tends to adopt more of a 
deductive than an inductive approach to analytics projects (Constantiou 
and Kallinikos 2015). It can be hard sometimes to understand what kind 
of insights can be extracted from a specific type of data ex-ante. In the 
context of IoT, sensors need be embedded in to physical products/devices 
and the temptation to include different kind of sensors can be high as it 
may be the difficult to add them post-sale/installation. These sensors may 
generate streams of data that may remain unused and have regulatory and 
cost implications. In contrast, if a sensor that is able to capture valuable 
data is missing from the device, this may generate significant loss in reve-
nues and/or costs post-sale for updates or replacements. Future research 
may clarify what are the benefits and challenges associated with inductive 
or deductive approaches toward analytics and potentially develop guide-
lines for IoT data monetisation.

From an infrastructure perspective, IoT introduces significant complex-
ity mostly due to the fact that it requires a number of actors (e.g., cloud 
providers, cloud carriers, cloud brokers, edge device producers, etc.) to 
work together towards the same goal, that is, a seamless user experience. 
Some of the technological investments made by one actor may impact 
positively or negatively the others involved in the IoT value chain and 
therefore generate unexpected outcomes. A comprehensive evaluation of 
potential investments and dependencies in the wider IoT infrastructure 
needs to be carefully evaluated in the context of a longer service chain, and 
consequently wider value chain, rather than at an organisational level. 
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Future research may investigate expected or unexpected value transfer 
with the IoT supply chain as a consequence of IT investments therefore 
providing useful insights with regard to supply chain value creation.

Human and relational capital represent the “softer” side of the IoT 
resource portfolio. Sousa and Rocha (2019) identify three main groups of 
skills that organisations need to have in order to create digital businesses, 
that is, innovation skills, leadership skills and management skills. While the 
need for further skills development in IT-oriented contexts is widely rec-
ognised, there is still a need for clear guidelines on how to develop such 
skills and how to update them over time in order to meet the ever- changing 
market requirements (Sousa and Rocha 2019). Relational capital consists 
of relations that the company creates with different stakeholders. This is 
particularly important in the context of IoT which is mostly characterised 
by high competition, a complex value chain and low switching costs. 
Future research may investigate how relational capital is built in this con-
text and hot it translates in business outcomes.

Resource orchestration is a key element for extracting value for IoT 
solutions. Collecting appropriate resources is not enough to be successful 
in the IoT world. Enterprises need to develop organisation-wide capabili-
ties for leveraging IoT resources (Gupta and George 2016; Mikalef et al. 
2019) but how this can be achieved is still unclear. Future research may 
provide organisations with a framework for developing such capabilities 
over time and map out potential enablers and constraining forces.

Once value it has been created, enterprises should be able to capture 
and somehow measure it. Value capturing can be mostly related to suitable 
business models for IoT. While previous studies have looked at the high- 
level impact of IoT on business models (Hui 2014; Dijkman et al. 2015; 
Fleisch et al. 2015; Metallo et al. 2018), future research may delve into 
each of the key elements of business models and explore different options 
available to enterprises to monetise their IoT solutions. Finally, enterprises 
should be able to measure the value generated by IoT investments. 
Enterprises are profit-driven organisations where value is typically mea-
sured in monetary terms. Over time, a number of methodologies to esti-
mate the financial value generated by IT investments have been developed 
(see Table 8.2).

The length, complexity and opacity of the chain of service provision in 
the IoT may make the quantitative measurement of IoT business value 
extremely difficult, not least establishing causal relationships. Measuring 
the business value of technology investments can be considered both a 
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science and an art (Tallon et al. 2020). In fact, the use of technology in 
enterprises today is so widespread and pervasive that the impacts of IT 
investments typically go beyond tangible operational benefits and costs to 
include organisational and business impacts (e.g., increased agility, faster 
innovation, better employees or customer experience) that are intangible 
in nature and therefore hard to quantify (Tallon and Kraemer 2007; Tallon 
et al. 2020; Rosati and Lynn 2020). This is unlikely to change for IoT 
and, indeed, may be exacerbated. The increasing adoption of IT “as-a- 
Service” makes it easier to forecast, monitor and quantify operational costs 
(Rosati et  al. 2017). This leaves managers with more time to evaluate 
potential intangible impacts of the investment. Unfortunately, there is no 

Table 8.2 Selected financial metrics for measuring the business value of IT 
investments

Metric Description

Cost-benefit 
analysis 
(CBA)

CBA compares costs to benefits and therefore represents a measure of 
efficiency.

Economic 
value added 
(EVA)

EVA measures the value generated by an investment net of all costs 
including the cost of the capital invested. When evaluating different 
investment opportunities with similar expected returns, managers should 
opt for the one that generates the highest EVA.

Internal rate 
of return 
(IRR)

IRR represents the discount rate that would return a value of zero for 
NPV. Financially valuable investments have an IRR that is equal or higher 
than the desired or minimum rate of return.

Net present 
value (NPV)

NPV is a measure of the present value of the future cash flows generated 
by an investment, net of the initial capital outlay and discounted by a rate 
that reflects the time value of money and the risk of the investment.

Payback 
period

Payback period measures the time needed for a project to repay the initial 
investment. Investments with a shorter payback period may be more 
attractive however this metric does not provide any indication about the 
value generated after the payback period and therefore investment 
decisions should not be based on this metric alone.

Return on 
investment 
(ROI)

ROI is an accounting ratio that compares the net benefit generated by an 
investment to the overall investment required. As such, it allows to 
directly compare investments of different scale.

Total cost of 
ownership 
(TCO)

This metric captures the overall cost of single components of an IT 
system such as hardware, software, maintenance etc. TCO is relatively 
simple to calculate but it does not capture the benefits the system 
generates to the organisation and therefore it only provides an 
incomplete picture of the overall investment.
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one-size-fits-all methodology for doing this. Tallon (2014) proposes a dis-
tributed sensemaking model where managers, in the absence of objective 
data, rely on the views of multiple internal stakeholders to notice, weigh, 
and filter informational cues from various sources in order to reach a rea-
soned, balanced judgment of the intangible value delivered by the IT 
investment. Future research may map out tangible and intangible costs 
and benefits generated by different types of IT investments for different 
actors along the IoT value chain, and provide guidelines to measuring the 
business value of IoT.

8.5  conclusIon

In this chapter, we presented a business value mapping framework for the 
Internet of Things with purpose of identifying the main actors, cost and 
value drivers associated with IoT. The scale, interconnectivity and com-
plexity of the Internet of Things makes conceptualising and measuring 
business value extremely challenging. Despite this, given the opportunity 
and risks, it is essential. Building on Mikalef et al. (2019), we provide a 
preliminary framework for mapping business value in the IoT that can be 
used by enterprises to identify areas for strategic investment and consider-
ation in this exciting new space.
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