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Abstract DevOps can be explained by a set of principles and these principles
indicate that Testing in DevOps should be looked at differently. The customer must
be at the center of testing and more specialized tests must also be used. To ensure
that there is continuous feedback, automation should be used as much as possible.
All these tests are the responsibility of one team. To achieve this, a test engineer in
DevOps must become a T-shaped engineer.
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1 Introduction

In many IT organizations there is a “Wall of Confusion” [1] between development
and operations. On the one hand, development wants change, but on the other,
operations wants stability. Between them is a wall with a lot of confusion.

There has been a shift to break down this “Wall of Confusion.” More teams are
starting to work with a DevOps mindset. Engineers from different organizational
silos are working together to create value for the customer. The DevOps mindset
places more emphasis on delivering quality in a service, with end-to-end responsi-
bility.

To assure the quality of the service, testing was and will be an essential part of
the process. With DevOps, changes are necessary to make sure testing really focuses
on the quality in the delivered service.
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2 What Is DevOps?

The term DevOps consist of nothing more than the contraction of the words:
Development and Operations. DevOps started in 2009 with the DevOps Days, a
conference organized by Patrick Dubois [2]. Although many have tried to come up
with a definition for DevOps, there is not one universally accepted definition. The
DevOps Agile Skills Association (DASA) has formulated six principles which cover
most definitions of DevOps.

1. Customer-Centric Action
2. Create with the End in Mind
3. End-to-End Responsibility
4. Cross-Functional Autonomous Teams
5. Continuous Improvement
6. Automate Everything You Can [3]

The six principles help understand what DevOps really is about.

2.1 Customer-Centric Action

DevOps is usually mentioned together with Agile because they share some core
ideas. The Agile Manifesto [4] shows a way of working in which a small incremental
piece of software adds value for the customer. DevOps builds on the same principles
by putting the customer in the center of the action. DevOps teams work directly for
the customer and should base all their activities on the mindset that they should add
value for the customer.

To be able to accomplish this, it is inevitable to have feedback from the customer.
There should be a short feedback loop where the customer can influence the actions
of the team. Teams can experiment with new features for services. With a properly
implemented feedback loop, customers can give quick feedback on the usage of
these features.

2.2 Create with the End in Mind

The scope of work within DevOps teams has changed. Before DevOps, the wall of
confusion between Development and Operations prevented engineers to work with
the scope of the entire Software Development Life Cycle (SDLC). Development
created software and ceased after tests were successfully executed. Operations
picked the software up for deployment on production with some knowledge on what
happened before they got their hands on the software. With DevOps, Development
and Operations expertise should be present in a team. A DevOps team should invest
in a process where they own the entire SDLC of a functional service.
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2.3 End-to-End Responsibility

Responsibility can give teams positive satisfaction in the work they do. It is one
of the motivators for work as described by Frederick Herzberg [5]. As part of the
two-factor theory, Herzberg distinguishes motivators and hygiene factors for job
satisfaction.

Within DevOps, there is an End-to-End responsibility for the service(s) a team
delivers. That implies that teams are accountable from “concept to grave” [3].
Teams are responsible for the entire SDLC and they should be aware and act on
all changes the service undergoes. Security and performance, for example, could
become a higher priority for the team, because they are responsible for maintaining
the service. Security, performance, and all other quality attributes are not the
responsibility for specialists anymore but should be built in the SDLC process from
the start by the entire DevOps teams.

This responsibility can motivate teams and lead to positive satisfaction.

2.4 Cross-Functional Autonomous Teams

In DevOps, teams should be cross-functional and autonomous. All the skills
and knowledge to deliver and maintain a service with End-to-End responsibility
should be available within the team. This doesn’t mean that engineers should be
superhumans and should be able to perform every task available. The skills and
knowledge of an engineer can be linked to the T-shaped model [6]. The T-shaped
model consists of two bars where the vertical bar stands for the depth of knowledge
and skills in a specific area. The horizontal bar shows the knowledge and skills in
many areas where the engineer is no expert. This should make it possible for an
engineer to pick up simple tasks in their team from outside their expertise. Sharing
within the team is important because it will allow engineers to grow in the horizontal
bar of the T-shaped model due to the knowledge and skills of their team members.
This however is only possible with the vertical bar of the T-shape from other team
members. There should be expertise available in depth to be able to share this with
other team members.

2.5 Continuous Improvement

New customer demand and changes in the environment are reflected in the work a
team needs to do. Teams need to be continuously focused on improvements in their
service. This is implemented by the “The Second Way” from The Phoenix Project
[7]. “The Second Way” is about implementing a constant flow of feedback. As a
team you want to have as much feedback as possible, as soon as possible. Customer
collaboration helps with the feedback of the customer. Testing and monitoring is
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another way of giving teams feedback on the way their services operate. Teams
should be able to react quickly on failed tests or changes in performance as shown
in monitoring.

2.6 Automate Everything You Can

Many teams, including DevOps teams experience that they have to perform the same
task multiple times in succession. To enable flow in the SDLC, many teams turn to
automation. Automation allows them to remove error prone manual steps. When
well implemented, it offers a faster process and can free up time for the team to
focus on delivering quality in their service.

In the current market there are many companies that use the term DevOps to
promote their tools for automation. Although tools can help a team transition to
DevOps, DevOps won’t start with a tool but with a change in the process.

3 Testing in DevOps

“The process consisting of all lifecycle activities, both static and dynamic, con-
cerned with planning, preparation and evaluation of software products and related
work products to determine that they satisfy specified requirements, to demonstrate
that they are fit for purpose and to detect defects.” [8]

This definition of software testing is known throughout the world. In DevOps
these activities still need to be undertaken to verify quality of a product. Before
DevOps, testing tended to be a phase in the SDLC which ended before the product
was delivered to Operations. Testing, however, should not be a phase. It should be
present from the start and should be a responsibility shared by the entire (delivery)
team [9]. Done right, testing helps to “Build quality in” as how W. Edwards Deming
described this [10]. The shared responsibility together with embedding it in the
entire process should lead to a good quality product.

3.1 Scope

The scope change that comes with DevOps means that teams have an end-to-end
responsibility over the quality of their service. Activities that assure the quality of
their service are part of this end-to-end responsibility. You could easily argue that all
test activities should be done in a DevOps team. The tests a team performs should be
in theory end-to-end testcases, because it should cover the entire scope of the teams’
service. This can be difficult when a team is responsible for a service that connects
with many other services. The definition of end-to-end for a team can differ from the
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definition a customer has. Business processes can cover multiple services, and end-
to-end testing will test the services of multiple teams. The responsibility of these
end-to-end tests can cause a problem because they can be owned by multiple teams.

One way to deal with this problem is to use contract-based testing [11]. DevOps
lets you look at software as a service and it is common to create a contract for
a service. Contract-based testing is verifying if the service upholds that contract.
The tests should imitate a customer (or another service) and make sure there is
no contract breach. If a company consists of multiple services and all teams have
successfully implemented contract-based testing, you could even argue that there
is no need for end-to-end testing anymore. The functionality should be covered
in all contract and therefore in the tests. This, however, is only possible when the
contract matches with the customer’s needs and no mistakes are made in the chain of
contracts. There should be something to cover any discrepancies between contracts.
End-to-end testing could be used to mitigate the risk in these discrepancies. In
a microservices architecture [12] contract-based testing is a more applicable test
strategy, because the architecture consists of multiple services. In a monolithic
architecture it can be more difficult to apply contract-base testing, because it is more
difficult to identify services that can be individually tested.

End-to-end testing that cover multiple teams could be made from small tests
connected to each other in a framework until they cover the entire business process.
Teams will be responsible for a small part of the tests and should offer help to other
teams to make sure the test chain will work. With this approach it is still possible to
perform end-to-end testing with DevOps teams. It requires a lot of coordination and
a testing framework that supports the input of multiple teams.

In certain situations, it can and will be more fruitful to make one team responsible
for end-to-end testing when it covers multiple services. This team can deliver an
end-to-end testing service for multiple teams. DevOps teams should provide criteria
for the tests for the parts that cover their service and should act on negative results
from the tests. The end-to-end testing team should be responsible for making sure
the tests will be executed, but the DevOps teams are still responsible for their own
service in these tests. Whatever you choose, it is best to ensure that a team is created
with the principle of customer-centric action first.

3.2 Customer-Centric Testing

The Agile Manifesto was the start of changing software development. It focusses
highly on the process. In his book Specification by Example, Gojko Adzic writes:
“building the product right and building the right product are two different things”
[13]. He makes the distinction between the process and the outcome of the process.
While your process can be as you need it to be, there is no guarantee that the
outcome of your process – your product/service – has the right quality. To achieve
quality, a direct focus on the customer is needed, because they determine what the
requirements of your service should be. In this context it makes sense that the first
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DASA DevOps principle is about Customer-Centric Action [3]. Testing could help
focus on the customer when you apply customer-centric testing.

The first step in customer-centric testing is collecting the requirements, because
they will lead to test cases. Specification by example [13] is a term which describes
a way of dealing with requirements. Another term which shares the same set of
principle and ideas is Behavior-Driven Development [13, p. xiii]. Adzic writes that
specifying should be done collaboratively to be most effective. In Agile, the term
“The Three Amigos” started, where a business analyst, a developer, and a tester
worked together on the requirements of a new feature [14]. This process reduced
complexity and tried to get the broadest view on requirements with a small group.
In DevOps a team draws up requirements in a collaborative manner, whereby all
the team’s expertise is considered. It takes it a step further from The Three Amigos
when you focus on the expertise the different engineers bring in a team. These kinds
of expertise can shape the quality of your service.

Specification by example starts with the customer perspective when writing
requirements. One format for doing that is the Given-When-Then format, also
known as Gherkin language [15, 16]. This way of writing down requirements in
terms of behavior is a way of putting the customer in the center. It’s also a format
which is much easier to understand by a customer, either internal or external.
Using multiple of these statements will give a set of examples which identifies the
functionality a customer wants. It enables discussion between the customer and the
DevOps team on a level both can relate to. Examples are a way to illustrate the
behavior of a customer and these examples take requirements a step toward a more
customer-centric approach.

From the Given-When-Then format to the actual tests is a small step to take with
multiple test tools. Tools like Cucumber [17] make it possible for engineers to make
test cases with this format. In these tools, Given, When, and Then act as keywords
and can be linked to test code which is used to run the tests. Cucumber and other
tools keep the requirements visible, so they can be part of ongoing discussions on the
requirements and test cases. In test execution reporting, the same format can be used
to share the results of tests to stakeholders. Teams must consider the management
of the tests and glue code in Cucumber, because it may result in a lot of extra work
if it is not manageable.

DevOps does not demand teams to implement Specification by Example or use
Cucumber as their primary test tooling. Both the method and tool are merely
examples of another way of testing where the approach is to look directly at the
customer when creating requirements and test cases. It can help create a mindset for
Customer-Centric Testing.

3.3 Specialized Testing

More specialized tests like security and performance testing should also be done
within a team. This can potentially pose a problem, because what do you do when
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the knowledge of this kind of testing is not present in the team? There are multiple
approaches to face this problem depending on the situation in the team.

As mentioned previously, DevOps doesn’t mean engineers should be superhu-
mans. Engineers will probably lack knowledge and skills in certain areas. In general
engineers with a testing expertise will know a little of security and performance
testing, because they are considered to be specialized fields. Being a T-shaped
engineer in DevOps, however, is also about challenging an engineer to expand his
knowledge and skills. It can be possible for an engineer to become potent in both
security and performance testing. If you also consider that all the knowledge of the
service the team provides is within the team, team members should be able to assist
the engineers in this. Operations expertise could help understand the performance on
server level. Development expertise could help understand framework and methods
of security in code. Engineers should not necessarily become experts in security and
performance testing, but they should be able to create tests which properly test the
requirements set for their service.

Another approach can be to use a testing service for performance and security.
End-to-end responsibility does not mean teams have to do everything themselves,
but they should keep control. In bigger enterprise organizations it is more common
that teams deliver a security or performance testing service. What should be
considered though is that working with these testing services can prove to be
difficult to fit in the way of working of the teams. There can be different priorities
between the teams, which could result in not getting the testing service at the
moment you need to. It should also be clear what the expectations are on both sides
of the testing service. DevOps teams should deliver a clear request on what they
want to have tested and should provide the necessary knowledge. On the other side
it should be clear for DevOps teams what is expected from the tests.

Between these two approaches some hybrid approaches are possible. Having an
engineer with security/performance testing knowledge in the team for a short period
of time or having security/performance testing teams educate the DevOps teams to
the required knowledge level are just two examples.

With each approach it is very important for DevOps teams to understand that the
scope of their testing has changed. They are responsible and should keep control of
all kinds of testing their service needs.

4 Automation

DevOps will not work without automation. Error-prone manual tasks can and should
be replaced by automation. DevOps teams require fast feedback and automation is
the way to get this to the team. It can speed up the existing processes and make sure
the team receives feedback about the process as soon as possible. When automation
is working, team members can focus on tasks which do require human intervention.

Automation can play a role in the breakdown of the “Wall of Confusion.” It
could be possible that Development and Operations used their own set of tools for



34 F. Faber

deploying and other processes. Within DevOps it is best if teams start using the same
tools for the entire SDLC. This can be a way of bringing team members together and
make the SDLC clear and coherent. Different skills present in the team can shape
the automation to where it fits the needs of the entire team.

4.1 Test Automation

In testing, more and more tests are being automated. Test engineers work more with
testing tools and automation supporting their tests. It creates fast feedback loops
which drives development design and release [9]. In DevOps you want to automate
as much as possible. The testing quadrant diagram, as created by Brian Marick, was
adopted by Lisa Crispin and Janet Gregory to create the Agile Testing Quadrants
[18]. The quadrants show different kinds of tests where automation can play a
role. Technology facing tests supporting the team, like unit tests, are automated.
Business facing tests supporting the team, like functional tests, can be automated
or done manual. These functional tests in DevOps should be automated, based on
the DevOps principle “Automate everything you can” [3]. These functional tests
are the tests that should be part of customer-centric testing as mentioned before.
Technology facing tests critique to the project, however, require mostly tools and
are therefore already automated.

The automation of the first three Agile Testing Quadrants should leave time and
space for the last quadrant with business facing tests that critique to the product.
These tests should be done manual and cannot be automated. With multiple skillsets
in a DevOps team, it would benefit the team to perform these tests with the team
during the time they saved with implemented automation.

The test pyramid can help the implementation of test automation. It makes a
distinction between tests that can be executed fast on low levels (unit tests) and tests
that are slower to execute (UI tests) [19]. The lower-level tests are most suitable
for automation, which is why they are usually fast to execute. The test pyramid
combines tests originally performed by developers (unit tests) and those performed
by test engineers (service, UI tests). This is a testing strategy that will work with
DevOps because it is a cross-functional strategy. Engineers in a DevOps team
should share their knowledge and expertise to fully implement this test strategy. This
strategy also helps teams making testing a shared responsibility within the team.

4.2 Continuous Testing

Automated testing can be part of a deployment pipeline and can be part of
Continuous Integration, Delivery, or even Deployment. Deployment pipelines are
the “automated implementation of your application’s build, deploy, test and release
process” [9]. The deployment pipelines are a way to empower teams to take control
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over their deliverables. A pipeline can help a team deploy their service and verify the
quality in an automated way. In DevOps teams, it should empower all team members
to deploy any version on any environment with the right controls in place. The
pipeline can limit the complexity of deploying and testing a service. The knowledge
difference between team members can be smaller when every team member could
deploy and test a service with a push of a button.

Continuous testing can act as continuous process where every time the pipeline is
started tests are being executed. Tests can act as go or no-go points in the pipeline to
go to the next step in the process. It also gives the team up-to-date feedback on the
quality of their service in different stages of development. Testing can also be used
to test the automation. It can help understand if the automation executes the correct
steps in a correct way. This includes the automation used for deploying services
on different environments. With deployment testing, a team can take control of the
infrastructure and check whether it is in the state where it should be. Testing will
give teams control on their automation when they are relying much more on it.

4.3 Monitoring

It is increasingly common to arrange monitoring from the start of software
development. With an end-to-end responsibility in DevOps teams, monitoring is
a way to get feedback from the service on production environments to the teams.
Monitoring can vary from technical monitoring on server level: measuring CPU
usage, memory, etc., to more functional monitoring: how many users are logged in
etc. Functional monitoring gives to a certain degree insight into customer perception
of the service. It can allow teams to track customers through their usage of the
service.

It could be argued that monitoring can replace parts of testing. If a DevOps team
has reached “the third way” [7], they gather feedback continuously and experiment
with their service. Monitoring can help the team in the gathering feedback. The third
way is when teams are mature enough to deliver new features fast and experiment
to see what fits the needs of the customer.

Monitoring should be a more reactive way of getting feedback where testing
is a more proactive approach. That is mainly because monitoring is focused on
production environments and therefore a later step in the process. Testing can start
at an early point in the process and gives teams more options to adapt to the outcome
of testing. Monitoring can act as a way of testing when teams are able to adapt quick
to the outcome of monitoring. If teams can create new features and deploy them fast,
using, for instance, Continuous Deployment, teams can react fast. Monitoring can
act as business facing tests critique of the product and would fit in the Agile testing
quadrant [18].
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5 The Role of a Test Engineer

A test engineer was and is someone who can act as intermediate between business
and IT. A test engineer can connect the requirements from the business side to
the technical implementation of IT side. This can be an enabler for an ongoing
conversation between Business and IT. With DevOps, this conversation must keep
going to make sure the customer is in the center of the action. In DevOps it is more
likely to have engineers with different skillsets present in a team. The function of
a conversation enabler is required. A test engineer can bridge the gap between Dev
and Ops, because quality is what connects these two. Test engineers can play a vital
role in this conversation. They can facilitate that quality is a shared responsibility
in the team. Quality can be the most important topic that brings teammates closer
together. Engineers can give their view on quality based on their own expertise. A
test engineer can make sure that all these different views are combined in a single
test strategy.

Test engineers in DevOps are not the only one responsible for preparing and
executing test cases. T-shaped engineers with different kinds of expertise should
also be able to prepare and execute test cases. Test engineers can act as coaches to
their team members and help them understand how to test. The test expertise from
a test engineer should be shared within the team.

5.1 T-Shaped, Test Shaped

A T-shaped test engineer should start with making sure his or her own expertise
fits in DevOps. The test expertise should contain knowledge and skills to gather the
correct requirements for the system under test. From these requirements test cases
can be created and executed using test techniques. The test expertise should also
contain knowledge on how to choose and use the correct tooling in the process. This
expertise differs not from the existing role of test engineer outside DevOps.

With all the automation present in DevOps, a test engineer needs to have
technical skills and knowledge to implement testing in Automation. From Test
Automation to Continuous Delivery, a test engineer must be able to fit in where the
team has implemented automation. This usually means that a test engineer needs to
have some basic coding skills and understand the structure of most programming
languages. Next to technical skills a test engineer must understand Test Automation
and be able to implement it in a fitting test strategy. Following the T-shaped model
you could say that programming knowledge is part of the horizontal bar and need
not be an in-depth knowledge and skill. Test automation and complementary test
techniques should be part of the vertical bar and the Test expertise of an engineer.

Test engineers can act as intermediaries between Business and IT or between
different kinds of expertise in a DevOps team. This enables them to gain knowledge
from different parties present in the team. They should be able to gain knowledge,
and this can help them expand the horizontal bar of their T-shape.
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5.2 Soft Skills

Although the focus now seems to be on the technical skills that a test engineer needs,
it is also important that a test engineer has good soft skills. Soft skills are needed to
get the conversation between different parties going and to keep it going. If a test
engineer is going to be an intermediary, then people skills must be in order. These
skills make it possible to take a leading role.

6 Conclusions

The practice of testing in DevOps starts with the same foundations as testing in a
non-DevOps environment would have. The end-to-end responsibility that a team has
for a service means that quality requirements for both development and operations
must be considered. Quality in the Operations section of the SDLC was usually not
included but is now part of the scope of testing. The scope for testing in DevOps is
on the entire functional service a team delivers. End-to-end testing therefore can take
a different form. More specialized tests, like performance and security tests, will part
of the new scope, although on a smaller scale. Due to the specialized nature of these
tests, however, it is possible that these tests will be executed as part of a testing
service outside the team. DevOps teams should take ownership of these tests and
should make sure they are executed. Functional tests in DevOps should focus more
on the customer as part of customer-centric testing. This makes sure the quality a
customer wants is put central in the work a team performs.

In DevOps you want to automate everything you can. Automation in testing must
be used where it can be used. With automation teams can get continuous feedback on
their service and the steps they take to add new features to their service. Monitoring
can be a valuable addition to testing and help to get quick feedback on the functional
and technical levels on the service a team delivers. This feedback can be used to
shape the service in a way it fits the customer.

The role of a test engineer changes to a DevOps Engineer with a test expertise.
The test expertise as part of the T-shaped model consists of knowledge and skills
to implement and teach test strategies in a team. The test expertise should be able
to connect Business and IT and different kinds of expertise in a team to get all the
requirements for quality in a service. Responsibility for testing must be shared with
the entire team. The engineer with test expertise can take a leading role in this and
act as a coach.
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