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In the last decade, several permissionless proof-of-work blockchain protocols have focused on scalability. Since these protocols are very difficult to change once deployed, their robustness and security are of paramount importance. This paper summarizes the desired end properties of blockchain consensus protocols and sheds light on the critical role of theoretical analyses of their design. We summarize the major paradigms in prior constructions and discuss open issues in this space.
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                             Notes
	1.Total market capitalization of cryptocurrencies is 217, 279, 849, 996 USD at the time of writing [5].


	2.Earliest one in the total order.


	3.King at el. have presented the first theoretical result with polynomial round complexity recently in the model where no secret channels are constructed; the construction tolerates less than \(1\%\) Byzantine adversary [12, 39].


	4.For any security parameter \(\lambda > 0\), an event happening with high probability (w.h.p) implies that event happens with probability \(1-O(1/2^\lambda )\).


	5.Verifiable random functions (VRFs) have been used to probabilistically select identity sets without eagerly revealing the identities selected [32, 41].


	6.The probability of a picked identity being Byzantine in the sample set is f, and honest is \(1-f\). The analysis examines two Binomial random variables, the number of honest and Byzantine adversaries picked in an indentity set, such that their ratio does not exceed the tolerance of the BA algorithm. When Nakamoto-style PoW is used to create identities, the number of identities created per unit time (by setting an appropriate puzzle difficulty), is approximated well by a Poisson random variable.


	7.PBFT is a leader-based protocol and may have multiple rounds, which depends on the probability of a dishonest leader being chosen at a particular round triggering a “view change” sub-step.
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