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                                     Abstract
Random number generators are a critical component of security systems. They also find use in a variety of other applications from lotteries to scientific simulations. Randomness tests, such as the NIST’s STS battery (documented in SP800-22), Marsaglia’s Diehard, and L’Ecuyer et al.’s TestU01 seek to find whether a generator exhibits any signs of non-random behaviour. However, many statistical test batteries are unable to reliably detect certain issues present in poor generators. Severe mistakes when determining whether a given generator passes the tests are common. Irregularities in sample size selection and a lack of granularity in test result interpretation contribute to this. This work provides evidence of these and other issues in several statistical test batteries. We identify problems with current practices and recommend improvements. The novel concept of suitable randomness is presented, precisely defining two bias bounds for a TRNG, instead of a simple binary pass/fail outcome. Randomness naivety is also introduced, outlining how binary pass/fail analysis cannot express the complexities of RNG output in a manner that is useful to determine whether a generator is suitable for a given range of applications.
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	1.The Authenticated Self project has received funding from InnovateUK under reference number 102050.


	2.The RAMSES project has received funding from the European Union’s Horizon 2020 research and innovation program, under grant agreement No. 700326.


	3.https://marketing.idquantique.com/acton/attachment/11868/f-004c/1/-/-/-/-/Randomness%20Test%20Report.pdf.


	4.https://comscire.com/files/cert/comscire-pq32mu-nist_diehard-validation-tests.pdf.


	5.https://www.commoncriteriaportal.org/files/epfiles/0712a_pdf.pdf.


	6.https://github.com/crocs-muni/randomness-testing-toolkit.
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Appendices
A Appendix: Test Battery Configuration
The Randomness Testing Toolkit (RTT)Footnote 6 was used to conduct the Dieharder, NIST SP 800-22 and TestU01 experiments. Ent was used as provided in the Ubuntu 16.04 LTS distribution. Modified parameters are discussed below.
1.1 A.1 Dieharder
The DESFire cards required some modification of the test parameters, due to their small sample size. The following modifications were made:
	
                        Overlapping Permutations: 125,000 t-samples

                      
	
                        Binary rank 32x32: 4,750 t-samples

                      
	
                        Binary rank 6x8: 25,000 t-samples

                      
	
                        Craps: 20,000 t-samples

                      


Four fewer tests (23 instead of 27) are conducted over 64 MB DESFire sequences. Tests that rewind during a single run are omitted. Rewinds are tolerated so long as the sequence does not reach the end of the file during a single test. 1 MB sequences are not tested with Dieharder, due to insufficient file size. All other devices use default settings over 2.1 GB.
1.2 A.2 NIST SP800-22 (revision V3)
The DESFire EV1 and DESFire EV2 cards were tested using the full NIST SP800-22 statistical test suite, but only for their 64 MB samples. The 1 MB samples were too small to allow the minimum recommended test parameters outlined in SP800-22 and so are omitted. 200 bit-streams of 1,048,576 bits were tested for each sample of every device (Quantis 16M, 4M, USB, Comscire PQ32MU, ChaosKey, urandom, DESFire EV1, and DESFire EV2). The suggested minimum for tests [6] is 100 bit-streams of at least 1,000,000 bits in length.
1.3 A.3 Ent
Ent runs for the full length of all samples. Both byte and bit tests were performed. All tests were run over all samples, without exception.
1.4 A.4 TestU01
Due to their small size, the DESFire EV1 and DESFire EV2 samples were only tested with the Alphabits and Rabbit batteries. Both batteries take an argument representing the size of the input stream, in this case the full 64MB of the samples in question.
The first \(2\cdot 10^9\) bits of the Quantis, Comscire, ChaosKey, and urandom samples were tested using Alphabits and Rabbit. Small Crush was executed using its default parameters. Crush was executed using a reduced set of tests to allow for testing 2.1 GB files (test numbers provided in brackets next to each test):
	
                        smarsa CollisionOver (3–10)

                      
	
                        smarsa BirthdaySpacings (11)

                      
	
                        snpair ClosePairs (18–20)

                      
	
                        snpair ClosePairsBitMatch (21 and 22)

                      
	
                        sknuth Max0ft (43)

                      
	
                        svaria SampleProd (45)

                      
	
                        svaria SampleMean (47)

                      
	
                        svaria AppearanceSpacings (49 and 50)

                      
	
                        smarsa MatrixRank (56)

                      
	
                        smarsa MatrixRank (58)

                      
	
                        smarsa MatrixRank (60)

                      
	
                        smarsa GCD (63–64)

                      
	
                        swalk RandomWalk1 (65–70)

                      
	
                        scomp LinearComp (71–72)

                      
	
                        scomp LempelZiv (73)

                      
	
                        sspectral Fourier3 (74 and 75)

                      
	
                        sstring HammingIndep (90)

                      
	
                        sstring Run (91)

                      


Big Crush was omitted, as it requires substantially more data than was included in the sample files.
B Appendix: Ent Results
See Table 5 and Figs. 2, 3.
Table 5. ENT results for the first 3 samples from each deviceFull size table



                  Fig. 2.[image: figure 2]
Distribution of chi-square scores for devices that fail Ent


Full size image


                  Fig. 3.[image: figure 3]
Bias observed in the distribution of byte values for the first samples of devices that fail the chi-square test


Full size image
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