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CHAPTER 10

Blockchain Beyond Cryptocurrencies

Pierangelo Rosati and Tilen Čuk

Abstract  It is claimed that blockchain technology has the potential to 
revolutionise how financial services firms conduct their business. This 
chapter presents the main characteristics of blockchain technology and 
summarises the extant research around the potential implications of 
blockchain adoption for four main financial activities: payments and 
remittance, credit and lending, trading and settlement, and compliance. 
Current gaps in the literature are discussed in order to identify avenues 
for future research.
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10.1  IntroductIon

The financial services industry plays a key role for businesses and soci-
ety since it enables saving and investment, provides protection from risks 
and supports the creation of new jobs and enterprises (World Economic 
Forum 2013, 2016). Developments in information technologies have 
changed the industry over time by enabling an enormous increase in 
transactions and diversified products (Gardner 2011). However, the pace 
of innovation in the sector has traditionally been very slow (Gardner 
2011; Michel 2014). This is mostly due to the regulatory burden and 
to the conservative culture embedded within the industry (Gardner 
2011; Michel 2014; Das et al. 2018). The result is a linear and predict-
able innovation pattern (Luftenegger et al. 2010) with only five major 
technological innovations in a 50-year period, namely: (1) computerised 
information systems in 1950s (Luftenegger et al. 2010), (2) automatic 
teller machines (ATMs) in 1960s (Batiz-Lazo 2009), (3) electronic stock 
trading in 1970s (Terrell 2010), (4) mainframe computers in 1980s, and 
(5) the Internet in the 1990s/early 2000s (Desai 2015).

However, things have changed significantly over the last decade. As 
the industry moves to what the International Data Corporation refers to 
as the “third platform”—a technology trend towards ubiquitous com-
puting, big data, and the widespread adoption of social and mobile tech-
nologies (IDC 2012) in response to customer expectations for more 
innovative and personalised products. Regulatory changes such as, for 
example, the new EU Payment Service Directive (PSD2), which is dis-
cussed in Chapter 7 of this book, aim to significantly lower the barriers 
to market entry, therefore increasing competition. These recent changes 
have triggered what scholars and practitioners refer to as the “FinTech 
revolution” (Mackenzie 2015; Gomber et al. 2018), built around three 
main pillars: (1) capital availability both for start-ups in the form of ven-
ture capital and for incumbents; (2) new technologies; and (3) new busi-
ness models (Gomber et al. 2018).

As an enabling and disruptive technology, blockchain is arguably at 
the core of the FinTech revolution and has the potential to radically 
change a large number of activities and processes within the industry. 
These changes are expected to provide huge improvements in efficiency, 
generating potential savings of $16–20 billion a year (Santander 2015; 
Capgemini 2016).

http://dx.doi.org/10.1007/978-3-030-02330-0_7
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Blockchain is mostly known as the technology underpinning 
Bitcoin, “a payment system based on cryptographic proof instead of trust” 
(Nakamoto 2008, p. 1), also referred to as cryptocurrency. While cryp-
tocurrencies have been discussed in Chapter 9, this part of the book 
explores other blockchain applications for the financial sector and dis-
cusses related literature gathered from the finance, information systems 
and computer science fields. The rest of the chapter is structured as fol-
lows. The next section provides an overview of blockchain technology. 
This is followed by a discussion of the current challenges that the tech-
nology poses for financial services firms, and the impact of blockchain on 
four main financial activities: (1) payments and remittance, (2) credit and  
lending, (3) trading and settlement, and (4) compliance. The chapter 
concludes with a discussion of further avenues for research.

10.2  What Is BlockchaIn?
Commercial transactions have been stored in ledgers since ancient times. 
Initially kept on clay tablets or papyrus, they then moved to paper and 
ultimately to bytes with the advent of computerised information sys-
tems (Rosati and Paulsson 2017). Regardless the format in which ledgers 
were kept, they have traditionally relied on human inputs; as such, ledg-
ers have been prone to errors which translate into additional costs and 
inefficiencies for organisations and for the economic system as a whole. 
Digital distributed ledgers promise to fix these issues through a unique 
combination of distributed networks and cryptography. Blockchain tech-
nology is by far the most famous example of distributed ledgers tech-
nologies (Beck et al. 2017). It was first launched in 2008 by either 
a programmer or a group of programmers under the pseudonym of 
Satoshi Nakamoto (Nakamoto 2008) and today is mostly known for 
being the technology underpinning Bitcoin, arguably the most famous 
open-source peer-to-peer digital currency (Mougayar 2016). However, 
potential applications of blockchain extend beyond digital currencies, 
potentially impacting corporate governance, social institutions, demo-
cratic participation, and the functioning of capital markets (Wright and 
De Filippi 2015).

Blockchain can be defined as a decentralised, transactional data-
base that enables validated, tamper-resistant transactions across a 
large number of participants (i.e. nodes) in a network (Glaser 2017;  

http://dx.doi.org/10.1007/978-3-030-02330-0_9
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Beck et al. 2018). But blockchain is not just a technological innova-
tion. By providing a valid alternative to traditional trusted intermediar-
ies, it also carries philosophical, cultural, and ideological underpinnings 
that have to be taken into account (Mougayar 2016). For this reason, 
Mougayar (2016) proposes to integrate the technical definition with a 
business definition and a legal definition. From a business point of view, 
blockchain can be defined as a peer-to-peer exchange network for trans-
ferring value, while, from a legal perspective, it can be defined as a tech-
nology to validate transactions.

Blockchain has two main characteristics (Fig. 10.1). First, it brings 
trust where there is none (Beck et al. 2016; Rosati et al. 2016; Tapscott 
and Tapscott 2016; Glaser 2017). In fact, blockchain-based systems 
ensure higher transparency by making information available to all net-
work participants, but they also leverage cryptography and peer vali-
dation of transactions to ensure data integrity and record immutability 
(Böhme et al. 2015; Sun et al. 2016). Second, blockchain-based systems 
are fully distributed. Users’ privacy is protected by using pseudonyms 
while the system’s reliability is ensured by storing a copy of the database 
in every node (Böhme et al. 2015; Beck et al. 2016; Weber et al. 2016). 
These two key characteristics of blockchain are ultimately interconnected 
as mechanisms to build trust are needed for creating a decentralised net-
work, and decentralisation provides the means for users to get involved 
in the network by establishing the basis for a consensus mechanism 
(Seebacher and Schüritz 2017).

Users’ ability to read and submit transactions to a blockchain 
depends on their access to transactions. There are different “flavours” of 

Fig. 10.1 Characteristics of blockchain (Adapted from Seebacher and Schüritz 
[2017])
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blockchain (Table 10.1). In a public (permissionless) blockchain, every 
node can read and submit (validate) transactions while in a private (per-
missioned) blockchain only authorised nodes can (Peters and Panayi 
2016).

Regardless of the type of blockchain, there are some key features that 
are common (although to different extents) to all of them (Mougayar 
2016):

• Distributed network: the adoption of a blockchain removes all cen-
tralised entities and distributes access to all of the participants (i.e. 
nodes) in the network. In other words, all participants in the net-
work, and not a specific one, can verify the transactions. Miners 
are key actors in this distributed network as they work to solve the 
computational problems that allow to create, verify, and securely 
store transactions.

• Cryptography: it enables parties to maintain the privacy of the 
information they send to each other. Blockchain uses Public Key 
Infrastructure (PKI) mechanisms to execute transactions. Each 
blockchain user has a public key and a private key. In order to com-
plete a transaction, a sender needs to know the public key of the 
receiver who can decrypt the message by using its own private key. 
Every transaction is stored in a block, which has a unique finger-
print (i.e. hash) that ensures the authentication of the transaction 
source.

• Timestamp: every transaction that occurs on the blockchain is time-
stamped and no one is able to change it once it has been recorded.

Table 10.1 Types of blockchain (Adapted from Beck et al. [2018])

Access to transaction validation

Access to 
transactions

Permissioned Permissionless

Public All nodes can read and submit  
transactions. Only authorised nodes  
can validate transactions—e.g. Ripple

All nodes can read, submit 
and validate transactions—e.g. 
Bitcoin

Private Only authorised nodes can read,  
submit and validate transactions—e.g. 
R3 Corda

Not applicable
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Blockchain is mostly known for its ability to process monetary and finan-
cial transactions. However, it can also ensure that transactions comply 
with specific rules parties have agreed upon in the form of “smart con-
tracts” (Tschorsch and Scheuermann 2016; Risius and Spohrer 2017). 
Beck and Müller-Bloch (2017) refer to blockchains supporting this kind 
of applications as “blockchain 2.0”.

Despite all the hype around blockchain, it is still a nascent technology 
and there are technical, non-technical, and regulatory challenges to over-
come in order to foster adoption. Extant academic research has focused 
on technical aspects of blockchain (Yli-Huumo et al. 2016; Risius 
and Spohrer 2017) but a number of issues, such as efficiency, latency, 
throughput, scalability, security, and systems integration still need to be 
(partially) addressed (Yli-Huumo et al. 2016). Security issues represent 
real concerns for financial institutions as they store and exchange highly 
sensitive information about their customers and operate under strict 
regulations. In addition, the new European General Data Protection 
Regulation1 (GDPR) now requires organisations to obtain specific con-
sent from their clients to use their private information. With permis-
sionless public blockchains, it is difficult to control who accesses the 
blockchain. As such, financial institutions are more likely to adopt a pri-
vate or permissioned blockchain than a public blockchain (Fink 2017). 
However, due to smaller number of participants (i.e. nodes), private or 
permissioned blockchains are more vulnerable to 51-percent attacks2 
(Peters and Panayi 2016; Yli-Huumo et al. 2016). Further research is 
arguably needed in this space in order to increase technology adoption in 
the financial sector.

Non-technical challenges, instead, are mostly related to (a) build-
ing up innovation legitimacy (Lynn et al. 2018), (b) understanding the 
determinants of users’ adoption, (c) measuring the value generated by 
blockchain investments, and (d) assessing potential impacts on society 
(Risius and Spohrer 2017). Finally, regulatory challenges mostly arise 
from the distributed nature of blockchain applications which, by defi-
nition, can span across multiple jurisdictions, with responsibilities for 
system maintenance are shared among all network participants (Yeoh 
2017).

1 See https://gdpr-info.eu/ for further details.
2 “The ability of someone controlling a majority of network hash rate to revise transaction 

history and prevent new transactions from confirming” (Bitcoin.org 2018).

https://gdpr-info.eu/
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10.3  Payments and remIttance

Departing from cryptocurrencies, here we mainly focus on interbank 
and cross-border payments which are often processed by intermediary 
clearing firms. These processes require a series of complicated processes 
including bookkeeping and transactions and balance reconciliations 
across multiple financial institutions3 (Guo and Liang 2016). The result 
is a long and time-consuming process which often translates in delays 
in payments settlement and additional costs. Cross-border payments 
totalled $27.7 trillion in the first quarter of 2017 (BIS 2017), and repre-
sent 20% of total transaction volumes in the payments industry and 50% 
of the revenues (McKinsey 2016). Notwithstanding the scale, 43% of the 
capital transferred is lost in transaction costs (Guo and Liang 2016).

Beside the actual transaction cost, the time delay between payment 
initiation and settlement creates a risk for the parties involved; this is 
mostly related to the risk default of the counterparty and to fluctuations 
of the foreign currency whose value is determined by market rules (Bott 
and Milkau 2017). By enabling peer-to-peer payments and by offering 
24/7 settlements, blockchain can reduce transaction costs and risk while 
bringing (almost) real-time settlements and increased transparency and 
traceability (Buitenhek 2016). Given these undeniable benefits, it is not 
surprising that both central banks and private institutions have started 
looking at blockchain-based applications for payments (Bott and Milkau 
2017).

Inefficient payments processing is a business as much as an ethical 
problem. In fact, cross-border multi-currency payments are not only 
associated with business transactions; remittance also accounts for a sig-
nificant amount of cross-border money transfers. According to recent 
World Bank estimates, international remittance totalled $585 billion in 
2017, 7.32% of which was lost in transfer fees (World Bank 2017). In 
addition, 39% of the world’s population, mostly comprised of the pop-
ulation in developing countries, does not have a bank account making it 
very hard for the receiver to actually collect the money being transferred 
(Mesropyan 2016). In this context, thoughtful combinations of block-
chain systems and mobile technologies could potentially put billions back 

3 See, for example, Park (2016) for more details on the current cross-border payment 
settlement process.
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into the pockets of families in developing countries therefore reducing 
(at least partially) the gap with richer countries.

10.4  credIt and lendIng

Credit and lending is another area where blockchain can significantly 
change current operations. Other chapters in this book discuss peer- 
to-peer lending (Chapter 2) and crowdfunding (Chapter 1), two well- 
established innovations in the FinTech landscape with significant growth 
rates. Despite the attention they receive today, these practices are essen-
tially as old as commerce; the main difference is that they were tradition-
ally based on informal and interpersonal trust relationships. Peer-to-peer 
platforms have essentially found a way to reduce information asymme-
try and formalise the relationship between parties therefore increas-
ing trust between the two sides of the market, and, of course, to profit 
from their intermediation role. As a technology enabling peer-to-peer 
“trust-free” transactions, blockchain can replace both traditional (e.g. 
banks, credit unions) and new intermediaries (e.g. peer-to-peer lending 
platforms) therefore lowering transaction costs of lending and business 
financing (Larios-Hernández 2017). A typical example is the adoption 
of blockchain-based tokens to enable disintermediated crowdfunding 
campaigns also known as Initial Coin Offerings4 (ICOs) (see, among 
others, Rohr and Wright 2017; Adhami et al. 2018; Catalini and Gans 
2018; Chen 2018; Howell et al. 2018). Despite all the attention these 
blockchain-enabled peer-to-peer systems are receiving from investors, 
regulators, and the media, the volume of capital that goes through these 
channels still represents a tiny portion of the overall credit/lending mar-
ket. As Hawlitschek et al. (2018) suggest, these systems still struggle in 
crossing users’ “trust frontier”. The authors further suggest that a wide-
spread adoption of these systems depends on the development of trusted 
interfaces.

In the context of credit and lending, blockchain could also be lev-
eraged to improve lenders’ decision-making. Risk assessment of poten-
tial borrowers (be it a company or an individual) is usually based on the 
historical records of financial transactions. Data availability and quality, 
however, pose significant challenges to the validity and robustness of 

4 This topic is discussed in more details in the previous chapter.

http://dx.doi.org/10.1007/978-3-030-02330-0_2
http://dx.doi.org/10.1007/978-3-030-02330-0_1
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credit score models (Abdou and Pointon 2011). These issues are particu-
larly pronounced when potential borrowers are small- and medium-sized 
businesses or individuals for which information is rarely publicly and/or 
readily available (Thomas et al. 2017). This ultimately results in ineffi-
cient capital allocation (Jacobson and Roszbach 2003) and lost growth 
opportunities (Beck and Demirguc-Kunt 2006).

In order to overcome these limitations, financial institutions have 
started looking at using “alternative data” in their models such as 
mobile-phone information, psychometric testing, social media activity, 
or ecommerce transactions (McEvoy 2014). However, collecting, aggre-
gating, and integrating data from different sources can be challenging 
and require specialist skills that financial companies do not always have 
in-house. The growing demand for this kind of service has led to the 
emergence of data marketplaces (Stahl et al. 2014). Data marketplaces 
usually offer a wide range of capabilities, such as data gathering, aggrega-
tion, integration, processing, enrichment, etc. (Roman and Gatti 2016). 
When it comes to credit scoring, data marketplaces can represent a com-
mon point of entry for perspective lenders and borrowers through which 
information is exchanged securely (Roman and Gatti 2016). Data mar-
ketplaces are essentially centralised systems, therefore require different 
stakeholders to trust a third-party managing their data. This may prove 
to be particularly challenging for very sensitive and potentially valuable 
data like those used for credit scoring. In this context, blockchain can 
be leveraged to create disintermediated trusted data marketplaces that 
securely connect together information providers, perspective borrowers 
and lenders, and guarantees data provenance and data integrity (Roman 
and Gatti 2016). Blockchain-enabled systems have therefore the poten-
tial to improve the credit scoring processes, therefore lowering default 
rates and providing undoubted economic benefits (Byströrm 2016).

10.5  tradIng and settlements

Chapter 8 in this book is dedicated to recent advancements in trad-
ing technology. Even though trade execution time has been brought 
down to milliseconds, post-trade settlement is still a lengthy and redun-
dant process that spans over multiple days. Two-day (T + 2) or three-
day (T + 3) settlement is still the industry standard but more complex 
transactions like syndicated loans can take up to three weeks (Chiu and 

http://dx.doi.org/10.1007/978-3-030-02330-0_8
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Koeppl 2018). Figure 10.2 provides a brief summary of typical post-
trade activities.5

As per payments, long settlement time and inefficient processes gener-
ate considerable costs and risk for the counterparties involved in a trans-
action. According to Broadridge (2015), industry spends $6 billion to 
$9 billion per year in core and ancillaries post-trade activities for stand-
ardised asset classes like equities and fixed income, but these figures go 
up to $24 billion when including more sophisticated asset classes and 
over-the-counter (OTC) markets.

Benos et al. (2017) argue that blockchain may impact the post-trade 
cycle in six ways:

• Reducing reconciliation and data management costs: the adoption 
of blockchain technology would allow the creation of a distrib-
uted, shared and synchronised database of security ownership. As 
such, it can simplify and automate most post-trade processes and 
significantly reduce the need for reconciliation. Mainelli and Milne 
(2016) estimate a potential 50% reduction for this kind of transac-
tion costs.

• Flexible settlement times: intermediaries currently have at least a 
full day to prepare the settlement and borrow securities or cash as 
needed, therefore managing their own liquidity. A T + 0 (same-day) 
settlement, although desirable from a risk management perspective, 
would also require intermediaries to borrow cash or securities in 
advance, therefore increasing liquidity risk. In this context, flexible 

Fig. 10.2 Typical post-trade activities

5 See AFME (2015) for more details.
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settlement times appear more desirable in a blockchain environ-
ment, and could be implemented via smart contracts therefore cre-
ating benefits for all market participants. Khapko and Zoican (2018) 
demonstrate that a combination of flexible or short settlement 
cycles, coupled with option-like penalties for failures-to-deliver,  
would discipline competition on securities lending markets and 
improve market quality.

• Automated clearing: in a blockchain environment, when a trade is 
agreed the calculation of obligations (i.e. netting) could happen 
automatically and simultaneously therefore reducing the need for a 
clearing agent.

• Direct ownership: in the current market settings, investors are not 
always the owners of the securities they trade. There is indeed a 
chain of custodians who hold securities and act as intermediaries 
between issuers and investors. This creates implications for share-
holder rights (Micheler 2015; Van der Elst and Lafarre 2018). 
When securities are issued in the form of (or can be transformed 
into) digital tokens, blockchain could facilitate direct ownership and 
increase transparency in the market, therefore enabling peer-to-peer 
trading.

• Traceability and transparency: blockchain is an “append-only” data-
base. In other words, records cannot be deleted or altered once 
they have been stored in a block. This provides full traceability of 
transactions. The ledger is also shared among network participants, 
therefore increasing transparency. However, as Malinova and Park 
(2017) point out, investors often prefer privacy over transpar-
ency even when the latter may be socially desirable. Building on 
this point, the authors propose a blockchain-based market setting, 
which maximises social welfare, while protecting investors’ privacy.

• Security and resilience: being a decentralised system, a blockchain 
does not have a single point of failure. As such, it is more resilient 
to cyberattacks and not subject to cybersecurity-related downtimes 
to the same degree.

Benos et al. (2017) also highlight a number of challenges to overcome 
before blockchain goes mainstream in the area of clearing and settle-
ment. These are mostly related to (1) interaction between the digital 
and the physical world (e.g. current legacy assets held by custodians), 
(2) legal and regulatory limitations (e.g. proof of ownership), and (3) 



160  P. ROSATI AND T. ČUK

technology readiness (e.g. scalability and throughput). A number of ini-
tiatives have been undertaken to overcome regulatory barriers (Van der 
Elst and Laferre 2018). For example, the State of Delaware explicitly 
reference the use of blockchain technology in Section 2246 of the gen-
eral corporation law (DGCL) on July 21, 2017. Also, there are ongoing 
efforts from multiple stakeholders aiming to enhance blockchain per-
formance and reliability (Yli-Huumo et al. 2016; Higgins 2018; Chiu 
and Koeppl 2018), which suggest that it will not be long before block-
chain-based applications start moving from the proof-of-concept stage to 
the production stage. For example, the European Central Bank and the 
Central Bank of Japan have already conducted a first study to evaluate 
the possibility of using blockchain for real-time gross settlements that are 
crucial in conducting monetary policy (ECB 2017).

10.6  comPlIance

Regulation is becoming increasingly burdensome in financial services. 
In order to increase investor protection and to prevent financial crime, 
post-crisis regulatory changes have dramatically increased the amount 
of reporting and compliance requirements for all the actors involved in 
the industry. Banks spent almost $100 billion for compliance in 2016 
(McDowell 2017) and the overall expenditure is growing year-by-year 
(Thomson Reuters 2018). Regulatory technology (RegTech7) may be a 
way to reduce these costs and so financial services are investing a signifi-
cant amount of resources in this direction (Spezzati 2017).

In this section, we will focus on three main regulatory frameworks: 
(1) the EU Markets in Financial Instruments Directive (MiFID II8) and 
the corresponding US Dodd–Frank Wall Street Reform and Consumer 

7 Chapter 6 covers this topic in more details.
8 https://ec.europa.eu/info/business-economy-euro/banking-and-finance/finan-

cial-markets/securities-markets/investment-services-and-regulated-markets-markets-finan-
cial-instruments-directive-mifid_en.

6 “Any records administered by or on behalf of the corporation in the regular course of 
its business, including its stock ledger, books of account, and minute books, may be kept 
on, or by means of, or be in the form of, any information storage device, method, or 1 or 
more electronic networks or databases (including 1 or more distributed electronic networks 
or databases) […]” (Delaware General Corporation Law—Section 224).

http://dx.doi.org/10.1007/978-3-030-02330-0_6
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/financial-markets/securities-markets/investment-services-and-regulated-markets-markets-financial-instruments-directive-mifid_en
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/financial-markets/securities-markets/investment-services-and-regulated-markets-markets-financial-instruments-directive-mifid_en
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/financial-markets/securities-markets/investment-services-and-regulated-markets-markets-financial-instruments-directive-mifid_en
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Protection Act,9 (2) Know Your Customer (KYC) and Anti-Money 
Laundering (AML) regulation, and (3) financial reporting standards 
(IFRS/IAS). Blockchain can help financial companies and regulators in 
handling compliance requirements across all these areas. MiFID II and 
the Dodd-Frank have been enacted in response to the global financial 
crisis with the main objective of increasing transparency in the financial 
markets and strengthening investor protection (Black 2010; Prorokowski 
2015). Both regulations require financial firms to keep track of all inter-
actions related to every single transaction. Comprehensive, traceable and 
time-stamped reporting is essential to comply with these regulations and 
this is where blockchain may represent a valuable solution. For example, 
Sheridan (2017) argues that a publicly available blockchain can be an 
effective solution to effectively communicate equivalence decisions under 
MiFID II; this would represent a single source of truth for identifying 
third-party countries that are allowed to conduct financial business in the 
EU. Similarly, a distributed ledger can be used by different regulators to 
uniformly record firm-by-firm authorisations and permissions.

Processes for KYC/AML compliance are particularly redundant. 
Financial institutions are required to onboard their customers before 
conducting any business activity with them in order to avoid work-
ing with/for customers involved in illegal activities (Ruce 2011). The 
onboarding process consists of an exchange of documents and informa-
tion between a financial institution and the perspective customer. Even 
though most of the documents required for onboarding customers are 
standardised, the overall process has to be repeated by each institution 
for each customer with which it wants to interact. Secure and reliable 
information sharing could eliminate redundancies therefore making the 
process more efficient and improving customer experience (Moyano and 
Ross 2017). Moyano and Ross (2017) propose a system architecture for 
a distributed ledger through which financial institutions can verify the 
result of standardised KYC tasks that have already been conducted for 
a specific customer. Such a system would lower the cost associated with 
KYC processes without compromising participants’ security and privacy.

Financial reporting quality is historically a key concern for regulators. 
Even though this applies to every industry, the financial sector has tradi-
tionally received special attention in this respect due to the key enabling 

9 https://www.govtrack.us/congress/bills/111/hr4173/text.

https://www.govtrack.us/congress/bills/111/hr4173/text
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role that it plays in the economy. Standard setters are continuously try-
ing to increase the transparency and accuracy of financial statements, 
and to unify financial reporting practices across multiple jurisdictions 
(Barth et al. 2008). There is still limited evidence of blockchain appli-
cations for financial reporting purposes (Dai and Vasarhelyi 2017) 
and some contrasting opinions in the literature (Coyne and McMickle 
2017). However, some characteristics of the blockchain like data integ-
rity, (almost) real-time updates, instant sharing of necessary informa-
tion, and programmable and automatic controls may represent the basis 
for a new financial reporting ecosystem (Dai and Vasarhelyi 2017). Dai 
and Vasarhelyi (2017) present a first example of a blockchain-enabled  
triple-entry accounting information system, which may represent a 
step forward towards real continuous auditing. In a similar vein, Wang 
and Kogan (2018) propose a prototype of a blockchain-based trans-
action processing system for real-time accounting that leverages 
zero-knowledge proofs to find a trade-off between transparency and  
confidentiality. This kind of financial reporting systems could prove to 
be particularly suitable for the financial sector where every transaction 
has to be recorded and where traceability and records’ immutability are 
extremely important to prevent fraud. Furthermore, auditors and regula-
tors may be able to access financial records in real time if needed, there-
fore increasing transparency and timely interventions where needed.

10.7  conclusIon and avenues for future research

This chapter provides an overview of blockchain technology and of the 
extant literature on its potential applications and implications for the 
financial sector. Despite all the hype and all the promises around block-
chain technology, it still remains an early-stage technology; the number 
of potential use cases is getting larger and larger but very few of them 
have made their way to the market. This is particularly the case for finan-
cial services where conservatism and regulatory requirements represent 
significant challenges for innovation.

Blockchain is, in essence, a technological innovation. Thus, perhaps 
unsurprisingly, most of the research so far comes from computer science 
domain. Even though pure technical aspects of blockchain go beyond 
the scope of this chapter, it is worth to briefly mention some existing 
technical challenges that also represent opportunities for research. First 
of all, integrating existing legacy systems with blockchain is still a very 
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difficult task; it would be naïve to think that organisations will get rid of 
existing systems to move to blockchain-based systems. Therefore, inte-
gration/migration patterns have to be identified in order to streamline 
adoption. The trade-off between security, performance, and sustainabil-
ity is another topic that is widely discussed. In relation to this, different 
combinations of block sizes and encryption and consensus mechanisms 
are being explored; different combinations are likely to be more suitable 
for some applications but not for others, hence the need for a contin-
gency approach to this issue.

Although there are a number of question marks around blockchain 
as a technology, the number of technical studies is arguably growing fast 
(Yli-Huumo et al. 2016). The same cannot be said for organisational and 
business-related research (Risius and Spohrer 2017). In a conservative, 
heavily regulated and profit-driven sector like financial services, reduc-
ing the uncertainty around implementation outcomes, and increasing 
regulatory and community acceptance are likely to play a critical role in 
fostering blockchain adoption. We identify at least two ways to reduce 
uncertainty: (1) in-depth investigations of different use cases: as Risius 
and Spohrer (2017) also point out the number of business case studies 
is still very limited; (2) a suitability framework for blockchain applica-
tions: not all applications or all organisations may benefit from block-
chain adoption, therefore a suitability framework like the one proposed 
by Misra and Mondal (2011) for cloud computing applications may 
represent a useful “reality check” for organisations. Building legitimacy 
around blockchain is extremely important in this context in order to 
increase regulatory and community (i.e. customers, employees, inves-
tors, and other stakeholders) acceptance (Rosati et al. 2016; Lynn et al. 
2018). While Lynn et al. (2018) offer a first approach to this matter, 
further research is needed to gain a deep understanding of how block-
chain legitimacy is changing over time, and if and how organisations are 
proactively trying to build it across multiple audiences (i.e. stakeholders). 
Regulators indeed have mostly taken a “wait and see” position on block-
chain so far but they would be more likely to incentivise the adoption of 
a technology that is welcomed by multiple stakeholders. Finally, creat-
ing an analytical framework for measuring the value generated by block-
chain investments may be extremely useful for building business cases for 
blockchain adoption. This is particularly relevant for financial services 
where financial resources are usually available but are allocated based on 
the return they are expected to generate. In this context being able to 
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assess and quantify, with reasonable certainty, the impact of blockchain 
technology over the short and long term likely facilitates management 
buy-in.

This chapter has provided an overview of potential blockchain appli-
cations for the financial services sector and discussed related academic 
literature. As blockchain has the potential to automate many financial 
operations, it can generate significant gains in efficiency across the entire 
sector. For some intermediaries like brokers, clearing, and settlement 
houses though, those efficiency gains will result in lower revenues. The 
advent of blockchain technology poses significant challenges for these 
actors, who must radically reconsider their value propositions in order 
to stay in business. However, blockchain still remains at an early stage 
of development and the extent of changes it can generate in the finan-
cial sector is contingent to overcoming its current technical limitations 
and to increasing the acceptance of different stakeholders. A more col-
laborative approach to research across different academic disciplines and 
industry could be particularly fruitful in this context to advance the tech-
nology and realise its full potential.
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