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Abstract 
It has previously been demonstrated (Hitchings, 1994) that there is a need to change the way 
infmmation security has been implemented. Systems analysis has began to consider human issues 
as well as technical factors (Checkland and Scholes, 1990). The increase in infonnation security 
breaches indicate that human issues must not be ignored. Networking and disuibuted computing 
mean that an infonnation system can no longer be considered in isolation. The environment and 
interactions with other systems and users are a vital factor to consider when designing security. 
These issues were discussed by Hitchings (1995) and a new methodology called the Virtual 
Methodology (VM) was proposed. 

This paper expands on VM and describes how it was implemented in Lloyd's of London. 
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1 INTRODUCTION 

This research demonstrates how the Viltual Methodology approach was used to identify 
infonnation security risks in the Electronic Placing Suppmt system at Lloyd's of London. 

1.1 The organisation 

The following has been adapted from the book 'Lloyd's of London A sketch history' (1992). 
Lloyd's of London has been involved with the insurance market for over three hundred years. It 

is unusual because it has no shareholders and, in addition, the organisation is not liable for risks 
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that are insured there. The organisation is made up of underwriters, who act as private individuals 
in underwriting risks. Each individual, or syndicate of individuals, are personally liable for any 
risks accepted. 

There are approximately 350 syndicates which can vary in size between a few individuals to 
over a thousand. Risks are negotiated between brokers and underwriters in the underwriting room 
at Lloyd's. The underwriters do not deal with the public but through a Lloyd's broker, who will 
know which syndicate is the most appropriate for the client. 

The Lloyd's building is open plan with no physical restrictions except at the main entrance. 
Therefore each syndicate has physical access to other syndicate personal computers. In addition, 
some competitors are also based in this building. 

1.2 The Electronic Placing Support system 

The Electronic Placing Support system (EPS) is a method that allows underwriters to 'write a line' 
electronically, i.e. complete an insurance transaction. A broker will contact an underwriter with a 
possible risk which needs to be covered. The risk will be negotiated and if accepted the broker 
allows the underwriter to view the details which are stored electronically as a Risk Package. The 
underwriter checks the information. If at this stage the underwriter pulls out the broker must 
revoke the underwriters access petmissions to the record. If the underwriter accepts then this is 
recorded and the information is sent to the underwriters own computer system via the RSS (Room 
Support System) and LIMNET. 

Other underwriters will be contacted and those agreeing to cover part of the risk are also given 
details of the risk. Security is clearly an important issue to this system as large sums of money are 
involved and many different people are using the system. The users cannot be controlled by the 
organisation as they are not employees. In addition, a proprietruy network, LIMNET, is used by 
the system, which the computer department has no control over and which is also used by others 
not related to the Lloyd's organisation. 

2 DESIGNING INFORMATION SECURITY FOR THE ELECTRONIC 
SUPPORT SYSTEM USING THE VIRTUAL METHODOLOGY 

2.1 Introduction 

This section applies VM to the EPS system. It begins by considering the organisation and drawing 
up a model that represents the company and its environment. The EPS system is then analyzed and 
a model of the EPS system is constructed. The two models are compared and used to design a 
model that shows the risk areas. 

Once all the models have been constructed and discussed to ascertain different view points, the 
risk areas are considered to see where problems could occur. The next phase determines the types 
of controls that are required for each risk area 

It is not until this phase that the methodology considers the physical aspects of the information 
system and names specific controls that can be implemented. This means that changes should be 
more easily made than if the physical aspects were considered earlier on in the design phase. 
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2.2 Analysis of the organisation 

The first stage in applying the Virtual Methodology was to consider the organisation as a whole, 
including the application systems, employees, other personnel or systems that interact with the 
company, as well as organisational policies. The environment that Lloyd's operates is also 
considered. The following steps were carried out in order to build the VM model of the Lloyd's 
organisation. 

1. All the components that make up the organisation, for example, the EPS system, other 
Lloyd's systems, Lloyd's computer staff, other employees, LIMNET and Lloyd's policies 
were listed. 

2. All components that interacted with the organisation and its environment but were not 
included in 1. above were then listed. This included brokers, underwriters, competitors, 
other people such as hackers, other LIMNET users, other external systems environmental 
factors, legislation. 

3. How lines were then constmcted to show where there should be autholized interaction, for 
example between an underwliter and the EPS system via RSS (Room Support System). 
These were drawn as thin black lines. 

4. Next flow lines were added to show interactions which should occur only in controlled 
circumstances. An example was that Lloyd's computer personnel were allowed to update 
the live system only in exceptional circumstances with management autholization and 
under supervision. These are represented by broken lines. 

5. Finally, thick flow lines are drawn to represent interactions which should not occur. An 
example would be that competitors should not be able to access the EPS system. 

In the model a component with arrows not linked to another component indicates that the 
component affects all other components strongly. This does not mean that other components do 
not affect all, but that they do not interact so strongly. An example is legislation. 

Figure 1 shows the final model of Lloyd's of London obtained after discussions with personnel 
from Lloyd's. This model was agreed as being con·ect. 

2.3 Analysis of the EPS system 

Once the organisation had been analyzed and a model drawn, the EPS system was analyzed and a 
model constructed. The steps to create the EPS model are similar to those that were used to create 
the organisational model. 

1. The components that make up the EPS system are listed: 
EPS, RSS (Room Support System), LIMNET, brokers and underwriters. 

2. All components interacting with the EPS system were then listed. This included Lloyd's 
computer staff. 

3. Thin black flow lines were then constructed to show where there should be authorized 
interaction, for example between an underwriter and the EPS system. 



6 Part One Secure Information Systems I 

ELECTRO IC PlACING SUPPORT 
SYSTEM (EPS) 

Fig. 1 The VM model of Lloyd's of London 
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4. Broken flow lines were added to show interactions which should occur only in controlled 
circumstances, for example, Lloyd's computer personnel were allowed to update the live 
system only in certain circumstances with management authmization. 

5. Thick flow lines were drawn to represent interactions which should not occur. For 
example, underwriters and brokers should not be able to access the EPS system directly, 
but must go through RSS. 

The model in figure 2 was drawn up after discussions with Lloyd's personnel, and confirmed by 
them as being correct. 

2.4 Analysis of the system to determine risk areas 

The next stage was to compare the Lloyd's organisational VM model and the EPS VM model, 
looking for risk areas. It was then possible to construct a model of potential risks. These included 
interaction between: EPS, RSS, LIMNET, Lloyd's computer staff, other employees, Lloyd's 
policies, brokers, undc!Wiiters, other authmized users of LIMNET, unauthmized people, such as 
competitors or hackers. 

As in the previous stages flow lines are consuucted: thin to represent authmized access, such as 
brokers contacting unde1wliters directly; dashed to represent access that is allowed only under 
certain situations, such as the live systems by the computer staff; and finally thick lines to 
demonstrate where access should not occur, competitors and hackers arc an obvious example. 

Figure 3 shows the model which was eventually drawn up after discussing previous models with 
Lloyd's personnel. Again it was agreed as being CO!Tect. 

2.5 Analysis of risk areas to determine the types of controls required 

The next phase was to w1ite down the potential 1isk areas present in the Lloyd's organisation. 
These were t11en used to dete1mine the types of controls which were required. It was important at 
each of the stages to debate the issues and to obtain as many views as possible. It is also important 
not to be too specific at tl1is stage, it is not until the next phase tl1at actual controls were named. 
This is pmt of the VM methodology and allows the infmmation system controls to be designed at 
a conceptual level. The following are risk areas and types of controls that were identified by the 
model and agreed by Lloyd's personnel: 

2 

3 
4 

Risk area 
Ensure only authmized brokers are allowed 
access to the LIMNET system. These personnel 
should not he allowed access to any other system. 
Ensure only authmized unde1wliters m·e allowed 
access to the EPS system. These personnel should 
not be allowed access to any other system. 
Ensure no unauthmized access t11rough LIMNET. 
Ensure that computer staff cannot access the live 
system without adequate controls. 

Types of controls 
Logical and physical access 
controls to the LIMNET system. 

Logical and physical access 
controls to EPS and 
undcJwliter's PCs. 
Network access conu·ols. 
Logical access controls to the 
system. Special procedures to 
allow access to the live system. 

2 
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Fig. 2 The VM model of the EPS system 

Telephone or 

Fig. 3 The VM model of risk areas 
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Ensure other people in the building cannot access 
the system through the underwriters PCs. 
Protect EPS system programs and data. 

Protect the system against viruses. 

Collusion of underwriters and brokers. 

The policy of users not being employees is a 
security problem because procedures cannot be 
enforced. 

Logical and physical access 
controls. 
Logical and physical access 
controls for data and programs. 
Ensure regular backups. 
Install virus checking software 
and recommend the same for 
users. 
This can only be deterred by 
traditional managerial techniques. 
Suggest suitable security controls 
and policies. 

9 

2.6 Design controls 

In this phase physical controls were discussed along with their feasibility. The controls should not 
only be based on whether they are cost effective but should also consider human issues, such as, 
the effort and time involved to implement the extra security procedures and whether they hinder 
operations. Controls are determined for each type of control identified from the risk areas of the 
previous phase. The following types of controls were discussed and agreed with Lloyd's of 
London management. 

2 

3 

Risk area 
Ensure brokers are authorized 
and can only access the LIMNET 
system. 

Ensure underwriters are authorized 
and can only access the EPS 
system. 

Ensure no unauthorized access 

Controls 
For Lloyd's of London: 
Passwords and user ids to LIMNET. 
Implement good password management. 
Physical access controls to the equipment and 
computer room, e.g. Tan cards. 
Implement security measures for outputs, such as, 
plintouts and floppy disks. 
For brokers: 
Suggest above controls. 
For Lloyd's of London: 
Passwords and user ids to the EPS system. 
Implement good password management and 
security measures for output. 
For underwliters: 
Suggest above controls, but in addition suggest 
physical locks to personal computers and a 
software secmity package, e.g. Bulldog. 
Lloyd's of London: 

2 
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4 

5 

6 

7 

8 

9 

through LIMNET. 

Ensure procedures restrict dp staff 
accessing the live system without 
adequate controls. 

Ensure other people in the building 
cannot access the system through 
the underwriters PCs. 

Protect EPS programs and data. 

Virus protection. 

Collusion of underwriters and 
brokers. 

Security problem of non-employee 
users. 

2. 7 Implement the system 

Implement network control procedures as supplied 
with the LIMNET package. 
Lloyd's of London: 
User ids and passwords to the live system 
should only be issued when monitored and 
authorized by management. User ids should be 
revoked immediately after the update. 
Lloyd's of London: 
Physical access controls to the 
underwliters area is difficult as the building 
is open plan. Recommend identity badges. 
Underwliters: Recommend physical and 
logical access controls. 
Lloyd's of London: 
Access should be restricted to autholized 
underwliters as identified by lisk 2. Updates to live 
programs should be autholized by management and 
monitored. Backups should be taken regularly and 
contingency plans should be tested. 
Lloyd's of London: 
Implement an anti-virus policy and virus detection 
software for all computers and the network. 
Underwliters: Suggest an anti-virus policy and the 
use of a personal computer virus checker. 

Traditional managerial techniques 
should be applied, such as being aware of any 
unusual behaviour (life style greater than income) 
and ensming good pay and working conditions. 
It is known that users do share 
passwords, however, it can only be suggested that 
this practice be discontinued. 

At this stage the suggested controls would usually be implemented. However, because this was a 
post implementation site, the controls currently in use were compared to those suggested by VM. 
VM proposed all the controls that were being used but also suggested others that had not been 
considered. Management at Lloyd's of London agreed that there was a security loop hole. 

2.8 Review and maintain the system 

The final phase of this methodology is to continually review the system, with the objective of 
updating it to constantly improve the seculity. This is in line with cun-ent systems analysis 
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thinking, and by using this iterative process, it should ensure that the organisation is using the most 
appropriate information security controls available. 

3 CONCLUSION 

The Virtual Methodology begins by considering an overall picture of the organisation and its 
environment. It then looks at the application system and the risk areas. The types of controls are 
discussed at a conceptual level and it is not until the final design phase that physical aspects of the 
system are discussed. Each phase consists of debates including as many interested parties as 
possible. By including users it may highlight problem areas in implementing controls, for 
example, some procedures may be too time consuming. 

The deliverables are in a format that can be understood by management, users and technical 
computer personnel. The models are representations of the components that are considered 
relevant to the organisation and the system, including the interactions between each component. 
The lists of risks and types of conu·ols are kept at a conceptual level and are in an easy to 
understand form. The final list consists of recommendations of actual tools and techniques that 
could be implemented. Each suggestion should again be discussed and evaluated to see if it is 
feasible both from the economical point of view as well as the practical aspects of implementing 
the new procedures. 

The case study was appropriately chosen because it represented the cunent U-end in industry with 
regard to the design of systems and information security. The organisation used a soft systems 
approach to systems analysis but still applied traditional methods to information security. The EPS 
system was complicated and involved human and organisational issues in an unusual way, as the 
users were not employees and additionally, members of the public and competitors were allowed 
access to the underwriting room. 

The VM approach to the EPS system at Lloyd's was very successful. It suggested all the controls 
that management had expected but also indicated others that had not been considered. The 
problems concerned cannot be revealed for secmity purposes. 

VM has been designed to be applied to any information system within any type of organisation. 
The final phase of VM is to continually evaluate and enhance the system and therefm-e it should 
evolve with the organisation reflecting any new changes that may occur. It is a dynamic 
methodology incorporating contextual, organisational and human issues with technical solutions, 
and leads the way forward in infmmation system secmity design. 
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